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1. BBEOEHUE

1.1. O nporpamme SACTABA-YnpaBneHue

OTOT  JOKYMEHT  OIMCBHIBaeT  (PYHKIMOHAIbHBIE  BO3MOXKHOCTH,  OCOOCHHOCTHU
koHpurypupoBanuss u npumeHeHus «VPN/FW ««BACTABA-Ymnpasiaenue», Bepcus 6 KC3
(ucnonuenne ZM-WS64-VO-03)» («BACTABA-Ympasnenue» KC3») (manee — 34CTABA-
Vnpaenenue) niasi CHCTEMHOTO IPOTPAMMHUCTa M IIEPCOHANA, OOECIIEYHMBAIOIIETO HSKCIUTyaTaIUI0

3ACTABA-Ynpasnenue (nanee — AIMUHUCTPATOD).

1.1.1. HasHauyeHue

3ACTABA-Ynpaenrenue  Boimonuser  (ynkuuu LlenTpa  ympaBiaeHHs  MOJUTUKAMU
OesomacHoctu (manee — [[VII) u mnpexncraBiaseT coOOM mporpammy Uid YHU(PUIMPOBAHHOTO
yIpaBieHUS] CETEeBOM O€30MacCHOCTbIO B TIeTepOoreHHbIX cpepax. Mcmonb3oBanue [[VII mo3BoisieT
LEHTPaIN30BaHHO CO3/aBaTh, PACHpPENENATh U AKTUBHPOBATh MOJUTHUKY CETEBOM O€30MacHOCTH B
uH(pOpMalMOHHON (MH(DOPMALIMOHHO-TEIEKOMMYHHKAIIMOHHON) CETH, B KOTOPOHl YCTaHOBJIIEHO
nporpammuoe obecrnedenne «3ACTABAy» (manee — Aeenmwt) (manee — 34CTABA-Ogpuc). LVII
o0OecrieunBaeT LEHTPAIU30BaHHBIM KOHTPOJIb JOCTYIA B 3AIUMIIECHHBIX CETAX IYTEM OINpeAeNCHUs
[Tomutuku besonacHoctn mist [P-punpTpanuu (BKIr0O9ass KOHGUTYpUPOBAHUE MEKCETEBBIX IKPAHOB
(MD) ¢ KOHTpOJEM COCTOSIHMM MPOTOKOJIOB) U Ansg 00paboTku IPsec-Tpaduka Ha ympaBisieMbIx
Acenmax. 3amuTa CETEBBIX COeNMHEHUM ympasisercss depe3 IPsec-llomutuku nns Aeenmos. L[VII
TaK)K€ OIpenesieT TUIl ayTeHTU(UKAlWW TOJb30BaTelied M YAAJEHHBIX XOCTOB B paMKax
crangaptaeix onuuid IKE: ¢ wucnonbs3oBanneM 1HMQPOBBIX CcepTU(HUKATOBIIIM TPEABAPUTEIHHO

pacinpeaci€HHbIX KJIIOYEH.

LJVI] yaudunupyer ymnpaBieHHE CETeBOM O€30MacHOCThIO B «MHOTO-BEHIOPHBIX» CETAX
yTeM OJHOBPEMEHHOTO M LEJIOCTHOr0 KOH(PUrypHupoBaHMs, kKak MO, Tak M IUI030B 0€30MacCHOCTU
(VPN-1U15030B) OT TaKMX W3BECTHBIX Npou3BoauTeneit, kak, Cisco Systems™ u Microsoft™. Takum
obpazom, [[VII nononHser (yHKIMM YOPaBICHUS CETSAMM, OOECIEeYEHHbIE IEHTPAIM30BAHHBIMU
atrgopmamu yrpasieHus: CiSCO, ¥ MO3BOJISET MOIB30BATEI0 OMPENEIUTh (M 3aMEHUTB) TOJIBKO TE
4acTH KOH(urypamuu Aeewma, KOTOPHIE HMEIOT OTHOIIGHHWE K CepBHUcaM, ympaBisembiM [[VII.
KonTponb gocryna, ayreHTHUKaLuUs MOIb30BaTeNss/y3na U mudpoBaHue Tpaduka He 3aTparuBaroT
yacTeil KoHQUTrypauuu Aeenma, OTHOCSIIUXCA K APYTUM cepBHcaM - poyTuHr, IDS, npodunuposanne
Tpaduka u T.1. OHU ONpENENsIOTCS HE3aBUCUMO M coriacoBaHHO (06e3 koH(mukToB) BHe [[VII, Ha
COOTBETCTBYyIOMMX MpoaykTax ympasienus Cisco: Cisco Secure Policy Manager. I[VII coznaer u
HeHTpaan30BaHHoO ynpasiseT JlokanbabiMu [Tonmutnkamu besonacnoctu (JIIIB) Aeenmos B npoaykTax

34CTABA, Microsoft IPsec Agent, mapmpytuzaropax Cisco, MD Cisco PIX Firewall B pamkax o6mieit
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koproparuBaoit ['mobansHoi [Tomutuku bezonmacuoctu (I'TIB). I'TIb u JIIIb xpansaTcs B 6a3e MaHHBIX

(bI) VI n
1.1

otoOpakaroTcs u ynpasisitorcst uepes L[ VII-Konconw.

2. Ob6nacTtb npumeHeHus

3ACTABA-Ynpasnenue npuMeHsieTcs JAJs  yHpaBieHUs Aeewmamu B JOKAJIbHBIX,

KOpPIIOpaTUBHBIX U r100aJbHBIX CCTAX, I'’IC B KAYCCTBC IMPOTOKOJIA CETCBOI'O YPOBHS HCIIOJB3YCTCA

npotoko IP.

34ACTABA-Ynpasnenue mnipenHaszHaueHa isi pabOThl Ha KOMIIBIOTEpAX CO CIACAYIOIIMMH

onepauronHbiMu cucteMamu (OC):

11 cepBepHoil uactu 34 CTABA-Ynpaenenue:
— Windows Server 2012 R2, mtardopma x64;
it kiueHTckon yactu 34 CTABA—Ynpaesnenue:

— OC Windows 8.1, miardopma x64.

Kommnonentsr [[VIT (L{YII-Konconw, I{YII-Cepsep, B/ L{VI]) MOTyT OBITh YCTaHOBJICHBI KaK

Ha OAHOM KO

MIIBIOTCPEC, TaK U HAa PA3HBIX KOMIIBIOTCPAX. I[OHYCKaeTCH YCTAaHOBKaA KJIMEHTCKOM 4acTu

«3BACTABA—VYmpasnenue» Ha OC nmns cepBepHort yactu «3ACTABA-VYmpasnenue». B mobom

ciydae, AJs

kaxaoro kommoHeHta [{VII wucnonb3dyemas OC n0MKHA HMMETh YCTAaHOBJIEHHYIO U

AKTMBHPOBAHHYIO MOIEPXKKY ceTu u cteka TCP/IP.

1.1

3. XapaKkTepucTukm

L]VII no3BossieT AIMUHUACTPATOPY:

co3nasarh U peaaktuposats 1 11b;

npeoOpasoBbiBath ['TIb B JIIIB 1151 KOHKPETHBIX A2enmos;

nocrtapiaTh JIIIB no 3anuimeHHoMy KaHaily U akTUBUPOBATh Ha Aeenme (110 3aIIpOCY WM
no komanae ¢ [[VII) gepe3 mpotokon pacnpeaeicnus noiutuku (Policy Management
Protocol - PMP), ucnione3yst 3ammuiienHoe coequaerne ISAKMP/IKE SA;

orceuate JIIIB mappyruzatopam u MD Cisco u Microsoft IPsec Agent B TekctoBoM
¢dopmare uepes 3amuppoOBaHHbIN TYHHEIb;

OpPraHU30BBIBATh B3aUMOJICHCTBHE U, MPU HEOOXOTUMOCTH, 3aLUIIATh TpapuK MEXIY
Acenmamu W BHEIIHUMHU CHUCTEMaMU — CEpBEpPaMH PErMCTpali, CUCTEMaMH CETEBOTO
yIpaBJI€HUS W CpEACTBAMHU O€30MacHOCTH TPEThUX TMPOU3BOJAUTENCH HAa OCHOBE
npoTtokosioB |IPSec;

UCTIONTB30BaTh crienuanbHbie HocuTenu uHpopmarn (PKCS#11-coBMecTMBbIE TOKEHBI)

JUISL TOTO, YTOOBI XPAHUTh KPUTHUECKYIO HH(OPMALIMIO MT0JIb30BATE,
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BeCTH (haill XypHana perucTpaiiyl U KOHTPOJIUPOBATH COOBITHS CHCTEMBI Y€pe3 ITOT
Gaiin,

cobupath Syslog-cooOrieHus OT YIpaBsieMbIX A2enmos,

xpanuth I'TIb u JIIIb mns Aeenmos (1.e. Habopbl OO0bekTOoB Ilomutrku u IlpaBuna
ynpaBieHus ux Bzaumojeicteusmu) B b1 [[VII,;

skcnoptupoBats/umnoptuposats [Ipoextst I'TIb n3/B XML-¢aiinos,;

yrpasiate Mapiapyruszatopamu Cisco, MD Cisco PIX B ponu I1lto308 be3onacnoctu;
ymnpasiate BcTpoennsiMu B OC Windows Microsoft IPsec Agent B pomu XocTtoB
Bbe3zonacuoctu u [lonp3oBaresnei,

ynpasisate |IKE CFG u pacmpennoii ayrentudukarueit Ha [1lnro3ax bezonacHocty;
nomewats [[VII u ynpasnsembie Aeenmur 3a NAT-ycTpoiicTBa; onpexnensats [IpaBuiia
NAT, ytoOs1 L{YII npunuman ux B pacdeT Ipu BBIYUCIECHUU MOJUTUK 0€30I1aCHOCTU Ha
ypoBHE Acenmog. Jlns HEKOTOPBIX Aecenmos BO3MOXKHO akThBHOe ympasienue NAT-
koHpurypanueit (myrem Brirouenus komaua NAT B JIIIB Aeenma);

yrpasiats cepucamu Application Proxy (HTTP, FTP u 1.1.) B Aeenmax;

OBICTPO BBINOJNHATH HAaYalIbHOE KOH(PHUTYPHUpPOBAHHE Aeenmog, 3arpyxas HadalbHbIC
UHCTaJUIAUOHHBIE TakeThl T [{VIT yepe3 BeO-ipotokosn (HTTP/HTTPS);

YIIPaBJIATH MOJIUTUKON aBTOMATHIECKOTO OOHOBIICHUS TSl A2enmos;

yIpaBJIATh KayecTBOM oOcimyxkuBaHus (QOS): ocymiecTBisieTcss myTeM MOJU(pHUKALMN
nosst DiffServ mpu TynnenupoBanuu IP-maketoB (moanepxuBaercs Aeenmamu, HadnHas
¢ Bepcuu 5.0). JlanHast PyHKIIMOHATBHOCTD MOJIE3HA JUTSl TPOTOKOJIOB, YyBCTBUTEIBHBIX K

3aaepxkam (VOIP u T.1m.).

1.1.4. MNMoppepxmMBaemMble MPOTOKOSbI U TEXHONOIMMU

B [JVII npuMeHSIOTCS pa3IMYHbIE KOHLENIHUH, IMPOTOKOJbI TEXHOJIOTUH, UCIOJIB3yEMBbIE B

cpenmax cereBoit Oe3omacHocTH, Takume kak IPsec, IKE, PKI, RADIUS wu T.1. DTN KOHIEHIHH,

MPOTOKOJIBI M TEXHOJIOTHH MOApoOHO omucanbl B cootBeTcTByronmx RFC (Request For Comments).

Hixe MNPUBOAUTCA CIHUCOK JOKYMCHTOB, KOTOPBIC SBJIAIOTCA OTHpaBHOﬁ TOYKOM JJIsI IIOHHUMaHUS

KOHIIEIIINN ceTeBOI 0€30MaCHOCTH:

O6wme ctaHaapTbl rpynnbl IPsec

RFC 2401 | Security Architecture for the | http://www.ietf.org/rfc/rfc2401.txt
Internet Protocol
RFC 2411 | IP Security Document Roadmap | http://www.ietf.org/rfc/rfc2411.txt



http://www.ietf.org/rfc/rfc2401.txt
http://www.ietf.org/rfc/rfc2411.txt
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IPsec: npotokonsl ESP n AH

RFC 2402 | IP Authentication Header (AH) http://www.ietf.org/rfc/rfc2402.txt

RFC 2406 | IP Encapsulating Security | http://www.ietf.org/rfc/rfc2406.txt
Payload (ESP)

IPsec: ooMeH Kno4yamu

RFC 2408 | Internet Security Association and | http://www.ietf.org/rfc/rfc2408.txt
Key  Management  Protocol

(ISAKMP)
RFC 2409 | Internet Key Exchange http://www.ietf.org/rfc/rfc2409.txt
RFC 3173 | IP Payload Compression Protocol | http://www.ietf.org/rfc/rfc3173.txt
(IPComp)
PKI

RFC 2459 | Internet X.509 Public Key | http://www.ietf.org/rfc/rfc2459.txt
Infrastructure  Certificate and
CRL Profile

Opyrve npoToKonbl

RFC 0792 | Internet Control Message | http://www.ietf.org/rfc/rfc792.txt
Protocol (ICMP)

RFC 1777 | Lightweight Directory Access | http://www.ietf.org/rfc/rfcl777.txt
Protocol (LDAP)

RFC 1155 | Structure and Identification of | http://www.ietf.org/rfc/rfcll55.txt
Management Information  for
TCP/IP-based Internets

RFC 1157 | Simple Network Management | http://www.ietf.org/rfc/rfcll57.txt
Protocol (SNMP)

RFC 2138 | Remote Authentication Dial-in | http://www.ietf.org/rfc/rfc2138.txt
User Service (RADIUS)

TepMVIHbI nonpepeneHuns

RFC 2828 | Internet Security Glossary http://www.ietf.org/rfc/rfc2828.txt

1.2. O6 aToM fOKyMeHTe
OTOT JOKYMEHT OMUCHIBACT (DYHKIIMOHAJIbHBIE BO3MOXHOCTH L{V]].
1.2.1. Kak nonb3oBaTbCSl 3TUM AOKYMEHTOM

B 3aBucumocTtu OT TOTO, Kakyr WH(MOpPMAIUI0O HEOOXOJWMO HAaWTH B JIAaHHOM JOKYMEHTE,

MOXXHO IJIi Hadaja:

- HayuuThcs ycraHaBnuBaTh W HacTpauBarh [[VII, nns 3TOro mnepeWtu K pasneny 2

ITOATOTOBKA K MCHOJIB30BAHMIO I]VII.


http://www.ietf.org/rfc/rfc2402.txt
http://www.ietf.org/rfc/rfc2406.txt
http://www.ietf.org/rfc/rfc2408.txt
http://www.ietf.org/rfc/rfc2409.txt
http://www.ietf.org/rfc/rfc3173.txt
http://www.ietf.org/rfc/rfc2459.txt
http://www.ietf.org/rfc/rfc792.txt
http://www.ietf.org/rfc/rfc1777.txt
http://www.ietf.org/rfc/rfc1155.txt
http://www.ietf.org/rfc/rfc1157.txt
http://www.ietf.org/rfc/rfc2138.txt
http://www.ietf.org/rfc/rfc2828.txt

11
MKEH0.00631-01 32 01

- TlomyuuTts oOIIME TEOpeTHYECKHE M MPAKTUUYECKUE CBEACHUS O TOM, Kak 00ecreduTh
6e3omacHOCTh cetu myreM KoHdurypupoBauus I'TIb B [[VII, BKIO4as CTpaTeruio BHE

nporpammupoBanus ['TIb, aiis atoro nepeittu k pasaeny 4 Ob30P KOHOUT'YPAIIUN [[VI].

- ¥Y3HaTh O cTpyKType riaBHOro okHa [[VII-Konconb W HayduThCS NEpeMENIaTbCs 10

cTpykrype O0beKkTa, AJis 3Toro nepeitu k pasaerny 6 Os30P [[VII-KOHCOJIb .

- V3HaTh O CTPYKType YeThIpex o0iacTeil okHa B riiaBHOM okHe [[VII-Kowconw, s 3TOTO

nepeiTu k pasaeny /7 BJIOXEHHBIE OKHA [[VII-KOHCOJIb.

- O3HaKOMMTBCS ¢ MHCTPYKLUSAMH 110 YCTAaHOBKE, YAAJICHHUIO U ynpaBieHuto OObekTamu B
L[VII-Konconv, utobsl co3mate I'TIb, mis sroro mepeiitu k pasgeny 8 CO3JIAHUE

['1OBAJIBHOM TTOTMTUKY BE3OITACHOCTH B LY.

- Y3Hare omnpeneneHus U crpykrypbl IIpoexktoB u I'1Ib, B ToM Buzae, B KOTOPOM OHH
ucnone3ytorcss B [[VII, a Taxxke OPUHLUIBI PabOThl C HUMH, IJISI 3TOTO MEPEUTH K

paszaeny 9 PABOTA C ITPOEKTAMMU U I'JIOBAJIbHBIMU [TOJTUTUKAMU BE30OITACHOCTH.

- O3HaKOMHTBCSL C UHCTPYKIHMSIMU IO PadOTe ¢ KPUITOAITOPUTMAMH U KOH(UTYPUPOBAHUIO
L{VII-Kounconw, niis atoro niepeiitu K paszaeny 10 JIPYTUE oYHKIMN [[VI].

- O3HAaKOMHTBLCS C MHCTPYKIHMSIMH TIO TMOJIb30BaHUI0 YTHiuThl Koudurypuposanus [[VII
(SecureManage Configuration Tool) u HayuuThcs ynpasmuste munensueit [V u Bl I{VII,

¢ xkortopeiMu [[VII Oynet paboTats, 11 3Toro nepeiitu k paszaeny 10.2 CIOJIL30BAHUE
YIATEHHOM LY TI-KOHCOJIh

VIAJEHHAS [[VIT-KOHCOJIb MoxeT ObITh ycTaHoBIeHa Ha koMbioTepe ¢ OC Windows (cm.
noapazen 2.1). 34CTABA-Oguc nomkeH Takke ObITh YCTaHOBIICH Ha 3TOM KOMITBIOTEPE.

Ilockonbky ynanenHas [[VII-Konconv NOIKHA MMETh 3allMILEHHOE coenuHenue ¢ [[VII-
Cepesep | L[VII-Ogpuc, Xocmom beszonacnocmu u OOBEKTOM, COOTBETCTBYIOIIEM KOMIIBIOTEPY, Ha
KOTOpoM yaaneHHas Kowconvb Oyner ycraHoBieHa, JojbkHa npucyrctBoBate ITIb, coznanHas Ha
nokanbHO# [[VII-Koncons (KOTOpasi CHauana J10JkHa ObITh yCTaHOBIJIEHA U cKOH(purypuposana). I'TIb

JIOJDKHA Takoke copeprkath onucanue [omuruku (Ipasun) muig paboTel ¢ ynaneHHoOH Kouconbio.

UroObl NpaBUIBHO CKOHGUTIYpupoBaTh ynaneHunywo [[VII-Kouconvs noxkanbHas Kowuconw
JOJDKHA OBITH CKOH(UTYpUpOBaHa yisi paboTel ¢ yaaneHHou Kowconvio. Torna ynanennas Kownconw

MOJKET ObITh YCTaHOBJICHA.
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CJIGI[YIOH_II/IG TCPMHHBI UCIIOJIL3YKOTCA B 3TOM CCKIIMHU - BAXXHO HC IYTATh HX:

JlokaabHass KoHcoab  onpepensierca, kak oak3eMmmusip  [[VII-Kowcons,  koTopas
YCTAaHABIIMBAETCS HA KOMIBIOTEPE, MCIIONb3YEMOM KaK TIJIaBHBIA LEHTPAJIbHBIA IYHKT
Anmunuctpatopa be3zonmacHocTH KoMmaHuM. OTO - OOBIYHO HACTOJBHBIM KOMIIBIOTED,
pacIoyIOKEHHBI B KOPIOPAaTHBHBIX IITa0-KBAapTUpax C YycTaHOBiIEeHHBIM IP-agpecom u
BHyTpeHHUM niepumeTpoM beszonacnoctu komnanuu. [{VII-Cepsep u L[VII-Oguc (m ero BJI)
JIOJDKHBI TaKKe OBITh YCTaHOBJIEHBI Ha 3TOM KommbioTepe, u b/l SQL-cepBepa nomkHa OBITH
yYCTaHOBJIEHA Ha KOMITbIOTEpE BHYTpH Nepumerpa be3onacHoctu (uaeanbHO, Ha TOM K€ CaMOM
KOMITBIOTEPE, UTO U JIOKaJbHasi KoHconb).

Ynanennas KoHcouab omnpenenena kak sk3emiuisip [[VII-Kouconb, yCTaHOBICHHOW Ha
KOMIIBIOTEPE, KOTOPBIN MCIOJIB3YeTCs, KaK BCIIOMOTraTeJIbHBIA IIYHKT ypasieHus Ilonutukon
be3onacHocTr. 3TO - 0OBIYHO MOPTATUBHBIN KOMITbIOTEp AnmMuHucTpaTopa bezonmacHocTH, u
UCIOJIb3YEMBIH AAMHMHHMCTpaTOpoM be3onacHocTH B pa3iMyHbIX MECTax M € pa3inyHbX |P-
aapecoB. D1oT 3k3eMIuisip L[VII-Kouconv nonyuut noctyn k L[VII-Cepsep u B]1 [[VII SQL u3
YIaJIEHHOTO0 MECTOIOJI0XKEHUS BHE epuMeTpa be3onacHocTn KoMnaHuu.

1.2.2. KoHdurypupoBaHue nokanoHoun LYT1-KoHconb

Jns  xoHpuUrypupoBaHus JIOKAIbHOW KoHconu HEOOXOIMMO BBIOJHHUTH —CIIEAYIOIINE

IpaBuia.

1) Ecmu Bbl ucnons3yere monHyto Bepcuio MS SQL-cepBepa, urobsl xpauuts B I{VII,
HA/I0 YAOCTOBEpUTHCS B ToM, uro Bam SQL-cepBep mommepxkuBaer TCP/IP-coBeTsr.
Ecnu Bel He n3MeHsuIM HUKakue HAcTpoku Bo Bpems ycraHoBku SQL, TCP/IP-coBeTsl

MNOAACPIKUBAKOTCA aBTOMATUYICCKH.

2) Cosnare Xoct beszomacnoctu unmn O6bext Ilonb3oBatens B nokansHou [[VII-Konconw,
4yTOOBI MpPEACTaBUTh yAaleHHYI0 Kowuconw. Ecin ynanennas Kowucono OyneT HMMeETh
¢ukcupoBannbiil [P-anpec, Hano co3garb OO0beKT xocTa be3onacHocTy; ecnu yaaneHHas
Koncons Oyner umerh AMHaMHYecKuW HazHaueHHbIM [P-anpec, Hamo coszmate OOBEKT
nojb3oBareis. YOeauTbcss B TOM, YTO ONMCaHUE cepTHUdHKaTa, co3gaHHoro OObekTa
[Tonws3oBarens/xocta (Tak xe, kak [P-anpec B ciyuae OO0bekra xocta besomacHocTn),
COOTBETCTBYET  (PaKTMUECKOMY  JIOKaJbHOMY  cepTu(dukary, KOTOpeli  Oyner
3apeructpupoBad B 34ACTABA-O¢uc, KOTOpHIN 3allMINAaeT XOCT U Ha KOTOPOM OyAeT

YCTAaHOBJICHA yAAaJICHHAA Kownconw.

3) Co3znarp IlpaBuno besomacuoctn B I'TIB ans ympaBineHus: B3aMMOJICHCTBHEM MEXIY
ynanennoit Kowuconvro w L[VII-Cepsep | L[VII-O¢huc. Ito nomxkHo OwiTh [IpaBmiio,
cozaepxariee mpotokoisl [IPsec-Tpaduka. Bam, BepositHO, ipuaeTcst co3naBatb OOBEKTHI
Hevicteuss u IKE-Ilpennoxenuss (Habopbl MapaMeTpoB), YTOOBI MCIOJIB30BaTh 3TO

IIpaBuino, ecinu Bel elie HE co31amu UX.
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LVII we 3anpentaer Bam coznaBate [IpaBuiio i 3Toro B3auMOAEHCTBUS MO HE3AUUIIEHHOMY
coeauHenuto. OgHako coszganue 3toro IlpaBuia B 3TOM cUTyalluud He OOECIIEUUT YpPOBEHBb
besonacHocTH, HEOOXOAMMBIH Ui OTOH BaKHOW CBSI3M, M IOITOMY HACTOSTEIHHO
PEKOMEHIYEM €TI0 HE CO34aBaTh.

4)

5)

6)

Ecin O0bekT monp3oBarensi ObUT CO37aH, YTOOBI MPEICTaBUThH yHalleHHYIO Koncons,
HAJ0 YJIOCTOBEPHUTHCS B TOM, uTo mapamerp IlosuTuka mo ymomuyanuio (B 3axmanke
(Vnpasnenue —> Obwue oxna Ceoticmea)) s O0bekTa XocTa be3omacHocTH, KOTOPHIi

Ipe/CTaBIsIeT CO00i J0KaNbHYI0 KoHcob, yCTAHOBIICH C TapaMeTpoM 3anpeTuTh Beex.

OttpancnupoBars ['TIb, BbiOpaB komanny TpancampoBaTh u3 MeHio [Ipoexm wnu

Ha)kaB KJaBuIny <F7>,

AxtuupoBath ['TIb, BbiOpaB KoMaHI1y AKTHBHPOBATH U3 MEHIO [Ipoexm WA HaXaB
kiapuiny <F8>. B mosiBuBIIEMCSl OKHE TTOATBEPAUTD KEJIaHUE aKTUBUPOBATH [loTUTHKY

g Bcex O0wpexToB [lomutuku.

' Ecnu Acenm eme He ObLI yCTaHOBJIEH (WM AOKHBIM 00pa3oM KOH(HUTypUPOBaH) HA XOCTE
ynaneHHou Kowrcoau, akTHBU3AIINS STOTO XOCTa HE COCTOUTCS. DTO - HE OIMOKa, He CMOTPS Ha
3TO XOCT ynaneHHoil Konconu npasuiibHO 3arpy3ut ee JIIIb nocne aktuaunu Hauansnoit JIIIb

(cm.

m. 10.2.2).

1.2.3. KoHdurypupoBaHue xocrta yaaneHHon KoHconu

Hnst  xoHpurypupoBanus yaaneHHOW Kowxcoau HEOOXOIUMO BBIOJHUTH CIEIYIOUIHE

npaBuia.

1)

2)

Heo6xonumo ycranoButh 34ACTABA-Oguc Ha KOMIBIOTEp, Ha KOTOpPOM Oyaer
HaXOOUThCS XOCT ynaineHHoW Kowucoau. He W3MEHsE HACTpPOWKHA MO YMOJYaHUIO B
TE€YEHHUE YCTAHOBKH.
OnpenenuTh MaKCUMaJIbHOE YHCIO MOBTOPEHUH  (IIOMBITOK  BOCCTaHABIUBATb
B3auMmoieiicteue), korna TCP/IP-B3aumoneiicTBre pepbIBaeTCs:
3anyctuth Pemaktop Peectpa OC Windows: BwiOpate koManmy Run wu3 menro Start,
BBectH regedit u Haxatp kHONKy OK.
Haiitu HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\Tcpip\
Parameters key B sieBoii 4acTy OKHa M BBIOPATh €rO.
[TomecTuTh MbILIL B MpaBoM OKHE. HaxaTh mpaBoil KHONKOM MBI U BBIOpaTh KOMaHIbI
New ->DWORD Value 13 KOHTEKCTHOrO MEeHI0. BBeCTH HMs HOBOTO MapameTpa.
[TepenmenoBate mapametp TcpMaxDataRetransmissions.
Hakath mpaBoii KHOIKOW Ha HOBOM MMEHHW MapameTpa W BbIOpaTh komanay Modify u3

KOHTCKCTHOT'O MCHIO.
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B nmumanoroBom okne BBect 100 B mone Value Data. YmocroBepuTbcs B TOM, 4TO

MepeKIIYaTellb B AMaJI0rOBOM OKHE yctaHoBiieH B Hexadecimal.

1 ) OnrtumansHoe 3Hauenue Mg nois TcpMaxDataRetransmissions MoxeT ObITh yCTaHOBIIEHO,
9KCHEPUMEHTHUPYS C Pa3IMYHBIMU 3HaYCHHUsIMH Tapamerpa. Eciu y Bac Bo3HUKIHM TPyIHOCTH,
ycraHaBiuBas Security Association (SA - 3ammmiéHHOE COSIMHEHHUE), MOXKHO YBEIHYHUTH
3HAaYCHHE.

3)

4)

5)

6)

7)

Beiiitu n3 Pegakropa Peecrpa u nepesarpy3uTb KOMIIBIOTED.

3anyctutb 34ACTABA-Oguc. Cxondurypupoarb 34CTABA-Oguc u yCTaHOBUTH
HeoOXouMbIe cepTU(UKATHI (110 KpaiiHel Mepe, cepTU(UKAT JTOKAIBHOTO 10.16308aAmells
U ero 3akpbeITeid K04, [[VII ceprudukar, u coorBercTBytomue ceprudurarsl Y1I).
3arpy3ute u aktuBupoBaTh Havaasnyw JIIIB (13 panee cosmaHHOro (aiina). 310

CO3/acT TyHHENb JUIs yaaneHHoi Konconu, uroObl B3aumoieictBoBath ¢ [{VII-Cepsep.

[TpoBepuTh TO, YTO 3aIIUIICHHOE coearHEeHUE [Psec ObLIO YCTAaHOBICHO MEXIY XOCTOM
ynanennou Kowuconu n L[VII-Cepgep. IT0 MOXET OBITh CIENIAHO, UCIOIb3Ysl KOMaHIy
Ping mis xommbiotepa [[VII-Cepsep. MoxHO Takke MpoBepuTh OKHO Monitor
34ACTABA-O¢uc, zamumaromuii kommbioTep [[VII-Cepsep; OHO IOMKHO TIOKa3aTh

IPsec-coenuneHne MexX Iy JTOKaIbHOU U yaaneHHoU KoHconamu.

YcranoBute [[VII-Koncons. 3a mnoapoOHOIl wuHpOpMalueil Hamo oOpaTUThCS K

noipazzaeny 2.3:

3anmyctuth nporpammy [[VII \setup.exe wu3 auctpubytuBHoro mgucka [[VII.
3amyckaercss MacTep ycTaHOBKHU. [lepeliTu K OKHY JUIIEH3MOHHOTO COTJIAlICHHUS.
IToarBepanuTh Bamie npuHATHE JIMLIEH3MOHHOIO COTJIAIICHUS.

BeiOpate MecTononoxenue Juist ycraHoBku L] VI daiinos.

Bri6pats Tonbko I[VII-Koncons u CipaBOUHYIO CUCTEMY JJISI YCTAHOBKH.

3akoHUUTh ycTaHOBKY [[VII n mepe3arpy3uTb KOMIBIOTEp, Ha KOTOPBHIN MPOU3BOAMIIACH

YCTaHOBKa.
3anyctuth [{YII-Koncons. B okue [[VIT Login Haxats kHonky Emne:

Haxats kHOnIKY HacTpours.

B oxrne ODBC Data Source Administrator Beiopats 3aknaaky System DSN.

Br16paTh MCTOYHUK CHCTEMHBIX NaHHBIX, KOTOPBIA ucnonb3yetr [[VII (o yMonT4aHwio -
«[JVIT MSSQL ba3za nanubix») u Haxkath KHomky Configure.

Beectu IP-ampec xocta SQL-cepBepa B mone Server. Haxare kHonky Finish u 3arem

HaxaTh KHONKY OK B ciiefyromux okHax, 4ToObl BepHYThCS K okHy [[VIT Login.
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- B nmone Uma B/l BBectu ums b/] [[VII tak, Kak OHO ObUIO BBEJCHO BO BPEMSI YCTaHOBKHU
L VII-Cepsep.
— B none HYII BBectu IP-anpec I[VII-Cepsep.

Tenepp, MOXHO 3amycTuTh yaaneHHyto Kowconws (nokaneHast Kowucons pomKHa OBITH

3aKphITA) U UCIOJIB30BaTh ee 1iist foctyna kK I[VII-Cepsep n padotsl ¢ I'TIb.

\il) Korga JIIIb xocra ynmanennoi Kowuconu obHoBieHa (cm. mar 8)), IPsec-coemunenue ¢ [[VII-

Cepgep TIOTEPSHO W BOCCTAHOBJIICHO BHOBb, KaK 4YacTh OOBIYHOTO IIpoIlecca OOHOBICHHS
3anuiieHHoro coeaunenust IPsec. CoenvHeHue aBTOMAaTHYECKH BOCCTAHOBJIGHO TIOCHE
OKOHYAHUS MEPErOBOPOB O HOBOM 3AIUMIICHHOM coeanHeHun. Ecmu ynanenHas Kowuconn GUI
BHE3AIHO 3aKPbIBACTCSI, STO MPOUCXOAUT MOTOMY, YTO OHA MPEBBICHIIA MAaKCHUMAaJbHOE YHUCIIO
MOTIBITOK TOBTOPEHUsSI TIPU BOCCTAHOBJICHHH coeluHEHus. Ecnu 3To cimywaercs, U Bel umeere
npoOJieMbl C CO3JaHUEM 3alIHMIIEHHOTO COEAMHEHHUS, MPOCTO HYKHO YBEIWYHUTh 3HAUYCHUE
TcpMaxDataRetranissions mapamerpa, Kotopblii Bel co3aaBanu Ha mare 3). |P-agpec moxer
HAXO0IUThCS TOJLKO B OJHOI 30HE.

1.2.4. 3anyck yaaneHHou KoHcosnu

[Tocne HayambHON yCTAaHOBKH M KOH(UTYpPAIMH, OIIMCAHHON BBIIIE, B MTOCIEAYIOMINX CITydasix
HEOOXOAMMBI CIIEAYIOIIME IIary AJis 3amycka yaaneHnoit Kouncoau, nonydaenus nocryna k b1 [JVII n

pa6otsl ¢ I'TIb:

1) VYiaoctoBepuThbCs B TOM, YTO HHKakue Apyrue sk3eMiuisipbl [[VII-Koncons B nanHOe
BpeMs HE 3aIyCKaroTCs. BO3MOXKHO, TOJIBKO 3amyckarbk oauH sk3eMiusip [[VII-Konuconw
OIHOBpeMEHHO. Ecnu Bl nbITaeTech 3amyckarb ynaineHHYH KowHconb, B TO BpeMsS Kak
JokanbHasg Kownconb Bce ellle 3alycKaercsi, MOXKEeT ObITh KOH(MIMKT ¢ JaHHBIMU B BJ]
LVII.

2) VnoctoBepuTbes B ToM, uT0 34 CTABA-Oguc 3amytiieH.

3) Coeaunutbes ¢ ceThio MHTEpHET.

4) 3amyctuth ynaneHHnyw Koncous.

5) AxruBuposarts JIIIb B 34CTABA-Oghuc.
1.2.5. HacTtpownka apyrux napamMeTpoB CUCTEMbI

Ecnu coenunenne mexay yaaneHHoit [[VII-Konconvio 1 SQL-cepBepoM MeaseHHOE, MOXKET
ObITh HeoOxoauMo m3MeHHTh 3Hauenue st DBRetryTimeout m DBRetryCount mapamerpoB B
¢aiine TPNServer.ini, pacrmosio)XeHHOM B IJ1aBHOUM nupektopuu [[VII. 3HadeHne 1Mo yMOJTYaHUIO

Ui 000MX mapaMeTpoB - 10; B HEKOTOPBIX CIIydasix, OHO JOJKHO ObITh yBenuueHo 10 40 umu 50.

Pab6ota co cpenctBoM KoHpurypuposanus L[VI].
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- PaccmoTpers momaroBsiii npumep koHourypupoBauus VIl nns pabotel ¢ 34CTABA-

Ocguc, nns sroro mepeddtu Kk mpuioxkenuto (cm. [pwnoxkenune 2. Hacrtpoiika cepBepa

OOHOBIICHHIA).

1.2.6. Tunorpadckue cornaiwieHus

B naHHOM OKYMEHTE HCIIONIB3YIOTCS CEIyIONUe TUIOrpadckue cornameHus:

HoayxupHbiid IpUPT

[TonmyxupHBIA WIPUPT UCHONIB3YETCS Ui BBIIEICHHUS HA3BaHUN MEHIO,
BKJIQJIOK, KHOIOK, Toyied, OOBEKTOB M CTPOK KOHTEKCTHOTO MEHIO, a
TaK>Ke JJIs1 BU3YaJIbHOTO BbIJICJICHHUS.

Kypcus

KypcuB  wucmonmp3yercss  [UIsi  BBIIEJNEHUS  HA3BaHWUU  MpOrpamm,
NPOTPaMMHBIX OKOH, BCIUIBIBAIOIIMX OKOH, CTPOK MEHIO, IapaMeTpOB
OObexTa U aTpuOyTOB, a TaKXKe AJS YKa3aHUsS JaHHBIX, KOTOpPbIE HYXKHO
BBECTH B I10JI€, @ TAKXKE JJISl BU3YaJIbHOTO BBIJICIICHHS.

«KaBpraku

KaBpruku ucmons3yroTes sl yKa3aHus CTPOKH M3 CIHUCKA B JAHHOM I10JIE
(T. €. CTPOKY U3 MPEIONPECIEHHOTO CIIUCKA B OKHE).

MAJIEHBKUE TTPOITVICHBIE

Marnenbkue mponucHbie OYKBBI UCIOJIB3YIOTCS B Ha3BaHUSIX JOKYMEHTOB
(crangapTroB, MoHOrpaduii, Oymar, TEXHHYECKOH JIOKYMEHTAallUH,
JIOKYMEHTAITUU IOJIb30BATENS JJII MPOTPAMMHOIO O0ECIICUeHUS, CHCTEM
WHTEPAKTUBHON CIPABKH U T. [I.) M Pa3/esiOB JOKYMEHTOB.

HenponopumoHasbHEIM
wpmdT

HenpomopunoHaabHbIi IPUPT KCIOIL3YETCS B CCHUIKAX Ha IIaIlKH
CHCTEMBbI M JMPEKTOpHM, MeHio Start, HasBaHusx (aiioB W IMyTeH u
komannax DOS/shell.

<yTJIOBBIE€ CKOOKI>

B yriioBbie CKOOKHM 3aKTI0YAIOT Ha3BaHUS KJIABUII HA KJIaBUATYpE.
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2. MoOroToBKA K UCNONb3OBAHUIO LYT]

2.1. CwucrteMHble TpeboBaHuUA

HpOFpaMMHO-aHHapaTHOC obecrieucHue KOMIIBIOTECPA, Ha KOTOPOM YCTAHABJIMBACTCHA

3ACTABA-Ynpasnenue, NOKHO OTBEYATH CICTYIOITUM MUHUMATbHHIM TPEOOBAHUSIM.
2.1.1. LUYIl-KoHconb

[IporpamMMHo-anmapaTHoe oOecreueHue KOMIbIOTepa, Ha KOTOpoM ycrtaHaBnuBaercs [[VII-
Konconv (xkmuentckas yacte 34CTABA-Ynpaenenue), TOIDKHO OTBEYATh CIEAYIOUIUM MUHUMALbHBIM

TpeOOBaHUAM (MOKET YCTAHABIMBATHCSA HA OTCIIBHOM KOMIIbIoTepe uiu BMecte ¢ [[VI):

—  64-paspsansiii nporeccop 1400 MI' nnwm Bbie;

—  oIepaTWBHas MaMsTh — He MeHee 512 Moaiir;

— OC Windows 8.1/10 mutatdopma x64;

— mnoazaepxka cetu (TCP/IP) nomkHa ObITh yCTaHOBJIEHA U aKTUBUPOBAHA;

—  paspemiaroias crnocoOHOCTh auciuiest — He menee 1024x768 (pekomenayetcs 1280x1024

u Oosee).
2.1.2. UYIl-Cepeep

[IporpammHuo-anmapaTHoe obecrieueHrne KOMITbIOTEpa, Ha KOTOpOM ycTtaHaBiuBaetrcs [[VII-
Cepsep (cepBepras yacte 34CTABA-Ynpasnenue), TOMKHO OTBEUYaTh CICIYIOUIMM MUHUMATbHBIM
TpeOoBaHUSIM (MOXKET YyCTaHABIUBATHCS HA OTACTHPHOM KOMIIBIOTEpE WM BMECTE C APYTUMHU

kommonentamu [[VII):

— IIpomeccop, ¢ apxutektypoii x64, ¢ yacroroit He meHee 1400 MI'1;
— 512 Moaiit cBOOOJHOI ONepaTUBHOM MaMATH;

— 1 T'6aiiT cBOOOIHOTO AMCKOBOTO IPOCTPAHCTBA;

—  Windows Server 2012 R2/2016, nnardopma x64;

— Pa3zpemienne monuropa ne menee 1024x768 nukcenei;

— He menee 1 (oguoro) Ethernet-aganrepa.

JlomyckaeTcst ycraHoBKa kineHTckoil yactu 34CTABA-Ynpasnenue na OC nns cepBepHOi

vactu 3ACTABA—-Ynpasnenue.
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2.2. NopaepxuBaemble Bepcumn ynpasrnissieMmoro
nporpaMmmMHoOro obecne4veHus

LVII MoxeT ynpaBisTh yIad€HHBIMU MaplipyTu3zaropamu, MO, nuiro3amu 6€30MacHOCTH U
VPN-kiueHTaMi  pa3iuyHbIX  MPOU3BOAUTENCH. Hwxe  mpuBeneH  cOoucOK — Bepcuid
YCTPOHCTB/MPOrpaMM, KOTOPbIC OBLIN MOJIHOCTHIO MPOBEPEHBI Ha coBMecTUMOCTh ¢ [[VII 3ACTABA-

Ynpasnenue:

—  mapupyruszaropsl Cisco I0S routers ¢ Bepcueii 10S 12.3;
—  MD Cisco PIX Firewalls Bepcuii 6.3;
—  Aeenmul (3BACTABA-Oghuc) Bepcuii 6.3 u BbIiIIe.

IIpumeuanue. Jlpyrue THNBI W BEPCHM YCTPOMCTB/IIPOrpaMM MOTYT TaKK€ KOPPEKTHO
paborate ¢ [{VII, onHako, 3TO HE TapaHTUPYETCsA, IOITOMY PEKOMEHIYETCS NPEABAPUTEILHO

IIPOBECTHU MOJHOMACIITAOHOE TECTUPOBAHUE B 1a0OPATOPHBIX YCIOBUSIX.
2.3. WHctannauua UYT

2.3.1. MNoproroBkKa

LJVII nocrasnsgercs Bmecte ¢ 34CTABA-Oghuc (xotopsiii 3amuuiaer komnbtotep L[VII u
pacnpenenser noiautuku 6esonacuoctu (JIIB) Aeenmam), MS SQL Server 2008 R2 Express Edition..

3ACTABA-Ynpasnenue MOXET TOCTaBIATbCA B BapuaHte MD, o0ecreunBaroLero
KOHTPOJb W (UIBTpALMIO NPOXOJAIIMX 4Yepe3 HEro CeTeBbIX NakeToB uiau Bapuante VPN
(cpecarBo kpunrorpaduueckoi 3ammuthl uHGopmaiuu (CK3U) + MD), obecrieunBaromiero, Kak
KOHTPOJIb M (UIBTPALIMIO CETEBOTO TpauKa, TaK M B3aUMHYI0 KPHUNTOrpadUUecKylo 3aliuTy
a0OHEHTOB IMPH YCTAHOBJICHUM COEAMHEHUs, MHU(POBaHUE U KOHTPOJIb LeJ0ocTHOCTH IP-rakeToB B

KOPITOpaTUBHOM MH(OPMAIIMOHHOHN CHCTEME.

Ucnions3zoBanue 34ACTABA-Ynpasnenue NOMKHO OCYIIECTBISATHCS B COOTBETCTBHH C
nokymenTrom MKERD.00631-01 91 01 «VPN/FW 3ACTABA-Ynpasnenuey, Bepcusi 6 UCTIOTHEHHE
KC3, xommutekrammss ZM6-WS64-VO-03» («3ACTABA-YnpasneHue», Bepcus 6 HCIOJIHEHHE

KC3»). IlpaBuia moa»30BaHU».

B coctaB «VPN/FW «(BACTABAY, Bepcus 6» Bxomutr CK3U «Kpunrtollpo CSP» 4.0 R4
3-Base XXTAM.00089 mpomssoactea OO0 «KPUIITO-ITPO» (. MockBa) m C3U «Secure Pack
Rus» Bepcust 3.0 XKXTAN.00106.

Uro0bl MHCTAIMPOBATH U JAEUHCTAIUpOBaTh [[VII, HE0OXOAMMO HMETh MPUBUIIETHH
Anmunuctparopa OC.
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Jnuna naponst Aagmunuctpatopa OC gomkHa ObITh HE MEHbIIE IIEeCTH OyKBEHHO-IIHM(PPOBBIX
CUMBOJIOB

HeobxonuMo OTKIIIOUMTH BCE aHTHUBUpPYCHOE mporpammuoe obecreuenue (I10) no nHaganma
yctanoBku [[VII. Heo6xonumo akTuBUpoBaTh anTuBHpycHOE 110, kak Toibko ycranoBka [{VII
Oyner 3aBepiieHal

BJ] MS SQL Server 2008 R2 Express Edition ucmonb3yeTcst TOJIbKO JJIs1 TECTOBBIX MPOEKTOB, a
TAKKe U MPOEKTOB, C YHUCIOM 00BEeKTOB Oe3omacHOCTH MeHee 100, B OCTANbHBIX CIyYasx
pexoMeHayeTcs ucnonb3oBaTh BHenHO BJ] Microsoft SQL Server 2008 mmu Postgre SQL
Bepcuu 9.X.

Ecmu B xauectBe CepBepa 0a3wl maHHBIX [[VI] OyneT HUCIONB30BATHCS yoice CYuecmayouull
MS SQL Server unu Postgre SQL, To mepen uHctaimsiuuei [{VI] nHano yoeauTbess B TOM, YTO
W3BECTCH JIOTMH W Mapoiib aaMuHHCTparopa SQL-cepBepa W 4TO OH JOJDKHBIM 00pazom
CKOH(UTYPHUPOBAH.

CK3U «Kpuntollpo CSP» m0omKHO OBITH YCTAaHOBIEHO C TOJICPKKON YPOBHSA S1pa, VIS 3TOTO
IpU YCTAaHOBKE IPHIIOKEHHUS] HE0O0XOAMMO BbIOpaTh TuUIl ycTaHOBKM CUSIOM M ycTaHOBHTH
moyas Kernel mode CSP.

B cocraB «VPN/FW «3ACTABA», Bepcusi 6» BXOIMT CPEICTBO 3alUThl HH(OPMALIUH

«Secure Pack Rus» Bepcus 3.0, npoussoactea OO0 «CuditDuy» (r. Mocksa).

B nponecce ycranoBku «3ACTABA-YnpasieHue» J10JKHA ObITh TPOBEACHA JOMOIHUTEIbHAS
HACTpOKa cpeacTBa 3amuThl nHbopmarmu «Secure Pack Rus» Bepcust 3.0 B 4acTH HOJUTHK
ynpasienus npuinoxenusmu (AppLocker). TlpaBuia MOJMTHKA yrpaBieHHs MPUIOKECHUSIMH
MIPHUBEJICHBI B mojpasene 2.3.6.

2.3.2. 3anyckK MHcTannsauum

3anycK MHCTAJISLUU JOJKEH IPOU3BOIUTHCS CIEAYIOLUIMM 00pa3oM:

1) BcraButh auck c¢ jguctpuOyrtiBom B mpuBogq CD-ROM wu 3amyctuth  (aiin
ZASTAVA . exe. Hagnercsa MpoLECC HHCTANIAHH.

2) IloaTBepmuTh TNPHHATHE JHIIEH3UOHHOTO COTJIANICHUS, HaXXaB COOTBETCTBYIOIINN
IIEpEKIIIOYaTeNb, M HaXKaTh KHONIKY JlaJiee.

3)  BriOpatp namnky, Kyjaa Oy/JeT YCTaHOBICHO HPUIIOKEHHE.

4)  BeiOpate Monmymu [[VII, xoropple OyayT yCTaHOBJIEHBI (110  YMOJYaHUIO

YCTaHABIIMBAIOTCS Bce MOAyiH) (cMm. PucyHok 1).
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6)

7)
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=10l

BoiDOp KOMNOHEHT

o
—r
BbIfepuTe KOMNOHEHTEI NPOrPaMMbl ANA YCTAHOBKM. =Rl Taba
_I Koncone OnucaHUe KOMNOHEHTBI:
&3 ~| Crpasounan cuctema SysLog-cepeep ZASTAVA BLINOAHAET
___I Cepeep PYHKUMIO coopa Syslog-coobwenud ot
S==Rat S :sLog Cepeep YN ANEHHbIX areHTOB GE50NACHOCTH.

JaHHBI KOMMOHEHT GY4EeT YCTaHOBAEH Ha
AOKEABHBIN HECTRUM AUCK

Ina gaHHoro komMnoHeHTa Tpetyetca 152K6
Ha XECTKOM AUCKeE.

Huck OuucTure < Hazan I Nanee > I OtmeHa

Pucynok 1 — BeiOop ycTanaBnmuBaeMbIX KOMIIOHEHTOB L] V1]
Ecnu Ha xomnbroTepe He ycTaHOBIEH cepBep 6a3 ganubix MS SQL, TO MOsSBUTCS OKHO
¢ mpemiokenuem ycranoBku Microsoft SQL Server 2008 R2 Express Edition. Ilpu

HGO6XO)]I/IMOCTI/I — CHATb OTMCTKY C COOTBCTCTBYIOLICTO ITYHKTA.

O3HaKOMUTBCA €O CUCKOM aonojHuTeabHoro [10, Heobxoaumoro nist padoter [[VII.
OOpaTuTh BHUMaHUE Ha TO, 4TO, eciiu Takoe [1O He ycTaHOBIEHO Ha KOMIBIOTEPE, OHO
OyZeT yCTaHOBJIEHO aBTOMATUYECKH, KaK 4YacTb WHCTasiuu [[VII. HaxaTe KHONKY

Hauee.

[Tocne 3Toro 3amycTHTCS MpoliecC MHCTAUIALMU HEOOXOAMMBbIX mHpoaykroB. Ha Bce
BOIIPOCBHI, KOTOPBIE MOTYT MOSIBUTBHCS IPU MHCTAJUISILUY JOTOJIHUTEIbHBIX IPOAYKTOB,

MOKHO OTBETUTH IO YMOJIYaHHUIO.

B mpornecce ycranosku MS SQL Server 2008 R2 Ha sTane koH(OUTYpUpOBaHUS TApOIIs
IV ayTeHTU(HUKAMU TIOJ YYETHOH 3amuchio aaMuHHcTpaTopa (cM. PucyHok 2)

HCO6XO,Z[I/IMO CreHCpUpoOBaTh IapoJib, OTBEYAIONIIUH CJICAYIOIIUM TpC6OBaHI/ISIMI

—HE COJEP>KUT BCIO UJIU YaCTh UMEHHU YYETHOU 3aIIUCH I10JIb30BATEIS;

—JUTMHOM 60Jiee BOCbMU 3HAKOB,;

—COJIEPKUT CUMBOJIBL, 110 KPaHEN Mepe, TPEX CIEAYIOIUX KaTEeTOpUiA:
— 3arjaBHble OYKBBI aHTIIMHCKOro andasura (ot A 10 Z);

—  CTpOYHBIE OYKBBI aHTJIMICKOTO andaButa (0T a 10 z);
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— ocnoBubie 10 nudp (0-9);

— HeOyKBeHHbIE CUMBOJIBI (Hampumep: !, #, %).

%% SQL Server 2008 R2 Setup

I[=] B3

Database Engine Configuration

Specify Database Engine authentication security mode, administrators and data directories.

Setup Support Rules

Feature Selection

Installation Rules

Instance Configuration

Disk Space Requirements

Server Configuration

Database Engine Configuration
Error Reporting

Installation Configuration Rules
Installation Progress

Complete

Account Provisioning | Data Directaries | User Instances | FILESTREAM |

Specify the authentication mode and administrators for the Database Engine.

Authentication Mode
" Windows authentication mode

(¢ Mixed Mode (SQL Server authentication and Windows authentication)

Specify the password for the SQL Server system administrator {sa) account,

Enter password: ]uoo.ono.

Confirm password: ]nooooon.

Specify SQL Server administrators

SQL Server administrators
have unrestricted access to
the Database Engine.

Add Current Userl Add... I &emovel

< Back I MNext = | Cancel | Help

4

Pucynok 2 — OkHO KOH(GUTypUpOBaHMS TApOJIs YUETHOH 3anucu axMuHucTparopa bJ{

9) Tlocne ycranoBku MS SQL Server 2008 R2 mosiButcs okno ZASTAVA Management
Setup ¢ 3anpocom Ha nobaBnenue Cepsepa L[VII B ciucok nckimouenuit bpanamayspa
Windows, nanHOe OKHO moKa3aHo Ha pucyHke (cM. Pucynok 3). Ilpu HakaTUM KHOMKA
Na, B [lpasuna exoosuwux nooxnouenus (inbound rules) Bpanamayspa Windows

n00aBsATCS JiBa COOTBETCTBYIOIIMX MPaBHJIA, TTOKA3aHHBIX Ha pUCYHKE (cM. PucyHOK 4).

I ZASTAVA Management Setup [_]]

Jlna yaaneesicét padotel Konconu ZASTAVA Management veobxoaunio
pazpewnTs gocryn k Cepeepy ZAS TAVA Management.

Jotasure Cepaep ZASTAVA Management B CnMCOK HCKMOYEHMIT
Bparamays pa Windows?

Pucynok 3 — OkHo 3amnpoca Ha no6aBnenue Cepsepa L[VII B cricok UCKIIOYSHMIA
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Npaswna Ana BXOAAUPMX NOOKAIOYEHMH

ZASTAVA Management Aa PaspewnTtb
LB V‘A'\'"r\;‘l'é‘nage&i'é‘h‘f .................................................................................................................................................................................... Paspelﬁi};; ......................................................
OOGHapymenne Kawmpyowwmx y3nos Branch...  BranchCache - obHapyxenue ... Bce Het Paspewwuts  UDP Het
Monyyenune cogepxumoro BranchCache (Bx... BranchCache - nonyuexue co...  Bce Het Paspewnte  TCP Het
°CepBep pasmMeleHHoro kawa BranchCache (... BranchCache - cepeep pasme...  Bce HeTt Paspewnuts  TCP HeTt
OSecure Socket Tunneling Protocol (SSTP-Bx0... Secure Socket Tunneling Proto... Bce Het Paspewnts  TCP Het
OAnan'rep npocnywusaTtena Windows Comm... Windows Communication Foun... Bce Het Paspeunte  TCP Het
AucTaHuwoHHoe ynpasnenue pabounm cton... [AUCTaHUMOHHOE ynpasneHue ... Bce Aa Paspewmts  TCP HeTt
OAocryn K ceTi COM+ (DCOM - Bxoaswmit T... focTyn K cet COM+ Bce Het Paspeuwmte  TCP Het

Pucynok 4 — [paBuna Bxoasamux noakiatoueHuit bpannamayspa Windows s Cepsepa LIV
2.3.3. TpopomkeHue nHctannauuu: cosgaduwe b Lyr1

2.3.3.1. Hactpomnka MS SQL Server 2008 R2 Express Edition
ITepen cozmanmem BJI [[VII neobxomumo Hactpouth MS SQL Server 2008 R2 Express

Edition:
1) B wmenmo I1yck Boiopath SQL Server Configuration Manager (cm. Pucynok 5).

e | % & 5 BRI S

@ Internet Explorer (64-paspaaHbiit) —
(& Internet Explorer
] UenTp obHosnerua Windows
ELVIS+
Microsoft SQL Server 2008 Nl
Microsoft SQL Server 2008 R2 e L
&, Import and Export Data (64-bit) s -
, Configuration Tools
a SQL Server Configuration Manager K =
] SQL Server Error and Usage Reporting i
ﬁ SQL Server Installation Center (64-bit) e
PostgreSQL 9.2
ABTO3arpyska
MaHenb ynpasneHns
AQMUHUCTPUPOBaHUE
KPVTOIPO YCTpONCTBa M NPUHTEPEI
ObcnyxusaHue
CraHaapTHble AQMUHUCTPUPOBaHHE »
Cnpaska 1 noaaepxKka
BoinonHuTb. .
I |HaitTi nporpamme! 1 daitnel @ 3aBepIUEHNE CEaHCa |ﬂ

Pucynok 5 — 3amyck SQL Server Configuration Manager
2) Packpeith cmmcok SQL  Server Network Configuration, BeiOpats Protocols for
SQLEXPRESS, 3atem — TCP/IP (cm. Pucynok 6).
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= Sql Server Configuration Manager

®aitn  [feiicteue Bua  Cnpaska

=101 ]

e |2 |H=H

‘@ SQL Server Configuration Manager (Local)
SQL Server Services
& SQL Server Network Configuration (32bit)
2> SQL Native Client 10.0 Configuration (32bit)
= § . SQL Server Network Configuration
&~ Protocols for SQLEXPRESS
&} sQL Native Client 10.0 Configuration

Protocol Name | status

%~ Shared Memory Enabled
3~ Named Pipes Enabled

TCP/IP Enabled

¥ VIA Disabled

Pucynox 6 — Hactpoiika TCP/IP nipu koudurypamuun MS SQL Server 2008 R2 Express Edition

3) Beiopars Briaaky IP Addresses u B pazgesne IPALL B mose TCP Port 3amath 3HaucHue

1433. 3uavenue B niosie TCP Dynamic Ports yaanute (cm. PucyHok 7).

Ceoiicrea: TCP/IP

" Protocal  IP Addresses |

21

=2 1p3
Active
Enabled
IP Address
TCP Dynamic Ports
TCP Port
E 1pa
Active
Enabled
IP Address
TCP Dynamic Ports
TCP Port
= 1ral
TCP Dynamic Ports
TCP Port

Yes
Mo

Yes
Mo
127.0.0.1

1433

1]

Active

Indicates whether the selected IP Address is active.

o |

CrmeHa | nDHMEHHTbl

Cnpaeka |

Pucynox 7 - Hacrpoiika TCP/IP npu xondpurypanuun MS SQL Server 2008 R2 Express Edition
2.3.3.2. Cospanue BA LYIT MS SQL Server 2008 R2

Kak Tompko mpolecc yCTaHOBKM HEOOXOJUMBIX IPOJIYKTOB

aBTOMATHUECKH 3allylleHa YTHInTa KoHpurypuposanus L[ VII.

3aBEPIIUTCS,

Oyner
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1) TlosiBUTCS OKHO C BOIIPOCOM O BBIOOpE - co3maBaTh HOBYI0 B/l [[VII wnu HacTpOWTh
COEMHEHUE C CYIIECTBYIOIIEH. B 00nbpIIMHCTBE Ci1y4aeB HEOOXOAMMO CO3/1aBaTh HOBYIO

B/ (cm. Pucynoxk 8);

x

Baza aaHHbIxX I NMuueHznA I

MapameTp | 3HAYEHHE |
QODBC D5M 5M PGSQL Database

Tun cepeepa BA:  pasql
WmMa B4 SMDE

INorwH cepeepa sSm-server

WecTopusa. .. I Cosaate BA | Yaanute B | MoaceearHTEEA K DB

3aKpeITh | MomMows |

Pucynok 8 — Coznanue b/l
2) B mnosBuBmIeMcs okHe HeoOxomuMo BbIOpaTh cepBep B/l u Haxarh kHomKy [lajee (cM.

Pucynok 9);

",f.l| Buibop cepeepa B[] El

YrasMTe MecTo, rae HaxoauToa Bf]
(BrIfEpUTE MSSOL MnK PGSOL cepeep, 3apercTpMpoBaHHeI B ODBC)

R =)=t |SM MSSOL Database CDBC... |

Tun cepeepa BA: IMSSQL

lanee = OTMEHWTE |

Pucynok 9 — Beibop cepepa b/
1 ) Ucnomesosare cymectByromyo BJ[ [[VII MOXHO TOIBKO B TOM CIlydae, €CIHM OHa ObLia
CO3/1aHa 3moli Jce gepcuell POAYKTaA.

[Tpu mombITKe MTOAKIIOYEHUs K B/, HemoaXoIsAIIel BepCHH, HHCTAJUIATOP MPEIOKHUT BRIOPATH
npyryto b/I, coznate HOBYr0 B/] M OTMEHUTH HHCTAJIIALUIO.

[Toapo6Hee o moakmroueHnu K cymectByromieit b/ [/VII cm. moapaznen 11.1.
[Tpu HEOOXOAMMOCTH HACTPOIKU cepBepa b/l Hy)KHO BBHIOpaTh €ro U3 CIUCKA U HAXaTh KHOMKY
ODBC.., B OTKpBIBIIEMCS] OKHE MTPOU3BECTH HEOOXOIUMBIC HACTPONKH.
3) Bsecrtu j0rMH ¥ Mapob aAMUHUACTpaTOpa cepBepa bJl, koTopsie ObLIM 3aJaHbI Ha dTAre
ycranoBkd MS SQL 2008 (cm. Pucynok 10). Haxarts kaonky OK (nannas uadopmarims

OyzeT mpoBepeHa Ha CIEAYIOIIEeM dTare, My nomnbITke co3nanus bJI).
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x

BeeauTe noruH ¥ naponb
aamHMcTpaTopa b4

TNoruA: Isa

Maponb: I Ty

< Haszaa | Oanee > OTMeHUTD I

Pucynok 10 — BBox noruna u napoist anMuauctparopa bJ|

4) 3anmath uHGOPMAIMIO I CO3JaHUS JBYX YUCTHBIX 3amuceit — oo aius [{VII-Cepsep,

Bropoii — s L[VII-Koncons (cm. Pucynok 11).

x|

YRKANHTE NADAHETPR HOBO# B[,
Bl HOWETE BuIOPSTE CYWECTEYHWYHD B NS NepereHEpaLl MK BSECTH 1A HOSOM,

&A: | smos =l
CepsepBA

Narun: | SM-SErVer

Napons: ||

MoaTeepwa sHUe NApona: |

CRoMHOCTD NAPANA: Hynesan ™ Nosasats napons

~ ALMAHICTATOD NPOAYETE
Florwn: | sm-admin

Maponk: |

MoaTsepwaerme napons: |

CnomHoCTs Napona: Hynesas M Noxasats napone

< Hasan | Hanes > I G'rnu-u-mzl

Pucynok 11 — Boa napamerpos b/{

2.3.3.3. Cospanue B[] 4YI1 Postgre SQL
3anycTuTh yTUIUTY KOH(purypuposanus [[VI].

1) TlosBUTCS OKHO C BOMPOCOM O BBIOOpe - co3maBaTh HOBYIO BJI IIYII wim mactpouth
COEIMHEHHE C CyLIECTBYoIIeH. B GonbpIMHCTBE cllyyaeB HEOOXOAMMO CO3/1aBaTh HOBYIO

bT;

1 ) Ucnonesosars cymectByromyto BJ[ [[VII MOXHO TOIBKO B TOM CIlydae, €CIM OHa Oblia
CO3J1aHa 2mou JHce gepcueli TPOIyKTa.

[Tpu HEOOXOAMMOCTH HACTPOIKU cepBepa b/l Hy)HO BBIOpATh €ro U3 CIUCKA U HAXKATh KHOIKY
ODBC.., B OTKpBIBIIEMCS] OKHE MTPOU3BECTH HEOOXOIMMBIC HACTPONKH.

[TonpoGuee o moakmtoueHuu K cymecrytomeit b1 [/VII cm. moapaszmen 11.1.
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2) B mosiBuBmIEMcst OkHe BBIOpaTh cepep b/l n Haxkath kHONKY nanee (cM. Pucynok 12);

x

YKaxuTe mecto, rae Haxoautcs bA
(BoibepuTe MSSQL unm PGSQL cepsep, 3aperncTpupoBaHHbi 8 ODBC)

Vs cepoepa 51 |TETSO TN |  ODEC... |

Twun cepsepa B4 |PGSQL

Oanee > OTMEHUTD I

Pucynox 12 — Bri6op cepBepa 0a3bl JaHHBIX
3) Bsectu oruH 1 napois axMuHKCTpaTopa b/1;
4) 3anmath uHGOPMAIHMIO JUIA CO3[aHUS JBYX YUCTHBIX 3amuceit — ognou ais [{VII-Cepsep,

BTOpO#t — st L[ VII-Konconw (cM. Pucynok 13).

x|

YRKANHTE NADAHETPR HOBO# B[,
Bl HOWETE BuIOPSTE CYWECTEYHWYHD B NS NepereHEpaLl MK BSECTH 1A HOSOM,

&A: | smos =l
CepsepBA

Narun: | SM-SErVer

Napons: ||

MoaTeepwa sHUe NApona: |

CRoMHOCTD NAPANA: Hynesan ™ Nosasats napons

~ ALMAHICTATOD NPOAYETE
Florwn: | sm-admin

Maponk: |

MoaTsepwaerme napons: |

CnomHoCTs Napona: Hynesas M Noxasats napone

< Hasan | Hanes > I G'rnu-u-mzl

Pucynox 13 — Beox mapamerpoB b/1

2.3.4. TpopomkeHne UHcTannaumn: Hactpouka 3ACTABA-Oguc

Ha nannom stane Oyner npemyoxkeHo ckoHpurypupoBats 34CTABA-Oguc, koTopblit ObLI
ycTaHoBJIeH BMecTe ¢ [[VII. DTOT mpoliecc BKIIOYAeT B ce0sl yKazaHUe UACHTU(PHUKATOPA JIOKAIBHOTO
cepTuduKaTa, KOTOPbI OyaeT ncnosab3oBarbes B []VII (1aHHOE IEHCTBHE UMEET CMBICT B TOM ciydae,

eciut B 34CTABA-Oguc umMniopTupoBaHo 06oJiee 0THOTO JIOKATbHOTO cepTrduKaTa).

Ecnu B xpanunuiie cepTu(uKaToB yxe eCTh YCTaHOBJIEHHbIE CEpTU(HUKATHI, TO HEOOXOAUMO

BBIOpATh COOTBETCTBYIOIIMI IS TOCTYNA K cepBepy MOIUTUK (cM. PucyHok 14), ecii ycTaHOBJIEHHBIX
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CepTU(PHUKATOB HET, TO CHHCOK OyneT mycThIM. J[006aBUTH cepTUUKATHI MOXXHO OyIeT mo3xke

BPYUYHYIO.

4\
6

¥ Buibepure ceprndmkar arenta N X|

be3 konpurypuposauus 34 CTABA-Oguc axtuBauus ['TIb B []/VII 6ynet HEBO3MOXKHA.

bonee mompobHyto mHpopMaiuio o koHdurypupoBanuun 34CTABA-Oghuc, o Ha3HAYCHUU
cepTuUKaToB U O TOM, OTKyJa UX B3SITb, MOXHO TMPOYUTaTh B JOKYMEHTE
MKEIO.00631-01 32 02 «VPN/FW «3ACTABA-VYnpasneunune», Bepcus 6 KC3 («VPN/FW
«(BACTABA-Ynpasnenue», Bepcusi 6 KC3») (ucnonnenune ZM-WS64-VO-03) I10
«3ACTABA-O¢uc. PykoBoaCTBO CHCTEMHOTO IIPOTPAMMUCTA.

BoibepuTe cepTudmMKaT ANA AOCTYNA K CEPBEPY NONMTHK

¥ {C=RU CN=zastava-management
=] E=info@cryptopro.ru,C=RU,0=CRYPTO-PRO,CN=Test Center CRYPTO-PRO

Wna 3HauqeHue =
Id 0

Tun MepcoHanbHbIN

Bnageneu C=RU,CN=zastava-management

Moanucan E=info@cryptopro.ru,C=RU,0=CRYPTO-PRO,CN=Test Center CRYPTO-PRO
YcTpoitcTso (TokeH) REGISTRY\\zastava-management

OKOHYaHWE ASCTBIUA 04.10.2014 11:09:41

AnronuTM GOSTR 34.10-2001 .:]

[V Cozpate LleHTp CepTudmMKaLym 13 AaHHLIX CepTUDMKETE

< Hazan 3aBepwiTb OTMEHUTE I
b
Pucynok 14 — Bei6op ceprudukata Aeenma
2.3.5. 3aBeplieHne MHCTanNAuMn: BBoA panna ¢ nuueH3newn

VIMIopT AMLIEH3UH T0JIKEH IPOBOUTHCA CIEAYIOLUIMM 00pa3oM:

1) Tlocne ycnemnoro co3manust b/ [{VII nosBUTCS COOTBETCTBYIOIIEE MH(DOPMAIIHOHHOE
okHo. Haxxare kHOnKy OK.

2) B okne Jluyen3uss MOXHO TIPH MOMOIIM COOTBETCTBYIOIIEH KHOMKH 3arpy3uTh aiin ¢
JULIEH3UOHHOM  uHpopmanmen.  JluneHsuonHsle  ¢ailnel  BbyIaloTcs  GUPMOIA-
nocTaBiukoM. [[ist momydenus (aitia MoxkeT moTpedoBaThCsl MASHTU(DUKATOP U3 TIOJIS
ID xocra. bosee moipoOHyr0 HHPOPMAIHIO MOXHO HAHTH B TIoapa3zaene 11.2.

3) Haxare KHONKY 3aKpbITh.
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2.3.6. [OdononHuTternbHble HAaCTPOMUKMU

JlomoTHUTEIbHAS HACTPOWKA CpeICTBA 3amuThl nHpopMaru «Secure Pack Rus» Bepcus 3.0.

B YaCTH IMOJHUTHUK yHpaBieHus npuioxeHusmu (AppLocker), momkHa ObITh MPOHM3BEICHA COTIIACHO

IMpaBUJIaM MMOJIMTUKH YIIPABJICHUSA ITPUITTOKCHUAMU (CM.

Ta6numa 1).

Ta6mmma 1 — [IpaBuiia mouTHKY yrpaBieHus npuioxenusmu 1ia 34ACTABA-Ynpasnenue

JlelicTBHe

IToab30BaTenn

HNma

YciaoBue

Hckarouenue

3anpeTuThb

<Hms
nons3oBateis OC
Ha3HAYEHHOT O
aIMUHUCTATOPOM

3ACTABA -Oduc
>

%PROGRAMFILES%\Microso
ft SQL Server\*

IlyTs

3anpeTuthb

<ms
nons3oBarenss OC
Ha3HAYEHHOTO
aILMI/IHI/ICTaTOpOM

3ACTABA -Oduc
>

%PROGRAMFILES%\ELVIS
+ZASTAVA Management\*

IIyTb

3anpeTuthb

<Uwms
noJp3oBateiss OC
Ha3HAYEHHOT' O
aJIMHHHACTaTOPOM
3ACTABA -
YnpasieHue >

%PROGRAMFILES%\ELVIS
+\ZASTAVA Office\*

IIyTb

Pazpemuts

Bce nonb3oBarenu
oC

Bce ¢aiiner B marke Windows

[IyTs

Pazpemuth

Bce nonb3oBarenu
OoC

Bce daiinbr B manke Program
Files

ITyTh

Ha, kpoMe manok B

%PROGRAMFILES%\E

LVIS+H

Pazpemuth

AIMHHHCTPATOPHI

Bce ¢atinbt

ITyTh

Ha, kpoMe manok

%PROGRAMFILES%\E

LVIS+H

Pazpemnts

<HUms
noJib3oBateiiss OC
Ha3HAYEHHOT' O
aJIMHHHACTATOPOM
3ACTABA -Od¢uc
>

%PROGRAMFILES%\
ELVISH\ZASTAVA Office\*

[IyTs

Paspemmurs

<HUms
nons3oBateis OC
Ha3HAYEHHOT'O
aJIMMHHACTaTOPOM

3ACTABA -O¢uc
>

%PROGRAMFILES%\CryptoP
ro\CSP\*

[IyTs

Pazpemuth

<Uwms
noJp3oBateiss OC
Ha3HAYCHHOTO
aIMUHUCTATOPOM
3ACTABA -
Ynupasnenue >

%PROGRAMFILES%\ELVIS
+\ZASTAVA Management\*

ITyTh

Paszpemmts

<Ums

%PROGRAMFILES%\

[lyTh
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JeiicTBue IMoan3oBaTesb Nmsna YciaoBue HUckarouenne

none3oBatens OC | Microsoft SQL Server\*
HAa3HA4YCHHOTI' O
AIMHUHUCTATOPOM
3ACTABA -
VYupasieHue >

B cBoiictBax AppLocker Bo Bknagke [lpumenenue BKIOUHTH «l[IpaBuiia MCHOIHIEMBIX
daitnoB» u BrimouduTh (uar «HacTpoeHO» M BBICTaBUTh 3HAUEHHE U3 BBINAJAONIETO CIHCKA
«IIpunynuTenbHOE NPUMEHEHUE PABUIIY.

Yepes ocnactky OC «CriyxObl» 3amycTuTh ChHyxk0y «YIOCTOBEpEHHE MPHUIIOKCHUN»

(Application Identity) 1 n3MeHUTH THII 3aITyCKa CIY>KObI Ha «ABTOMAaTHYECKH.

2.4. [OdeuHcTannauus

Hna ynanenuss 34ACTABA-Ynpasnenue HeoOXOOUMO 3aKpbhITh BCE MPOrpaMMHBIE OKHA
3ACTABA-Ynpasnenue u 3arem npousBectu AeuHcTauAuu0 34CTABA-Ynpaenenue, ucnonb3ys
Add/Remove Programs B manenu ympasienuss OC WindowS wim 3amycTUB MacTep YCTaHOBKU
3ACTABA-Vnpasnenue, KOTOpPBI TPEMIOKHUT YIAIUTh YK€ YCTAaHOBIEHHYIO Bepcuio. Bcee
KoMnoHeHTbl 34CTABA-Ynpasnenue OyayT NMOJHOCTBIO yJaJIeHbl, KaK TOJbKO KOMIIBIOTEp OyjaeT
nepe3arpyseH.

B HekoTOphIX ciydasx IOciieé JAEUHCTAUIALUMU B OCHOBHON aupektopuun 34ACTABA-
VYnpasnenue moryr octarbes (hailiibl, co3aaHHBIC TOJB30BATENEM B Mpolecce paboThl (JIor-(hailisl,

cepTuduKaTh U T.11.). [Ipy HE0OXOAUMOCTH, YAATUTH 3TH (halliIbl BpyuHYIO.
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3. NoaroToBKA K UCMOJNb30BAHUIO

3.1. [porpammHas rpynna YTl

[Tocne ycnemHoil mHCTAIISAIUKU co3gaerca nporpammuas rpynna ZASTAVA Management,

cojepakaias mporpaMmubsie Moayiu (cMm. Pucyrok 15).

[ "start

& : ey =

& Internet Explorer (64-bit)
2 Internet Explorer
‘ Microsoft Security Essentials

! Windows Update
Accessories i
Administrative Tools F3e
ELVIS+
Documents
ZASTAVA Management

::;3_] ZASTAVA Management Configuration T

Computer
& ZASTAVA Management

ZASTAVA Office Network
Maintenance

Microsoft Silverlight

Microsoft SQL Server 2008
Microsoft SQL Server 2003 R2
PostgreSQL S.1

Control Panel

Devices and Printers

Startup Administrative Tools 4
VMware
KpunTto-{po Help and Support
Run...
4 Back

I Search programs and files [ﬂ_ﬂJ Log off >|

Pucynok 15 - 3anyck ZASTAVA Management
ZASTAVA Management ([[VII-Koncons) — OCHOBHOM TMPOTrpPaMMHBIA  MOMAYJb,

IIpeHA3HAYEHHBbIN U1 co3aanus U penaktuposanus 1'TIb.
SecureManage Configuration Tool (Vmunuma xoungueypuposanus I[[VII) — momynb ans
koHurypupoBanus b/l I[VII (Bnuser ua [[VII-Cepsep n npyrue moaynu L{VII).

3.2. PacnonoxeHue cdannos YT

OcHoBHble Qaitnel  [JVI] (ucmionHseMble MOAYNH, JKypHaAJl MPOTOKOJIa U MpPOY.)
pacnoyiararoTcsi B T.H. riaBHoW gupektopun [[VII. C:\Programs Files\ELVIS+\ZASTAVA

Management.
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3.3. 3anyck LYTl-KoHconb

B3anyctute [[VII-Koncons w3 wmenwo Start (Start\Programs\ELVIS+\ZASTAVA

Management) Wi JBOWHBIM Ha)KaTHEM JICBOH KHOIMKOM MBI HA COOTBETCTBYIOIIYIO MKOHKY Ha

pa6oqu croiie. IlosgBuTCS OKHO BXOJa B Koncone. y6eI[I/ITBC$I B TOM, 4YTO B IIOJIC JIOTMHA YKa3aHO

BEPHOE UMsI MOJIb30BATENs, COOTBETCTBYIOINIEE YUETHOU 3amucu agMunuctparopa L{VII-Kounconw (cM.

n. 2.3.3), BBeCTH Mapoiib Ul AaHHOW y4eTHO# 3amucu U Haxath kHonky OK. ITocne sToro nomkHO

MOSIBUTKLCS TIIaBHOE OKHO L{VII-Koncons.

Ecmm Obuta ycranoBnena «ypanensnas» [[VII-Konconw (1.e. otnensHo ot [[VII-Cepsep), TO

npu nepeom 3anycke H€O6XOI[I/IMO BBCCTHU JIOTUMH W MApOJb aIMUHHUCTpATOPA, a TAKKC aaApeC U IOPT

JUTSL TIOJIKJTFOUEHHMSI K CEPBEPY.

3.3.1. Co3paHue KoHduUrypaumm ucTovyHuKa pAaHHbIX (DSN) ans

aoctyna k b 4yr1

Nctounuk nanusix 1 nocryna k b1 L[ VII nomxeH co3aaBaTbest CAEAYIOLUUM 00pa3oM:

1)

2)

3)

4)

5)

Otkpeite Ymunuma xongueypuposanus ZASTAVA u Haxats kHonky Co3gate B/l. B
OTKpBIBIIEMCS OKHE Bwibop cepeepa B/[ naxars kHonky ODBC. B oTkpbIBIIEMCSl OKHE

Vnpaenenue cepeepamu /] (ODBC) naxxaTh KHONKY J100aBUTH.

B none Mmsi BBeCTH MPOM3BOIBHOE UMsI KOH(GUTYpAIIMU UCTOYHHUKA JAHHBIX, HAIPUMED,
«ZastavaDSNy». B mone Cepmep BBectn mms wim IP-ampec MS SQL-cepBepa, Ha
koTopom ycranosneHa b/l I[VII (B]] momkHa OBITH cO3/1aHa 3apaHee, B IpoIEcce

koHpurypuposanus [[VII-Cepsep, noapobuee cM. 1. 2.3.3).
B none JdpaiiBep BoiOpath apaiiBep ans nocryna k MS SQL Server ("SQL Server").

B none Umsa Iloab30BaTenss yka3zaThb HMMs MOJdb30Barensd (MO yMOJYaHUIO - ''SM-
server'), a B none Ilapoab — maposib JUIsl TOrO MOJb30BaTeNs (JaHHBIE MapaMeTpbl

ObuTH 3amanbl pu co3aanuu bJ1 I[VIT — noapobuee cm. 1. 2.3.3).

B mone Hopt 3agaTh COOTBETCTBYIOWIMM 3HaUeHUE [ CBsA3U ¢ cepBepoMm bJl. Haxats

kHOIKy I'oToBoO.

3.3.2. BeBog uHcpopmauum o pacnonoxeHun LJYT1-Cepeep v B YT

ITocne coszmanust DSN-koHpurypanum HeoOXOAMMO BEpPHYTbCS B OKHO BXOAa B Bwibop

cepsepa B/[ 1 BEIOIHUTH CIAEAYIOLIEE:

1) B Bemapatomux cruckax BoiOpate Tum cepBepa B/l u Ums cepepa BJI. Haxars

KHOIIKY Jlasee.
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2) B none Ums moab3oBaTedsi yka3aTh HMs Ioiib3oBarens Juis jgoctyna k b VI

(manpumep, "sa").
3) B nosne Iapouib yka3aTh COOTBETCTBYIOIIUI mapoib. Haxkartes kHonky Jasee.
4) B otkpsiBiiemcs okae Ilapamempwor B/] B none B/l ykazats umst B/ ("SMDB").
5) B none Cepsep B/l 3a1ath 1 moaATBEpIUTH MAPOJIb I YUSTHOM 3aucu SM-Server.

6) B nose AIMHHHCTPATOP MPOAYKTA 33/1aTh U MOJITBEPAUTH NAPOJb ISl YYSTHOW 3aITHCH

sm-admin. Haxxats kHomnky Jlanee.
7) B otkpsiBIIEMCst OKHE MOXHO BeIOpaTh ceprudukar LIYII. Haxars kHONKY 3aBepIINTD.

[Tpu nocnenyronmx 3amyckax [[VII-Kouconrs HeoO6xomumo OyneT BBOAMTH TOJBKO HapoJb,

BCC OCTAJIbHBIC MapaMCTPhbI 6y1IYT 3aI10JIHCHBI aBTOMATHUYCCKU.



33
MKEH0.00631-01 32 01

4. OB30P KOHOUTYPAUUK LUYTI1

4.1. BBepeHue

Pexomenayercs mpouutaTh NaHHbIA paspen nepen cosmanvem I['1Ib B [[VII-Kowuconw, n
UCIOJIb30BaTh €ro Kak PYKOBOJCTBO MpPH IUIAHUPOBAHUU Mpoliecca KOHPUrypupoBaHus. B manHom
pasjelie ONUCHIBACTCA MOCIE0BATEIbHOCTE AciicTBUl nipu co3nanuu ['TIb B [[VII-KoHncons, a Takxke
npejacTaBieHa WHGoOpManus MO KOH(MUTypalu W CTPAaTerwH, HE BKJIIOYCHHBIE B IOCICIYIOIINE
cexuuu. Ilpu coznanum [JVII npecnenoBaiach 1elb MPEIOCTABUTh AIMUHUCTPATOPY MaKCUMaJbHbIE
yno0ctBa npu BBoje apamerpoB ['TIb. daiin ¢ onucanuem u Habopom napamerpoB ['TIb HazwiBaeTCs
[IpoekTom. CyliecTByeT JUIIb HE3HAYUTEIBHOE KOJIMYECTBO OTPAaHUYEHHUI B IMOCIEI0BATEIbHOCTH
co3nanus [lpoekra u BBonma undopmanuu o I'TIb B [JVII. Ilpoext u undopmauuto ['TIb HyX)HO
BBOJIUTH B JIOTUYECKOM MMOCJIEI0BATEILHOCTH, T.€. B COOTBETCTBUH C TE€M, KaK YIPaBISETCs CTPYKTypa
koMroHeHTOB  Cpenbl  be3zomacHocT W Kak — ocymlecTBisieTcss kopnopatuBHas Ilonurtuka
bezonacnoctu. Takum 0Opa3zom, MoJIb30BATENIO MpEAOCTaBiIeHa OoJblas cBOOOAa BbIOOpa crocoda
BBOJIa 3TOW MH(OpMAIIHH.

Tem He MeHee, cienyeT NpUAePKUBAThC HEKOTOPBIX OCHOBHBIX NPUHIMIOB IIpu BBoJE ['TIb
B [[VII. Oto ynpoctut npouecc coznanus I'TIb nns Cpenbl bezonacHOCTHM M CHM3UT KOJMYECTBO
omun6bok. B nanHOM paszzene, KpoMe OCHOBHBIX MPUHIIUIIOB, COJEpKaTCs Ooee moApoOHOE OmHcaHue

HEKOTOPBIX actiekToB VI v nmpuniunsl cereBo 6e3omacHocTd «VPN/FW «(3ACTABAY.

4.2. CBsasb wmexay w~opynamu LUYIl-Konconb, LYTI-
Cepeep, b LUYITwn 3ACTABA-O¢uc Uy

Bl [JVII wucnonb3yercst nns XpaHeHust Bceil uH@opmanuu o Ttekymem [TIb-IIpoexre.
Ousnuecku b/ I]VII npencraBnser coboil Habop TabIMIl, CO3AaBAEMBIX B PEJSILIMOHHON CHUCTEME
ynpasneHus 6azamu nanubix (CYB/), koTopas MoxkeT pacnonararbes J1n0o Ha ogHOM xocte ¢ L[ VII-
Cepsep, mub0 Ha oTaenbHOM Xocte. B nHactosimee Bpems mis OC Windows mnoaaep:kuBaroTCs
cnenyromue CYB/:

— MS SQL Server 2008 R2 Express Edition — npocroii nponieccop b/l ¢ MuHHManbHBIM

Ha0OpOM MHCTPYMEHTOB yrpasiieHus. OH BKJIIOUEH B NMakeT MHcTamwsiuu L[ V1.

— Microsoft SQL Server 2008 — nponeccop B/ ¢ coBpeMeHHBIM HaOOPOM MHCTPYMEHTOB
ynpasieHus. OH He BKIIIOYEH B MakeT MHCTAUIIUK L[ VI 1 1omKeH ObITh MPUOOpETEH U
YCTaHOBJICH OTAENBHO (10 wHCTamsun [[ V).

— Postgre SQL Bepcuu 9.X — 310 o0bekTHO-pensiiuonHas CYBJl. OHa He BKIIOYEHa B
nakeT uHctausiuu [[VI1 u nomxHa ObITH MPUOOpPETEHAa M YCTAaHOBJICHA OTACIBHO (110

uncrawtsiuuu [[VII).
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Monyns I{VII-Konconvs - BU3yaldbHBIH LIEHTP CHCTEMBl YIpaBJIeHHUS O€30MacCHOCTHIO,

NO3BOJISIOMINN afMUHHUCTpaTOpy [{ V1] BHIOIHATE CIEAYIOIINE OCHOBHBIE (DYHKIIHH:
1) CosgaBate u penaktupoBath ['TIB.

2) OrtnaBats komanay [{VII-Cepsep na tpancisaiuio I'TIb B ma6op JIIIb mns kaxmoro us

YIPaBISIEMBIX A2eHmO8.

3) OrtnaBare komauay [{VII-Cepsep na axtuanuio I['TIB (T.e. Ha JHOCTaBKY U MpPOTPY3Ky

JITIB [1st KasKa0ro U3 YIpaBIsieMbIX A2enmos).

4)  OTciexuBaTh COCTOSIHUAE 3AIMUIIEHHON CeTH (TEKYIIHMH CTaTyC YIPaBISIEMbIX A2enmos,

MPOUCXOISAIINE HA HUX COOBITUS U T.I.).

Monyne [[VII-Cepsep — 3T0 HaOOp cepBHCOB (T.€. TpPOIECCOB 0e3 rpaduueckoro
uHTepdeiica), Boimonustomux 6a3zoBsie GyHKIMN 34 CTABA-Ynpaenenue (TpaHCIALUIO U aKTUBAIUIO
I'TIb, monuTOpUHT, B3aumojeictue ¢ [{VII-Koncons v T.11.).

Huxe mpuBOIUTCS CIHMCOK OCHOBHBIX CEPBUCOB, KOTOpPBIE BXOAST B coctaB monynsa [[VII-
Cepsep:

—SecureManage Server — tpancinupyet ['TIb B Ha6op JII1B, peructpupyer coObITHS, U T.1I.

—SecureManage Distributor - pacnpenenser otrrpancnupoBannbie JIIIB ynpasisembiM

Azenmanm.

—SecureManage Syslog Server - cooupaer Syslog-cooOieHus OT yaaaéHHbIX A2eHmos.

st 6ezomacHoit mepenaun JII[Ib na ympaBnsiembie Aeewmst, [[VII nomxeH OBITh YacThIO
3alMIIeHHON cetH (BupTyanbHas 4actHas ceth (BUC)). [lns sToro wucmosib3yercs CTaHIAPTHBIN
Acenm 3ACTABA-Oguc (t.H. 34ACTABA-Oguc []VII), KOTOpbIM yCTaHABIMBAeTCA HAa OJHOM
komnbtorepe ¢ I[VII-Cepgepom W 3amMIiaeT BCe HCXOASAIINE/BXOJAININE COECIUHEHUSA. ITOT
34ACTABA-O¢uc c touku 3penus ['TIb mpencraBnser coboi oObrynbni Illmo3 besomacHocTH,
KoTophli nMeeT cooctBeHHyo JIIIb. s n3ydenust uHCTpykumii no ucnonb3zoBanuto 34 CTABA-Oguc
Hajgo oOparuthess k mokymenty MKERD.00631-01 32 02 «VPN/FW «3ACTABA-YnpaeneHuey,
Bepcust 6 KC3, ucnonnenne ZM-WS64-VO-03. T10 «3ACTABA-O¢uc». PykoBoacTBO CHCTEMHOTO
IPOTPAMMHUCTA.

[Ipu ucnonwzoBanuu [[VII-Koncons B ynan€HHom pexume (T.e. Korna Tpaduk ympaBieHUs
mexny L{VII-Koucons n L[VII-Cepgep w/unu BJ] []VII npoxoaut depe3 MOTSHIIMATHEHO OMACHBIE CETH)

oOsi3arenbHa ycTaHoBKa Ha XocT 34ACTABA-Oguc.
4.3. TMNoprotoBKa K KOHUrypupoBaHUIO

[lepen xonpurypupoanuem L[Vl AnMUHUCTpATOP JOJIKEH CIENATh CIEIyIOIIee:
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— Cobparp uHpOpManuio o Bcex KoMmmoHeHTax (OObekrax [lonuTuku) 3amUIIeHHON
CHUCTEMBI, KOTOPBIMH OyaeT yrpaBisats [[VII.

- Mecromnonoxenue u tun Bcex O6bexToB [lonmuTHku.

- IP-ampeca Bcex OO0nekToB [lonmutuku (kpome oObekToB Thma [lonp3oBatens). s
Bcex OOBekToB ¢ Heckoabkumu |IP-aapecamm (Hampumep, s Ilmo30B
besonacHoctr), momKHBI OBITH H3BecTHBI Bce IP-agpeca OObekTa, a Takxke
(hakTHUYECKHE JIOTHYECKHE UMEHA BCEX CETEBBIX HHTEP(EIHCOB.

— Jlns8 Kaxxaoro ymnpaBisieMoro Aeewma W3aTh U 3apErUCTPUPOBATH B JAaHHOM Aeenme
upoBoi cepTH(UKAT, KOTOPBIA HEOOXOIUM JUIs YCTAHOBJICHHS 3alMIIeHHbIX [Psec-
coegqunenuii. Ecmm  BMecto  cepTu(dUKATOB  MCHONB3YIOTCS  MPEABAPUTEIHHO
pacrpezieieHHbIe KII0YH, TO HEOOXOAUMO CO3/1aTh U 3alIOMHUTH CEKPETHBIC 3HAYCHUS U
JoTHYecKre UACHTU(UKATOPBl OSTUX KiItodei. bomee monpoOHbie cBeneHus O
ceprudukarax u Kirodax npusenaeHsl B gokymenTe: MKER).00631-01 32 02 «VPN/FW
«3BACTABA-Ynpaeneaue», Bepcus 6 KC3, wucnomnenme ZM-WS64-VO-03. I10
«BACTABA-Oduc». PykoBOACTBO CHCTEMHOTO MPOrpaMMHUCTa», a Takke B
OJIHOMMEHHBIX IOKyMEHTaX 110 APYTUM AceHmam.

— IloaroroButs ayreHTUPUKATMOHHYIO HHPopManuto 1 L{VIT:

- ®aiin ¢ ocHOBHBIM cepTudukaTom Y moctoBepstoriero neatpa (YII), a Taxke daiibl
C JIOKaJIbHBIM cepTudukatoM /{VI] v COOTBETCTBYIOIIUM 3aKPBITHIM KITFOUOM.

- Jns Bcex ympasiseMblx O0bexToB [lonuTuku nomkHa ObITh M3BECTHA MH(POpPMALIHS
00 wucmonb3yeMbIx cepTudukarax: noie Buagenen umu AJibTepHATHBHOE WM
BJajeabla, AJjaroputMm nudposoii mnoanucu. Ecnmu BMecto cepTH(HUKATOB
UCHOJIb3YIOTCS TMPEABAPUTEIBLHO pACHpPENETICHHbIE KIIOUM, TO JOJDKHBI OBITH

HU3BECTHBI UX JIOTUYCCKUEC I/II[CHTI/I(bI/IKaTOpI)I.

B naHHOM pyKOBOJACTBE Mpenrnojaraercsi, 4To BCE IEpPCOHAJIbHBbIE CepTH(UKATHI (T.€.
nokanbHbld ceprudukar [[VII u ceptudukarsl Bcex ympaiseMbix OO0bekToB IlonuTrkn)
BBINMyIIEHBl OMHUM ceprudukarom YII (kopueBoit ceprudpukatr VYII[). Opmako [[VIT
NOJ/IEP)KUBAET U KOHUrypauuu, rae ynpasisiemble O0beKTbl [IoJUTHKHM UCTIONB3YIOT pa3HbIe
ceprudukarsl YLI. B aTom ciygae, nist koppekTHou pabotsl [/VI] Bce mogo0HbIe cepTruduKaThI
JIOJDKHBI OBITH 3aperucTpupoBanbl kak «/loBepennsiey» B 34 CTABA-Oguc L{VII.

CymiecTByeT BO3MOXKHOCTh HMIOPTHUPOBaTh (akTuueckue ¢aiinsl ceprudukaros B L[VII-
Konconv nns Bcex ympaBisieMbIx Aeenmog. B aToM cinydyae Bcs nHpopmanusi o cepTuuKaTe
Oyzer u3BieueHa aBromatuuecku. [Togpobuee cm. m. 8.1.1.1.
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4.4. Pernctpauma ceptudmkarton

[TompoObHOCTH BBIMONHEHUS omnucaHHbIX HIke omnepauuid ¢ 34ACTABA-Oguc MOXHO
nocmotpeth B gokymentre MKEHO.00631-01 32 02 «VPN/FW «3ACTABA-Ynpagsienue», Bepcusi 6
KC3, wucnomuenne ZM-WS64-VO-03. I10 «3ACTABA-O¢duc». PykoBOACTBO CHCTEMHOTO
IPOrPaMMHUCTA.

Perucrpanus ceprudukara BHIIOTHIETCS CISAYIOUIMM 00pa3oM:

1) Banyctute rpaduueckuii unreppeiic 34CTABA-Oguc ¥ MMIOPTUPOBATH KOPHEBOM
ceprupukar YII. DtoT ceprudukar HeEOOXOAMMO HUMIIOPTHPOBATH C  diarom
JloBepeHHbIH.

2) UmnoptupoBath JOKaIbHBIA cepTU(UKAT (M COOTBETCTBYIOUIMI 3aKpBITBIA KIIOY) B
3ACTABA-Oghuc.

3) IIpoBeputh U, IpU HEOOXOIUMOCTH, W3MEHHTh HACTPOWKH IOJUTHUK OE30MaCHOCTH IO
ymomuauuio B 34 CTABA-Oghuc (oxuo Ynpasnenue norumuxamu, 3aknanka [lorumuxa).

4) 3anyctuth [[VII-Koncons 1 3aperucTpupoBaTh UACHTH(PHUKATOP JOKAIHLHOTO cepTU(hHUKATA
34ACTABA-Og¢uc B O6nexte [lomutuku, npeacrapiustoieM L[VII-Cepsep.

Jna neckpuntopa Aeenma Bepcuu 6.3 3aperucTpupoBaTh CEPTUPUKAT MOXKHO IIyTEM
sKcnopTa B Aeenma creHepupoBaHHoro uz [[VII ceprudukara. s Toro, 4To0B CO3MaTh KIIOYEBYIO
napy HeoOXOJMMO HakaTh KHONKY ['eHepHpoOBaTh M 3alOJIHUTH BCE IOJIsI B OKHE [ eHepuposamb
kaoyegylo napy. OTHpaBuTh co3faHHbIi 3ampoc B YI[ (B 3aBucumoctd oT TpebGoBanuit YII
UCMOJIb30BaTh D3JEKTPOHHYIO T104Ty, BeO-Opay3ep wuium japyrue cpencrsa). [locnme momydeHus
cepruuxkara u3z VI wuMmoptupoBatb €ro B 00vbekm NOAUMUKU, NS ITOr0O HEOOXOIUMO B
KOHTEKCTHOM MEHIO OKHa [Jenmpul cepmughukayuu BHIOpATh MYHKT 3aMEHUTh NOAMUCAHHBIM H
ornpaBuThb. Ilocne sToro orkpoercs okHO HMmnopm cepmugukamos B 3TOM OKHE HEOOXOIUMO
IIOCMOTpPETh U NMPOBEPHUTH MapaMeTphl cepTHdHKaTa (B caydae HEOOXOIUMOCTH U3MEHUTh UX), IOCIIe
yero HaxkaTh KHONKY I'oTtoBo. Cepruduxar Oyner nodasnex B I'TIb u otnpasnen Aeenmy. Jlns toro,
yTOOBl KIiItOUeBas HMH(poOpmanus Oblla SKCIOPTUPOBAHA U COXpaHEHa MPaBWIbHO, B rpaduueckom
untepdeiice Aeenma Ha 3axnanke Toxewvl HAJ0 MOCTABUTH HAWBBICHIMN HMPUOPUTET TOMY TOKEHY,
KOTOPBII COOTBETCTBYET KPUIITOAITOPUTMY KIIFOUEBOM MH(OpMAIMK. ANTOPUTM CO3AAaHUS KIIFOUEBON

napsl it Aeenma w3 L{VI1 moka3an Ha pucyHke (cM. PucyHox 16).
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Ha)kaTb KHOMKY
[eHepupoBaTb

3anonHUTb NONA B OKHE
[eHepupoBaTb
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oTnpasuTb 3anpoc B LC

OTnpaBWTb NOANUCAHHbIN
CcepPTUOMKAT areHTy

Pucynok 16 — Anroput™ co3aaHus KIHOUEBOU Mapsl

Ecnu 00BeKT SIBISETCS KIIACTEPOM, TO JUISE HETO JOMYCTHMO W3MEHEHHE alrOPUTMa CO3IaHus U
00paboTKM 3ampoca Ha CO3JaHHME KIOUeBOW maphl. JlomyckaeTcsi CO3[aHue MapajelbHbIX
3aIpOCOB Ha I'CHEPAIMI0 KIFOUSBOM Maphl JJIsl Pa3HBIX Y3II0B KiacTepa. T.e. mociie reHepauu
KJTFOYEBOI Mapbl Ui TIEPBOTO y3JIa KiacTepa, 3ta QyHKIUS OyJIeT ocTaBaThCs JOCTYITHOW JIJIst
OCTaNbHBIX y370B. C03/1aTh €Ile OMH 3ampoc I TIEPBOTO y3/1a B 3TOT MOMEH HE BO3MOXKHO.

4.5. OcHoBHble O0bekTbl 'TIB
st cozmanms camoit npoctoii ['TIb Heo6xoauMo onpeaeuTh UMb ABa THIIA KOMITIOHEHTOB:
— OOwekthl [ToauTHku (B TOM 4uciie 30HBI);

— IlpaBuna.



38
MKEH0.00631-01 32 01

OObekThl [lonUTHKM CO3AAIOT MOJENb CETEBOM TOMOJOTHM, NPEACTABISIONIYI0 Kak
¢uznueckne OOBEKTHI (XOCTHI, IIITI03bI), TaK U Jorndeckue OObEKThI (TPYIIIbI, TUANa30Hbl aJPEecOB U
T.J.).

IIpaBuna ompenensawotr, kak OObekTbl [lomuTHKM MOryT oOMeHHBaThCs MH(pOpMauued B
3amumeHHoi cucreme. Coszmanue IlpaBun besomacHocTu - Hambosee BaKHBIA miar mpu pabote ¢
LJVII, nockonbky IIpaBuna sBustorcs ocHoou ['TIb - Bce mpuBszano k IlpaBunaM B TOW WM MHOU

CTCIICHU.
4.6. Opyrve O6bekTbl MB

K npyrum O6wekram I'TIb oTHOCSTCS:

- Cepsepsl;

- CereBble CepBUCHI;

- Hactpoiiku IKE;

- JleticTBus;

- JIIIb, onpenenseMble MOJIb30BATEIIEM;

- JloMeHBI.

Cepgepbi TIpeCTABISIIOT CO00M 0COOBIC BUIBI XOCTOB (HE 0053aTEIhHO 3alIWINEHHBIX), K
KOTOPBIM OyJeT pa3pelieH AOCTYI pa3IMYHbIM YYaCTHUKAM 3allUIIEHHON CUCTEMBI.

Cemesvie Cepsucul ucnonwp3yrorcs 1 yrounenus lpasun: ecnu B [IpaBuie ykasan CereBoit
Cepauc, To 370 IIpaBusno OyneT neiicTBOBATh TOIBKO JUIsl COOTBETCTBYIOLIETO THUIA TpadHKa.

Hacmpoiiku IKE onpenenstor mapametps! porokona IKE (Internet Key Exchange), kotopeie
OyAyT WHCIIOJIB30BaThCsl B TPOLIECCE YCTAHOBIGHHS IEPBUYHOIO 3aLUIIEHHOIO COEAMHEHUS
(IKE/ISAKMP SA).

Heticmeus ykaspiBatoTcst B IlpaBuimax u  ompenenstoT MeToJ o0paboTku Tpaduka:
IPOIycKaTh, COpachIBaTh WK 3alIM(POBHIBATH/PacIIN(POBHIBATS.

Tonwzosamenvckue (onpedensemvie noavszosamenem) JIIIB TO3BOISIOT AJIMHUHUCTPATOPY
COCTaBJIATh TUIOBbIE, HE M3MeHsomuecs ¢pparmentsl JIIIb u BCTaBiasATh MX B MPOU3BOJIBLHOE MECTO
ntorosou JIIIb, koropas renepupyercs npu tpanciasiuuu ['TIb.

/Jlomenvl TO3BOJSIOT peanu30BaThb MOJETb pa3rpaHUYCHHs] IpaB JOCTyla K KOHCOJHU

3ACTABA-Ynpasenenue o NpUHLMILY aBTOPU3ALIUU.
4.7. Cos3paHue I'Mb B YYT1-KoHcorb

B stom moapaszaene mpenctaBieH Toipko miaH mponecca cozganus ['TIb. IloxpoGuee o
HaBUTAlMK W Ucnoib3oBaHuu [[VII-Konconu ommcano B pasnenax 6 - 8 m B Ilpwioxkenue 2.

HacTtpoiika cepBepa 0OHOBIIEHUH, B KOTOPOM IPECTaBJIEH IPUMEP MOIIAroBoil KOHPUrypauu.
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B npouecce xondurypupoanus I'TIb HacTosATENIbHO peKOMeHyeTcsl 00 AenaTh 3aMETKH,
7100 BBIIOJHATE ACUCTBHS 110 IIJIAHY.

4.7.1. OO6BekTbl Monutukmn

[TepBbim marom k cozmanuto ['TIb sBasercs coznanue B [[VII-Koncons O0bexToB [lonmuTrky.
Kaxxaplii xocT Wiam MapiupyTH3aTop, KOTOphIi siBisiercs yacThio Cpensl besonmacHoctu wiam Oyzaer
B3aMMOJICHICTBOBATh C HEH W3BHE, MOJKEH ObITh mpezactaBieH kak OOwvekt [lommruku. Hampumep,
ecnu HeoOxoaumo BkmounTh BHemHui FTP-cepsep B I'TIB, ero neo6xomumo omwmcats B [{VII xak
O6mbexT [P-Xocr.

Hau6Gonee tunuunsiMu OObektamu [lonuTuku ABIAIOTCS CIEAYIONIHME OOBEKTHI: XOCTbI
besonacnoctu, Illmo3sr  besomacnoctu, IP-Xoctel, [uamazonst IP-agpecoB, Iloacetn wu
[Tonw3oBarenn. O6bekThI [lomutuku ¢ codcTBenHoM cuctemoit mmdposanus (I1lmo3sr bezonacnoctw,
Xoctbel bezonacHoctu, [lonp3oBaTenu) MoryT ympapisiThes MO0 U3 AaHHOTO dK3emiunsipa [[VII (T.H.
Yupasnsembie O0bexTsl [lomuTkn), 1100 KaKUM-TO APYTUM CriocoOOM, Hanmpumep, u3 npyrux [[VII1

(t.H. Heynpasnsiembie O0bexThI [lomuTnkn).

1) HVII nomxen Obith mpencrasien B I'TIb kak Ilmo3 besomacwoctn ¢ tunom Aeenma
34ACTABA-O¢uc  (0ObIYHO  NaHHBIK  OOBEKT  CO3JAETCAd  aBTOMATHYECKH  IIOCIIC

koHpurypuposanus bJ L[VII).
4.7.1.1. Wno3bl BesonacHocTn

Kondurypuposars I1Imto3s1 bezonacnoctu crnoxxnee, yem apyrue Buasl O0bextoB Iloautuku
B [[VII, n OHU SABISAIOTCS KOHTPOJIbHBIMH ToukaMu B 3amure Cpenbl besonacHoctu. [lepen coznanuem
Oo6wbexra llnroza bezonacHocTH, KOTOpBIN BhINMONHAET |PSEC-00paboTKy (T.e. HE SBISIETCS MPOCTO
MapIIpyTu3aTopom win MD), HeoOX0IUMO 3HATH CIIEAYIOIIee:

— Kakue nojceTtu Oyzaer 3ammmars o3 bezonacHocTy;

— IP-agpeca u nornueckue numena Bcex unrepdeiicon lllmroza bezonacuoctu;

— Kakue cepTudUKaThl OyIyT UCTIONB30BaHbI s ayTenTudukanun [1lnro3a bezonacnoctu.

[Inro3 be3onacHocTr 00BIUHO MMEET Kak MUHUMYM JBa UHTepdeiica. B mpouecce coznanus
OOnekta HeoOXxomumo OynmeTr yKa3aThb BUI Aeewma, KOTOPBIA mpeAcTaBiseT manHbid [lmo3
besonacuoctn (34CTABA-Oguc, mapmipytuzarop Cisco mmm M3 Cisco PIX Firewall, Illnro3

Microsoft IPsec Agent, Heynpasnsemsiii I3 besonacHocT).

4.7.1.2. Tpynnbi

OO0mbexTh! TloaUTHKM MOXKHO TaK)Xe OpraHu3oBaTh B Trpynnbl. Ecim onuH M TOT ke Habop
[TpaBui Oyner npuMeHAThCS K HecKosbkuM O0bekTam [lonuTuku (HampuMep, eciii Bce KOMIBIOTEPHI

B OJTHOM OTJieJie OyIyT MCIOIB30BaTh OJIUH M TOT ke Habop [IpaBun 06paboTku Tpaduka), TO BCe ITH
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O6wextrl [lonmutuku MoxHO 00beauHUTH B ['pynmy. Cama mo cebe ['pynma cuumrtaercs OO0bekTOM
[TonuTrkH, MOCKOIBKY OAMH Habop IIpaBuy mpuMeHsETCS KO BCEM WiEHaM TPYIIIbI, TeM HE MEHee,
3TO JMIIb COBOKYHNHOCTh Apyrux OObekroB Ilonutuku. IlonesHocts oObeauHenuss OOBEKTOB
[Tonutuku B I'pynmsl CTaHOBUTCS OYEBHIHOM, KOTJa BO3HUKAET HEOOXOAMMOCTh co3naTh [IpaBuia
Bezonacnoctu mexny O0bextamu [lomutuku uinn npumenuts gannoe [IpaBuio ko Beeit I'pynne, a He
Kk kaxaomy OOwekry I[lomutmku B oraensHocTH. [lpuoputeTHo co3nmanue ['pymnmbsl mpu 000
BO3MO>KHOCTH, 3TO ITIOMOKET CHU3UTh KOJIUYECTBO UCNOIb3yeMbIX [IpaBui.

Ilepen TeM, kak npuMeHUTH Kakoe-1nbo [IpaBuio k I'pynmne, Hago yOeauTbes B TOM, UTO €ro
MOXHO IPUMEHHUTHb KO BCeM ee¢ uiueHaM. Hampumep, eciim HEKOTOpble 4ieHbl ['pyIIbI SABIAIOTCS
Xocramu be3zonmacHocTH, a Apyrue MpeacTaBisioT coboit HesammmieHHbie |P-Xoctsl, [Ipasuio,

HCIIOJIB3YIOIICC I_HI/I(i)pOBaHI/Ie, HCJIb3s IPUMCHHUTD K JTaHHOM prnne.

4.7.1.3. Tllonb3oBaTtenu

[Tonb3oBarens - 310 Aeenm 6e3 duxcupoBanHoro IP-aapeca, HO co cBoeil cOOCTBEHHOM
cuctemMoi mudpoBanusi, Kotopas moxeT B Cpene besonacHocT coeMHATHCA € Y3710M, HAXOASIIIUMCS
BHE 3TOi Cpebl. ITO MOPTATUBHBIE KOMITBIOTEPHI WIM KOMIBIOTEPHI CeTH, K KoTopoi cepsep DHCP
He NMpucBanBaeT nocrosiHuble IP-agpeca.

CriocobHOCTh ompenensTh MOOWIBHBIX Aeewmog kak Ilonmp3oBareneld - 3HAYUTEITHHOE
npeumyiiectBo Cpenbl bezonacHocTr, OCHOBaHHOM Ha A2enmax u ynpasisieMmont [[/VII. [lonb3oBarens
MOeT 0€30IacHO COEAMHATHCS ¢ KOPIOPATUBHON CEThIO, HE3aBUCHMO OT TOTO, TJI€ OH BBIIIEN B CETh
Wntepuer. Jlo Tex mop, Moka MOOMIIBHBINA IOJIB30BATEIh MOXKET COENUHATHCA C ceTbio MHTepHer,
ero/ee JOCTyN K KOPIIOPAaTUBHOI CETH ero/ee KOMIAHUM €ro/ee HaJexxeH u Oe3omaceH. bonee Toro,
neperoBopbl  Mexny 3ACTABA-Oguc (ycmarnosnennvim wne wna LVII) u [VII upoucxomst
aBTOMATHUYECKH, HU MOOWJIBHOMY IOJIb30BATENI0, HU AJMUHUCTPATOPY HE HY)KHO HM BMELIMBATHCS,

HU MEHSTh KOH(PUTypaIuio.
4.7.1.4. 30HBbI

3ona — 310 mpoctpancTBo IP-anpecos 3a Illmtozom be3omacHOCTH, KOTOpOE COCTOMT W3
IPYNIBbl CBA3aHHBIX XOCTOB, 3allMLICHHBIX TeM ke cambIM [Ilmo3oM. XoTs 30Ha MOXET MOKa3aThCs
noxoxed Ha Iloacers u IP-/Ilmama3zonsbl, cymectByioT 3HauuTenbHble paznuuus. [Hogcerm u IP-
Juana3zonbl — omnpezaeneHHble Habopel |P-agpecoB, KOTOpble NPUMEHSIOT K ONpEeAesIEHHBIM
cymectByromuM O6bektam Ilonutuku (kommbrorepam) ¢ IP-agpecamu, B To Bpemst kak 30Ha — 3TO
TONBKO npocmpancmeo |P-anpecoB, kK KoTopomMy MoryT mnpuHamiexarb OObekTsl I[lomutuku 3a
[lImo30om beszonmacnoctu. (Iloaceru u IP-JImama3onbl He 00s3aT€TbHO JTOJDKHBI HAXOIAUTHCS 3a
[nro30m bezonacHocTu.) 30HBI - €AMHCTBEHHBIH HCTOYHUK MH(popmauuu st [[VII o ToMm, Kakue

X0cThl KakuM [1Imr030M 3anuIeHsl.
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npucytcTByeT BioxkeHHbIH 103, TO ero BHEMHUN HHTEpPEIC TOKE JOIKEH OBITh BKIIOUEH
B 30my.

f Buytpennuii unrepdeiic lllaro3za Be3omacHocTu nomkeH ObiTh BkIOYeH B 30HY. Ecim
L
)

IP-anpec MOKET HAXOIUTHLCS TOJIBKO B OJTHOH 30He.

4.7.1.5. Mpouecc cozpaHua AceHmos Nonutmkm

3agavya: Co3natb Aeenmos llonuTuku, NPEACTABISAIONIMX BCE BUIBI A2eHmo8, KOTOPHIE

MOxHO BKItounTh B I'TIb, ynpasnsemyro [[VII.

Jlornueckast cxema: Co3nare OO0bekThl ofuH 3a npyruM. Coznars ['pynmy u 00beTUHHUTD B

Hee HekoTopble O0bekThI [lomuTuky.

s co3ganust Aeenma [1OMUTUKY HYKHO BBIIIOJIHUTD CIEIYIOIINUE ACHCTBUS:

1) Cosnmats O6bekT Xoct bezomacHocTu:

Ucnions3yiite llpaButh -> lo6aButh -> Xoct be3onacHocTu.

Bo10pate npousBoauTens Aeenma M €ro BEPCUIO.

Beectn ynukansHoe Ums 1t npucBoenust O6bekty Xocra bezonacHocru.

Beectu Anpec Acenma O0bexra, >10T IP-agpec 6yaer ucnonab3oBaTbes Ui TOTO, 4YTOOBI
HOJ/IEP)KUBATh CBSI3b € STUM OOBEKTOM.

Bo16path 10MeH, B KOTOPbIN OyA€T BXOAUTh AaHHbBIN OOBEKT.

B 3aknanke Tononozusi BBeCTH mapametpsl nHTEpdeiica(oB) Xocra bezonacHocTu.

B 3akmanke Mecmononodcenue BBECTM — INapaMeTpbl  MECTONOJIOXEHHS  XocTa
besonacHocTH.

BBectu mnapamerpsl ceptudukarta, KOTOphId OyaeT uaeHTH(UIMpPOBATH ATOT XOCT
be3onacHoCTH MM UMIIOPTUPOBATH COOTBETCTBYIOMIMM CepTU(PUKAT.

Ecnu HeoOxoquMo U3MEHUTh MapaMeTpbl HaJjo oOpaTtuThes K 1. 8.1.3.

2) Coznats O0bekT 1103 Be3omacHOCTH, BBITIONHSSA Ty JKe TOCIEI0BATEIbHOCTD JCHCTBHH,

yto u 111 O6bexTa XocT bezonacnoctu. Kpome toro:

YOeauThscs B TOM, 4TO BBEJICHBI TOUHBIE HIMEHA JIOTHYECKUX CETEBBIX HHTEP(EHCOB.

Eciu OO6swexr Illmo3a besomacHoctu Oynmer mnpeacraBnste Aeewma Cisco, HET
HeoOXoauMOCTH yKa3biBaTh SNMP-coo0mienus, Ho HYXHO NOApoOHO yka3aTh SSH umm
onuuu Telnet-coennHeHus: BO BIOKEHHOU 3aknanke llapamempuvl coeduneHus 3aKIaaKu
Ynpasenenue.

Ecnu HeoOx0qMMo U3MEHUTH MapaMeTphbl HaJjo oOpaTtuThes K 1. 8.1.2.

3) Co3nate O0BekT [Honb306ament.

Ucnonp3oBars [IpaButsk -> Jlod0aBuTh -> [losb30Bareiib, I71€ OHU TOCTYITHBI.

Beectu ynukansnoe Ums nis npucBoenust Oovekry [lonvzosaments.
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BriOpats Bepcuio u HaOOp CBOWCTB Aeenma, KOTOpble Oyaer mpeactaBiiaTh OOBEKT
Ionvzoeamens.
Bo BnoxenHoit 3aknanke Cepmugpuxamol 3axknaoku BYC BXomsT mapameTpbl
cepTu(ukaToB, KOTOpble HUAECHTUGUIHUPYIOT 3TOT OOBEKT WU UMIOPTHUPYIOT daiin
cepTudHKaTa.

Ecnu HeoOx01MMo H3MEHUTH TapaMeTpbl Hao oOpatuThes K 1. 8.1.7.

4) Cosnars O6wekT IP Xocma:

Ucnonp3osars llpaButs -> JlodaButh -> IP Xocr.

Bsectu ynukansnoe Ums i npucBoenus Oobexty /P Xocma.

[Tpu HEOOXOIMMOCTH MOXKHO BBECTH TEKCTOBOE onucanne OObeKTa.

B 3aknanke Tononoeus BBecTH napametpbl uHTepdeiica(os) IP Xocma.

Ecnu He00X0IMMO M3MEHHUTH MapaMeTphbl Halo oOpaTuThes K 1. 8.1.4.

5) Co3nats O6bekT Ioacers:

Hcnonw3oBars komanay IlpaButs -> Jlo6aButs -> I[loaceTs, re oHa AOCTYIHA.
Bsectu yHukanbHoe ums a8 npucsoenuss Oowvekry Iloacers.
Beectu ocHoBHoi1 |P-anpec u cereByro Macky st [loacern.

Ecnu He00X0IMMO M3MEHHUTH MapaMeTphbl Hao oOpaTuThes K 1. 8.1.6.

6) Cosnmats O0bekT IP JImanma3zona:

Ucnionb3oBars koman sl [IpaButh —> o6aButh —> I[P /luana3oH, rae oHU JOCTYITHBI.
BBectn yHukansHoe ums i npucBoeHus Oobvekty |P [Inana3on.

Ho6aButh crimcok amapecoB |P-nmuama3zona wim oguH aapec, BeIOpaB dopmaT st BBOAA
JTAHHBIX, 3aT€M BBECTH HY)KHBIC TaHHBIC. [Ipy HEOOXOJMMOCTH, TIOBTOPHUTH.

Ecnu HeoOxouMo U3MEHUTh MapaMeTphbl HaJjo oOpaTtuThes K 1. 8.1.5.

7) Cosznmate O6bexT I'pynmbl u ipucBouts [ pyrne Heckonbko O0bekToB [TomuTukm:

Hcnonw3oBats koMauas! IlpaButs -> lo6aButs -> I'pynnsl
Bgectu ynukansHoe Ums ans npucBoenus O6bexty I'pynna.
Breiopate OObexT (Tb1) [lomutuku B 3aknmangke JlocmynHvle 371emeHmvl, KOTOPHIE

HE00XO0/IMMO BKIIIOUYHTH B 3Ty [ pymity, U mepeHecT: X B cucoK YJieHbl rpynmbl.

8) Co3nmath 00bekT 30HA:

Hagectu kypcop Ha cekuuto 7ononozus, ucnonb3onats [IpaBurb->/100aBuTh->30Ha 1in
Jo0aBuTH 30HY U3 KOHTEKCTHOTO MEHIO B Tononocuu.

Beectu ynukansnoe Ums nmst npucsoenust O0bekty 30Ha.

Beectu nuanazon(el) IP-agpecoB, koTopslii Oyner onpeaensits 30Hy.

Ecnu Heo0X0MMO H3MEHUTH TTapaMeTphl HaJjo 00paTuThes K 11. 8.2.2.
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4.7.2. MNpaBuna

IIpaBuia be3onmacHocTH — 3TO OCHOBHBIC MpaBwiIa st pyHKimonuposanus [{VI1. TlpaBuia
UCIIOJIB3YIOTCSI ISl TOTO, YTOOBI cCUCTeMaTH3upoBaTh HHPpopMaimio (O0bekTsl [Tonutiku u JeiicTBus)
B coracoBanHyo U 1enoctHyto I'TIb. IlpaBuna onpenenstor, Kak pasiuyHble KOMIOHEHTHl Cpenbl
bezonacHoctn MOryT oOMeHUBAThCcs MH(pOpPMaLUeH, T.e. KaKue COeIMHEHHS JOMYCKAIOTCS, a Kakue
HET.

Coznarp IlpaBuna beszomacHoctn mexay BcemMu OObektamu [IOIMTHKH, KOTOPBIM HYXHO
Oe3omacHo miepenaBath nHpopmanuto B Cpene besomacHoctr. B O0ONBIIMHCTBE KOHTEKCTOB CETEBOU
0€30MacHOCTH, ATO JOBOJIBHO CIIOKHAs 3ajada, IOCKOJBKY JJIsl KaXJ0ro B3aUMOJEHCTBHUS,
TpeOyromero mu(poBaHHBIA JOCTYI, HY>)KHO co31aBath oTAeinbHble [IpaBuna. B [[VII npu nonxone,
opueHTupoBaHHOM Ha OObBekT M Ha [’pymmy, STOT mpolecc Topa3lo Mpolle, MOTOMY YTO
MaJIOBEpOSTHO, YTO KaxaoMy ydacTHHKY Cpenbl bezomacHOCTH MOHAaZOOHUTCS YHUKAJIBHBIA YPOBEHB
JIocTyma K O0e3omacHbIM KOMMYyHUKausM. [[VI] no3Bonsier rpynnupoBaTh OOBEKTH ¢ OJUHAKOBBIM
YPOBHEM JIOCTYNAa U MPUMEHATH OJHO MPaBWJIO KO BCEH IpymIe, e€Ciy 3Ta TPYIIa omnpeaeleHa Kak
I'pynina vim Hoacers.

[Ipumep:

B ormene mpomax ecth 100 KOMIBIOTEPOB, KOTOPHIM HYKHO OOMEHHMBATHCS MH(OpMAaImen
Tak *e, kak 100 kommbroTepam B oTaene mapkeruHra. Ha Bcex 200 kommbroTepax yCTaHOBIICHBI
Acenmul, U OHU UISHTU(PUIMPOBAHBI YHUKANBHBIMHU cepTU(UKaTaMU. MOXKHO OIpeNeTuTh 3Ty
KOMMYHHKAIMIO OJHUM MpPaBUIOM (KOMIIBIOTEPHI KaXXJOr0 OTHena ObulM coOpaHbl B OT/EIbHBIE
['pynner). OgHO 3TO MPaBUIIO MOXKET YMPABIATH JHOOBIM KoJIW4ecTBOM OOBEKTOB M CEPBUCOB, TPHU
ycnoBuM, uto ['pynmsl co3garotcs pansblie, yem npaBuia. C [[VII nekotopbie OOBEKTHI MOTYT OBITH
nononuutenbHo 3aunuiensl 34 CTABA-Oguc, a HekoTopble HeT. HekoTopble U3 HUX MOTYT MEHATh
MECTOIOJIOKEHHE, a HeKoTopble HeT. C Touku 3peHus [IpaBuii, HUYTO U3 BBHINIENIEPEUNCICHHOTO HE
UrpaeT poJu, Hamo co3nath onHo mnpaBwio, W [[VII onpenenut Ilomutuku st OOBEKTOB.
Heympansembie (UNMANAGED) OOBEKTHI TOXKE y4acTBYIOT B mpaBuiax. CyliecTByeT JBa BHJA
KOMMYHHUKAIH ¢ HeynpaBisieMbiMu OObeKTaMHu:

— komMyHukanus ¢ [P-Xocramu;

— KOMMYHUKalusi ¢ HeynpaBiaseMbiMd OOBbEKTaMU, WIACHTHUQHUIIMPOBAHHBIMU OCOOBIMH

MaHJATHBIMH (CM. TIOSICHEHUS BBIIIE 00 YIPABICHUU C UCTIOJIh30BAHUEM MaHATOB).

= lIpaBuia 00pabaThIBAIOTCS B COOTBETCTBUH C UX IOJIOKEHHEM B YpOBHE HMepapXuu. To ecTsb,
\ll) €CITM TIPAaBUJIO0 MMEET BJIIOKCHHBIC MpaBHUJIA, BIOKCHHBIC MpaBUiia 00pabaTHIBAIOTCS PaHBIIE
OCHOBHOTO TmpaBwia. VIckimoueHueMm sBIsiOTCS: mpaBwia Any-Any", koTopele Bceria
oOpabaTeIBaroTCs mociegHuMy; npasuia "Any-agent” n/unu IlpaBuia, B cocTaB KOTOPBIX
BxoaT [lonb3oBatenu, 00padaTbiBatOTCs npeanociaeaaumu (cM. 1. 4.7.2.3). [[VII BeInonHseT

3TH OTIepAIY aBTOMATHYECKH.
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4.7.2.1. MNpaBuna gna 6ecnpoBoAHbIX ceTen

L[VII no3Bonser co3naBaTh [lpaBuia, 4ToObl oOecmeynTh 3alUTy Tpaduka U CTPOTYIO
ayreHtudukanuio s [oms3zoBarencit B 6ecipoBoaubix (WiFi) cersx. Dtu [IpaBuia onpenensior
THonumuky, ocnosannyto Ha pacnonodcenuu, Tie Iloap3oBaTenio pa3pelieH IO0CTyI K 3allyllaeMbIM
KOH(HICHIIMATIBHBIM pecypcaM Ha OCHOBAaHHHM €ro pacIoJIOKEHHUs B OINpPEICTICHHOM aJpecHOM
IIPOCTPAHCTBE, NIPEJCTaBIeHHOM B BUJEe [loocemu wnu |P JJuanazona. ECTb HECKOIBKO NPUYUH AJIS
co3manus otux IIpaBuit, 9To0bI 3aIUTHTE cCerMeHT OecipoBoaHoi cetn ¢ IKE/IPsec:

— Wired Equivalent Privacy (WEP) poTokoJ1 HOTEHIIHAIBHO YSI3BUM;

— Kak Tonbko cerMeHT mpoBojHON ceTu 3amuineH BUC, MOXXHO MOCTpOUTH BUPTYaIbHbIC

ceTu, ocHOBaHHbIE Ha IPSeC B onHoM pusuyeckoit WiFi-ceru;

— AyTteHTU(ULIMPOBAHHBIE TOJIH30BATENN, HAXOMISIIMECS BHYTPHU CETH, MOTYT O€30IacHO

oOMeHuBaThCs nHGOpMaIueit 3a ee rpaHUullaMu.

Pacrnionoxxenue onpexaensercss npu coznaHuu llpaBuia, B 4aCTHOCTH, KOTJa ONpPENEISIFOTCS
UCTOYHUKHU(M) U NPpUEMHHK(M), KOTOpbIMU ynpasiiger [IpaBuio. PacnonoskeHus: nosBiISIOTCS B MOJSAX
HUcrounuk u Ilpmemumk Tadmmusl I'Ilb. Ilons3oBatens u ['pynmbl MOTyT ONpeAensaThbCs Kak
ocobble OO0bekThl [lomuTHKu B mpenenax pacnonoxeHus - T.e. Takue OO0bexTsl [loauTuku mMoryt
onpenenats npasuia Mcrounukos winu IlpmemHuxoB Bmecte ¢ IP-anpecamu, cocTaBisitoliuMu
Pacnonoxenne. JlroObie wiensl ['pynmbl, koTtopble He sBistorcs [lomb3oBatensimu, Oyayt
UTHOPUPOBATHCS, KOT/Ia TPHUMEHSETCs MpPaBUIO, OCHOBaHHOE Ha pacnonoxeHuu. Ilomuruku,
OCHOBAaHHbIE Ha pAacIOJIOKEHUH, MOryT mnpumeHsaTh neiictBus PASS, DROP u mmudpoBanus u
UCIOJIb30BaThCs B 0001 koMOuHanmu CereBbix CepBucoB. B aToM cmbiciie [lonuTiku, OCHOBaHHBIE
Ha pacroJioKeHNH, HE OTIINYAIOTCS OT «00BIYHBIX» [lonuTHK.

4.7.2.2. OnucaHue WIFI cueHapua ¢ ucnonb3oBaHmem MNonnMTMKM, OCHOBaHHOMN

Ha pacnonoxeHuu POLICY

Tunuuneiii cuenapuii cetn ¢ WiFi-cermeHTOM MmokasaH Ha pucyHke (cMm. Pucynok 17).

‘.-.’

Pucynoxk 17 — Cetb ¢ WiFi-cermeHTOM
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Jlyis Toro, 4toObl MPaBUIBHO HACTPOUTH OECIPOBOJHON CETMEHT JIaHHOTO 00pasla CeTH,

Haao MPUACPKUBATHCA CICAYIOIMUX PYKOBOAAIINUX ITPUHITUIIOB!

1) Ionvzosamenvl u Ilonvzosamenv2, pagn yao0OCTBa, MOKHBI ObITH udieHAMH [ pyIIbI
(mpu ycioBHM, YTO OHHM MMEIOT OJMHAKOBBIA YPOBEHb JOCTYINA K 3allUI[aeMbIM
KoH(puaeHIMaNBHBIM pecypcam). Hazosem sty ['pynmy Wireless Group.
2) Cosnare Moacery wm O6bekT IP /Inanazona ¢ aapecHsiM npoctpanctBoM WiFi-cetu.
HazoseMm stor O6bexT Wireless IToacers.
3) Yrobwr [lonvzoeamenvl u Ilonvzoéamenv? B3aUMOAECWCTBOBAIN APYr C APYrOM dYepes
3amuIIeHAbIH TpoToko BHyTpu WiFi-cetn Hamo co3marte [IpaBuno ¢ mapamerpamu (cMm.
Tabauma 2).
Tab6nura 2 — [Mapametps [IpaBuna s B3aumoaeictus Baytpu WiFi-cetn
IMapamerp Onucanue
HcTtounuk Wireless Group @location: Wireless Subnet
[Mpuemank Wireless Group @location: Wireless IToacets
JeiictBue Jlro6oe aeiicTBre, KOTOPOE UCIIONIB3YET MU(pPOBaHHE
4) Ytobwl nBa >tux Ilonb3oBaTesass uMenn 0Oe30MacHBIA TOCTYI B ceTh MHTepHET HamIo
co3nate [IpaBuno co cuegyromumu napamerpamu (cM. Tabmuna 3). Ha lmroze
Firewall+BUC mmdpyercs tpaduk.
Tabmuna 3 - [Tapamerpsr [IpaBuna st 6e30macHOro q0ocTyna B cetb IHTEpHET
ITapamerp Onucanne
Hcrounuk Wireless Group @location: Wireless Subnet
[Tpuemuuk Internet
JeiicTBue JIro0Ooe neiicTBrE, KOTOPOE UCTIONB3YET MU POBaAHUE
5) UroOwl aBa atux [lonp3oBarens umenn Hemu(ppPOBaHHBIA AOCTYN (OTKPBITHIA TpaduK)

B/u3 Xoctl, Haxonsace BHyTpu WiFi-cetn (cm. Tabmnuua 4), W 3alMIIEHHBIA JOCTYI
(3amudpoBaHHbIi TpaduK) B/U3 xocta U3 cetn MuTepHeT (cM. Tabmuna 5), Hago co3nath

nBa [IpaBuna.

Tabmuna 4 — [lapamerps! [IpaBuna s qoctyna mo OTKpbITOMY (HEmM(pPOBAaHHOMY) KaHaly CBSI3U
otHOocuTenbHO XocTl, Haxomsick BHyTpu WiFi-cetu

ITapamerp Onucanue

Hctounuk

Wireless Group @location: Wireless Subnet
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ITpuemHux

Xocrl

[elictBue

Pass

Tabmuua 5 - Ilapamerps! [IpaBuna A 3alIMIIEHHOrO JOCTYyNa MO IMM(QPOBAHHOMY KaHally CBS3U
oTHOocuTenbHO XocTl u3 ceru MHTepHeT

IMapametp Onucanue
HcTounuk Wireless Group
ITpuemuux Xocrl
HeiictBue JIroboe neiicTBre, KOTOPOE UCIIONIBL3YET MU(pPOBaAHUE

6) UYtoOsl mBa stux Iloab3oBaTesst uMenu MUGPOBAHHBIA JAOCTYNT K XOCT2, KaK BHYTPH

WiFi-cetu (cm. Tabmuna 6), tak u u3 cetu Mutepuer (cm. Tabmuua 7), Hago co3aath ABa

[IpaBuia.

Tabmuna 6 - [Tapamerpsr [IpaBuna mist IUGPOBAHHOTO TOCTyIa OTHOCUTENbHO XocT2 BHyTpH WiFi-

ceTH
IMapamerp Onucanue
HcTtouHuk Wireless Group @location: Wireless Subnet
[Ipuemuux Xoct2
[erictBue JIro0oe neiicTBre, KOTOPOE MPUMEHSIET MU (ppoBaHUE

Tabmuua 7 - Ilapametpsl IlpaBuia uis MMQPPOBAHHOTO AOCTYNAa OTHOCUTEIBHO XOCT2 M3 CETH

WNHuTrepHer
ITapamerp Onucanne
Hctounuk Wireless Group
[Ipuemuuk Xoct2
[erictBue JIro0oe neiicTBue, KOTOPOE MPUMEHSIET U (ppoBaHUe

7) YroOwbl mBa 3THMX (M Jr000W mpyroi) [lomp3oBaTens MMeENH 3aIUIICHHBIA JOCTYH K

Xoct2, Haxomsch B agpecHoM mpoctpanctBe LAN IP (cm. Tabmuua 8), Hamo co3nath

caenyrouiee [Ipasuio.

Tabmumna 8 - Ilapamerpsr [lpaBwia i 3a0UIIEHHOTO JOCTyNa K XOCT2, HaXOJsACh B aJIPECHOM

npoctpanctse LAN IP

ITapamerp

Onucanue

Hctounuk

LAN
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ITapamerp Onucanne
[Tpuemuuk Xoct2
[etlictBue JIroOoe neiicTBre, KOTOPOE MPUMEHSIET MU(PpPOBaHKE

- UroObl noboii [lomb3oBaTenb, KOTOPBIM MOXKET COCIUHHUTHCS C OECIpPOBOJHOM TOYKOM
\ll) JIOCTYyIa, MOT y4acTBOBAaTh B 0€30MAaCHBIX KOMMYHUKALIUAX, CIEAYET ONpPENEIUTh MPaBUIIo,
yeii Mcrounnk Oyner Any O6nekT @location: Wireless Subnet. OgHako ciieyeT y4uThIBaTh,
YTO ATO CAENAET CeTh JOCTYMHOMU (MK, TOUYHEE CKa3aTh, JIF00OM CErMEHT CETH OMpeeisieTcs B
Ilpuemnuke IlpaBuna) nains BceX, HAXOIAIIMXCS B MpejAesiax pajadyca ACHCTBUS TOYKHU
nocryna. Takue ¢yHKIIMOHAIbHBIE BO3MOKHOCTH, TEM HE MEHEE, MOTYT OBbITh MOJIE3HBI, PU
ycioBur, 4to OOBekT(bl) Llesib BBIOpaH ¢ 0co0O THIATENBHOCTHIO. Hampumep, MOXKHO
yKa3zaTh, YTO KaXJOMYy KJIHEHTY WIH JUCTPUOBIOTOPY, KOTOPBIH MPUXOAUT B OPHUC U Yy
KOTOPOTO €CTh IMOPTAaTHBHBIA KOMIIBIOTEp C OECIPOBOMHONW KapTOW, pa3pemieH JOCTYN K
CHelHabHOMY CEpBEpY MU MPOCTO AOCTYI K cetu MHTepHeT 6e3 pucka st 6e30MmacHOCTH
OCTAJIBHOU CETH.

4.7.2.3. Onuun ANY n INTERNET O01bekTbI

KpomMe B03MOKHOCTH HCMOIb30BaTh HAOOp OOBEekTOB [lOJNIMTHKHM, AOCTYNHBIMH SBISIOTCS
eme ase onuuu: Any u Internet O6bekTsl. 9T OOBEKTHI MOSBIAIOTCA B JUAJIOIOBOM OKHE BBIOOP
Oo0nbekTa [Tonmutuku BmMecte ¢ Apyrumu O0bektamu [lomutrku. Beidop omHoro u3 3tux OO0BEKTOB WIH
o0oux B kauectBe Ucrounmka wiu Ilpuemnmka IlpaBuna npencrasisier Oosblive yAaoOCTBa Ipu
co3ganuu [IpaBun. Ecou Internet Oo0wbekT ucnonszyercs kak Merounuk win Heas (ITpuemuuk)
[TpaBuna I'TIb, n yxe cymecTByoumii Aeenm BbIOpaH i Ipyroro, 3To 3Ha4MT, yTo [IpaBmiio Oyzer
VOPaBIsATh KOMMYHHUKAIUSIMU MEXJY YKa3aHHbIM AeeHmom W J1100blM  B03MONCHBIM  Y310M
KOMMYHUKAYUU, pacnonodiceHnvim 6 Mnmepnem-3one (He3aBUCUMO OT TOTo, ornpeaeineH oH B I'TIb win
Her). Takue IlpaBuna Internet-deenma 6ynyt npumensThcs nocie oopaboTku Beex IlpaBun agent-
agent.

Emu Any OObekt wucnonbsyercs, kak MHcrounuk u Ilpmemumk mnpasuna [TIb u
CYIIECTBYIOIINN Aeenm BBIOpaH ISl JIpPyroro, 3TO 3Ha4uT, 4yto [IpaBmio Oyaer ympaBisTh
KOMMYHHUKAIMSIMU MEXIY YKa3aHHBIM Aeenmom W 1100bim Opyeum obvekmom uz cemu Humepnem
(sxnrouas oowvexmul, onucannvle 8 I'115), komopwili nonvimaemcs 0OMeHAMbCs ¢ HUM UHGOpMayueli u
ewe ne sxatouer 6 Ilpasuno smum Aeenmom. Ecmm Any O0bekT ucnonb3yercs u kak UcTOUHMK, U
kak [Ipuemnuk (Leas) [IpaBuna, aTo mpaBmio OyneT ynpaBisiTh BCEMH KOMMYHHMKAIUSIMU MEXIY
M006bIMU 08YMs Aeenmamu, €CIIi 3Ty KOMMYHUKaIMIO He perynupyet apyroe [Ipasuno. Takue Any—
Any IlpaBuia Bcerna OyayT NPUMEHSTHCS B MTOCIEAHIO 04Yepe/ib, Mocae 00paboTKH BCEX OCTaIbHBIX

[TpaBun be3zonacHoctu. IlogoOHbiM o00pa3zom, Bce IlpaBuna Any-Aeemma OynyT TpPUMEHSTHCS

MpeINoCIeAHUMH, TOCIEe BCEX OCTalbHBIX MpaBWi, 3a uckiatodeHueMm [IpaBuna Any-Any, eciu
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TakoBoe uMeerca. Onmuro ANy MOXHO MCHONb30BaTh ISl CO3/aHUSl HEMOJIHBIX IPABUI WU
120JIOHOB.

4.7.2.4. [paBuna v BnoxeHHble lNpaBuna

BakHpiM acmekToM CcO37aHMsI MPaBHIJI SBJISETCS BO3MOXKHOCTH CO3[aTh HEpapXHuecKoe
nepeBo otux [IpaBui, xotopeie oTBewanu Obl TpeGoanmsiM Cpensl bezonmacHocTH. MOXHO co31aTh
«ocHoBHbIe» [IpaBuia, koTopble OyIyT NMPUMEHATHCS KO MHOTMM Aecewmam, a 3aTeM CIELMAJIbHbIE
[TpaBuiia 17151 «0COOBIX CIIydaeB» WU UCKItOUEHUN U3 ocHOBHBIX [IpaBui. «Pomutensckue» [IpaBuia
1o cBoell cyTu Oosiee ri100anbHbL, B OTIUYHE OT «godepHux» [IpaBuil, koTopsie 60see crienuGuyHbL.

IIpumep:

Ectes 100 34CTABA-Og¢uc, oObenuHeHHBIX B onHy [pynny B omHoM otaene, u 100
34ACTABA-Og¢uc o6benuHEeHHBIX BO BTOPYIO / pynny B Apyrom otAene KomnaHuu. COTpyIHUKAM STUX
OTIIENOB, 3a HEOONBUIMM HCKIIOYEHHEM, HYKHO OIpeAeleHHbIM 00pa3oM O0OMEHHBATHCS
uHpopmanueit. Takum o0pa3zom, MOKHO MIPUMEHITh OJJUHAKOBBIE MpaBuiIa 00padoTku TpaduKa Mo4Tu
ko BceM 100 34CTABA-Oghuc B nepsoii I pynne u noutu ko BceM 34CTABA-Oghuc Bo BTOpOIi I pynne,
3a  HeOompmmM  HCKIOYeHHeM. OIpenenuTh MpaBWia OCHOBHOTO JepeBa Uil KaXKIOW
unauBuayansHoit 34CTABA-Oguc — 3ACTABA-Oghuc KOMMyHHUKAIUH, TIOCKOJIbKY 3TH UCKIIIOUEHUS
Oojiee CNOKHBIE, U OHU 3arPOMOKIAIOT OCHOBHOE JIEPEBO ITUMHU OCOOBIMU ciydasmu. [losTomy
Jy4llle UCII0JIb30BaTh «1odepHue» [IpaBuna (Bnoxxennsle [IpaBuna): cozgars Mexay AByms I pynnamu
onHO ocHOBHOe IlpaBuino, a 3arem «gouepHue»; ITH BiOkeHHble [IpaBwiia OyayT npeacTaBiATh
UCKITIOUeHHs U3 ocHoBHOTO [IpaBuina. Takue poautensckue/qouepHue oTHomeHus mexay [lpaBunamu
MOXxHO chopmynupoBath Tak: «Bce 100 34CTABA-Oguc B nepBoit [ pynne 6ynyT oOMEHMBAThCA
undopmarnueit co Bcemu 100 34CTABA-Oghuc Bo BTOpoii I pynne, kpome 34ACTABA-Oguc nomep 86 B
I'pynne 1, koTopslil OyaeT no-npyromy oomenuBarbest uHpopmanuen ¢ 34CTABA-Oguc nomep 47 B
I'pynne 2.»

=~ lak xe, kak u IIpaBuima B OCHOBHOM JepeBe, BIO)KEHHbIE MpPAaBHUJA MOXHO MPHUMEHSTh B
\1,) 000 MOCIIeI0BAaTEIFHOCTH Ha TAaHHOM HepapXHIeCKOM YPOBHE.
Uckmrouennem sisiiores IlpaBuma "Any-Any", koTopble Bcerga o0pa0OaThIBalOTCS B
MOCJIEIHIOI ouepenb, a Takke I[IpaBunma "Any-Aeewm" w/unu mnpaBuiia, Kacarouluecs
[Tonp3oBareneil, KoTopble 00pabaThIBAIOTCS MNpeAnocaeaHuMu. Pooumenvckoe Ilpasuno
MPUMEHSETCS TOIBKO MOCTIe MPUMEHEHHS BCeX «IouepHux» [IpaBmi.
4.7.2.5. Perncrpauyums cobbiTusa

YpoBeHb perucTpanuu COOBITHSI MOKHO YCTAaHOBUTH OTACIBHO IS Kakaoro npasuia B ['TIh.
VY xkaxporo IlpaBuna ecte mapamerp Vposenv noea (Log Level), B koTopom yka3aH ypoBeHb
UHPOPMALIUU O COOBITHAX CUCTEMBI, MyOIUKYIOUIHIiCS B sxypHase coobiTuil. Ilo ymomuanuo VYposens
Jloea YCTaHOBIIEH B 3HaueHHe 3a0JokMpoBaH, T.e. cOop HMHpOpManMU O COOBITUAX B CHCTEME,
oTHOcAIMXCs K BelOpaHHOMY I[lpaBuiy, He Beaercs. MOXXKHO M3MEHUTh Ypoeenv n0oza Ha ApYyroe

AOCTYITHOC 3HAUCHUC, YTOOBI YPOBCHB pErucTpaninuun COOBITHII COOTBETCTBOBAJI Tpe6yeMOMy.
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MNMpouecc coszpaHus MNpaBun

3aoaua: Co3nate [IpaBmia mexxay O0bextamu [loauTukn, Kak CrpynmnupoOBaHHBIMU, TaK U HE
CTpYNIHUPOBAHHBIMU, YTOOBI CKOH(MUTYpHpOBaTh Oe30MacHble B3aUMOACHCTBHUS MEXAY OSTUMHU
OObexTamu.

Jlocuueckas cxema: llepeiitu k cexuum Tabruya Ilpasun. Co3znath IlpaBuio, ykasaB nBa
O0mbekra, MEXIy KOTOphIMH OyneT ucmoib3oBarbes IlpaBmino. Moxno ykaszate CereBoit Cepsuc,
KOTOpBIA OyAeT ucronb3oBath 310 [IpaBuio u JlelicTBHe, KOTOpoe OHO OyaeT MpUMEHSATb. MOXKHO
yKazaTh ypOBEHb peructpauuu g dstoro IIpaBuna (T.e. ypoBEeHb COOBITHII, KOTOpble OyayT
peructpupoBatb OObeKTHI, Koraa npumensiercs: [IpaBuio). Taxke moctyneH BbiOOp Mapiipyra s
[TpaBuna, yka3pIBAIOIIMKA IITIO3bI, 4Yepe3 KOTOpble Oyner pocTynmHa peanu3anus IIpaBunma u
Pacniucanue, obo3Hauvaroriee Bpems aeicteus [Ipasuna. Co3aars BioxeHHbie [IpaBuia («1ouepHue»),
YTOOBI UCTIIOJIB30BATh MX KaK UCKIIIOUEHUsI K OCHOBHOMY [IpaBuiy.

[Tarn:

1) Jlna co3mganus ucnonb3oBath [paButh —> Jlo6aButh —> [lpaBuio win [IpaBuio u3

KOHTEKCTHOTO MeHI0 B Tabnuye [Ipasun. Bectu yHukanbHoe ums ais [lpasuna.

2) Vka3arh, sBsieTcs JM co3gaBacMoe [IpaBwiio, BiIOKEHHbIM [IpaBHiIOM K  yKe
cymectBywiemy B Tabauye Ilpasun. Bwibpate Ponurtensckoe IlpaBmiio w3
BBINIAJAIOLIET0 crnKcka nojis Poaurenbekas cBsa3b. Binoxennoe IIpaBuno nosButcs nop
ocHOBHBIM [IpaBusiom B Tabauye Ilpasun.

3) BpuiOparts [leiicTBHe, KOTOpoe aaHHOe [IpaBuiio OyaeT MPUMEHSTh MEXKIY dTUMH JIBYMSI
O6nbexramu [TomuTukH.

4) BpIOpaTh HY)XHBII YPOBEHb PETUCTPALIMU COOBITHIA.

=, BbiOpatb OObekT [lonMTHKM M yKa3aThb €ro Kak HMHUIMATOpa OE30MacHOr0 COEIMHEHHS

\E) (Mcrounuk). Ecnmu O0bekt UcTounuk siBisiercs: [lonp3oBaTesneM, T.e. HAaXOIUTCS BHYTPH

omnpenenenHoro cermenta cetu (kak WiFi-cermenT), Boiopats Iloacers wiu IP Iuanasow,
KOTOpBIE OYIyT MPEACTABIATh ATOT CErMEHT.

5) Beibpate Ob6wexm I[lorumuku, KOTOpbI Oyner oOMeHHBaThcs HH(opMaImen ¢

Oo0bektom IlonuThku, KOoTOphIH yka3aH B miare 2); 3to Oymer OO0bekt Heab. Ecnu
O6bext Heab saBmsercs Ilomp3oBarenem, T.e. HAXOAWTCS BHYTPH OMPEIEICHHOTO
cermenTa cetH (kak WiFi-cermeHr), BeiOpaTh pacnonoxenus [loacers nim IP [lnana3ow,
KOTOpbIE OyyT MPEACTaBIATh TOT CETMEHT.

6) BsiOpate Mapuipyt, onpesenus Aeenmos, uepe3 Kotopsie [IpaBuio Oyaer cienoBarh.

7) Buiopats mo0bie CereBbie CepBHCHI, KOTOPBIE OY/IET HCIOIb30BaTh qaHHOE [IpaBmiio.

8) BriOpars Pacnucanue nuisi [lpaBuna.
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4.7.2.6. YKasaHuA no peanusauumu

Ilepen axtuBanmeit I'TIb, coznannon B [{VII, nano pacupenenuts ucxonusie JIIIb xaxnomy
Aeeumy. B OGonpmuHCTBE ciydaeB, ganHas JI[Ib He momycTuT Ge30macHyr0 KOMMYHHUKAIUIO, KPOME
kak ¢ [[VII, T.e. 6yner npumensaTbes [lomutuka Drop. Ciaeayer npuHITP BO BHUMaHHE HEKOTOPHIE
IIOCJIE/ICTBHSI TAKOM CUTYaLlUH.

Ecnn, no nenocmotpy, B [{VII ne ykazano IlpaBuno bezomacHoctu mnst manHoro Aeenma,
KOTOpOE IMO3BOJIAET 3TOMYy Acenmy ydacTBoBaTh B Cpene bezomacHocTH, TO 3TOT Aeenm HE CMOKET
oOMeHuBatbcss uHbopManueit ¢ npyrum ysiaom B Cpene bezonmacHoctu, moka He Oyaer qo0aBiIeHO
[IpaBuno, nepenecena u aktuBupoBana ['TIb, u noka Aeent ne 3arpysur JIIIb u3 [/VII. Crona BoitnyT
BCE MPWJIOKEHHS, BKJIIOYAs SJCKTPOHHYIO MOYTY M JOCTYN K CETE€BbIM NPHUHTEPaM. ITO MOXKET
MPOU3ONTH B Tpolecce AUCTpuOynuu wunu axktuBanuu ucxogHou JIIIb wnu npu oOHOBIEHUH
['TIB/JITIB (B pe3ynbraTe nobaBieHus HOBBIX y310B B Cpene besonacHoctu u T.11.).

DTO MOXKET BbI3BATh HETaTHBHBIE IIOCIEJICTBHS B OpraHU3alllH, €CJIH I0JIb30BaTENH,
KOTOPBIM HYKEH ITOCTOSIHHBINM JJOCTYII K CETEBBIM pecypcaM, BpEMEHHO HE MOT'YT €ro HOoJdy4uTh. Toraa
MO>HO CO3/1aTh BPEMEHHYIO «MSTKYyI0» [lonuTHKY, KOTOpas AOMYCKAaeT BCE CETEBbIE COCAMHEHUS MPHU
samycke JIIIB. [Inst srtoro co3mare gomonHutenabHoe [IpaBmiio (MM HECKOIBKO JOMOJHUTEIbHBIX
[TpaBui1, B 3aBUCUMOCTH OT cutyalum) B L/ VII-Koncons u yKazarb, 4TO AJI1 JAHHOTO y3J1a WIH TPYIIIBI
y3JI0B BeCh CeTeBOI Tpaduk noimkeH ObITh mpomymeH. [Tocne Toro kak I'TIB ycnemHo pa3BepHyTa 1
yCTaHOBJEHa Ha JIoOOM y3ie ¢ «wmsarkoi» Ilonutuxoit Pass, ymamuTe mpaBmiio, NEpEeHECTH U
aktuBupoBath u3MeHeHHyto [TIb. Takum oOpa3om, moibp30oBaTeNd, y KOTOPBIX €CTh JOCTYN K
pa3IMYHBIM CETEBBIM pECypcaM, HE 3aMeTIT HM3MEHEHMs, a OHO, B CBOIO OY€pelb, IO3BOJIUT
HCIIOJIb30BaTh OE301aCHOE PEIIeHNE TaK IUIaBHO, KaK 3TO BO3MOKHO. CM. MpUMeEpPHI HIDKE.

[Ipumep 1:

Xoct bezomacHocTH, B TPHUBEICHHOM BBIIE MNpUMEpe KOH(QUTYpAIMH, TPUHAIICKUT
MOJIb30BATENI0, KOTOPOMY HY)KEH IMOCTOSHHBIM JOCTYH K CETeBBIM pecypcaMm, U HE MOXKET OBITh
OTpe3aH OT ATUX PECYPCOB HH MO Kakoil mpuumHe. MoxkHo co3naTh [IpaBuno unu IlpaBuia, uToObI
JOTIOJTHUTEIBHO 3alUTUTh CETEBOM JIOCTYN JaHHOTO IMOJb30BaTesd WM mosb3oBareneil. Co3narhb
[TpaBunio mMexny Aeewmom, KOTOPOTO HEOOXOAMMO <«BAIIUTUTH» U CEThIO (MIIU CETEBBIM Y3JIOM), C
KOTOPBIM Y 3TOT0 A2enma AOMKHA OBITH HETIPEPhIBHAS KOMMYHHKAIIHS; BBIOpaTh Juist /Jeiicmeus Pass.
[Tocne Toro, kak JIIIb 3aepyorcena 6 Aecenm u akTuBupoBaHa, yaanuTh [IpaBuio.

[Ipumep 2:

Ectb ouens 6onbmas I'TIB (1, BO3MOXXHO, ceTh, KOTOpasi dKCILTyaTupyercst 24 yaca/7 nHel) u
HEeT yBepeHHOCTH, Kakue OO0beKkThl [lonuTiKy ObLTH CO37aHbI ISl BCeX y3JI0B. B aTOM ciyyae MOXKHO
co3nath obOmiee [IpaBmio, 4TOOBI 3aIUTUTH JOCTYN K CETH A Bcex Tmoiib3oBateneit. Co3nmaTh

[Tpasuiio Any—-Any, BeiObpaB Any s Ucrounuka u Ilpuemuuka, Boiopats /eiicmeue Pass. [locne
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toro, kak JIIIb 3acpyorcena 6o 6ce Aeenmer M ycremIHO aKTUBUPOBaHA, yaaiauTh [IpaBuiio u 3aHOBO
nepenectu u aktuBupoBath ['TIB. Iloka neiictByer sTo IIpaBmiio, Bech Tpaduk B U BHE CETH OyaeT
He3alluIleH, BKItovas goctyn mis [lonp3oBareneit, He ykazanHbix B ['TIb. Eciiu Oyzaer coznman Takoi
Bua IlpaBuia, ynamuTh e€ro, Kak TOJBKO OTHAIeT HEOOXOIUMOCTb, U MPUHUMATH OCOOBIE MEpPHI
MIPEJOCTOPOKHOCTH, IOKA AeUCTBYET nanHoe [IpaBuio.

DTOoi MpOoIEeAYPON MOXKHO BOCIIOIB30BATHCS, TOIBKO YTOOBI N30€KATh KPUTHUECKHUX OIIMOOK
u/wim  ans  ymoOctBa onperencHHbIX [lomp3oBarenell. B OonbIIMHCTBE CilydaeB, HET
HEO0OXOIMMOCTH B MIPUHITHH TAKOTO PEIICHHUS.

4.7.3. PacnucaHusa

Pacriucanusi mo3BOJISIIOT YKa3bIBaTh OIPENEICHHbIA WHTEpBAall BpPEMEHH ISl JEHCTBUS
[TpaBui. Hammpumep, ecnu ectb HEOOXOAUMOCTH UCIIONB30BaTh B pabouee Bpems oauH Habop [IpaBu,
a B HOYHOE - APYroil.

Pacnucanuio MoKeT OBITh 3aaHa JaTa aKTHBAUWH U 3aBCPUICHUA, OTPAHUYCHHUC I[CﬁCTBHH 10
BPEMEHH CYTOK U JHSIM HEJICIH.

4.7.4. CepBepbl

3akmanka Cepgepbl TO3BOJIIET CO3/1aBaTh M PEIAKTUPOBATH BeroMmorareinbHbie OOBEKTHI
(cepBepbl), KOTOpbIe HE ABIAIOTCS B uncToM Buae O0bektamu [lonmutuku bezomacHocTH, HO, TeM He
MeHee, BBIMOJIHAIOT Pa3HOOOpa3HbIe BaXKHBIE (PYHKIMU, HEOOXOAUMBIE Ui pabOThI 3aIIUIEHHOU
cetu. B nanpHeliniem OyaeM Ha3bpIBaTh TAKHE BCIIOMOTaTeNbHbIE 00beKThl CepBepamMu.

bonbmmacTBO CepBepoB pacroyiararoTcsi Ha peajbHbIX XOCTaX B CETEBOW TOMOJOTUU
(HampuMep, cepBepbl YINpaBJIEHUs, CEPBEPBI-NPOTPY3YMKH M T..). Jns ynoOcTBa MoOJb30BaTENs
mHorue CepBepbl cO3Aal0TCs aBTOMaTHuecku npu cozganuu bJ] [[VII - oObluHO 3TO MPUIOKEHUS
(cucCTeMHBIE CEPBUCHI), KOTOPBIE BXOAT B cocTaB L]V 1 B3aUMOJIEHCTBYIOT C BHEIIIHUMH XOCTaMH.

[TonpoOnass nHpopmanust o tunax CepBepoB M MeTOJaxX padOThl C HUMHU IPHUBEACHA B
noapaznene 8.9.

4.7.5. CepBepbl ayTeHTUdUKaLUUKN

3aknanka Cepgepvr  aymenmugukayuu  TO3BOJSET  CcO34aBaTh U PEJaKTUPOBATH
BcrioMoratenbHble OOBEKTH (CepBephl ayTeHTU(UKALMHU), KOTOPbIE HE SIBJISIOTCS B YUCTOM BHJIE
Oo6wexramu [lomutuku be3zomacHocTH, HO, TeM HE MEHEE, BBINOJHAIOT pPa3HOOOpa3HbIE BAXKHBIC
GyHKIIMHA, HEOOXOAUMBIE JIJIs1 PAOOTHI 3AIUIIIEHHON CETH.

CepBepbl ayTeHTH(HKAIMK - BUpTyalbHble cymHOcTH (00bekThl Certification Authority
(CA), npeacrasnstomue coboii ceprudukarsl Y1), KOTOpble HampsIMyr0 HE CBSI3aHBI C XOCTaMH B

CCTH.
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st yno6era nonbs3oBatenss MHorue CepBepbl ayTeHTU(UKALMU CO3Aal0TCSI aBTOMATHYECKU
npu coznanuu b/ I[VII - 00b9HO 3TO IPHUIIOKEHUsT (CHCTEMHBIE CEPBUCHI), KOTOPBIC BXOJAT B COCTAB
L[VII n B3auMOJICHCTBYIOT C BHEITHUMH XOCTaMH.
[TonpoOuass undopmanust o tunax CepBepoB M MeToJaxX pabOThl C HUMHU IPHUBEACHA B
nonpaszaene 8.9.
4.7.6. CeTteBble CepBuUCHI
CereBbie CepBHCHI MO3BOJISIIOT OMNPEIENIATH CETEBbIE MPOTOKOJBI ISl HCIOIb30BAaHUS B
nanHoM [IpaBune (okono 100 o6wekroB CereBoro Cepsuca mnpucyrctByloT B [[VII-Kowcons 10
ymomyanuo). HekoTopble U3 3TUX OOBEKTOB MPEACTABIISIOT OTACIbHBIE CEPBUCHI, a HEKOTOPHIC
IpYNIbl TAKUX CEPBHUCOB. B OONBIIMHCTBE ciyyaeB 3TO TOJIbKO Bompoc Bbibopa CereBoro Cepsuca
(oB), KOTOpBIE HEOOXOAUMO HCIONB30BaTh. Eciu Hy»)HO co3nats HOBBIM O0BbekT CeTeBoii CepBuc, TO
3TO MPOCTO: €CIU U3BECTHBI HOMEPA IIOPTOB CEPBUCOB, KOTOPBIE HEOOXOAUMO 100aBUTh, MOXKHO Cpa3y
BBECTU UX.
4.7.6.1. [pouecc co3naHus ceTeBbIX CEPBUCOB
3aoaua: co3natb 00wekT CereBoil Ceppuc u 006bekT ['pynma CereBbix CepBHCOB.
Jlocuueckas cxema: BuIOpath BKIaaky Cemesvie Cepsucwt (MeHIO OkHo). VI3 KOHTEKCTHOTO
MEHIO BBIOpaTh JJobasums cemegoii cepguc, yKazaTh MPOTOKOIBI, KOTOPBIE OyIET MPEeICTaBIsATh 3TOT
OObexT. 3areM yka3aTb IIOPT, KOTOpbIH OyJeT MCIIOJNb30BaH. YKa3aTb BCIO HH(GOpPMAIHUIO,
HeoOxonumyro juia otnenbHoro CereBoro Cepsuca. 3atem co3nath ['pynmy CereBbix CepBHCOB U
n00aBuTh K Helt CeteBble CepBUCHI.
Hlazu:
Co3nate O6wexT CereBoit CepBuc:
8) B 3akmanke Cemegvie Cepsucul BbIOpaTh B KOHTEKCTHOM MeHIO Jlo6aBuTh CeTeBoii
CepBuc B mnosiBuBiiemcsi okHe /[obasumv Cemesou Cepeuc BbIOpaTh BuUI CeTeBOro
CepBuca 13 BI0XKEHHOr0 MeHIo noJis Tui.
9) B okue Job6asums Cemesoii Cepsuc BBectn yHukansHoe Ums st CereBoro Cepauca.
10) Beectu Homep ITopta(oB).
11) Beectu Homep [TopTa HCTOYHMKA, €CITU HYKHO.
12) Vkasarp napyrue mnapamerpbl, Takue kak omnmuu TCP-coeinHeHMs WM TMPOIETYpPhI
MeskceTeBoro akpanupoBanus (MCD) (FW-niporenypa).
Cozpats ['pynny CereBbix CepBHCOB:
1) B 3akmaake Cemesvie Cepsucei BbIOpaTh B KOHTEKCTHOM MeHI0 /lo6aBuTh CerteBoii
CepsBuc, B BeinajaroniemM MeHto 7un BeiOpats I'pynna.
2) B oxue /Jobasums Cemesoii Cepsuc - BBecTr yHuKansHoe UM s npucBoenus ['pymme

CepBuHCOB.
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3) Ilepenectu Cemesvie Cepsucvr u3 cnucka /Jocmynnvlie Cemesvie Cepgucvl B CIHCOK

Buvibpannvie Cemesvie Cepsuchi.
4.7.6.2. [poueaypbl MeXceTeBOro aKpaHMpPoOBaHUA

MDD o6ecneunBaioT 0€30MaCHOCTh BHYTPEHHHX CHUCTEM U CETed, MPHUMEHSsI MpPOLEAYpbI,

KOTOpbIe (PUIBTPYIOT BXOASIINI U UCXOIAINN TpapHK.

O0bektel  Ilpoumenypa MCO (FW-nmpomenypa) mpeacraBistor coboit  IlpaBuia
paclIMpeHHOro Imnakera (uibTpauuu, HOpuMeHsiemMble B Aeewmax be3omacHocTH. I1aBHBIM
npeumyuiectBoM Ilpouenypst MCD Hajg oObIYHBIMM HakeTaMu (UIBTPALlMM — 3TO TO, YTO OHHU
OTCJIC)KMBAIOT COCTOSIHUE CETEBOI'O COEAMHEHHS M MPOIMYCKAIOT TOJIBKO TE MAaKEThl, KOTOpbIE
COOTBETCTBYIOT TEKYIIEMY COCTOSIHUIO COoeAMHEeHHs. J[Js1 HEKOTOPBIX MPOTOKOJOB (Hampumep, FTP)
HOMeEpa MOPTOB Ul BTOPUYHBIX COSAMHEHUI IPUCBAUBAIOTCS AMHAMUYECKU. B Takux ciyyasx Helb3s
UCIOJIb30BaTh OOBIUHBIE MMAKeThl (MIBTPALMK, MOXHO HCHOJb30BaTh TOJbKO IIpouemypsr MCD.
ITponenypst MCO cnenuduuuposansl BHyTpu CeteBbix CepBHCOB, KOTOPBIE 3aT€M CBSA3BIBAIOTCS C

IIpaBunamu.

Oxkono msatHamuatu I[lpounenyp MCD mpucyrcrBytor B [[VII-Koncons 1o yMOITYaHHIO.
[Tpouenypst MCD nnst pa3HbIX BUAOB Aeenmog onucanbl B (haiiiax OnucaHusi AeeHmog B MOJKATaNIore
\ads gupektopuu [[VII. JloObie 3aka3ubie [Ipoueaypst MCD momkHBI OBITH J00ABIEHBI K

COOTBETCTBYIOIIEMY (pailiry omucaHus, 10 TOTO Kak OyayT UCIOIb30BaHbl B [[VI].
4.7.7. Hactpouku IKE

Hacrpoiiku IKE - Habop mapamerpos mpotokona IKE (Internet Key Exchange), kotopsie
IpeUIaraloTcsl MapTHEpY HpU MEpPeroBopax B IMPOLECCE YCTAHOBJIEHHS 3alMIEHHOTO COEAMHEHHUs
ISAKMP Security Association (mepsast ¢asa mporokoia IKE). Ecte aBa Buga Hactpoek IKE: obmime
napameTpsl i nepBoit Gasel IKE u crnenmanbhbie npemiokenus mis cosmanus ISAKMP Security
Associations. TIpuoputer IKE-IIpemioxkennii cOOTBETCTBYET MOPSIAKY, B KOTOPOM OHU YKa3aHbI B
nepese - cBepxy BHHM3. Hactpoliku IKE co3natorcs u penakrupyrores Bo Bkiaake Hacrpoiiku IKE
(MeHt0 OKHO), IUISL ATOTO HYXXHO BBIOpATh METOMABI ayTEHTH(UKAIMA U aJTOPUTMBI MH(PPOBAHHS U3
BBIMAJAIONIETO CIMCKAa, a 3aTeéM YyKa3aTb HEKOTOpble IapaMeTphl, Kacarolluecsi BPEeMEHHU
cylecTBoBaHMs 3amuiieHHoro coenunenus. JlBa IKE-TIpennoxenus nepsoit ¢as3bl NpUCyTCTBYIOT B
L]VII 1o yMOT4aHHUIO.

Ecmu B Cpene be3omacHOCTH ecTh 4j€HbI, KOTOpbIE OyIyT MCHOIb30BATH APYIHE METOIbI
ayTeHTU(UKaUU U MU(POBAHUS, TO MOXKHO CO3/1aTh JTOMOJIHUTENbHBIA Habop |IKE-onumid, as sToro

pocTo co3aaTth HOBble 00bekThl |KE-TIpennoxenus.
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4.7.7.1. Tlpouecc N3aMeHeHUs1 napameTpoB ayTeHTUMKaLmm

UT0OBI U3MEHUTH KaKOW-THOO0 MmapaMeTp ayTeHTH(HKAUU HEOOXOAUMO OTKPHITh OkHO IKE-
yCTaHOBKH, BbIOpath ojHO U3 |IKE-IIpemioxennii, koTopoe HEOOX0AMMO PEAKTUPOBATh, U U3MEHUTh
HYXXHBIH napamerp. Eciu npyrue y3imel Cpensl be3omacHoCTH UCHONB3YIOT CepTU(RUKATHI ¢ Pa3HBIMU
ajaropuTMamMu UGPOBOM MOAKUCH, TOT/Ia HY)KHO co3aaTh (komanaon JodaButh |KE-npeasioxenune
13 KOHTeKCTHOro MeHi0) |KE-mpemioskeHus sl KaKI0ro BapuaHTa - Hampumep, oauH oobekt IKE-
IpeUIOKEHHs UCIoNb3yeT noAnuchk RSA nns ayrentudukanum, a 1pyroi - noamucsk DSA.

Taxxke, ecnu pa3Hble y37bl OYAYT HCIOJNB30BATh PAa3HbIC AITOPUTMBI IMHU(DPOBAHUS, XeII-
anroput™bl win Oakley rpynmbl, Heo6xoauMo co3aath oTaenbHbie |KE-npeanoxenns ams Kaxaoro

BO3MOJKHOI'O BapuaHTa.

=~ Ipuopurer IKE-npemioxenus onpeznensiercs B COOTBETCTBUM C IOJIOKEHHEM B CTPYKType
\ll) (cBepxy BHM3). Takum o0pa3om, camble npuoputeTHble (kenaemble) |IKE-npennoxxenus
JOJKHBI HAXOAUTHCS BBILIE BCEX OCTAJIBHBIX B CTPYKType. MOKHO BOCIIOJIB30BAThCS M0JIEM
IIpuopurer W3 KOHTEKCTHOTO MEHIO M3MmeHumsb, 4TOOBI pacroyiokuTh o0bekThl IKE-
IIPEUIOKEHUS B HY’)KHOM MOpPSJKE.

Ecmu B I'TIb ucnons3ytorest IpeasaputensHo Pacnpenenennsie Kioun (Preshared Keys)
HeoOXonuMO yOemuThCs B TOM, YTO B CIHCKE MPHUCYTCTBYEeT cooTBeTcTBytomiee |KE-
npeaiokeHue ¢ TunoM ayreHtudukaimu «Preshared Keyy.

(COOTBETCTBYIOT MapaMmeTpaM, NPUMEHsSIEMbIM K Aeenmam. B mpoTuBHOM ciiyyae He Oyaer
BO3MOXKHOCTH aktuBupoBaTh [TIb. YOemuThcsi B TOM, YTO MapaMeTpbl, KOTOpHIE OBLTH
BBIOpAHBbI, NOIEP)KUBAIOTCS KPUIITOIIIIATUHAMU A2eHmos.

4.7.8. NenctBus

B
2 Yoenuthest B Tom, uto mapamerpbl |IKE-TIpemnoxenuss Oowexta PMP Distribution Service

JlelicTBue onpezenser, kak oOpadaTbiBaeTcs TpadUK MEXy y3j1aMu, yka3aHHbIMU B [IpaBuiie
besonacHoctr. Bo3moxHsI Tpu Buaa JlelcTBus:

— Ilponyctute (PASS) Tpaduk B TOM BHIE, B KOTOPOM OH €CTh (T.€. HE3aIIMILEHHas

KOMMYHHKAIIHSI MEX]Ty ICTOYHUKOM M TPUEMHHUKOM);

— He nponyckats (Drop) Becs Tpaduk;

— 3ammdposars U nponyctuTh Tpaduk (encrypt and Pass traffic).

ITpocteie [eiictBus PASS u DROP mpencraBieHbl 0 yMOJTYaHUIO MPU co3naHuu [IpaBwr,
TakuM 00pa3oM, HacC MHTEPECYIOT TOJBKO JIeWCTBUS, KOTOphIe MHU(PPYIOT TpapuK mHepea TeM, Kak

IIPOITYCTUTB €TO.
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neiictBue «encrypt and Pass traffic» («3ammdpoBars u mpomnyctuth Tpaduk»), MOCKOIBKY IO

ONpENEJICHUI0 OHU HE COJAEpXKAT MEXaHU3MOB, YTOObI YCTaHABIMBATH 3alIMIICHHOE

coenquHenue c apyrumu O6bekramu [lomutuku. [lanHsie OOBEKTHI MOTYT Y4acTBOBATh

TOJILKO B 0ObIUHBIX (HemuppoBaHHbIX) AeicTBusx PASS nimn DROP:

— OO0wekter Iloacers, I[P-Xoctr u [P-/lmanma3zon, kortopele He 3amumieHsl Lnro3zom
Bbe3zonacuocty;

— OO0wbexThl [1lnro3 bezonacHoctn n Xoct be3omacHocTH, y KOTOPHIX B 1oJie BKIOYHTH
IKE/IPsec-06padoTKy HET OTMETOK.

[Ipu coznanum JeiicTBMii Ba)KHO 3HATh, KaKU€ aJIrOPUTMbI OyAyT HCHOJIb30BAaTHCS BCEMU

\.I) Omnpenenennble OOBEKTHI HE MOTYT ydacTBoBaTh B [IpaBHiiaXx, KOTOpbIE HCHOJIb3YIOT
1

O6wexramu B ITIb mns ESP-mmudpoBanus u ESP-ayrentudukanum, IPComp-Cxarus. Co3nats
HeckonbKo JledicTBuil, ecnu pasHble y3mbl Cpeabl be3zomacHocTd OyayT HCHONIB30BaTh pa3HbIC
QITOPUTMBI TO HEOOXOAMMO CO34aTh pasHble JEHCTBHUA MAJs KaxA0ro TpedyeMoro BapuaHTa
(He0OXOIMMO TaKXkKe TOJDKHBI co3/1aTh pasHbie [IpaBuia — npu cosznanuu [IpaBuia Hago OPOCIEAUTS,
yto JleiicrBue, mnpumensemoe IIpaBWiIOM, COOTBETCTBYET NapamMeTpaM, WCIOJIb3yEMbIM JUIS
ayreHTH(uKanuu/mmdpoBanus aas Bcex OObexToB [1OMMTHKH, K KOTOPBIM OYyAET MPUMEHEHO 3TO
[TpaBuio).

4.7.8.1. Tpouecc co3paHua [lencteun

3a0aua: Co3nath /[leiictBue «3ammdpoBate W mpomyctuTh» (Tpu Takux JleicTBus
NPUCYTCTBYIOT aBTOMATHYECKU. MOXKHO JJIsl TIPAKTHKHU CO37aTh OJHO W3 HUX 3aHOBO, YTOOBI MOXHO
OBLIO BIIOCIICACTBHUHU CO3/IaBaTh JOMOIHUTENIbHbIC J{eiicTBH).

Jlocuueckas cxema: llepeiitu k okny /fobasums /lericmsue, KOTopoe BKItodaeT B ce0s1 IPsec ¢
BbIOpaHHBIM YPOBHEM MM (PpOBaHUSL.

Hlacu:
1) OTkpbITh OKHO /[eticmausi, B KOHTEKCTHOM MEHIO BeIOpaTh Jl06aBUTH AelicTBHE:

— Bsectu ynukanbHoe Umsa s [levicTBust.

— BeiOpatb, ucnons3zoBath Ju IPSEC B pexxuMe TyHHENMpOBaHHS WM OyAeT HCIOIb30BaH
TPAHCIOPTHBIN PEKUM.

— Ecam ucnone3yercst pexxuM TyHHEIMPOBAHMS, yKa3aTh HY)KHOE 3HaueHue B moisie bur
«Don't fragment» («Don't fragment bity).

— BriOpatb, ucnonb3oBath a1 TOT ke CereBoil CepBuc (Mcmonb30BaTh cepBuc ia IPsec
SA), uro wucnonezyer Ilpasunmo I'TIb npu mneperoBopax B IPSeC 3amumeHHOM
COEIMHEHUH.

— BeiOparb, HCNONB30BaTh JIM YCHWICHHYIO 3alllMIIEHHOCTh (KCIOJIB30BaTh YCHIIEHHYIO
3aITUIIIEHHOCTD ).

— Tloms IKE_CFG u XAUTH nelicTBUsS HCIONB3YIOTCS TPU TMPOKJIAJBIBAHUU TpPace

[TpaBui. Ecnu ycranosnens! 3Hadenust (Bkir) win (Beiki) To OyayT BEIOUpaThCS TPACCHI
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yepe3 lllmo3sl be3onmacHOCTH Tl COOTBETCTBEHHO BKJIIOUEHBI WM BBIKJIIOYCHBI
npotokonbl IKE_CFG u XAUTH. Ilpu 3nayenun noneit - ABTO TpaccupoBIIUK He
aHanusupyetr Hanmuuue win orcyrcTBue npotokosoB IKE_CFG u XAUTH nHa numo3ax,
4yepe3 KOTopble MpoxoauT Tpacca [IpaBuia.

— Ilpu tynnenupoBanuu |P-makeToB BBIOpaTh, Hcmoib3oBaTh Ju QOS management,

usmensis DiffServ mapamerp.
7) UWcnonw3oBath BKIAAKY [Ipednooicenue, 4ro0bl yctanoButs oniuu AH u ESP B okHe:

— BriOpats, ucnons3osars 1 ESP. IIpu ucnons3oBanuy IpoOTOKOJIa HEOOXOIUMO OTMETHTH
¢naxoxk Briaouutrs ESP u BbiOpath anroputMel mupoBaHUs U ayTEHTH(PHUKAINNA W3
BBINAJIAIOIIETO MEHIO.

— BeiOpartb, ucnons3zoBats a1 AH. [Ipu ucnons3oBaHUU MPOTOKOJIA HEOOXOIUMO OTMETUTH
¢naxxoxk Brawuure AH, ecnmu wucnomedyercs AH u BbIOpaTh  anroputM
ayTeHTU(UKAIMU U3 BBITIA/IAIOIIETO CIHICKA.

— BriOpatp, wucnomns3oBats au IPComp-mportokon. Ilpm wncnonp30BaHMM MPOTOKOIA
HEeoOXoauMo OTMETHTh (hiiakok Briarwuuts |IPCOMP u BBHIOpaTh alropuT™m CKaTHS W3
BBINAJIAOIIETO CIIUCKA.

— Tpebyercsi ykazaTh mapameTpbl BPEMEHH CYIIECTBOBAHHS 3alIUIIEHHOTO COCIUHEHHS.

HyﬂeBOG3HaquHCHpCHHOHﬁIaGF«HBOFpaHquHHOG»
4.7.9. Onpepensemasn nonb3oBarenem J1MNb

Ompenensemas mons3oBareneM JIIIb (monmb3oBatennckas JIIIB) - sto wacte JlokambHoit
[Tonmutuku besonacnoctu (¢pparment JII1B) B TekcroBoM popmare. OOBIYHO 3TOT (PParMeHT COJEPIKUT
YCTAaHOBKHM YCTPOWCTBA, KOTOpbIE HE YMPaBIsAIOTCS HemocpenctBeHHo [[VII, nanpumep, Tabnuia
Mapuipytuzaiun it ycrpoiictea Cisco. JIIIB MoxHO co3naBath s J0ObIX BHIOB OOBEKTOB
[Tomutuku, kpome OObekta IP Xoct mnm HeympaBisemoro OObekTa (IIOTOMY YTO HEBO3MOXKHO
nocraButh JIIIb atum OObexktam). MoxkHo Hanucath ¢parmeHT JIIIb ¢ momoribio BCTPOEHHOTO
peaaKTopa WM UMIOPTUPOBATh ero u3 (aiina. B obnactu Cmpyxkmypa JIIIB 3axnanku Ynpaenenue-
>JIITF oxHa Ceoticmea QObvekma I[lonumuku MOXHO YyKazaTh uepapxuto 3amannbix JIIIb,
otHocsmuxca K JIIIB, koTopast reHepupyeTcsi aBToOMaTu4ecku, rnocie nepemenenus >tux JIIIb BBepx
win BHU3 cicka. OkonuarenbHas JIIIb Oyner cobpana u3 3TUX yacTel B yKa3aHHOM IOPSJIKE, CBEPXY

BHU3.
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4.7.10. [JomeHbl
B 3ACTABA-Ynpasnenue mnpemycMoTpeHa goMeHHass Monenb (B pamkax 34ACTABA-

Vnpaenenue, ne otHocutcs k Active Directory). Dta mojienb peau3yeT pasrpaHuueHIe MpaB J0CTyIa
K koHconu 34CTABA-Ynpasenenue 110 NpUHIIUIY aBTOPU3ALIUH.

Jomen nipencTanisier co6oit OOBEKT, TO3BOJISIONININ ONMUCATH:

— UM IOMEHa,;

— CBSI3b C POJUTENBCKUM JOMEHOM;

— TEKYIIYI0 YYETHYIO 3alHCh MOJIb30BATENIS U €€ TIPaBa;

— TOTIOJIOTHIO, BXOJISIIYIO B JIOMCH;

— yUYETHBIE 3aIUCH, IEHCTBYIOIINE B JOMEHE;

— OOBEKTHI MOJIUTUKH;

— IpaBUJIA;

—30HBI,

— pacrucaHusl.

JloMeHBbI 00pa3yroT JepeBO, KOPHEBOW JOMeH Ha3biBaeTcs [mobampHbIM. Kaxaplii jpomeH
CBsI3aH ¢ HA0OpOM YYETHBIX 3amuceil. [Ipu moJcoeMHEHNN K KOHCOJHU YIIPABJICHHS IT0JIH30BATEIb
YKa3bIBaeT MMS yYETHOW 3alKCU U €€ Mapoiib. B cimyuyae ycremrHoro BBOJA, y4Y€THasl 3alUCh, MOJ
KOTOPOM BXOJWJ MOJIH30BATENb, CTAHOBUTCS TeKylled. JJoMeH, KOTOpBIN CBSI3aH C TEKyIeH y4eTHOU
3aIKUChI0, TAK)KE CTAHOBUTCS TEKYIIUM JOMEHOM.

4.7.10.1. MpaBa y4yeTHbIX 3anuceun

Kaxxnas yuetHas 3amuch umeeT mpasa. [Ipu aBTopu3aiuu 3T mpaBa paclpoCTPaHSIIOTCS Ha
TEKYIIM JOMEH U BCce JOMEHBI, CIeAYIoNIne BHU3 M0 uepapxuu. [IpaBa, KOTOpbIMU MOXET 001a1aTh
yueTHas 3allUCh: AKMU8AYUs, 3aNUCh U YNpasieHue yY4emHolMu 3anuciamu.

Axmueayusi — nipaBo aktuBHpoBarh [TIb Ha XocTax, OTHOCSIIMXCS K TEKYIIEMY JIOMECHY.
[IpaBoM Ha T100aNbHYIO AKTUBAIMIO M AKTHBAIIMIO OOHOBIEHHBIX A2eHMO8 WMEET MPaBO TOJIBKO
['moGanpHas ydeTHas 3anmuch. [IpaBoM Ha TpaHCISIMIO Takke oOnanaeT Tonbko [obanpHas ydeTHas
3aIUCh.

3anuce — mpaBO yHadATh, CO3/AaBaTh U MOAUQPHUIIMPOBATH OOBEKTHI, OTHOCAIIHNECS K
TEKyIIeMYy JIOMEHY, 3a HMCKIIIOUEHHUEM CaMUX JOMEHOB, YUYETHBIX 3alucel, a Takke Auama3oHoB |P-
aJPeCcOB M3 YKCIIA 33/IAI0IIHUX TOMOJIOTHIO CAMOTO JIOMEHA.

Vnpasenenue yuemmvimu 3anucsimu — TpaBO YIalsATh, CO3AaBaTb W MOAUGUIUPOBATH
CIeIyIoIIe OOBEKThI, OTHOCSIIMECS K TEKYIIeMYy JOMEHY: CaMH JIOMEHBI, HX TOJYHHCHUE JPYTUM

AOMCHAM, YYCTHBIC 3allMCH JOMCHOB, X HUMCHA, IIAPOJIH, IIpaBad, 4 TAKXKC OTpaHUYCHHA Ha aapcCa B
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nomeHe. [IpaBo Ha ympaBieHHE YYETHBIMU 3alUCSMU aBTOMATHYECKU JAeT MpaBa Axmusayuu U
3anucu.

['mobGanbHOM y4eTHOH 3aluchi0 Ha3bIBACTCA YUETHas 3alHCh, OTHOcsmasca K [mobampHOMY
JIOMEHY U HMMEIOIas MpaBo YIpaBJIeHUs YYETHBIMU 3amucsiMu. Bcerna nomkHa ObITh XOTS Obl OfHA
['mobanpHas yueTHas 3amuch. B ciydae, ecnu ee Het B B/ cepBepa Ha MOMEHT 3aIrycka, cepBep He
3anmyckaetrcsi. B ciydae, ecau ee Her B umnoprtupyemou BJl, oHa co3maercs (komupyeTrcs uUMs U
napoJib Tekymiei ['mobanbHol yueTHOH 3aMucH).

[IpaBo yrnpaBieHUs y4ETHbIMH 3aIIUCIMU UMEET P UCKIFOUCHUM:

— s ['mobGanbHOTO JAOMEHA HE JOIMYCKAaeTCsl yAalieHue, MEepeMMEHOBaHUE, CO3JaHUE eIle

onHoro ['mo0anpbHOrO [OMEHa, BBEACHHE OrPAHWYECHHH HA TOMOJOTHIO, TOAYNHEHUE
I'moGanpHOTO JOMEHA JPYTUM TOMEHAM;
—JI1 TEKYIIEro JOMEHA HE JOIMYCKaeTcs yaajeHue, MePEeMMEHOBAHHE U TEPErnoaUUHECHHE
JIPYyroMy JOMEHY;

—JJI TEKYIIEW y4eTHOM 3aluCH HE JIOMYCKAeTCs y/ajaeHue (Kak CIEICTBUEC - HENb3s yIaIUuTh
nocyieIHIo ['100anbHyI0 yU4eTHYIO 3alKCh), HE JIOMYCKAeTCA CHATHE C caMou ceOsi mpas
(kak ciencTBHe — HeNb3s CAeNaTh ToclenHior [00anbHYI0 yUeTHYIO —3allucCh
HETJI00aIbHOMN).

Jlns Tekylield ydeTHOM 3aluCHU BCerja JONYCKAaeTCs HW3MEHEHHE €€ MapoJis, a Takke
BO3MOKHOCTh IEPEMMEHOBAHUS TTPU HAIMYWY TIpaBa yNpPaBICHUS YICTHBIMH 3aITUCIMH.

JIoMeHBl MOTyT HMETh OIPAHMYEHUSA [0 TONOJIOTMHA. BHEceHHe W3MEHEHH B 3TH
orpaHuueHusi TpeOyeT HaIM4YMe TpaBa YIpaBlIeHUs yU4eTHbIMU 3amucsMu. [Tomumo sToro tpedyercs,
YTOOBl OTPAaHUYCHHUS [JIsl MOJYMHEHHBIX JIOMEHOB OBUIM HE HIKE OTPAaHMYEHUN TOMEHa BBIIIE IO
HepapXuHu.

JIist KaXI0TO JOMEHHOTO TI0JIh30BaTEIsl MOXHO COXPaHUTh CBOM CIHCOK (UIBTPOB U

WHMKATOPOB AJis paboThl ¢ XKypHanom peructpauuu CoObITHIA 1 )KypHAIOM SYS|0g-coo0IIeHUIA.
4.7.11. WUcnonb3oBaHue Heckonbkux YTl

MoXHO TPUMEHUTh HECKOJIbKO 3K3eMIunsipoB [[VII kax uacte Cpensl besomacnoctu. B
naHHoi yctaHoBke [[VII Bce Aeenmwr HOMKHBI onpenensThess kak OObekThl [lomutuku. EcTh aBa
BapHUaHTa pean3anuu ClIoxKHbIX [[VII.

Bocnonb3oBarbCs TEpPBBIM CLEHAPHUEM, €CIIM KOJHUYECTBO W MECTOIOJOXKEHUE Aeenmos
JIENa0T HeYAOOHBIM HATMYKE TOJIHKO OJTHOTO YCTAHOBJICHHOTO dK3eMILIsApa win Oyaer yaoOHee, eclu
HekoTopbiMU OObexTamu [lonmutuku OyneT ynpaBisTh KOHKpPETHbIM sx3emmuisip [{VII, a He wHOU
npyroi. Heo6xoaumo ckondurypupoBats Cpen besonacHOCTH Tak, YTOOBI KAkl Aeenm TOITydan

ceoro JIIIb ot onpenenennoro sx3emrursapa [[VII. Tonbko Aecenmul, KOTOPBIMHU YIPABIAET Ka)xaas
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JoKaibHasi ycraHoBka [V, nomxHBI ONpeAensaThes Kak yrpaisieMble OOBEKTh B 3TOM JIOKAJIbHOM
L[VII. Bce Aeenmul, xotopeie nonyyatot JIIIb u3 npyroro sx3emmuisipa /Y11, nomKHBI ONpenensiThCs
kak Heynparisiembie OOBEeKThI B 3TOM JIoKasibHOM [[VII. B stom cmyuae JIIIb, B/l u I'TIb Gyayr
pa3Hble Ha pa3HbIX dK3eMIuiapax [[VII.

Bocnons3oBaThcss BTOpPBIM  CIIEHApHEM, €clii HeoOxomumo, 4toObl Aeenmwvr B Cpene
bezomacnoctn nmenu onuuto 3arpy3ku JIIIb n3 HeCKOabKUX pa3HbIX ycTaHOBOK [[VII. B aTom cinydae
OTIPENIeTUTh BCeX Aecenmos Kak ynpapisieMbie OOBEKTBI B KaXI0W JoKanbHOW ycTaHoBke [[VII. Ilpu
nonsiTke 3arpy3uth JIIIb Aeenm monpoOyer 3arpy3uth ee ¢ I{VII-Cepsep, KOTOPBIH pacIoOiIOKeH B
CIIMCKE TIEPBBIM; eciu nepBbiit [[YI] HenocTyneH, OH NonpoOyeT CIeayoluid B Ciucke U T.11. B aTom
ciyuae JIIIb, B/l u I'TIb OynyTr oamHakoBbIE Ha KaxkIoM dk3eMiunsipe [[VII, Bce YCTaHOBKHU HIKE
MIEPBOTO MO CHHCKY B OCHOBHOM JECHCTBYIOT KaK «pe3epBHbIEC YCTpocTBa» g ucxonuoro [[VII. Ora
«uepapxusi» npencrasinena B JIIIb Aeenmos; B ucxonnoii JIIIb Acenma (t.e. mepen tem, kak Oyxaer
sarpyxxena JIIIb w3z [JVII). Dta uepapxus 1okHA OBITh YKa3aHa Ha TOKEHE WU B (aiine,
ucnonbp3yemMoM Jutst ucxoanoit JIIIb. B saTtoM cinydyae pekomeHayeTcsi CKOHGUTYPUPOBATh MEXaHU3M
SQL Database Replication, uto6s1 cunxpouusupoBath bJ] [[VII Gonee Huskoro ypoBHs ¢ BJI
ucxoanoro [[VII.

OcHoOBHasg ujes 3akioyaercs B TOM, 4To Aeewmsr MoryT 3arpyxath JIIIb Tonbko c
yctaHoBku [[VII, B KOTOpoW dTOT Aeewm ompenensercs Kak ynpasisemblidi OObekT. Ecnu
UCIIOJIb3YETCSI HECKOJBKO 3K3eMIunsipoB [[VII nns Toro, 4roObl mpenoctaButh Acenmam B Cpene
be3onacHOCTH HECKOJIBKO MECTOIMOJIOKEHHM, C KOTOPBIX OHHU cMOryt 3arpyxarb cBou JIIIB,
HE00X0/IMMO BOCIIOJIb30BaThCsl CLIEHApUEM 2.

Ecnu ucnonp3yercst HECKOIBKO 3K3eMIUIIpoB [/ V1], uToObI ynpaBisiTh pa3lIudHbIMU CETSIMH,
KOTOpbIe HE O0BEAMHEHBI MOJHOCTHIO JIPYT C ApYroM (IpHHAUIekKaT pa3HbIM KOMIAHUSIM U T.J.), TO
Jyd4llle BOCIIOJIb30BaThCs CLICHApueM 1.

Hamnpumep:

— HeoOXoauMmo, 4YTOOBl B KaxaoMm sk3emruiipe [[VI] Obuin omucaHus BceX AeenmoB

KaXJ101 ceTH, HO 4T0ObI Henb3s Obl10 ipocMoTpeTh JIIIB Aeenmos B npyrux cersx;
— HeoOXoauMo, 4YTOOBI B KaXaoMm H3k3emiunsipe [[VI] Ovutm omucaHusi Bcex Aeenmos

KaXKIO0U CeTH, HO 4TOObI Helb34 0b110 pocMoTpeTh I'TIB B npyrux sx3emrusipax L[ VII.
4.8. Pa6ota c I'TIb n lNpoektamun

Pasznuunble BioxeHHbIe OkHAa U MeHI0 [[VII-Koncons obecriednBaroT GyHKIUH JUIsl paOOTHI,
kak ¢ otaensHoi I'TIb, Tak u c «apoekrom» (I'TIb mmoc O6wekTsl [lomutuku. I'TI6 — 310 HabOp
[TpaBun, xotopeie pabdoTtatoT ¢ Habopom OO6bekToB [lonuTukH, B TO BpeMs Kak /Ipoekm — 3T0 cymMMa

[TpaBun u O6bekToB [lonmuTukn).
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ITpoeKkThl MOXHO HMMIIOPTHPOBATH M AKCHOpTUpOBaTh W3 [{VII. UTOOBI MMETh HECKOIBKO
I'TIb, xoTopple OTIMYAIOTCA B HEKOTOPOM OTHoweHuW (He Tonbko IlpaBmiamu), Bl nomxHbI
ucnonb3oBath paszHele [Ipoextsl. Wmmopt/sxcnopr XML-ctpykryp Ilpoekta coxpaHuT wuiu
BoccTaHOBUT Bce OOBekThl BO BceX okHax [[VII-Koncons. Komanasl OTKpbITH 1 COXpPaAaHUTH MCHIO

Ilpoexm 3arpyxatot uinm coxpansitor Bcto bJ] SQL Cepsepa [[VII B/u3 daitnoBoii cucTeMsl.
4.9. MoctpoeHue JIMNBb pna AzeHmos

JIIIb st mr060r0 ympaBisieMoro 3allUIEHHOTO AeeHma MOXKHO TOCTPOUTH IMO-Pa3HOMY.

Ectb Tpu ocHOBHBIX MeTo1a toctpoenus JIIIb Aeenma:

— Ecnm Humuero e moGaBnsaTe u He u3MmeHATh B JIIIb mo ymomvanuto, to JIIIb Oyner
BBIYHCIIEHA aBTOMAaTHYECKH ISt amuiénnoro Aeenma nu3 I'T1b.

— Ecnu JIIIb nns manHoro 3amuii€HHOTO Aeenma HYKHO Oouibliie MHPOpPMAIUMH, YeEM
MOJIy4eHO B pe3ynbTare aBTomarnueckoro Beruncienus JIIb, To pparmentst JITIb OyayT
J00aBJieHbl K Hayally WK KOHIly «aBTOMaTtudecku cosznaHHoi» JIIIb. DT1o BeimomHsercs
nocpencTBoM co3fanusi OObEKTOB, omnpeaensaeMbix moias3oBareneM JIIIb, u B ummnopre
stux ¢parmentoB u3 JIIIb B JIIIb O6bekTa. Mectonomnoxenue >tux ¢pparmentos JII1b B
okonyarenbHoM JIIIb 3aBucut ot nozunun O6bexTa(0B), ONpenenseMoi noab30BaTeIeM
JIIIb B 3akmanke Vnpaenenue->JIII6E oxna Hsmenums QObwvekm  [loaumuxu.
Omnpenensiemble nons3oBateneM JIIIb, momenieHHble Haa aTpuOyTOM ABTOMATHYECKH
co3nanHas JIIIB OynyTt no0aBieHb! B MOPSIIKE CBEPXY BHU3, K HaUaly «aBTOMaTHYECKH
cozmannoit» JIIIb (cMm. Pucynox 18). TlomoOHbiM o0Opa3om, ompeaenseMble
nosab3oBaresneM JIIIb, momemiennsle mox aTpudyToM, OyyT J00aBIEHbI B OPAIAKE CHU3Y
BBEPX, K KOHIlY «aBTOMAaTH4eCKH co3aanHon» JIIIb.

Ecnn HeoOxomumo ompenenuts oaHy, HeusmeHHyto JIIIb mns ormenpHOrO 3amumiéHHOTO
Acenma (Ha xotopyto He Oynyr BiauATh u3MeHenus B I'1Ib), Hago cnenate oTMeTKy B OkHe He
mpancauposams JIIIB B 3aknanke Ynpaenenue—>JIIIb okna Hzmenums Ob6vexm [lonumuku. Ecnn
otMmeTKa ctouT, To JIIIb Aeenma ne OyneT oOHOBIATHCS, HE3ABUCUMO OT TOTO, CKOJIBKO M3MEHEHHI
npoucxoamwio ¢ I'TIb, u ckompko pa3 ona Obuta mpeoOpazoBana B JIIIb. Axrtusnas JIIIb Oyner
NpUMEHSATHCS K Aeenmy, oka He OyzaeT yOpaHa OTMeTKa U3 COOTBETCTBYIOIIETO IMOJIsA, TOKa CHOBA HE

Oynet mpeoOpa3oBana u aktTuBupoBana ['TIb.
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—JlokanbHas MonuTika besonacHocT

CocrosHue CospaHa B pocTasneHbl |
- 1 .110.12.2013 17:0... Ewe He aocTasn...
@ Actusras .. 10.12.2013 17:0... 10.12.2013 17:0...
ApxueHas (.. 22.11.2013 16:3... 03.12.20139:42...
E|] ApxwsHas (.. 03.12.201310:2... 10.12.20139:16...
E] Apxwsras (.. 10.12.2013 12:0.. 10.12.2013 16:5...

[~ He TpaHcnuposaTe MNB MNpasuTb |

—CrpykTypa NG
[ocTynHbie nonb3osaTensckue NNG I BoibpaTh nonbzosaTensckyto AMb

@ ---- ABTOMaTHYeckK Co3aaHi

-] ]
| 3

d| | B

Pucynox 18 — Ctpykrypa JII1b

JIIIb nmomkHa OBITH CHayala CreHepUpOBaHA WJIM HUMIOPTHpoBaHa s 3Toro OObekra
[Tonntukn!

4.10. OOGpa3seuy KoHcurypauum LYT1
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5. ToOWwAroBbi MPUMEP KOH®UTYPUPOBAHUA TG, EE
NPEOBPA30BAHUA B JIMNB 1 AKTUBUPOBAHUE JIINB AreHToB
ona CPEQbl BE3oNACHOCTU (UYTTvi nBA SACTABA-OouC)

CM.

[Tpunoxenue 3. [Ipumep koudurypuposanus [[VI1.
5.1. Wcnonb3soBaHue yaaneHHon L{YT1l-KoHconb

Ecinn AnqmuHucTpaTOpy HY’KEH HENPEPBIBHBIM, KPYIVIOCYTOYHBIN A0CTYN K yrpasieHuto I'TIb
U U3 JI000M TOYKH, MOXKHO CKOH(purypupoBats sk3emiuisip [[VII-Kowncons. KondurypupoBanue
ynanexnoit [[VII-Koncons (cM. pazgen 6) mpenocTaBiasieT AIMHUHHCTPATOPaM MaKCHMAallbHbIC
BO3MOkHOCTH B ynpasiienuu ['TIb. Hanpumep, oqun sx3emiuisap [[VII-Konconb MOXKHO yCTAaHOBUTH U
aKTUBHUPOBAaTh Ha CIELUAIM3UPOBAHHON paboueit ctanuuu ynpasieHus ['TIb, U MoXHO ympaBisTh
kopnopatuBHoit ['TIb u3 31Ot TOukM B paboume uyacel. [pyroit sxzemiussip [{VII-Konconrs MOXHO
YCTAaHOBUTh HA TMOPTATUBHOM KOMIIbIOTEpE AIMUHUCTPATOpPa, KOTOPHIM AJMHHHCTpaTOp OyIeT
MOJIb30BaThCsA, €cliu ero Her B odmuce. Bce, uto TpeOyercs oT AIMUHUCTpATOpa, 3TO BBIUTH M3
«1oKanpHOMY (Haxogsmerocs B opuce) [[VII-Konconw u 3atem 3aiitu Ha ynaneHnywo [[VII-Kowucons.
I'TIb moxHO Oe3omacHO ympaBisaTh 4epe3 ceTbh MHTepHer. MHCTpyKIMK MO KOH(DHUTYPUPOBAHHUIO U

yaaneHHoMYy ucnonb3oBanuto [[VII-Koncons cM. B moapazaene 10.2.
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6. OB30P LJYT1-KoHcOo/b

I'TIb co3naercs u 3atem Tpancaupyercs B JIIIb B rnaBuom okue [[VII-Konconw. 3atem JIIIb
aKTUBUPYIOTCS Ha Aeenmax, uTo BkitouaeT oTnpaBky JIIIb ornensHoMy Aeenmy, Tpyrine BHIOpaHHBIX
Aeenmos unmu BceM ycrporictBam B Cpene be3zonacHoctu u aktuBanuto JIIIb. ITpu o6noBnenuu I'TIb
AJMUHUCTPATOp MOXKET IOCTaTh MOJUTUKY OOHOBIEHUsS B Buie HoBbIX JIIIb Bcem Aecenmam. Ecnmn
kakas-to yacth JI[Ib manHoro Aeenma OGonbpllie HE ACUCTBUTEIbHA B COOTBETCTBHH C OOHOBICHHOU
[TIb wu3menenus OyAyT clelaHbl aBTOMAaTHYECKHM U cpady. MOXXHO caenatb 3TO, BbIOpaB
TpancaupoBats u3 MeHI0O [lpoexm, n mnocne Tpancisiuu HoBas ['TIb Oymer akTuBHpoBaHa, eciu

BbIOpaTh AKTMBHPOBATH U3 MEHIO [Ipoexm.
6.1. naBHoe okHO LYTIl-KoHcosb

['maBHOE OKHO COCTOUT W3 CTPOKM MEHIO, HHCTPYMEHTAJIBHOM JIMHEHKU U OKOH MPOCMOTpA.
Jns HacTpoiiku oToOpaskeHHsT OKOH C MapaMeTpamMu HeoOXOIMMO BOCHOJB30BaThCS MapaMeTpaMu
MeHI0 OkHo, B KOTOPOM HaJl0 BHIOpaTh HEOOXOAUMBIE 7151 0TOOpakeHust okHa. OKHO TPOCMOTpa — 3TO
Ha0O0p U3 CyOOKOH (CEKIU TITaBHOTO OKHA), KaXK/10€ U3 KOTOPBIX 0TOOpakaeT pa3Hyro HH(popMaIuio B
Pa3HbIX BKJIAJKaX.

1) Tononocus mpeAcTaBiIsSET TOIMOJOTUIO 3ANMIIEHHONW ceTH mnpeanpusatus. Bece OObeKThI
[Tonmutuku c wusBecTHbIMU |P-agpecamu, cozmanubsie B [[VII, OynyT oToOpaskaThCsi B
rpaduveckoM npexacraBieHun Tononoecuu. OObeKTH B [ paghe mononocuu COeTUHEHBI
JUHUSMH, KOTOpblE CBS3bIBAIOT OOBEKTHI IPYr C JIPYroM. DTH JIMHUM TE€HEPUPYIOTCS
aBTOMAaTHUYECKH, HA OCHOBE JIaHHBIX, KOTOPBIE COo/iepKaTcs B cBOiicTBaX OOBEKTOB.

2) Obvexmul nonumuky coctouT u3 BkIanok Cemesvie obvexmol, [lonvzosamenu, I pynnei,
KaXKaast U3 KOTOPBIX MPEACTaBIsAET COOON CIUCOK COOTBETCTBYIOUINX OOBEKTOB.

3) Tabnuya Ipasun orodbpaxaet Bce [Ipasuna I'TIB B Buae tabunbl. Tabauya Ipasun Taxxe
No3BOJIsIeT ompenensat uepapxuto [IpaBun  («BioxeHHole IlpaBuma») u  Jierko
IPOCMATpUBATh 3Ty CTPYKTYpy. Tabauya Ilpaéun oTOOpa’kaeT OCHOBHBIE MapaMeTphI
[MpaBun I'TIb: OO6bekT(b1) Ilomutukn wucrounuka, OOBbekT(b1) IlomuTukn emn
(ITpuemnuxka), CereBbie Cepsuchl, [leiictBue, ypoBeHb peructpaiuu Ilpasun I'TIb u
Homen. Tabnuya Ilpasun otoOpaxkaer Bce cosnanubie [IpaBunma I'TIb u mo3Boiser
CO3/1aBaTh, IEPEKIIIOYATHCA MEXAY yxke co3nanHbMU [IpaBunamu I'TIb, nepenmeHOBBIBaTh
U yaJsATh UX.

MOXHO HW3MEHUTH pa3Mepbl KKIOW W3 00JacTell OTHOCHTEIHHO OCTAJIBHBIX, HCIOJB3YS

MTOJI3YHKOBBIN PETYJIATOP.
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6.1.1. CTpoOKa MeHIo

Crtpoka MEHIO eAuHa JUIs BCEX CEKIMH W CONEPXKHUT cienyronme MeHtw: [Ipoexm, Ilpasums,

HpOCMOI’I’lp, Oxnon HOMOWb, KOTOPBIC BKIIFOYAIOT B ce0s onrcaHHbIe HUXKE OIMIIIMH:

6.1.1.1. MeHto lIpoekm

Mesnto IIpoexm comepxut komauabl (cM. Pucynok 19), omucanue koMaH[ MPEACTaBICHO B

tabmuie (cm. Tabnuna 9).

% 3ACTABA-Ynpasnenue

{npoex-r Mpasute [MpocMoTp OxkHo [omowb

HoBbliA...

OTKpbITb...

OTkpbiTh (Bes apxusa MNMNB)...
CoxpaHuTb...

CoxpanuTs (bes apxusa NNB)...
ObHoBKUTL U3 Basbl AaHHBIX F5

{=} TpaHCMPOBaTb... F7
& AxTMBMpOBATS... F8

& AxTveuposaTh, ecnu JNB MsMeHMnacs

&) OBHOBUTL BEPC areHTos Ctrl+F8

&) 3arpysuTb oBHOBREHMS AN areHToB

OTKMO4YUTBCA

Bbixoa Alt+X

Pucynok 19 — Menro /lpoexm

Tabnuna 9 — Onucanue koMaHa MeHio [lpoexm

Komanna XapakTepucTuka
Hosbrii Co3znannie HOBOTO MTPOEKTa
OTKpBITHL Nmnopt Ipoekra u3 daiina XML unu GSP

OTtkpsITh (03 apxuBa JIIIB)

Nmmopt IIpoexTa 6e3 apxusabIx JII1b

CoxpaHuthb

Okcnopt ganHoro [Ipoekra B haiin GSP

Coxpanurs (0e3 apxusa JITIb)

Okcnopt nanxoro Ilpoekra 6e3 JII1b

Oo6noButh u3 BJI F5

Oo6Hnosenue Tekymiero npoekra ['TIb u3 BJ]

Tpaucauposats F7

Tpancnmuposats Texyuryro ['TIb B JIIIB 11 Bcex ynpaBisieMbIx Azenmos

AxTuBupoBath F8

AxtuBanus I'TIb gug sBcex O0bexToB ITomutrku

AKTHBHPOBaTH, ecyiu JIIIB
H3MEHNJIACh

AxrtuBanus I'TIb Tonbko ans rex O6bextoB [lomutuku, y kotopsix JIIIb
B pe3yipTaTe TpaHCIAIMUH W3MEHWIach. OOBEKTH, Y KOTOPBIX
ortpaHcnupoBanHas JIIIb coBmamaer ¢ mocnegHeld MpPOTPYKEHHOMH,
aKTHUBHPOBATHCS HE OyayT. JlaHHBIN MEXaHU3M MO3BOJISET CYILIECTBEHHO
CHU3UTH BpeMs aktuBauuu ['TIb.

OO0HOBHUTE BepcuIo Azenmos

3arpyska 1 ycTaHOBKa OOHOBJICHUH Aeenmamu ¢ cepBepa 0OHOBICHUN

3arpy3uTh 00HOBJIEHUS AJIs1
Azenmos

3arpy3ka Aeenmamu OOHOBIICHHH C CEpBEpa OOHOBICHUH
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Komanpna XapakrepucTHKa
Boixog Alt+X 3akpwIth [{VII-Konconw

Otkmountbes / Hoakmounrbes | BoTH/ BRIATH U3 1O/ aBTOPU30BAaHHON YYCTHOH 3aIMCH TIOJIB30BATEIS

6.1.1.2. MeHto lIpasumb
Mento IIpasums conepxut komanasl (cM. Pucynok 20), onucaHue KOMaH[[ MPEICTaBICHO B

tabmuie (cm. Tabmuna 10).

NobaBuTs. .. 7 MoaceTe
E] AybnuposaTe £ IP aManasoH
9 MsMEHNTE B 1P xoct
< Yaamare Del B ¥ocT fesonacHocTH
% Haiitn cirlaF 2 Wnios GesonacHocu
R Haittu cneayrowmii = E Monb3osaTens
G rpynny
25 3ony
i] Mpasuno
5] crnewansHoe npasuna... ¢

@- CeTeBoil CEpBIC

%Y Cepeep... J
g Monb3oeaTencckyo JNE

42 IKE-npeanowweHre

OedicTene

42 IPsecTipeANOMEHME

::&E: HomeH

@ Pacmcanme

Pucynok 20 — Mento I/Ipasumu

Tabmuna 10 — Onucanune koMaua MeHIO [Ipagumsb

Komanpna Xapakrepucruka
Jlob6aButb->Iloacern Jlo6aButh HOBEIN O0BEKT - [loaceTh
Jo6aButh->1P Jnana3zon Jlo6aBuTh HOBBI OOBEKT - IP-/nanazon
Job6aButh->1P Xoct Jo6aButh HOBBIN O0BEKT - IP Xoct
Jo6aButb->Xoct be3zonacHocTu Jlo6aBuTh HOBBII OO0BEKT - XocT be3omacHocTr
Hob6aButh->111m103 be3onacuocTu Jlo6aButh HOBBIM O0BEKT - 11103 bezonacHocTu
Ho6aButh->Iloab30Baresist Jo6aButh HOBEI O0BEKT - [lonp30Barens
Hob6aButh->I'pynny Jlo6aButh HOBBIN OOBEKT - [ pynma
Jo6aBuThb->30Hy Jlo6aButh HOBEII OOBEKT - 30Ha
Job6aButh->IIpaBusio Jo6asuts HOBOE [IpaBmio
Jo6aButh->Crnenuansnoe npaBuiao->NAT/IKECFG | Jlo6aButh HOBoe CrienaibHOE PaBUIIO
JodaButh->Ilentp Ceprudukanmnn Hob6asuts Y1I
Jo6aButh->CeTeBoii cepBUC Jlo6aBuths CeTeBoit cepBuC
JobaButh->CepBep Job6asuts CepBep U3 CIMCKa CEPBEPOB
Job6aButh->Ilosab30oBaTenbekyio JIIIb Jo6asuts [lons3oBarensckyto JIIb
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Komanna

XapakrepucTuKa

Hob6aButh->1KE-IIpensoxenue

Jo6asuts IKE-IIpenmoxenne

HobaButh->/leiicTBue

JobaBuTs [leticTBue

JHob6aButh->1Psec-Ilpensioxenne

Job6aeuts IPsec-IIpemnoxenue

Jo6aBuTth -> JlomeH

Jo6aButh Jlomen

Jlo6aBuTh -> Pacnucanue

Jlob6aBuTh Pacrimcanue

JdyonupoBarth Hauate mpomecc co3manus HoBoro OObekTa
[lommTkn  HAa ~ OCHOBAaHMHM  XapaKTEPHUCTHK
BbIOpanHOTO O0BekTa [lomuTHku

HU3menntb W3mennts cBoiicTBa BeIOpaHHOTO O0BEKTa

Ynamute Del VY nanute BeIOpanHbiid OOBEKT (bl)

Uckars Ctri+F

OTKpBHITH OKHO TTOMCKA

Haiitu caexyrommii F3

Hatitu cinenyrormii 00bEKT MOUCKA

6.1.1.3. MeHto [Ipocmomp

Mesto IIpocmomp conepkut KoMauabl (cM. PucyHok 21), onmucanie KOMaH MPpeCTaBIeHO B

tabmuie (cm. Tabmuma 11). Tlocne waxarus [IKM nHa nmyHkt Cresicenue OTKpbIBaeTCs MeHIO Onyuu

g3aumooelcmeusi ¢ cepgepom, B KOTOPOM MOXKHO U3MEHHUTh TPEOYEMbIE TapaMeTpBbI.

[

3ACTAB:

Mpoekr [pasute » Okro  [Momowp

T
-~

P 3
Gt )

Tononorus I Monml
’ { - Mpeanountate CIDR-HoOTauMIO

Tononorus

o -_l CnexeHue... [

Tononorua... »

HacTpolikn kapTbl

— o e
|i| é‘ﬁgj t’;{:{ |QI HacTtpoliku nporpammel CpagHEHWUA

RNESESESENESEY|

BbiBbpate a3biK...

Pucynok 21 — Mento Ilpocmomp

Otcnexueats uenoctHocte fINB
OTcnexuneate akTMBAUUIO

OTcnexneate NPOYME KOMaHAB!
OTcnexuneatb CEPBUCEHI

MpoBepsaTe NpoCpOYEHHBIE CEPTUUKATEI

Mposepsate norn (WHankaTopei)

MonHBIR/MUHUMaNBHEIW 0BMEH C CEpBEpPOM

Puc. 22 — Mento Onyuu 83aumooeticmsusi ¢ cepsepom

Tabnuna 11 — Onucanne komaua MeHto IIpocmomp

Komanna

XapakTepucTHKA

Caexenue -> OTCIeKUBATH WETOCTHOCTD OTo0pa3uth cTaTyc MOHUTOPHUHTA 1iesocTHocTH JITIB

JIIb
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Komanna

XapakTrepucTuKa

Ciaexenue -> OTc/IeKUBATH AKTHBAIMIO

OTto0pa3uth craryc MoHuTOopHHTa akTuBanuu JII1b

Caexenue -> OTC/1eKUBATH NPOUHE KOMAH/bI

OT00pasuTh CTaTyc MOHHUTOPWHra OOHOBIICHHS BEpCUi
Aeenmos, cTaTyc 3arpy3Kd CHHMCKa CEpTH(UKATOB, CTAaTyc
TeHepaLuy KJII0YeBO Mapel U T.1.

Caexenune -> OTciaeXNBaTh CEPBHUCHI

[TokaspiBaTh B mpaBoM HuwxHeM yriay [[VII-Kouconu
COCTOSHHE€  CEPBHCOB.  3eNeHBId  IIBET  O3HA4YaeT
paboTaroIuii CepBUC, KPACHBIH — HE padoTaromuit

Caexenue -> [IpoBepsiTb NpocpoOUYEHHbIE
cepruduUKaTHI

OT00pa3uTh CHMCOK MPOCPOUYCHHBIX CEPTU(HUKATOB

Caexenue -> [IpoBepaTh J0ru (MHAMKATOPHI)

OT00pa3uTh CIMCOK HHAUKATOPOB

Caexenue -> IoaHbIIT/MUHUMAJBHBIA 00MEH
¢ cepBepoM

OcTaBUTh TOJNBKO /IBa aKTUBHBIX MJIs1 BBIOOpa ITyHKTa B
napamerpe  Cnexenue:  OTCleXuBaTb  CEPBUCHI U
[IpoBepsaTh MPOCPOUECHHBIE CEPTH(HUKATHI.

ABTOMAaTHYECKAS pacCTaHOBKaA TOIMMOJOIUMA

3amyck mpoliecca aBTOMaTHYECKOM paccTaHOBKU OOBEKTOB
B OkHE Tononoeus

IKCIOPT PacHoJI0KeHUsI

Dxcnopt pacmonoxkennss OObEKTOB B (aiin

CoxpaHuTth H300pakeHue

CoxpaneHue Tonosioruu B popmate png

Mpeanountars CIDR-HOTaUI0

Brirounts/OTKIII0OYHTE 03 KIIACCOBYIO a/Ipecaliuio

Hacrpoiiku Kaptsl

Br130B MeHI0 HacTpoek Kapmubi

HacTpoiiku nporpaMMsl cpaBHeHUs!

BbI30B 0KHa HacTpolku nporpaMmsl cpasHeHus JIIIb

Bri0paTh s13bIK

Br16op s3p1ka nuaTEpdEtica

6.1.1.4. MeHo OKHO

Mento Okno comepkuT kKomauasl (cM. PucyHok 22) ajst BBIBOJa B KOHCOJb HOBBIX OKOH

apamMeTpamH.
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OkHo TMomowb

s
| X, Tononorua Ctrl+T
@ Kapra Ctrl+E
57 3omsl
:] CeTesble ofbexTb! Ctrl+H
§ MonbsosaTenm Ctrl+U
;ji Mpynne! ctrl+G
g'_j Cepsepsi Ctrl4S
@— Tabnuua npasun Ctrl+R

g Monb3oBaTensckue NG
[§] NAT npasuna

ﬁ IKECFG npasuna

ﬁ CepsepHble npasuna

[LomeHb!

LieHTpsl cepTudmMKaLsm

B> peiicteus

{3 Hacrpoiiku IKE Ctri+1
w_ﬁ CeTeBble CepBuchl Ctrl+N
® Pacrmcanus

{| Morutop Ctrl+M
[5] KypHan Ctrl+
w_j SysLog

J XKypHan ucnonHeHns

g [leckpunTopb! areHTos
g JeckpunTopbl cepsepoB

|| BerasuTs/OTcoeamHiTs Ctrl+D

IX| 3axpeits nanens Ctrl+F4
PEI 3aKpbiTh BCe Ctrl+ipoben
|| Cneayiowas narens Ctrl+Tab

[2| NMpeasiaywas narens Ctrl+Shift+Tab

Pucynok 22 — Mento OxHo

Omnucanue XapaKTePUCTUK KOMaH MeHI0 OkHo TpeacTaBieHo B Tadmuie (cM. Tabmiuia 12).

Taomuua 12 — Komauasl MmeHo OkHoO

Komannga

Xapakrepucruka

Tomnosaorus

OTKpPBITH OKHO TIPOCMOTPA TOIOJIOTUHU CETH

Kapra

OTKpBITE OKHO TIpocMoTpa KapTel

30HBI

OTKpHITH OKHO TTPOCMOTpPa 30H

CereBble O0BEKTHI

ITpocmoTp okHa criucka CeTeBbIX 00BEKTOB

IHoan3oBaTeaun ITpocMoTp okHa crivcka [lonb3oBareneit
I'pynnsi IIpocmoTp okHa cimcka ['pynn
Cepgepbl CkoHurypupoBaTh HHQPACTPYKTYPY CEPBHUCOB, YCTAaHOBJICHHBIX Ha

O0bexrax Iomutuku

Tabauua npaBu

IIpocmotp okna Tabnwib! mpaBuI

IMoaw3oBaTeanckue JIIIB

Pabora c onpenensembiMu nons3oBatensimu JIIb

NAT npasuia

Pa6ora ¢ NAT-npaBunamu

IKE CFG npaBuia

Pabota ¢ IKECFG-npaBunamu

CepBepHble MpaBuIIa

PaboTa ¢ cepBepHBIME TTpaBUIAMHU

JlomeHbI

OTKpBITE OKHO IIPOCMOTpa CyliecTByonx JloMeHOB

IenTpsl ceprudukanuu

OTKpBITH OKHO TIPOCMOTpA CymiecTByonmx Y1

JlelicTBUsA

OTKpBITH OKHO IPOCMOTpA CYIIECTBYIOIMX JlelicTBuil
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Komanpna XapakrepucTuKa

Hactpoiiku IKE OTKpPBITH OKHO IPOCMOTpA cymiecTBytomux HacTpoek IKE

CeteBbie CepBHCHI CkoH(urypupoBaTh (QUIBTPBl MPOTOKOJA, UCHOJb3yeMble B [IpaBmiax
I'TIb

Pacnucanus OTKpBITH OKHO IPOCMOTpA CYIIeCTBYIOMNX Paciicanuit

MonuTop OTtkpsiTs OKHO MonuTOp nporpy3ku JIIIb. KorTponupoBars akTuBaImo
I'TIb u 3arpy3ky JIIIb B AreHThl

Kypuan OTKpBITH OKHO ITpocMoTpa JKypHama perucTpauuu cOObITHI

Syslog OTKpBITH OKHO IPOCMOTpA XypHaia Syslog-cooOmienwii

KypHaJ ucnoJiHeHust [IpocMOoTp wu3MEHEHWH B TPOEKTE, KOTOpble OBUIM aBTOMATHYECKH

cAeNaHbl IPU UMIIOPTE WM U3MEHEHUH JIECKPUNTOpa ATeHTa

BanugHocTh cepTH(HUKATOB [IpocMoTp cepTUUKATOB C HCTEKITUM / UCTEKAIOIINM CPOKOM JICHCTBUSI.

I[YTI-KoHCcOoh aBTOMAaTUYECKH OTCIICKHUBACT CEPTU(PHUKATHI C UCTEKIIUM
CpOKOM JieicTBUS. B ciyuae oOHApYKEHUS TaKUX CEPTH(PUKATOB B CTPOKE
cratyca ocHoBHOTO OKHa L[YII-KoHcCoNb MosBIs€TCS MHUTaOmas UKOHKA

£=. Haxatme Ha 5TOM WKOHKE OTKpPBIBAET OKHO CO CITUCKOM
cepTu(HUKATOB C UCTEKIINM/ UCTEKAIOIIIMM CPOKOM JIEHCTBHS

JeckpunTopbl AreHTa Pabora ¢ HaboOpOM JECKPUIITOPOB ATCHTOB

Heckpunrtopsl CepBepoB Pabota ¢ Habopom neckpunropos CepsepoB

BcraButs/Otcoenunuts Ctrl+D | BeraBuTh MM OTCOSTUHUTH BRIOPAHHOE OKHO

3akpeiTh naneas Ctrl+F4 3aKpBITh BEIOPAHHYIO MaHETb

3akpeITh Bee Ctrl+IIpo6en CKpBITH Bce

Caenyromas naneas Ctrl+Tab  |Ilepexon k cienyromeil manenu

Hpeabigymas nanejab [Tepexon k npeapiayLIEN aHeIu
Ctrl+Shift+Tab

6.1.1.5. MeHto lNomouwb
Mento ITomowp comepxut Komauabl (cM. PucyHok 23), onucanue KOMaH[ MPEICTABICHO B
tabnure (cm. Tabmuma 13).

| MomMowe

MNoMowe

O Mporpamme

Pucynok 23 — Mento Ilomows

Ta6muma 13 — Onucanue KoMaHa MeHio [lomowysb

Komanna XapakrepucTuka
oMo F1 Be13oB (aiina cnpaBku
O IIporpamme OtkpeiTh OKHO O npoepamme «3ACTABA-Ynpasnenue» c
uHpopmanueit o «<VPN/FW «(3ACTABA»

6.1.2. WHcTpymMeHTanbHasa NMHenKa

B rnaBaom oxue I[VII 3ACTABA-Ynpasnenue cymecTByeT WHCTPYMEHTAIIbHAS JIMHEWKA C

nyonupoBanueM QyHKImA MeHIO [Ipasums (cm. Tabnumna 14).
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Tabmuua 14 — Onucanue JOCTYIHBIX KHONOK HHCTPYMEHTaNbHOU naHemnu I paga mononozuu

Kunonka XapakTepucTuKa Knonka XapakTepucTuKa
Q Jo0aBUTh MOJCETH WA JHo6asute Cepsep
L
@ Ho6asuts IP JInanazon Ho6asuts lonp3oBarensckyto JIITb
QJ Ho6asuts IP Xoct Jo6asuts IKE-IIpenmoxenne
J »
E JloGaBuTh X0CT OE€30MACHOCTH a9 JobaBuTts [leticteue umu [Ipennoxenue
J »
@ J100aBUTH 1ITI03 0€30IACHOCTH ﬁ Hckath
o Ho6asuts [TonszoBarens () Jyb6mupoBatb
I =)
m Hob6asuts ['pynmy ?‘3‘ N3smenuts
ey Jo6aButh 30HY >< YV nanuth
JHo6asuTts [IpaBuio _1 Monurop
Ho6asuts LIC Kypnan perucrpanuu
@ Jo6asuts CeTeBoii cepBrC Ef Kypuan perucrparmu Syslog
o —

6.1.3. Pab6ota c cekuuamu LJYI1

UToOB! aKTUBUPOBATh OJHY U3 CEKLUN OKHA (OKHO BTOPOTO YPOBHSI) U paboTaTh B HEH, HAJO

Ha)XaTh HA HEW JIEBOW KHOIIKOW MBIIIU B JIFOOOM MECTE 3TOU CEKIIUU.

.HIO6YIO n3 CCKI.[PIIZ OKHAa MOKHO BbBIACIWTb B OTACIBbHOC OKHO, IJId 3TOIO HeO6XOZ[I/IMO
BI)I6paTB CCKIHIO, KOTOPYIO BrI xoTHTE BBIACIIUTE B OTACIIBHOC OKHO, U HAXXAaTb COOTBCTCTBYIOIIYTO
KOMaHay MCHIO OxHo. HpI/I IIOMOIIIN MCHIO OkHo TaKke MOXKHO NEPCKI0YATECA MCKAY IMAHCIAMU,

COJACPpKAIINMU CCKIIUH, U CKPBIBATH ITAHCIIN B CIIy4ac HeO6XOI[I/IMOCTI/I.

6.2. YnpaBneHue O6bektamu B LJYT1-KoHcosb

6.2.1. KOHTeKCTHble MeHIo

Mo:KHO YIIPABJIATDH OO0BbeKTaMH BO BIIOJKEHHBIX OKHaX llyH 4Cpe3 KOHTCKCTHBIC MCHIO,
KOTOPBIC 0T06pa>1<a10Tc;1 IIpU HaXaTUu" npaBoﬁ KHOIKOM MbIK Ha OOBEKTe WiIu OJHOM H3 €TO
anI/I6YTOB. OHHI/II/I, OTO6pa)KeHHI)Ie B KOHTCKCTHOM MCHIO — CAWMHCTBCHHO JOCTYIHBIC OIIOWH B
JaHHOM KOHTCKCTC.

C IIOMOIIBKO KOHTCKCTHOI'O MCHIO OKHa OOBEKThbI MOJUTUKA MOXKHO PCOaKTUPOBATH Tun

Acenma, Ui 3TOTO HEOOXOAUMO 3aHUTH B KOHTEKCTHOE MEHIO Acenma W BHIOpATh MYHKT M3meHums
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mun acewma W BBIOpATh HOBBIE MapaMmeTphl JAecKpunropa Aeewma. JlocTymHO u3MeHeHHe Tuma
Aeenma s rpynnbl OOBEKTOB ISl 3TOTO HEOOXOIUMO BBIJCINUTh HECKOJIBKO OOBEKTOB, BHIOPATH
NYHKT KOHTEKCTHOTO MEHIO /3MeHums mun aeeHma W BBHIIOJHUTH B OTKPBIBIIEMCS OKHE
HEOOXO0IMMbIC H3MCHEHHUSI.
C momoupl0 KOHTEKCTHOTO MEHIO JUIs THIMA JAeCKpunropa Aeewma BepcuH 6.3 MOXKHO
BBITIOJTHUTH CIIEAYIOIINE ICHCTBUS:
— CreHepupoBaTh KIIOUEBYIO TIapy Ha OCHOBE YK€ 3aperHCTPHPOBAHHOTO y OOBEKTa
cepTU(UKaTa;
— CkonmpoBarh coaepxuMoe ceprudukara WM 3ampoca Ha KIIOYEBYIO mapy B Oydep
oOMeHa;
— CkonupoBarth CoJepKUMOe cepThU(UKATa HITH 3alpoca Ha KIFUEBYIO MMapy B (aii;
— 3aMeHHTh HETMOANMUCAHHBIN cepTU(UKAT MOANMUCAaHHBIM B Y1I;
— YaanuTh CO3/IaHHBIN paHee 3apoc Ha PErUCTPALIAIO KIIFOYEH;

— 3arpy3utb cepTUUKAT U CIIHUCOK CEPTH(PHUKATOB C Aeenma,

JloGaBuTh nonmyueHHslii cepruukar us 4eenma B I'11b.

6.2.2. CospaHue Ob6BLeKTOB

Bce OOwextel B [[VII-Konconv co3pmaioTcsi oaumHakoBO. Korma Kypcop ycTaHOBIIEH Ha
COOTBETCTBYIOILIEM MECT€ B OJHOM M3 4YEThIpeX OKOH (HOApoOHee cM. paszzien 7), HeoOXOIHMO
UCMOJIb30BaTh Ha)KaTHE IpPaBOM KHOMKH MBIIM JJIsi BbI30Ba KOHTEKCTHOTO MEHIO U BbIOOpa
cooTBeTcTByMOmEero O0bekTa. Takke co3gaHMe BO3MOXKHO 4depe3 MeHwo [Ipasume (IlpaButh ->
JloGaBuTh -> BeIOpaTh OOBEKT).
& Jns xaxgoro OOwbexta gaHHOro Bujga B [{VI] uMms JOMKHO OBITh YHUKQJIBHBIM. 3JTO

HE00XO0IMMO AJIsl TOTrO, YTOOBl HE BO3HUKIO HUKakux koHpmukroB B BJ[ I/VII. Kpome Toro,

HeNb3s UCMHOIB30BaTh B JII0OOM mMeHH OObeKkTa MpOoOeNbl, CUMBOJI TUJBABI (~) WU JTHOObIE
npyrue koasl ASCII co 3nauenusimu Oosnpie 128.

6.2.2.1. Ady6nupoBaHune O6bLEKTOB

MoxHO 00JeryuTh W YCKOpuUTh mporecc cosnanus OO0bekToB [lOMUTHKM B CEKIUAX
Tononoeus n Obwvexkmovl Ilorumuxu, TyTéM TPOCTOTO «IyOIMpoBaHUs» cymiecTByromero OOnekTa.
OTO MOXHO caenaTh, BbOpaB cymecTByomuil OObekT IloIMTUKM W UCHONB30BaTh KOMaHIY
Jy61mpoBaTh U3 TJIaBHOTO MM KOHTEKCTHOTO MeHIo. [Ipu ny0nupoBanuu cymectByromero O0bexra,
OTKPBIBACTCSI OKHO /[yOnuposams miia co3nanusi Hoporo O0bekTa; u3 ayonmupoBanHoro OObnekTa Bce
YCTaHOBKH IapaMETPOB, KPOME Te€X, KOTOPbIE YHUKAJIbHbI s Kaxaoro O0bekTa, KOMUPYIOTCS BO
BCEX 3aKJIa/IKaX OKHA.

Hanpumep, ycranoBku unrepdeiica nyonupoanHoro Oowekra, IKE-ceprudukar u nanusie,

MOATBCPKAAOIMUEC TOJAJTUMHHOCTD, 3apaHCE COTJIaCOBAHHOI'O KiIr04a, HE 6y,Z[YT CKOITMPOBAHLI B HOBBIM
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OOBeKT, MOTOMY YTO ATH MapaMeTpbl TOJKHBI UMETh YHUKaJIbHbIC 3HAUCHHs JUIs Kaxkaoro OObekra
[Tomutuku. 3amersTe, ANy u Internet O6GBEKTH HE MOTYT OBITH JyOIHPOBAHBI.

6.2.3. Bblbop Heckonbkux O6bHLEKTOB

MoxHO BBIIETUTH P CcMeXHBIX OObekToB, Tomemas OObvekTsl (B Tononocuu) B
OyKCHpYEMBIil U pacTATHBAIOIIMICS MPSIMOYTOJIbHUK WM, yAepkuBas kinaBuiry <Shift>, naxaB Ha
Kaxablii OOBEKT, CBOIICTBA KOTOPOTO HEOOXOAMMO PEIAKTUPOBATH (BO BCEX BIOKEHHBIX OKHAX).

[Tocne Beinenenus OOBEKTOB, MOKHO BBIOPATh BUJI TPEOOpa30BaHU U3 CTPOKU MEHIO UJTH U3
KOHTEKCTHOrO MeHIo. Eciim KoMaHJa KOHTEKCTHOIO MEHIO HEAOCTYIIHA JUIsl BCEX BBIJIEIEHHBIX
OO0bekToB, OHa Oy/IeT HEIOCTYIIHA JIJIsl TPYMIIBI BhIETCHHBIX OOBEKTOB.

6.2.4. PepaktupoBaHme O6HLeKTOB

MoxHo penaktupoBath atpuOyTel O0bekTa, BhIenuB OOBEKT B OKHE NPOTPaAMMBI U Ha)XaB
knaBuiry <Enter>, npoiiHbiM HakaTueM Ha OObBEKTe JIeBOM KIABUIIEW MBIIIM, a TaKKe BbIOpaB
koMaHay U3MeHUTh U3 KOHTEKCTHOTO HJIM TJIABHOTO MEHIO.

6.2.4.1. OpHOBpeMeHHOe peAaKTUpoBaHMEe HECKONbKMX OOBbLeKToB

CgoiictBa Heckonbkux OO0BbekTOB [lOMMTHKKM MOXKHO pemakTHUpoBaTh OJHOBpeMeHHO. Hamo
BBIJICIIUTE psifl cMeKHBIX OO0bekToB, momenias OO0bekThl (B cekuuu Tononoeus) B OYKCHPYEMBIH,
PaCTATUBAIONIMICA MPSIMOYTOJbHHUK, WM, yaepxwuBas kimaBumry <Shift>, Beigenuts OOBEKTHI,
CBOICTBa KOTOPBIX HEOOXOIUMO PEJAKTUPOBATh (BO BCEX BIIOXKEHHBIX OKHax). B meHwo [lpasumbo
HYKHO BbIOpaTh KoMaHny W3MeHuTh, MOSBUTCS CIHUCOK CBOMCTB oTaenbHOoro OO0nekTa [lonutuxwy,
9TH CBOMCTBAa MOYKHO pE€AaKTHpoBaTh s Bcel ['pynmbl. JlocTynmHbl OyAyT TOJIBKO T€ CBOICTBa,
KOTOpPbIE UMEIOT 3HaueHHe ISl BCeX BblJIeIeHHBIX OOBEKTOB.

V3MeHUTh 3HaueHHE HYKHOTO IapaMeTpa B IOSBUBIIEMCS JMAJIOrOoBOM OKHe. JlaHHOe

3HaueHue napameTpa OyJeT U3MEHEHO AJIsl BceX BblAeIeHHBIX OOBEKTOB.
6.2.5. TMepemeweHne O6BLEKTOB

Uro6sl nepemectuth OObekThl [lomutuku B cexuun Tononozusi HEoOXOIUMO BBIOpATh

OOBeKT(bl) U NEPEMECTUTH €ro(MX) B HY)KHOE MECTO.
6.2.6. Pa3melweHne O6bekToB [MMONUTUKK

6.2.6.1. ABTOMaTMYyecKas paccTaHOBKa TOMONOruu
B 34CTABA-Ynpaenenue peanuzoBaHa (GyHKIMS aBTOMaTHYECKONW pacCTaHOBKHU ToOIOJIOTUH,

JUIs BBI30Ba TIOCIEOHEW HEOOXOIMMO BOCIIONB30BaThbCcs MeEHIO [Ipocmomp. ABTOMaTHYecKas
paccraHoBKka Torosoruu npuBeneT pacnoiokeHne 00bEKTOB K MaKCUMaJIbHO CUMMETPUYHOMY BH]Y,
Hanpumep, eciu Heckosbko OO0bexToB IlomuTtuku npunamiexar 3oHe, OObekThl [loautuku OyayT

pacrpenensaTees o Kpyry Bokpyr O6bexra 30Ha.
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6.2.6.2. PasmeweHne O6HEKTOB BPY4HYHO
Uto0s1 pazmectuth OO0bekTHI [TonmuTuku BpyuHyto B I paghe mononocuu Haao BHIICTUTH UX U

HEPEMECTUTH B JIPYrO€ MECTO.
6.2.7. YpaneHune Ob61LeKTOB
Briaenennbie OObEKTH MOKHO YIAIUTH ¢ moMouibio koMan sl Delete. Heckonbko O0bekTOB
[TonuTuky, BKIIIOYAsk y37bl KOHIIEHTPATOPOB, COEIUHUTEIN MOXKHO YAAIATh OJHOM KomaHaou. Hano
BBIJICJIUTH PAJ CMEXKHBIX OOBEKTOB, MOMEIIasi UX B PACTATUBAIOIIUNCS OYKCHPYEMBIil PSMOYTOIBHUK
(BO BIIO)KEHHOM OKHEe Tononoecus), unu, yaepxxupas kiaapumry <Shift>, Beiienuts OOBEKThI, KOTOPBIE
Bel xoTHTe yaanuTh. 3aTeM ucmonb3yiite komanay Delete. 3amerste, Any, Internet u Internet Zone
OO0mbexThl Henb3s yaanuTb. O0bekThl [lonuTHKY, yaaleHHbIe BO BIOKEHHBIX OKHAX ceKUuil Tononocus
wim Obvexmsl noaumuxku OyAyT aBTOMATHYECKH YIAJICHBI W3 JPYTrUX CEKIUi, TEM HE MEHee, B
Tabnuye Ilpasun OO0bekThl [IOTUTUKH — 3TO TOJNBKO «CCHUIKU Ui OBICTPOTO BbI30Ba» OOBEKTOB, U
OHHU He OyZ1yT 0TOOpa)kaTbCsl TOJIBKO B TEX BIOXKEHHBIX OKHAX, B KOTOPBIX OHU «yAaJEeHbI». Y laleHue
yieHa ['pynnel — 310 nuuib ynanenue O0bexta [Tonutuku u3 ['pymnmnel, a He camoro O0bekTa.
1) lpn  ynanenun o6bekToB, KoTophie ydacTByroT B IKECFG-mpaBunax, BbIBOIMTCS
npeaynpexaeHus o ToM, yto o0bekT yuactByeT B IKECFG-npaBunax. Eciu ynanuts o0bexr,
KOTOpPBIN SBJISIETCS €IMHCTBEHHBIM YYaCTHUKOM IpaBuia, To ynanurcs Bce IKECFG-npasuio.

Ecnu B IKECFG-nipaBuiie 00bEKT MOJIUTUKU HE SBIISETCS €AMHCTBEHHBIM YYaCTHUKOM, TO 3TOT
oobekT ynanmurcs u3 IKECFG-npasuia.

6.2.8. Tlowuck nHhopmauum

UtoO0s1 ObicTpo HaiiTh uHGopManuto B [[VII nano ucnonp3zoBats koManasl Haiitu u Haiitu
cJIeayIoIUii. DTH KOMaH bl TTO3BOJISIIOT OCYIIECTBIISATH MOUCK BCEl MHGOPMAIIMH BO BIOKEHHOM OKHE
win Oornee y3kuil mouck mo tuny uHpopmanuu. CHayana BeIOpaTh BIOXKEHHOE OKHO, B KOTOpoM Bol
XOTHUTE OCYHIECTBUTH MOUCK. [TOMCK MPOU3BOIUTCS TONBKO B BBIIECIEHHOM BIIO)KEHHOM OKHE. 3aTeM

Haxarh kinasumm <Ctrl>+<F>.

6.2.8.1. Hcnojb30BaHHE OKHA MOMCKA

OkHo moncka nmo3BosisieT HailTh Tpedyembie O0bekThl ['TIB (cM. Pucynok 24).
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%Ha'ﬁm

UTo McKaTb: I

MoKCK OT NaHenu: I 5 MonbzoeaTeneckue MMNE vl

e WoKaTh: IEF MMEHEX j
PeryNADHOE BhipaeHme:; IHE MPMMEHATE j
[T Cyuetom pervctpa [T MonHoe coBnageHue
™ Momaxc BEEPX r CpeaM ckphIThIX

F MNpofomKaTh NOWCK BO BCEX OTKPLIThIX MaHenAx

[loTos0 OTMEHWMTE |

Pucynok 24 — OkHO moucka

ITouck Tpe6yeMHx OOBEKTOB BBINOJIHAETCS CJICAYOIUM 06pa30M:

1)

2)

3)

4)

5)
6)

7)

Beectu undopmanuio (OykBeHHO-IIM(PPOBYIO CTPOKY), KOTOPYIO HEOOXOAMMO HAWTH, B
nosie UTo uckatb. 3TO MOXKET OBITH LIEIBIN MapaMeTp WM Jit00ast €ro 4acTh.

BreiOpare manenb, B KOTOpOl Oyaer NpOW3BOIUTHCS NOUCK. Jlms 3Ttoro Hano
MCIIOJIb30BaTh BhIMAaJlatolee MeHIO [louck 6 nauenu.

Br16path 06macth moucka. Beibop o6macTu morcka 3aBUCHT OT BEIOpAaHHOMW TTaHEH.
OrpannuuTh JAIBHEHIINI TTOMCK, Ut 9TOTO HA/I0 yKa3aTh, UCTIOIB30BaTh JIM JJISl TIOMCKA
MIOJTHOE COBMAJ/ICHUE MJIH MTOUCK BBEPX IO CITHCKY.

YToObI MOUCK MPOXOAMII C YYETOM PETUCTPa KIABHATYPHI UM TOJBKO MO IENI0M CTPOKeE,
HAJI0 cJieNlaTh OTMETKY B COOTBETCTBYIOIIEM OKHE.

UToObI HCKATh, HCIIOJIB3YS PETYISIPHBIC BRIPAKEHUS, HAJIO C/IETAaTh OTMETKY B 3TOM OKHE.
UToOBI UCKATh BO BCEX OTKPBITHIX IMAHENSX, HAJIO CCNIaTh OTMETKY B COOTBETCTBYIOIIEM
OKHe.

UYToObl MOMCK OCYIIECTBIISICS CPEIU CKPBITHIX OOBEKTOB, HAAO CAENaTh OTMETKY B

COOTBCTCTBYIOIIIEM OKHE.

[Touck cnenyromero BxoxaeHus: Haxkare kmaBumy <F3>, 4ro0ml HaliTH criemyromiee

BXOXJICHUEC UCKOMBIX JTaHHBIX.

6.2.9. dPunbTpauma otodbpaxeHusa Npasuna

L[]VII no3Bonser oToOpaxkaTh Toiabko BblOpaHHbIe [IpaBuna I'TIB. Jlns 3Toro Heobxonumo

BLI6paTL HHTCPCCYOIINC HpaBI/IJ'Ia IOCICAOBATCIIbHBIM HaXAaTHCM MbIIIK C 3aKaTbIMU KJIaBHIIIaMU

<Ctrl> nmm <Shift>, 3atem, ncnone3yst komanay CKpbITh O0CTaJIbHbIE KOHTEKCTHOTO MEHIO, CKPBIThH

HEHY)KHbIE [Tt oToOpakenus [Ipasuia (cm. PucyHok 25).
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Tabnuua npasun OomeHsl I
Tabnuua npasun & X

Wms NcTouHuK /| TipUeMHMK CeTesble cepsucel | AeliicTene Or
: e

2 - Bce IP cepuchl £° Encrypt (CP.. DF
fg] NobasnTb Npasuno

gﬂ Cospatb rpynny npasun

:‘_:él, AyBnuposaTe
£ VsmeruTs
x Yaanute

i BRAOWMTH BEIKIIOWMTS

I‘;_z-l MokasaTb Tpaccy
CI YNoMWHaHWUA B nore
¥ Crpeits

¥ CkpeiTh ocTansHsle
|¥| OtdmnsTposaTs

Pucynok 25 — KontekctHoe MeHIO okHa Tabauya npasui
OunbTparus [IpaBuin HacTpauBaeTcs ¢ MOMOIBI0 OKHa Ompurbmposams (cM. Pucynok 26).
Jiist 3amycka 3TOro OKHa, HE0OXOJAMMO BBIOpPATh MYHKT KOHTEKCTHOTO MEHIO Omguibmposams OKHA

Tabauya npasua.

2 ordmnuTposaTs x|
Y7o McKaTk: I@ﬁ Any j
Fae nokate: Iq:-eu.m CCBINOK Ha 0BBEKTEI NOAMTIKN j

v Cpeam aepbiThix

¥ WckaTe & Konomke McToummK!

¥ Woxkats & Konoxke TipremHs’

[~ Wkats B konoHke MapupyT'

[™ WokaTh cpenw pacnonokenii B konoHike TIpHEMHMK'

[~ Wckath cpenu pacnonoenmil B konoHKe MCTouHMK

v Brmiouas NpaEKna c rpynnaMi, BKIOYSIOWMMA MCKOMBI 3NEMEHT
¥ Brriouan NpaEMna C NOACETAMM, COQEMXALLMMA MCKOMEIT ANEMEHT

¥ Brniouas npasuna c 'Any'

[ Tonsko npasuna c: I j

loToBo I OTMEHWTL |

Pucynox 26 — @unbrpanuus orodpaxkenus [IpaBun
[Touck Tpedyembix [IpaBuil BEIMOTHSAETCS CIEAYIOIUM 00pa3oM:
1) B I'me uckatb BbIOpaTh, O KAKUM TOJIIM OyaeT Mpou3BOAUTHCs mouck [Ipasumi: ID B
B/, Ums, Onucanmne, /leiictBue, O0bexT moautuxku, Pacnucanue, CereBoii cepBuc.

2) Bsectu uH(popManuio (OyKBEHHO-IIU(PPOBYIO CTPOKY) B 10j1e UTO HCKATh.
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[Touck cnenyromero BxoxnaeHus: Haxare ximaBumry <F3>, 4yToOBl HaliTH clemqyroiiee
BXOXKXJICHUE UCKOMBIX JAHHBIX.
UtoOb1 BepHYTh CKpbIThIE [IpaBmiia B CMCOK OTOOpa)kaeMbIX HEOOXOJMMO HCIOJIb30BaTh

KoMaH1y PackpbITh KOHTEKCTHOTO MECHIO Ha BKJIaaKe CKphIThIX [IpaBui (cM. Pucyrok 27).

CEepEEpHEIE MPAEMNA I Pacnmcadma | S0HEI | JomeHE! | MNAT npaewna Tabnyua NpasHn I
TabnHua NpasHn =4

MeTauHmE MpHEMHME # | CeTeeble cepemckl | JdefcTENE CMHCaHHe

B Client{z36
B Gateway

ﬂ Gatewwin/233 Bice IP ceperibl
% Host(192.168.21.6) EBce IP cepeMcl

& Pass
o= Pass

Pucynok 27 — @unbrpanus orodpaxenus [IpaBun
Jlpyrasi [OCTymHasl OMIKsI KOHTEKCTHOro MeHto Tabnuywt IIpasun — komanga CKpBITH (CM.
Pucynok 25). JleiicTBre 3TOM KOMaH/IbI IIPOTHBOIOJIOXKHO JIeHCTBHUIO KOMaH1bl CKPBITh OCTAJIbHbIE
— OHa CKphIBaeT BeIOpaHHbIe [IpaBuiia Bo Bkiaaky Ckpsimbie.
Uro0bl BepHYTh CKpbIThie IIpaBuiia B cMCOK OTOOpa)kaeMbIX HEOOXOIMMO HCIOJb30BaTh
KoMaH/1y PacKpbITh KOHTEKCTHOTO MEHIO Ha BKIanke Ckpvimuix [Ipasu.
6.2.10. CopTupoBKa nHopmaummn
B cexumn Tabnuya Ilpasun u B cekumusix Oo6vexkmos noaumuku (Cemesvie o0b6vbekmul,
Ilonvszoéamenu u [pynnvl) MOXHO cOpTUpOBaTh HH(popManuio B cronbnax Tabaumbl. UYToOBI
orcopTHpoBaTh OOBEKTHI B ONpPEENICHHOM CTOJIOIE Halo HaXaTb Ha 3arojioBok crousbma. [lepsoe
Ha)KaTHEe COpPTHpYyeT B Bo3pacratomiem mopsake (0-9, A-Z), cremyioiiee HakaTHE OTCOPTHUPYET B
yObIBaroiem nopsiake (Z-A, 9-0).
ITponetypa copTupOBKU MPOUCXOIUT 1o cienyrouum [IpaBunam:
— Coprupyercst TEKCT JaHHOM KJIETKH TaOIUIIbI;
— Ecnn knetka colepXHUT Heckoidbko OOBekToB, TO HMeHa 3THX OO0beKkToB OyayT
n00aBIIeHB B CTPOKY B TOM TIOpPSIZIKE, B KOTOPOM OHU HAXOMATCS B KJIETKE M ATa CTPOKa
Oy/IeT HCII0JIb30BaHa I COPTHPOBKHU.
— Bnoxennsie [IpaBuia, Takxke MOXXKHO COPTUPOBaTh, HO TOJIBKO B paMKax PoIuTenbckoro
IIpaBuna.
6.2.11. PunbTp noucka Ana O6HEKTOB NONUTUKN
B cexunn Obwvexmor nonumuxu (Cemesvie obOvexmul, Ilonvzosamenu u I pynnsi) MOXHO
HacTpouTh GuIbTp moucka [IpaBui, cBS3aHHBIX C KOHKpETHbIM Ob0vexkmom. KOHTEKCTHOE MEHIO

cekiu O6vekmpl noaumuKy TIoKa3aHo Ha pucyHKe (cM. PucyHok 28).



CeTesble 0bbeKTbI I MonbsosaTen | Fpynne! |
CeTesble 06beKTbI

77
MKEH0.00631-01 32 01

ﬁ @ focrasnera

. [flocTasneHa

ﬂocraﬁnena =

(_J DobasuTb noaceTs
1 fobasyTs IP aManasoH
8| fobasuTs IP xocT

8| f06asuTh xocT GesonacHocTn

_»:] [obasuTh wntos GesonacHocTi
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LWno3 GesonacH SecureConnect G... : =| ZASTAVA-01
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L} nobanbHbiit nomer

\-02 LLnio3 6esonacy...  SecureConnect G...

=1 py6muposats

) Vismeruts

x Yaanute

€3 VisweruTs Tun arenta

{3 TpaHcwmpoBaTh
@ AxtvsiposaTs NMB

£ 3arpysut cmcok cepTudmkaTos
TeHEPUPOBATL KNIOUEBYIO Napy

|E| NpoavoTp NMNB

I Ynomsarus & nore

¥ Crpoims
¥ib CxpeiTs ocTansHbe
|¥| OrdmnsTposats

[=| CurxpormsuposaTs ¢ Tononorvelt
[= CurxporusuposaTs ¢ kapToit
@ Haltti npasuna

Pucynok 28 — KontekctHoe MeHI0 okHa OOvbexmbl

UserLP

@unbrpanus IlpaBun HacTpamBaeTcsi ¢ NMOMOINBIO OKHa Hatimu u omguibmposams (CM.

Pucynok 29). lns 3amycka 3TOro OkHa, HEOOXOAMMO BBIOpPATh IMYHKT KOHTEKCTHOrO MeHio Haiimu

npaeujia CCKINU Obvexmuvl NOTUMUKU.

|
HTo MoKaTh: Iﬁﬁ Any j

FAe MCKaTb: IEFIED.H CCBINOK HE 0O BEKTEI NONMTHKKM "'I

r Cpeawn ckpbiTbix

[T Wokate B konoHke MoTouHWE!

[T Wokate B konorke TipemHis

[~ Wokate B konorke MapwpyT'

[ WokaTe cpenu pacnonomwerii B KonoHKe TIPMEMHIK'

[~ WokaTe cpenu pacnonoweHuil B KONoHKe WeTouHuK'

[~ BrnHOYaA NPEBMNG CrPYMNEMK, BKAFHEHILMMM WCKOMBI 3JNEMEHT
[T BrntoWas MpaBMna C NOACETAMM, COASPHALLMMM MCKOMBIR JNeMeHT

[ Brntouas npasuna c 'any’

[~ Tonbko npasMna c: I j

loToBO I OTHEHUTE |

Pucynox 29 — @unbrpanus orodpaxkenus [IpaBun

[Touck Tpedyembix [IpaBuil BEIMOTHSAETCS CAEAYIOLIUM 00pa3oM:

1) B I'me uckarb BbIOpaTh, O KaKUM MoJIsiM OyaeT npousBoauthes mouck: ID B BJI, Ums,

Onucanmue,

HericrBue, O0bekT nonutuku, Pacnucanne, CereBoii cepBuc.

2) Bsectu undopmanuio (OyKBEeHHO-IIUPPOBYIO CTPOKY) B 10jie UTO HCKATD.
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6.2.12. KomOGuHauuu knaeBuw Ansa 6b6ICTpOro AocTtyna K KomaHaam

Hnst ynobctBa pabotel ¢ 3ACTABA-Ynpasnenue HEKOTOpPbIE KOMAaHIBI TJAaBHOTO U
KOHTEKCTHOTO MEHIO TyOJIUpPYIOTCS clieluaibHbIMU KOMOMHAIMSIMU KJIaBUII Ha kiaBuarype. HabGop
JOCTYITHBIX KOMAaHJI 3aBHCHT OT TOTO, B KaKOW CEKIMH BeJeTcs paboTa, M Kakod OOBEKT BHIOpaH.
Hwxe npuBeieH NOJIHBIN CIIMCOK COKPAIEHHBIX KIIABUATYPHBIX KOMAaH/I.

6.2.12.1. CokpaweéHHble KnaBuaTypHbleé KOMaHAbl Ans BcexX CeKuun

rpacdmnyeckoro uHtepdeunca LYr-KorHconu

[Ipy moMoIM COKpaIIeHHBIX KJIaBHATYPHBIX KOMaH] B CEKIMIX rpaduueckoro murepdeiica
L[VII-Koxconu MOXHO BBINOJHATH A€UCTBUS MO nepe3arpyske I[Ipoekra, TpancaupoBanus ['TIb u ap.
(cMm. Tabmura 15).

Tabmuna 15 — CokpalieHHbIe KIaBUAaTypHbIE KOMaHIbI B CEKIUAX Tpaduueckoro uHrepdeiica [[VII-
Konconu

O6o3Hauenne Komanna

F7 TpancnupoBats ['TIb

F8 AxtuBupoBath ['TIb mist Bcex O6bekToB [lomuTnku
Alt+F4 3akpeite L[VII

Ctrl+F8 OO6HOBUTH Bepcuto Aeenmos

6.2.12.2. CokKpawéHHble KnaBnaTypHble KOMaHAbl ANSA Bbi30Ba HEOOXOAUMbIX
OKOH

B tabmue (cm. Tabmuna 16) mpeacTaBieH CUCOK COKPAIICHHBIX KJIABUATYPHBIX KOMaH IS
OBICTPOTrO BBI30Ba HEOOXOAMMBIX OKOH (3T KOMaH[bl JyOJUPYIOIOT COOTBETCTBYIOIIUE ITYHKTHI MEHIO

OkHo).

Tabmuna 16 — CokpaiieHHbIe KJIaBUATypHBIC KOMAH/IBI /IS BEI30BAa HEOOXOAMMBIX OKOH

O0o3HaUeHNE Komanna
Ctrl+T Br130B okHa Tononozus
Ctrl+E Be13oB oxna Kapma
Ctrl+M Be13oB okna Monumop
Ctrl+L Be130oB okHa JKypuan
Ctrl+H Br13oB okna Cemesgvrie Obvexmol
Ctrl+U Br130B okHa [lonv306amenu
Ctrl+G Br130oB okHa I pynna
Ctrl+R Br13oB okHa Tabauya IIpasun
Ctrl+N Br130B okHa Cemessie Cepéucol
Ctrl+S Br13oB okHa Cepgepol
Ctrl+l Be13os okna Hacmpoiiku IKE
Komanab! ynpasiieHHsi OKHAMH
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O0o3HaUeHHE Komanna
Ctrl+D Bcerasuts/OTCOE IUHUTE
Ctrl+F4 3akpeiTh [Tanens

Ctrl+ITpo6en | 3akpsiTh Bee

Ctrl+Tab Crenyromiasi maHeb

Ctrl+Shift+Tab | I[Tpensiayiias nanenn

6.2.12.3. OOGLMe COoKpaLUEHHbIe KNaBuaTypHble KOMaHAbI

HpI/I IIOMOIIHN O6IJ.[I/IX COKpaH_[éHHBIX KIIaBUATYPHBIX KOMAaHJ MOXHO KOIIMPOBAaTh, BbIPEC3aTh,

BCTaBJIATH TeKCT U T.1. (cM. Tabnuma 17).

Tabmuua 17 — O0mue cokpaméHHble KIaBUaTypHbIE KOMaH bl

O06o3Hauenune Komanpa
Ctrl+C CkonupoBaTh BEIOpaHHBIN 3JI€MEHT B Oydep oOMeHa
Ctrl+X Y nanuTh BEIOpaHHBIN AIIEMEHT U IOMECTHUTH €ro B Oydep oOMeHa
Ctrl+Vv BcraButs conepxumoe Oydepa oOMeHa
Ctrl+A BriOpath Bce 00bEKTHI B aKTHBHOM OKHE
Delete VY nanute BHIOpaHHBIH 0OBEKT
Enter OTto06pa3uts cBoiicTBa BeIOpanHOTO OOBEeKTa [lomuTrkn
Ctrl+F Haiitu cTpoky Tekcra
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7. BINOXEHHbIE OKHA L{YTI-KOHCO/1b

7.1. Tononorus

Cexuust Tononozus npeaHa3HadeHa I MPEICTABICHHUS TOMOJIOTHH CETH B KaK MOXHO OoJee
HNOHATHOM, rpaduueckoM Buae (cMm. Pucynok 30). B jmaHHO#H CeKIMH MOXHO CO3[1aBarth,

penaktupoBaTh U ynaisaTh OobekTsl [loauTuku.

5y
Executives
G
2

Management

Exe cutive__G ateway

[L]
el

TACACS+ Server 1
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Pucynok 30 — OroGpaxenue ['pada Tomnonorun

Bce O6nexts! [lonutuku, co3ganusie B 1anHoM IIpoekTe, (3a uckmouenunem [lonp3oBareneit
u ['pynmn), 6ynyt otobpaxarbes B aToi cekiuu. [lpu cozganuu Ilpoekra B I pagpe mononocuu 6ynyt
IPUCYTCTBOBATh TOJBKO «TE€XHOJNOrWYeckui» oObekt Internet Zone wu Illmo3 besomacuoctw,
npencrasisitomuit [[]YI1-Cepesep.

OOwexTsI B I paghe mononocuu COSTUHSIOTCS OPYT C IPYrOM aBTOMAaTHYECKH Ha OCHOBAaHHUHU
CBsi3el MEXIY aJpecHbIMHM IMPOCTPAHCTBAMHU CeTeBbIX 00BEKTOB M OObekTOoB 30Ha. CoenuHeHHs
CTPOSITCS HA OCHOBAaHUM MPUHAAIEKHOCTH OOBEKTa K 3alUIEHHOMY IEpUMETPY, T.€. 30He.

Bce O6bexth! [Tomutuku, Brimouas O0wvekTsl Iloacers u |IP-amana3on (3a uckiodeHueM

[Toncereit, He mpuBsi3aHHBIX K 30HaM), ubu |P-ampeca ABIAIOTCS YacThIO aIPECHOrO MPOCTPAHCTBA
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30HBI, OyAyT aBTOMaTHUYECKH COCAMHATHCSA C 3TOW 30HOM JMHHEH CBA3H. B MpPOTHBHOM ciiyyae OHHU
OynyT aBTOMaTU4YecKu coequHsaThesi ¢ O0nexTom Internet Zone.

Ecmu y O6bekta Lliio3 be3onacHocTi HECKOJIBKO HHTEP(PEHCOB, TO OH MOXKET COCTUHATHCS
C HECKOJbKMMH 30HamMu oaHOBpeMeHHO. OObekThl XocT be3omacHocTH Bcerga JIODKHBI
MPUHAJJICKATh TOJIBKO onHON 30He. Ecnmu y OObekTa ceTn Heckolibko nHTepdeiicos, upn IP-ampeca
BCE TIPUHAJUICKAT OHOU 30HE, CBSI3b OYJET BCE paBHO MPEACTABICHA HA JUCILICE OJTHOW TMHUCH.

B okue Tononoeuu noctynHa cBost HHCTpyMeHTallbHas JTuHelika (cM. Tabnuma 18).

Tabmuna 18 — Onucanue JOCTYIHBIX KHOIIOK HHCTPYMEHTAIbHOU nanenu Tononocuu

Knonka XapakrepucTuka Knonka XapakTepucTukKa
|$| YMeCTUTB B OKHO IC_DI IloBepHyTh BIIpaBo
F;;{ YMeHbIIHUTE MacITad |C_j| IloBepHYTH BIIEBO
T =
FF-"P YBeIUInTH MacITad | Pasmep ukonok
- =
|ﬁ| [lokasare wumena OOwbekToB B OkHe |$| IToxazaTe Haanucy A cBA3el B OkHe
- TOIIOJIOTUHN - TOIIOJIOIU
|?| OrpaHn4uTh KOJMYECTBO OTOOpa)KaeMbIX

B OKHE TOIOJIOTHH Y3JI0B

7.1.1. HacTtpouka nokasa Tonosiornu

7|
Haxatue xHOIKH HaCTPOﬁKI/I MmoKasa TomnoJ0orum |£| OTKPBIBACT COOTBCTCTBYIOIICC OKHO,

B KOTOPOM MOXKHO yKa3aThb HACTPOWKH, OTPaHMUYMBAIOLIUE KOJINYECTBO OTOOpaKaeMbIX Y3J0B B OKHE
Tononozus. OxkHo Hacmporixu nokasa mononoauu IIOKa3aHO Ha PHUCYHKE

(cm. Pucynok 31).

x

DTDEI:IEJHEHME HanarakWK X Ca ¥3noe: OBNaCcTH, 38N0NHEHEIE KOCOIA LIJTFII-'1.‘-1:I:IE}'ZI:II:1

CKONBKD Y3N0B OTODpEaTh: I 100 TeIC. y3noB LI
Pazmepbl MKOHOK, MMKCENOE: |313(32 LI

¥ MyHKTMPHLIE PAMIHM ANA Y3N0E, UMEHOWWMX CKPLITEIE CBASH

¥ MoxasbiBaTb CBASM € Y3NaMK, HE NONAAAIOUMMM B OKHO

¥ MokaseiBaTte wMeHa y3nos

[T MokasbiBaTe MMeHa caaseil

[ WrHopupoBaTe 3anepii oToBPEMEHIS, HUKOTAE HE MPEAYTIPEXASTE MEHS

MoToBo I OTMEHWTE

Pucynok 31 — Oxkno Hacmpoiiku nokasza mononozauu
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7.2. KapTa

OxHo Kapma mo3BonsieT BUIETh pacmonoxeHne OO0bektoB [lomuTiku Ha kapte 3eMHOTO

lapa (cm. Pucynok 32).

MpoekT MpasuTe [pocMoTp OkHo [oMowb

ComEa i §EI QN 2y Iﬁ
Tononorua Kapta l MoHuTOp |
Kapta - & X
3 B
o
olalel
O e
@ G

0>y

Jocwpees ck

Cviprmn ] Kenoura

F"""'-'-H-uu

Pucynok 32 — Oxkno Kapma
OxkHO MacmITaOHpyeTcsi MOJ3YHKOM, PACIIONIOKEHHBIM B IMPABOM YacTU CEKLUH, 37€Ch Ke
IPEIyCMOTPEHbl KIIABHUILM JIBUKEHMs BIIPABO/BIEBO M BBEPX/BHU3 I mepemeulieHus no Kapme.
Taxxe J1st 3TOTr0 TOCTYIIEH MaHUIYJISITOP MBIIIb ¢ 3a()UKCUPOBAHHOM JIEBON KHOIKOM.
B okne Kapma noctymHa cBosi HHCTpYMEHTalIbHas inHelka (cM. Tabnuma 19).

Tabmuua 19 — Onucanue AOCTYIHBIX KHOIIOK HHCTPYMEHTAJIbHOM MaHenu okHa Kapma

Knonka XapakTepucTHKA Knonka XapakTepucTHKA
|¥| YMECTHUTB B OKHO 4:”’“"_? YBenuuuTh Macrad
= -
F.;;_{ YMeHpHUTE MacIITad | Pasmep nkonok
K3 =
| El ITokazate nmeHa

KonrtexkctHoe wmeHto okHa Kapmer mno3Bonser 100aBnsate OObexThl I[lomutuku (cm.

Pucynok 33).

Hns toro, urobbr O0bekt [lomuTHku oToOpaxkancs Ha KapTe, HEOOXOAMMO yKa3aTh €ro
reorpaduyecKre KOOpAUHATHI BO BKiIasike Mecmononoscenue cBorictB O0bekTa. KoopmHaTel MOXXHO
BBECTHU BPYUHYIO UM MPUCBOUTH UX OOBEKTY, BHIOPAB KHOIKY YKa3aTh KOOPAMHATHI U IepeMelas
MOSIBUBIIMICS (PIIaYKOK C TTOMOIIBIO MBIIIHA. B 3TOM OKHE Tak)ke BO3MOXKHO MacIITaOMpOBAaHHE Yepe3

MMOJI3YHKOBBIC PETYJISITOPHI.
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Tononorus KapTa I MoHuTop |
KapTta & X

el i)

{7 Dobasutb MoaceTs

’ NobasuTs IP ananasoH
B fofasuTs IP xocT
B| Ao6asuTs XocT BesonacHoCTy

€5 [obasuTs LUnio3 BesonacHocTH

27 NobaBuTb 30HY

Pucynok 33 — KonTekcTHoe MeHI0 okHa Kapma

7.3. 30HbI

OxHO 3omer otobOpaxkaer 3oHbl (mpocTtpaHcTBa |P-aapecoB, 3amumeHHsix Ilmro3om
bezonacnoctn) B Buae Tabnumbl. B Tabmuie mokasana mHpopmanms o kaxkaod 3one: WMwms, Twum,

Onucanue, IP-agpeca, Llmto3b1, O6nactu, Xoctsl u JloMeH.

KoHTekcTHOE MEHIO OKHa 30Hbl COACPKUT CICAYIOIIUEC ITYHKTHI. )106aBJ'ICHI/Ie/y')18.JIeHI/Ie

3oubl, CKpbITH, CKPBITH OCTAIBLHBIE, PackpbITh (cM. Pucynok 34).

KOMaHI[a CKpI)ITI), BBITIOJIHACT IMMPOTHUBOIIOJIOXKHO Z[GflCTBI/IIO KOMaH/bI CKpblTb OCTaJIbHbIC

— OHa CKphIBaeT BbIOpaHHbIe 30HBI BO BKIAAKY Ckpbimule.

YUT005I BCPHYTb CKPBITBIC 30HBI B CIHCOK OTO6pa)KaeMBIX HCO6XO,I[I/IMO HUCIIOJIB30BaTh

KOMaHy PaCKprTb KOHTCKCTHOI'O MCHIO Ha BKJIaJKE CKprWIle 3oH.

Ix

Tun Onucanue IP agpeca Wnto3b! Obnactn l XocTbl [fomeH
.. iMHTEpHET ;l ZASTAVA-O1 e
MocTosHHasn 7 10.111.15.0... [$F) zAsTAVA-O1... 19} MnoBanbHsit noMeH
7 192.168... CreHepwpoBaHa 207 192.168.145... [2f zAsTAvA-02 7 192.168.145.0
7 192.168... CreHepwposaHa 277 192.168.144... [<7 ORBSS-ZM-1... {7 192.168.144.0

<] RoBasuTb 30HY

H CKpbITb
¥ CrpoiTh ocTansHsle

| 7| OrdmneTposaTs

Pucynox 34 — OxHO 30Hbi
OunpTpanmst 30H HAcTpauBaeTcs ¢ momorbio okHa OTdunsTpoBath. [ 3amycka 3TOTrO

OKHa, HE0OXO0/IMMO BBIOPAaTh KOMaHAY KOHTEKCTHOro MeHI0O OTGuiIbTpoBaTh OKHA 30HbL.
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7.4. Cekuna O6bekTbl lNonuTtukn

Cexuust Ob6vexmur [lorumuxu npeqHa3HAYCHA I TeX CllydaeB, Korjaa npocMotp OOBEKTOB
[omutuku B Buae Tabmuubl ygoOnee. Tak, Hampumep, KOrja HEOOXOAWMO MPOCMOTPETh 1abnuyy
00bexmos, OTCOPTUPOBAHHEIE 110 TUITY, Bepcuu Aeenma, |KE-unentudukaropam, unenctry B ['pynmne
u 1.1. bonee Toro, cekuus Ob6vexkmol noaumuku — €JUHCTBEHHAs! CEKLIUsA, B KOTOPOH OTOOpa)KkaroTcst
O6wextol [Tonb3oBatens u ['pynmna. Bece O0bexTh! [ToMuTHKN MOTYT CO3/1aBaThCs, pEAAKTUPOBATHCS U
ynanarteess B cekuun Obvexmur [onumuxu. VickmouyenueMm sBisitorcss OOBEKTHl 30HA, KOTOpBIE
¢dopmanbHO He sBisIOTCA OObekTamu IloaMTHKM, NOCKONBKY HE MOTYT y4acTBoBaTh B [IpaBumiiax;

O0BeKTHI 30Ha 0T06pa)KaIOTC$I TOJIBKO B CEKIIMH Tononocus.

CGKIII/UI Obvexkmos Tlonumuku npeacraBjicHa OKHOM M BKJIIaAKaMM, KOTOPBIEC MOXKHO
Il06aBI/ITI) WM YIAJIWUTh 110 JKCJIAHUIO. HpI/I NEPCKIOYCHUN MCIKAY BKIIAAKaAaMH IIPOUCXOOUT

oTtobpakeHHe cooTBeTCTBYoMIeH HH(opMmanuu B okHe Cexyuu [lorumuku (cM. PucyHok 35).

CeTesble 0bbeKThI I MonbsoBaTenn ] Mpynnbt |
CeTesble 06beKTbi

Cocl AK‘II 3ar| VMg Thn Tun ArenTa
:l Zastava-MGMT Wnios besonacH... SecureConnectG...
;"J Windows_Gateway Wnios BesonacH... SecureConnect G...
% Linux_Client XocT besonacHoc... SecureConnectC...
B \Windows_Client XocT besonacHoc... SecureConnect C...

Linux_Gateway {LLinios BesonacH... SecureConnect G...

B pC_win7 IP-XocT

Pucynok 35 — Cekmust O6vexmut Ilonumuxu
7.5. CepBepbl

OxHo Cepgepvr conepxut crnucok CepBepoB B BUAE TAaONHIBI C yKazaHUEM ClEAyHOIIeH
unpopmanuu: Mms, Tun, Brnagenern (O0wvexT [lomuTrku, KoTopblii BeimonHseT ¢pyHkuun Cepsepa),

IP-anpec u Omun (cm. Pucynok 36). TTo kaxkqoMy U3 mapaMeTpoB BO3MOYKHA COPTHPOBKA CITHCKA.



85
MKEH0.00631-01 32 01

LeHTpb! CepTudukaym | CeTtesble Cepsuchl Cepsepbl HacTpoitku IKE | Deiictena |

Cepsepbl & X
Wma 5| Tun Bnageneu IP Aapec Onwm -
- '@l Zastava.. WebManagemen... [ Zastava-MGMT AsTo Mo yMonYaHWo
: oj Zastava... TFTP Server :‘J Zastava-MGMT AsTO Mo yMonyaHuo
- @) Zastava.. CheckPointMan... [ff ZastavaMGMT AsTo Mo yMONYaH!o
- g} Zastava.. Microsoft Agent... [ff Zastava-MGMT AsTo Mo yMonYaH!o
oj Zastava... TelnetProtocolP.. (%) Zastava-MGMT AsTo Mo yMonyaruio
o] Zastava... SSHProtocol Poli... (&) Zastava-MGMT AsTo Mo yMonyaHuo ||
eJ Zastava... PMP Distribution ... _"_I Zastava-MGMT AsTo Mo yMonyaHuio :J

Pucynox 36 — Oxno Cepsepoi
7.6. Tabnuua NpaBun

Tabmuua IlpaBun otobpaxaer Bce [IpaBuna B I'TIb B popme Tabmuubr (cMm. Pucynok 37). B
tabnuue mokazaHa uHdopmanus o kaxaoM [Ipasune B I'Tlb: ero Ums, O0vekt(b1): McTOUYHMK,
IIpuemuuk, moOsie ucnoiabzyembie CereBble CepBuchl, JleiicTBue, KOTOpoe OYIET MPUMEHSTHCS,
Onucanue, Mapmpyt, Pacnucanme, yposens peructpauuu [Ipasuia (YpoBensn Jiora) u ero Jlomen.
OTOT MPOCMOTP 0COOEHHO yNOOEH, eclii HCToyb3yeTcs uepapxus [IpaBui, MOCKONBKY BIIOKEHHBIC
[TpaBuna OynyT otoOpaxaThcsi cpasy moj poauTenbckumu [lpaBunmamu. B 370l cekuuu MOXKHO

CO3/aBaTh, peJaKTUPOBaTh M ynanarh llpaBuna, a Takxke paboTaTh C HEpPAPXUUYECKOH CTPYKTYpOH

[IpaBuir.
Tabmmua npaewn g X
Wms % | McTourme | MPMEMHME. I CeTeBble CEDBHG:I' ﬂeﬁcrsnel Onucanme | MapwpyT PacniucaHma YpoEeHbe nora HomeH
@ % Clie... g, Client... Bee IP cepsuckl Pass Nioboe BpeMa Het Inobane
4] | il

Pucynok 37 — Okno npocmotpa Tabauyet [lpasun
KonrekctHoe MeHio okHa Tabauywr [Ipasun mo3Boiser co3naBath Hosoe IlpaBuino wmmm
['pynny IlpaBui, HacTpauBaTh (UIBTPALMIO MpPaBUJ, CKPbIBaTh, PacKpbIBaTh M OTHUIBTPOBBIBATH

[MpaBuna (cm. Pucynok 38).
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Tabnmua npasun e x|

I YposeHb nora

Mg Illlcroqu 5 Iﬂpuenﬂm( CeTesble CepBUchl Iﬂeﬁcrsue IOnMcame MapuwpyT |Pacmcaﬂus|
§ Pol-_z_c... ;{ Pol_z_comp 7 192.168.145.0 Bce IP cepsucel @ Drop NioBoe Bpema Het
§ Pol_z ;{ Pol_z_comp r\:r 192.168.144.0 Bce IP cepsuchl ; Pass ’ Nioboe Bpems Het
184 comp ;1 client1_comp _'fj ORBSS-ZM-1... Bce IP cepsucol @9 Encrypt (GO... :l ZASTAVA-O1  Tioboe Bpems Het
§] 222 ;{ client1_comp J 192,168.144.0 Bce IP cepsucsl @3 Encrypt (GO... ’_il ZASTAVA-O1 Jioboe Bpems MoapobHbIit
§ 1 7{192.168.144.0 {7 192.168.145.0 Bee IP cepsicsl  JE Pass

Nioboe Bpema Het
|§] AcbasuTs npasuno

EQ] Co3aaTb rpynny npasun

¥t Crpoite
Y CrpoiT ocTansHsie
4« |¥| OrdunsTposats |

Pucynoxk 38 — KonrekctHoe MeHro okHa Tabnuya Ilpasun

7.7. TMonb3oBaTtenbckue JIMNb

Oxkno llonvzoeamenwvckue JIIIB orobpaxaer crucok onpeaensembix [lonb3zoBarenem JIIIb —

vacthb JIIIB B TekctoBoM (hopmare (cM. Pucyroxk 39).

KontexkctHoe MeHo okHa [lonvzosamenvckue JIIIF 1o03BONsSET J00aBIATH HOBYIO

[Tons3oBarensckyro JIIIb.

Tabnuua npasun Monb3oBaTenbckue MMB | IKECFG npaBuna |
Monb3oBaTenbckue JNB

NMa X l OnucaHue I rae ucnonbsyeTca
+ ] user_Pol %) zasTava-01

Pucynok 39 — OkHo [lonvzoeamenvckue JIIIB

7.8. NAT npaBuna

Oxno NAT npasuna orobpaxaer ciicok NAT Ilpasun co3gannsix B 3aknanke NAT Ilpasuna
B O6vexmog Tlorumuku (cm. Pucynok 40). Oxkno NAT Ilpasuna oroopaxkaer Bce NAT IlpaBuia B
I'TIb B ¢gopme Tabmuupl. B Tabmuue nokasana mHpopmanus o kaxiaoMm IIpasune NAT B I'TIb:
YerpoiictBo, Ha KoTOopoMm co3znaHo mnpaBuwio, Tum NAT - nuHaMHYeCKH WM CTaTHYECKUi,
Hcrounuk ucxognoro nakera, Ilpuemuuk ucxoaHoro makera, Mcxoaubiii cereBoit Cepsuc,
Hcrounnk  mpeoOpa3oBaHHOIO nakera, IIpuemnuk  mpeodpa3oBaHHOTO nakera,

IIpeodpa3oBannblii cereBoit CepBuc, nuTeppeiic.
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i ; A
Tun NAT | Yerpoiicts| McTourik ucxoaroro | Mpuemt | McxoaHsiii ceTesor | McTournk npeobpa| MpuemHik npeob !l" 'Iwmepd)eﬁc
4 | =

Pucynok 40 — Oxuno NAT npasuna

7.9. |IKE CFG npaBuna

Oxno IKE CFG npasuna orobpaxkaer ciimcok IKE CFG mpaBWJI, CO31aHHBIX B 3aKJIaJIKe
IKE CFG O6wexmos IMorumuxu (cMm. Pucynok 41). Oxno IKE CFG npasuna orobpaxaer Bce |KE
CFG npasuaa B I'TIb B dpopme TabGiuipl. B Tabnune nokazana uHpopmanus o kaxaom IKE CFG

npasuie B ['TIb: Pecypc IP-anpecos, YcrpolicTBo, Ha KOTOPOM c031aHO MpaBmwiio, OOBEKT MOJIUTHKH,

Broadcast macka, DNS-cepBepsb!.

IKECFG npasuna
PecypcIP agpe " | YcTpoitctso [ ObbexTel nonuTuk | Broadcast Macka | DNS cepsepb!

8] 110,111 (%) Security_Gat.. ) Security_Ho... 255.255.255.0
8] 10.11.1... 2 Security_Gat... B Security_Host 255.255.255.0

Pucynok 41 — Okno IKE CFG npasuna
7.10. CepBepHble npaBuna

Bo wmHorux Mmectax rpaduueckoro uHtTepdeiica [[VII-Konconu  ucmnonb3yercs
YHUBEPCAJIbHBIN 3JIEMEHT YIPaBICHUS, IPEIHA3HAYCHHBIH JUI IPUBSA3KH K peaakTupyeMoMy OObeKTy

cepBepoB paznuyHoro tuna (CepBepsl IPOrpy3KH, CEPBEPhI AayTEHTU(PHUKAIIMH U T.11.).



88
MKEH0.00631-01 32 01

OxHo Cepsepuvie npasuna otoopaxkaet Bce CepBepHble npaBuia B ['TIb B ¢hopme Tabmuiibt
(cM. Pucynok 42). B tabmuue mokazana unpopmanus o kaxaom CepBepnom npasuje B [1Ib:

IIpumenenue, Mctounuk, [Ipuemnuk, Bnanenen cepsepa, Cepsuc, [eilictBue, YpoBeHs Jiora.

CepeepHble npasuna F X
pUMEHEHWe \ ICTOYHUK IPUEMHUK nageneu cepsepa EpBnC encTene pPoBeHb nora
my T / B @ Leit Vi
[ﬁ}] Mporpysumk. ;{ User @ Helper-PMP U ZASTAVA-O1 ike, ike-nat-t Pass Cobbitus
& :
ij] MporpysqmK W dientl_comp @' Helper-PMP _"J ZASTAVA-O1 ike, ike-nat-t Pass CobbiTis
& :
2 porpy34mMK ient2_comp elper ike, ike-nat- ass 0bbiTHA
8 n i dient2 @ Helper-PMP | zasTAvA-O1 ike, ike-nat-t P Cob
2 porpys4MK (& Vi Helper- 2] V 1 ike, ike-nat-t ass obbITua
8 n ) zasTAVA-02 @' Helper-PMP f zasTAvA-O ke, iki P Cob
8] Mporpysunk -ZM- -ZM- ke, ike-nat- ass oBbITHS
8 n *J zasTava-01 ¢! ORBSS-ZM-1217 ") orBSS-ZM-1217 ke, ike-nat-t P Cofi
& ysLog £ -ZM- -ZM- syslog ass 0bbiTHA
8] sysL Y zastava-02  § ORBSS-ZM-1217 ") orBSS-ZM-1217 I 2 Cof
4 53 -ZM-1... é _snmp 2! snmp-trap ass 0BbiTHA
SNMP !'] ORBSS-ZM-1.. § ZASTAVA-OL ! zastava-o1 tr 2 Cof
& snvp § ZASTAVA-O1.. [2J ORBSS-ZM-1217 2 zastava-01 & snmp Pass CofibiTus

Pucynok 42 — OxHo Cepsephbie npasuia
7.11. lomeHbI

OxHO /{omenvr oTOOpaxaeT cyuiecTByrone JloMeHbl B BUAe TaONULBI CO Cleayroliei
unpopmanueii: msa omena, [IpaBa noctyna tekymeil yuetHoit 3anucu, |IP-agpeca, YaerHsle 3amucu,
Oo6wextsl [Tonutuk, [TpaBuia, 3ous! 1 Pactiucanus (cMm. Pucynok 43).

JlaHHO€ OKHO Bcerja coJep Ut I o6anbHbiil JloMeH, KOTOPBIH JIOCTYIIEH C MOMEHTa Havyalia

ucnonb3oBanus L[VII-Konuconu, 310T JloMeH HEBO3MOXKHO YAAJIUTh.

OomeHsl o X
Mma Baw foctyn I IP agpeca | YYeTHEIE 3aNHcH I OB LEeKTEl NOMMTHKK | lpaenna /| 3oHs! PacrMcaH1a
E] .- Bl BOWMW KaK: SM-... bz sm-admin: AWL  [2 wIn-465PQIFA30]

.. AWL 07 11.11.11.0/24 52! login : AWL

Pucynok 43 — OkHo /Jomenvl
7.12. UeHTpbl CepTnchnkauum

Oxno [lenmpwvi Cepmuchuxayuu conaepxxut omucanus ¥Ygoctosepsromiero llenatpa (VYI),
KOTOpble u3naroT ceptudukarsl (cM. Pucynok 44). Ilo cyru, onucanue YII mpencrasnser coOoit

onucanue ceprudukara Y1 (CA certificate), npunamnexamiero nanaomy Y11,
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LleHTpbl cepTudMKaLym & X

WM R |CY6bEKT Bnageneu
=& cprocA.. CN=CproCA2012..
B3] zas... CN=zASTAVAma.. 2 tpn-server2008
B2 (Imp... CN=ZASTAVAoffi... (2] MG-altdinux_ZASTAVAOffice
- B (mp... CN=ZASTAVAdie... User
=] (Importe... CN=CryptoProC...
#5] (Imp... E=leonov@elvis. ...

2] MG-alt-inux_zASTAVAOffice

|L1errrpb| cepTubMKaLm

Pucynok 44 — Oxuo [[enmpor Cepmughuxayuu
BBomgute 3Ty wmHpOpMamuio 00sg3aTeIbHO TOJBKO B HEKOTOPBIX CIy4asiX, HalpuMep,
HEKOTOpble Acenmul (B 4acTHOCTH, Mapmpytusatopbl Cisco 10S Bepcuit 12.2 u Bblme) TpeOyrOT

Hanmuuusi B KoHurypauuu wuHdopmanuu o ceptudukare YL, xoTopslM mnonmucaH cepTuUUKAT

[mapTHEpa I10 BSaHMOﬂeﬁCTBHIO.

KontexkctHoe Menro okHa [Jenmpur Cepmugpuxayuu TO3BOISET J00aBIATh HOBbIA YII,
UMIIOPTUPOBaTh M AKcropThpoBatb CA cepTuduKaTsl, (QUIBTPOBATh W HCKAaTh HEOOXOIUMYIO
nH(pOpMALIHIO B OKHE c MIOMOIIBIO oML OKHa Omeuremposamo. Hns

I[Y6J'II/IpOBaHI/ISI/I/ISMeHeHI/ISI/I/I?»MeHeHI/IH BJIaAciiba W YAaJICHUA yu HYXXHO BOCIIOJIb30BATbHCA

KOHTCKCTHBIM MCHIO.

7.13. HdeuncrtBus
OxHo /leticmeusi oToOpaxaer cnucok [leficTBuil B Buae TaOIUIIBI ¢ yKa3aHHUEM CIeAyroLeit
unpopmanun: Wwms/IIpuopurer, AH-ayrenrudukanus, ESP-mmdpposanme, ESP-ayrentndukanus n

npotokos IPComp (cm. Pucynok 45). [1o kaxxgoMy u3 mapamMeTpoB BO3MOKHA COPTUPOBKA CITHCKA.

=
WmaMpuopuTeT o laH -I'-WTEI—FI’MdJMKaLll ESP WndposaHie | ESP -I'-WTEI—FI’MdJMKall IPComp |
= iPass
= @2 Encrypt (GOST/GOST)
{ e 4P Mpennowerve 1 GOST-28147-89-... GOST-3411-94H...
Eh & Encrypt (DESMDS)
i e P Mpennowenve 1 DES-CBC MD5-HMACSS
= @@ Encrypt (3DESMDS)
i e 4P Mpennowenve 1 3DES-CBC MD5-HMACSS
o~ Drop

Pucynox 45 — Okno /[elicmeus
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7.14. Hactpouku IKE

Oxno Hacmporuixu IKE otobpaxaer ciiucok |IKE-npennoxenuii B Buie TaOIMIIbI ¢ yKa3aHUEM
cienytomieid uapopmanuu: Nms/Ipuopurer, Ayrenrudukanus, Anroputm lndppoBanus, Anroputm

xemmpoBanus u Oakley-rpynmy (cm. Pucynok 46). Ilo kaxmaomy H3 HMapamMeTpoB BO3MOXHA

COPTHPOBKA CITUCKA.

Hacr poitkn IKE B x|

WmaMpuoputeT T | AyterTudmkawma | AnropuTH wiudpos:| AnropuTh xeumpoel Qakley |
- &2 iNepsan dasza

4 Mpeanoxerue 3 RSA Signature DES MD5 Qakley Group 2

- &2 MpeanoxeHue 2 PreShared Key DES MD5S Oakley Group 2

o P Mpeanoxenue 1 GOSTR 34.10-20... GOST-28147-89 GOST-3411-94 GOST R 34.10-2001 VKO

Pucynox 46 — Oxao Hacmpoiiku IKE
7.15. CeTeBble CepBUCHI
OkHo Cemesvie Cepgucvl CONEPKUT CHUCOK MOCIECOHUX C ykazaHueM ux Mwmenu, Tuna,

IMporokona, TCP/UDP-nopra u ICMP-tuna (cm. PucyHok 47). Ilo kaxaomMy H3 MapamMeTpoB

BO3MOJXHa COPTHUPOBKA CITMCKaA.

x|
Vs T | Tun MpoTokon TCP-UDP-nopT/ICV| Onucarume Ig
- @ vdolive  TCP 6 7000 VDOLive protocol
g4 tpn-snmp UDP 17 3454 Trusted Agent Simple Network Manageme...
; ICMP, time to live exceeded
- G timesta... ICMP 1 14 ICMP, timestamp reply
&= timestamp ICMP 1 13 ICMP, timestamp request
~~~~~ time-udp UDP 17 37 Time Server Protocol (UDP)
: time-tcp  TCP 6 37 Time Server Protocol (TCP) _'_l

Pucynok 47 — Oxno Cemesuvie Cepgucni

7.16. PacnucaHusa

OxkHo Pacnucanusa otobpaxkaer Pacmucanumsi [IpaBunm B Buae TaOmuIbl CO CIEAYIONIEH

HH(l)OpMaHHCﬁI I/IM}I, JaTta aKTI/IBaI_II/II/I/3aBepH_IeHI/I}I, qJachbl ﬂeﬁCTBHﬂ, JHU HeIelIu NCHCTBUSA U ,HOMCH

(cm. PucyHok 48).
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Tabnuua npasun | MonbsosaTensckue JNB | 30Hb! | [JomeHb! PacnucaHna I
Pacnmcarma g X

Wmg \ | AKTUBaWS |Basepmeﬂue |‘-lacu |)1HM Heaenm Iﬂoueﬂ
- (@ sch1 12/06/2013 14/06/2013 HeorpaHuueHo  Nioboii noBansHbI 4OM...

Pucynox 48 — Oxno Pacnucanus

7.17. MoHuTOp

B oxne Monumop otobpaxkensl pesynbTaThl aktuBanuu ['TIb, okHO ocraercs mycThIM 10

Havasna aktuBanuu ['TIb (cMm. Pucynok 49).

MoHuTOp & X
10| |@| |¥I
Wma | KomaHga [Aata/Bpema Owwmbka Bepous areHTa Mocneatwi IP
Q B npouecce noctasku (0 : AKTUBaLMA
© cooit nocrasm ()] AKTHBALWA
= @ N6 aocrasneHsl (6Y] AKTUBALMA
3"_1 tpn-server2008 AKTUBaLMA 15.06.2015 13:1... GATE 6.1.15389 ...
#- 2 CocTosHue HemssecTHO (3) AKTUBALMA
[+ = Crmcok oxuaaHus (1) Mpoune
*+ B npouecce (0) Mpouune
@ vonex ) Mpoune
0 Owmbka (0) Mpoumne
< | 2

Pucynok 49 — Oxkao Monumop

B okHe Monumop noctynHa cBOsi HHCTpyMEHTallbHast iHelKka (cM. Tabmumna 20).

Tabmuna 20 — HCTpyMeHTanbHast JInHelKa okHa Moxumop

Knonka XapakTepucTHKA Knonka XapakTepHCTHKA
|6| OOHOBHTH CTATYC MOHHTOPHHTA |ﬁ| DuIbTPOBaTH OOBEKTHI I MOHUTOPHHTA
I‘T@l OOHOBIISITH MOHUTOP KaXJIbIE 5 CEK.

7.18. XXypHan u SysLog-xypHan

OxHo JKypran  wucnonmp3yeTcss JJii  TPOCMOTpAa  3apPETUCTPUPOBAHHBIA  OMIMOOK,
MpeAYNPEXACHHMN, COOBITUI U MH(POPMAITMOHHBIX COOOIIEHUH, COOpaHHBIX B TIpoiiecce padotsl ¢ [[VII

(cm. Pucynox 50).
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KypHan F X
IXI 1G] @] ES 1Al

T Tf:] fataBpens | !Kon ¥ || Moayne ¥ ICo6brme il a=l
o WHbopmawma  25.05.2015 17:4... LOG_MSG_ID_TP... Mporpysumk [TPND] AkTuBaLL...

o WHbopmawma  25.05.2015 17:4... LOG_MSG_ID_TP... TpaHcnsitop [TPNS] KoHeu Tp...

o WHdopmaws  25.05.2015 17:4... LOG_MSG_ID_TP... TpaHcnsTop [TPNS] TPL TpaH...

o WHbopmauma  25.05.2015 17:4... LOG_MSG_ID_TP... TpaHcnaTop [TPNS] Hauano T...

0 WHbopmawma  25.05.2015 17:4... LOG_MSG_ID_C... Cucrema Monb3zosaTens “...

O Wssewenne  25.05.2015 17:4... LOG_MSG_ID_TP... TMporpys4mk [TPND] Monb308...

@ Vssewenne  25.05.2015 17:4.. LOG_MSG_ID_TP... TMporpysu4mk [TPND] Monb308...

. Wssewenne 25.05.2015 17:4... LOG_MSG_ID_TP... Tporpysumk [TPND] Monb308... b
5
[TPND] Monb3sosaTent “sm-admin” noaroTosun ofbekT “tpn-server2008%, id "DN:C=RU,0=0A0 ENBUC NMKOC,0U=0T1aen paspaboTku
M0,CN=ZASTAVAmanagement” K aKkTUBaLym

MonyyeHb! CTPOKYM nora, KonM4ecTso: 9

Pucynox 50 — Okno JKypran
Oxno /Kypuan conepX UT WHCTPYMEHTAJIBHYIO JIMHEWKY, MO CPEACTBAM KOTOPOM, MOXHO

HACTPOUTH IMapaMeTpPhl JOTUpOBaHUs cooOmieHui (cm. Tabmura 21).

Tabnuna 21 — UHcTpymeHTanbHas nHelka okHa JKypran

Knonka XapakTepucTHKa Knonka XapakTepucTuKa

|6| OBHOBIHTE TTOr I ITokasaTh TOJIBKO OTHHIBTPOBAHHBIC
== cooO01eHus

I@l ABTOMaTHYECKOE OOHOBIICHHE )KypHaJIa

Y cTaHOBUTH YPOBHU JIOTA. ..
kaxasie 10 cek.

I A ] Nunukatopsl |X| OYuCTUTH JIOT

Oxkno SysLog-xypHana HCIOJB3yeTcsl A MPOCMOTpa coOpaHHBIX SYSLOg-coObITHil (CM.

Pucynok 51).
SysLog g X
X IG| @] [2] [4] [A]
BEJKHOCI'\E-_ -j’lﬂaTaIBpeMﬂ YIKaTeropﬂﬂ P || Ncesnorm |T|| Cobbrmme T

Meny<eHbl CTPOKK nora, Konusectso: 0

Pucynok 51 — Okno Syslog
Oxuo Syslog comepKUT HMHCTPYMEHTAIbHYIO JHHEHWKY, MO CPEICTBAM KOTOPOM, MOXKHO

HACTPOMTH MapaMeTpbl JorupoBanus Syslog coobmenuii (cm. Tabnuma 22).
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Tabmuma 22 — UacTpyMeHTalbHas InHelKa okHa Syslog

Knonka XapakTepucTuKa Knonka XapakTepucTHKAa
Y (T ITokazaThk TOMBKO OTPUILTPOBAHHBIC
|G OOHOBUTB JIOT prnsTp
= COOOIIeHNs
I@l ABTOMaTH4YecKoe OOHOBIIEHHUE KypHaIa |§|
Ad OunbTpel Syslog-cepsepa
kaxaeie 10 cek.
|A| NuaukaTopsl | A | 3anath MCEeBIOHUM
|X| OYHUCTHUTH JIOT

7.19. XypHan ucnonHeHus

Oxno Kypnan Hcnonnenus WCHONAB3YETCA Uil MPOCMOTPAa BHECEHHBIX M3MEHEHHUU IOCIE
HMIIOPTa N3MEHEHUU B IMPOCKT. }]{ypHCl]l HUcnoanenuss MOXHO COXPAaHUTb MWK OTKPBITH YK€
CYIIECTBYIOIUH, TAKKE TOCTYITHA HABUTALIUS 110 XKYPHAITY C IIOMOIIBIO0 MEeHIO Buo (cM. PucyHok 52).

Tononorust | Kapra | Mowsrop | Kypran | Syslog  KypHanucronwerms |

JKypHan ucrionHeHus F X
®aitn  Bua

1 l[lna areHTa Tuna 'SecureConnect Gate 6.0": yaaneHa onwia 'ABToMaTHYECKME 0BHOBNEHWS, BPpEMA AHS'
2 [ing areHTa Tvna 'SecureConnect Gate 6.0': yaaneHa onwia 'ABToMaTHYecKne 0BHOBNEHUA, pEXMM'
3

Pucynok 52 — Okno JKypHnan ucnonnenus

7.20. BanugHocTb cepTudmnkarton

OkHO Banuonocms cepmughukamog WCIOAB3YETCA JUIsi TOrO, 4YTOOBI OTCIIEKUBATH
cepTu(UKaThl ¢ MCTEKIINM CPOKOM gedcTBHs (cM. PucyHok 53). OTKpBITH 3TO OKHO, HCIOJB3YSI
komaHay Banauanocth cepruduraroB u3z MeHio Oxno. OKHO COAEPKUT CIHMCOK HPOCPOYEHHBIX
CepTU(UKATOB, NPEACTABICHHBIX B (hopMe TaONMIbl, ¢ BO3MOKHOCTHIO (MIBTPALUMU IO CPOKY
ucTedeHus ceprudukata. s punbTpanuu no cpoky ucTeueHus ceprudukata He0OX0AUMO OTMETUTH

0/1HO u3 nozeit B nosie Cepruukarsl.




—Cpok geicTena cepTudukaTa
{+ MMpocpouyeH
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@‘ BanugHocTb cepTwhHKaToB

(™ MpocpoqeH MK UCTEKEET B TEYEHUE HEAENM

(" MpocpoYeH MNK UCTEKEET B TEYEHUE MECALA

| DeiicteuTeneH ¢ | AeiicTBuTENEH A0 lOG’beKT NONUTHKK

== GOSTR 34....

| GOSTR 34....

16.10.2012 13:3...

16.10.2012 13:3...

04.10.20146:08...

04.10.20146:09

;"_' cupclaster

GOSTR 34.... 16.10.2012 13:3... 04.10.20146:09... 5‘, Security_Ho...
] GOSTR 34.... 16.10.2012 17:3... 04.10.2014 10:0... _:"_' Security_Ga...
GOSTR 34.... 01.11.2012 15:3... 04.10.2014 10:0... ﬁl Security_Ga...

% Security_Host

3aKpbITh I [ipaBKa oﬁb&mal KonnposaTDI

Pucynok 53 — OxHo Banuonocms cepmugpuxamos

L[VII-KoHnconb aBTOMaTHYECKU OTCIIEKHUBAET CEPTUPHUKATHI C UCTEKIIMM CPOKOM JAeicTBUS. B
ciiydyae OOHApy)KEHHsI TaKHX CEpTH(PHKATOB B CTPOKE cTaryca OCHOBHOro okHa [[VII-Kowuconw
TMOSIBIISIETCS. MMTAIOMAasi MKOHKA &=, HakaTme HAa 5Ty HKOHKY OTKPHIBA€T OKHO CO CIMCKOM
CepTU(PHUKATOB C UCTEKIIUM / UCTEKAIOLIUM CPOKOM AEeHUCTBUS. MIKOHKAa MUTaeT 10 TeX Mop, I0Ka OKHO

Banuonocme cepmuguxamos He ObLIO OTKPHITO.
7.21. [lecKpunTopbl areHToOB

Oxuno Jleckpunmopor Acenmos (cM. Pucynok 54) ucnomnw3yercss mias ympasierus XML-
daiinamu, KOTOpHIE COAEP)KAT ONMMCAHUS MApaMETPOB IS KaKAOTO THUIA ATEHTa, TMPOU3BOJIUTEIS
Acenma, BepcuM Aeenma (TAaBHOM W BTOpOCTENEHHON) M Habop cBoicTB. Ot XML-(aiins
nepeornpeenensl B [/VI] 1 pacnonokeHbl B HOJAUPEKTOPUN <ads> WHCTAUIALUOHHONW AUPEKTOPUN

LVII (cm. moapasnen 3.2).

OKHO COCTOMT W3 JBYX CEKIMH: B IIEPBOM BBIBOAMUTCA CIUCOK ATEHTOB C YyKa3aHUEM
[IpousBonurens, Bepcun 1 MuHOpHO# Bepcuy, BO BTOPOH BBIBOAUTCS caM aeckpuntop. Coaepxanue
TaOJIMLIBI MOKET COPTUPOBATHCS B BO3PACTAIOLIEM WIIM YOBIBAIOIIEM MOPSI/IKE, HAKUMasl Ha JIIOOOM U3

3aroJI0BKOB KOJIOHKH. CozieprkaHue TaOIHIIbl COPTUPYETCS COITIaCHO BIOPAHHOM KOJIOHKE.

¢% [IpeoOpasoBarh ycTapeBHIME JECKPMITOPBI B MOIIEPKUBAEMBIE MOXKHO JOOABICHHEM CTPOKH

'— puga «SecureConnect Mobile Client,5.2,-,-,User->SecureConnect Mobile Client,5.3,-,-,User» ¢

omHcaHWeM 3aMeHbI B ¢aitn agent_replacements.txt B rmaBHol gupekTopuu. Ilociae omucaHus
3ameHbl Hazo niepe3anycTutb GUI/CLI 1 moBTOPUTE MOMBITKY HMITOPTa KOH(QUTYPAITHH.
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%ﬂECKPHHTODM arenTos i i _>g

1 <?xml version="1.0" encoding="UTF-8"2> 2
2 <AgentDescriptor xmins:xsi="http://www.w3.0rg/2001/XMLSchema-
% instance” xsi:noNamespaceSchemalocation="ads.xsd" Vendor="Synartra”
B secureConnect Client 5.2 - Version="5.0" Description="Synartra Server Descriptor">
: <Agent Name="SecureConnect Server”
Q SecureConnect Client 5.2 - Translator="tws tr">
B secureConnect Client 5.3 - 4 <AgenthName Lang="ru"
Q ¥ Text="3ACTABA-Cepsep”/>
SecureConnect Client 53 = 5 <Version Name="5.2"
B secureConnect Client 5.3 GOST NameWildcard="5.2">
— 6 <MinorVersion
ﬁ SecureConnect Client 5.3 GOST Name="-"/>
8| SecureConnect Client 6.0 - 7 ) <Feature Name="-"/>
8 </Version>
Q SecureConnect Client 6.0 = 9 <PolicyObject
!-J. SeqireConnect Chent 6.1 s PolicyObjectType ="SecurityHost" PolicyObjecticon="server”/>
10 </Agent>
Q SecureConnect Client 6.1 - 11 <VPN>
o i - 12 <General>
ﬁ, SecureConnect Client 6.1 GOST 3 <IKEPort Value="500"
Q SecureConnect Client 6.1 - GOST ValueType="int32" Min="1" Max="65535"/>
oy G 3 14 <IKENATTPort
() SecureConnect Gate 22 Value ="4500" ValueType ="nt32" Min="1" Max="65535/>
5{ SecureConnect Gate 5.2 - = 15 <IKEAutoPass
o Checked="false” Enabled="true"/>
A
J SecureConnect Gate 53 = T <ESPAutoPass
5 SecureConnect Gate 5.3 - - Checked="false” Enabled="true"/>
[,:] 17 <AHAutoPass
|z} SecureConnect Gate 5.3 = GOST Checked="false” Enabled="true"/>
H| SecureConnect Gate 5.3 - GOST 8 s s 2 <LDAPAutoPass
P Checked="false” Enabled="true"/>
._‘ SecureConnect Gate 6.0 = - 19 <IFaceMap
B SecureConnect Gate 6.0 - I = Checked="true" Enabled="true"/>
__I—I 20 </General>
< | > 21 <IKEParams> =l

Pucynoxk 54 — Okno /Jeckpunmopwl acenmos

7.22. Jeckpuntopbl cepBepoB

Okuo JJeckpunmopwi cepsepos (cM. Pucynok 55) ucnomb3yercst must ynpasieHus XML-
daitnamu, KOTOpbIE CO/IEpKaT ONMUCAHUs TapaMeTpoB Juis kKaxaoro Mimenu Cepsepa, kinacca Cepsepa,
Bepcun Ob6vexma (TIaBHOM M BTOpOCTENEeHHOM) 1 Habop cBoiicTB. D1 XML-daitnbl nepeonpeneneHsl
B I[VI] u pacnosioxeHbl B TOAIUPEKTOPUH <ads> WHCTAUIAIHOHHON mupektopun [[VII (cwm.

nojpasaen 3.2).

OKHO COCTOMUT U3 IBYX CEKIIMil: B IEPBOM BBIBOAUTCS ciMcok CepBepoB ¢ ykazaHuem Mmenu
U KJacca, BO BTOpOM BbIBOAUTCA caMm Aeckpunrtop. CoaepkaHue TaOIUIBI MOXKET COPTUPOBATHCS B
BO3PACTAIOIEM WIM YOBIBAIOIIEM MOpsAJKE, HakUMas Ha JO00OM U3 3arojlOBKOB KOJIOHKH.

Copneprxanue TabIUIBI COPTUPYETCS COTTIACHO BBIOPAHHON KOJIOHKE.
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x

Vi [ Knacc cepsepa |
@ iLocal Authentication Server local

'3 LDAP Server ldap

% Update Server update

“&" RADIUS Server radius

3 SNMP Server snmp

& Syslog Server syslog

“&" TACACS Server tacacs

@ TFTP Server tftp

@ Web Management Service loader_http
@ Microsoft Agent Policy Distribution Service loader_ms

@ PMP Distribution Service loader_pmp
@ SSH Protocol Policy Distribution Service  loader_ssh
@ Telnet Protocol Policy Distribution Service loader_telnet
,’ HTTP Proxy Server proxy_http
’.. FTP Proxy Server proxy_ftp
Q.. SMTP Proxy Server proxy_smtp
’-. SOCKS Proxy Server proxy_socks

1 <?xml version="1.0" encoding="UTF-8"2>
2 <ServerDescriptor
xmins:xsi="http://www.w3.0rg/2001/XMLSchema-
instance” xsi:noNamespaceSchemalocation="sds.xsd">
<Vendor >Synartra</Vendor >
<Version=4,3</Version>
<Description >Local Authentication
Server </Description >
<Server isVisible="false™>

N bW

- <ServerClass >local </ServerClass >
<[Server>
</ServerDescriptor >

Bw

Pucynok 55 — OkHo /Jeckpunmopul cepsepos
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CoO30AHMUE MMoBANbHOU NMONUTUKU BE3ONACHOCTU B

L{Y1-KoHconb

B okne IMpoCMOTpa B BHAC YHHUKAJIBbHLBIX 3HAYKOB 0T06pa>1<a}0Tc>1 OOBEKTEI HOJII/ITI/IKI/I,

[TpaBuiia, ceTeBble CEPBUCHI, (JIOCTYIIHBIE) AEMCTBUS, a TAK)KE BCIIOMOTATENIbHBIE Y3JIbl. YIIpaBJIEHUE

HMU IMTPOU3BOAUTCA B YETBIPCX OKHAX MPOCMOTpa ITomuTHnku.

B o1o#i wactu omnuceBaroTca Bce THUIB OOBEKTOB,

HMX Ha3HA4YCHHUE, IapaMCTpbl H

XapaKTEPUCTUKU, HMHCTPYKOHHU I10 CO3JaHHIO, PCAAKTHUPOBAHHIO, YAAJICHHIO KW YIIPABJICHHUIO 3THMH

O0bexTamu, a TaK)Ke CIIOCOObI U3MEHEHUS HX IMapaMeTPOB M XapaKTEPUCTHK.

8.1.

O0BbeKkTbl MonnTukn

OOBEKTHI TOJUTUKU MPEICTABISAIOT CO00M pa3MYHbIC BUIBI 3aIIMTHBIX yCcTpolcTB B Cpene

besonacuoctu (cMm. Tabmuma 23). YrpasiieHHe 3THMH YCTPOHCTBAMH OCYIICCTBIISECTCS C MOMOIIBIO

JIIIb, ucnone3ys [[VII. Yacts ycrpoiictB MoxeT nonydats JIIIb u3 apyroro ncrounvka mwim BooOIe

He ucnoib3oBath JIIIb. B3aumoneiicteue mexay O0bekTamu MOJIUTUKH onpenensercs [IpaBunamu.

Taomuua 23 — Onucanue OobexToB [TonuTuku

Tun O0bekTa Onucanue
o3 Ceresoii lnro3 (B Tom uncie 34CTABA-O¢uc L[VII), Ha koTOpoM yctaHoBieH 34 CTABA—
bezonacnoctnt | Ogpuc (nmm mapmpyruszarop Cisco, Cisco PIX Firewall unn Microsoft IPsec Aeenm); ato
TaKkXke MOXeT ObITh 0ObruHBIN I1Im03 0e3 kpunrorpaduyeckoil cucremsl, Hampumep MO,
ycTpoicTtBo NAT uiu mpocTo MapupyTu3aTop
Xocr CerteBoii y3es1, nMerOIIUi mocTostHubIl [P-aapec, Ha kotopoM ycranoBien Microsoft IPsec
besonacHoctu | Acenm
[Tomp3oBatens | CereBoit y3ei, He UMeromuil mocTossHHOTO [P-anpeca, Ha koTtopoM yctanosieH [Psec Aeenm
IP xoct CereBolt y3en 0Oe3 kpunTorpaguyeckod CHUCTEMBbI, He ynpaBisieMblidi [[VI] (MOXET OBITH
3amuieH ¢ nomoiusio 1lmo3a bezonacHocTn)
Huanazon  IP-|Heckonbko IP-anpecoB, koTopeie MOryT Jin00 moauuHATHCS [IpaBuiam, JIMOO 3alUINATHCS
aJpecoB [mro30M bezonacHocTu
Iloacers Heckounbko IP-ampecoB, koTopble MOTyT JIMOO MOAYMHSTHCS [IpaBuiam, au00 3aIMIATHCS
Imro30Mm besonacuoctu (onpenenenHbie B hopMe aapecoB/ CETEBBIX MACOK).
I'pynna Heckonpko OOBEKTOB MOJIUTHUKH, 3aPETUCTPUPOBAHHBIX B L{VI]
8.1.1. O6wmwme 3apaumn
8.1.1.1. ®opma ansa paboTbl ¢ cepTUdMKaTamMmm

g pabdotsl ¢ CeprudukaraMu HE0OXOOUMO 3ailTu B cBoiictBa Ob6vexma [lonumuxu, nns
KoToporo Tpedyercsa ceptuduxar, B pazaene BYC BwiOpars Cepmuguxamvl W HaxaTh KHOIKY

Jo6aButh (cm. [Ipumep 1).
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Ecnu ectp (aiin ¢ BoimymeHHbIM it qaHHoro OObekTa ceptuduxarom (M, BO3MOXKHO, C
CEKPETHBIM KIIFOUOM), TO HEOOXOMMO HakaTh KHONKY MMIOPTHPOBATH U CIIE0BATh UHCTPYKIIHSM,

yKa3aHHbIM B Auanorax. Ceprudukar u (Mpu HAIMYNK) 3aKPBITHIN K104 Oy1yT UMIOPTHPOBaHbI B B/]

LVII (cwm. Ipumep 2).
JUis Tuna JecKkpunTtopoB Aeewm BepcuM 6.1 M Bbllle MOXHO TIeHepupoBaTh B [[VI]

cepTU(UKATHI U SKCIOPTUPOBATh UX B Aeenm u 115 (cm. [Tpumep 3).

Hns tuna neckpuntopoB Aeewm Bepcud 6.1 U BhIlIE MOXHO HMIOpTUpoBath B [[VII

ceptudukaTsl 3apeructpupoBaHHbie B Aeenm (cM. [Ipumep 4).

Ecnu ¢aiina ¢ ceptudukarom HeT, TO HEOOXOAMMO HaKaTh KHOMNKY /[00aBUTH U 3aIl0JIHUTH
HYXHbIe 110yis1 popmbl BpyuHyto (cM. IIpumep 1). Ilonst ¢popmbl mpeacTaBisiror co0oi mapamMeTpsl,

HEeoOXouMbIe TS co3aanus ceprudukara (cM. Pucyrok 56 u Tabmuia 24).

ol NobaewTe IKE CepTudmkaT [ x|
MpeAEapHMTENEHEIE CEEaeHUS
Policy Object: | % Host -
Obwne
LLEH | |
Mogrcad: | _Mj CaMonognMcaHHbIA -

CybrexT: |CN= |

[JefcTBUTENEH C: |HEDFDEHMHEHD | no: |Heor|:-an-IEHo

KpunTorpadus

ANrOpUTH KAKDYa: |GDST R 34.10-2001 -

ANLTEPHETHBHOE MMA CYBberTa
DNs: | |

IPv4 Anpec: | |

E-Mail: | |

IKE-uaeHTHdHKaTOD

Tun MaeHTHdMKaTOpa: | DM -

3HaYEHUE MD.EHTMdJMKElTODEI! |CN=

| loToso | | OTMERNTE |

Pucynok 56 — OkHo [u1st no6aBieHus ceprudukara

Tabmuma 24 — OnucaHue mapaMeTpoB, UCIIONIB3YEMBIX ITPH J00aBICHUH cepTudrKara

IMapameTp 3HaveHue

Policy Object OOBEKT MOJUTUKK U3 CITUCKA MTPETOKEHHBIX

Nma DN cepruduxara

Hoanucan Ceptudukar Y1, KoTOpbIM MOANKCAH JaHHBINA CEPTHU(PHUKAT.
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IMapameTp

3HayeHHne

Cy0bekT

[Moe Baageaen cepruukara, coaepkaiiee HHGOPMAIMIO O BiIaeiblie cepTudhUKaTa
B opmare Distinguished Name (DN) (nanpumep, CN=Alice, OU=Management,
O=MyCompany).

/leficTBUTEIEH C

Hauvano cpoka aeiictBus ceprudmkara

mo

OxoHYaHue cpoka AeHCTBHS cepTu(drKaTa

AJIbTEPHATUBHOE
Nmsa Baanenasua

ITone AnbTepuatusHoe Umsa Baaneabua ceprudukara, cogepixaiiee
JIOTIOJTHUTENIBHYIO MH(POPMAIIHIO O BIIAACIbIE CepTH(HUKATA:

- DNS - DNS-ums xocra (Hanpumep, alice.mycompany.com);
- IPv4 address - IP-agpec xocta (Hanpumep, 192.168.0.1);

—  E-mail - agpec 21eKTpoHHO# TOUTH BIIaAeiIbla (HAIIpUMeED,
alice@mycompany.com).

AJITOPUTM KJII04Ya

Tun oTKpBITOrO KITIO4a, COMIEpIKaIIerocs B cepTuukare

Tun Kakyto nMeHHO HH(MOpMAIUIO O BIaJeIbIle UCTIONB30BATh AJIS HACHTU(QHUKALINN JAHHOTO
uaenTuukaropa |cepruduxara npu ycranosiaenuu IKE/IPsec-coenunenuii. Bosmoxxusie Bapuantsl: DN
(t.e. Subject), DNS, IPv4 uau E-mail.
[Mpumeuanue. Hexotopsie tumbsl VPN-Aeenmos (Hanpumep, Cisco) paboTarot He co
Bcemu tunamu IKE Identity. B aToM cityuae ciucok AOCTYMHBIX 3HAYSHUH MPH 3aJJaHUN
JAHHOTO TIapameTpa Oy/IeT OrpaHUuYCH.
3HaueHue Co0ctBenno, 3Hauenue IKE Identity. JlaHHOe moJie 3amoiHSETCS aBTOMATUYECKH - B
uaeHTudHUKaTOpa |3aBHCUMOCTH OT mapameTpa Identity type u mapamerpoB ¢ mH(bOpManmeil O BIagenbIe

ceprudukara.

8.1.1.1.1. Npnmep 1
Nndopmanus o ceprudukate BBeneHa BpyuHylo (cam cepruduxat B bJl LVII He

UMIIOpTUPOBaH) (cM. PucyHok 57).
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MpensapTENBHBIE CBEAEHMA
Policy Object: | 5] Host

Wma: |Ajice

MoanwcaH: | m CamMonoanMcaHHEI

CyfberT: | ChN=alice, OU=Management, O=MyCompany

OeAcTBMTEREH C: |HEo|’|JEHM'—lEHO | no: |HEoI’|JEHHHEHO

KpunTorpadms
ANropuTH Kii0uE: |GDSTR 34.10-2012512 -

ANBTEPHATUBHOE MMA CyberTa

DNS: |alioe.mymmpany.com

IPv4 Aapec: | 192, 168.0.1

E-Mail: |alice@rny::om|:|any.com

IKE-naeHTMdMKaTop

TN MaeHTHOUKETOPE: |D‘\I "

3HaYeHWe MAEHTHMKaTOPa! |CN=AIi::e,DU =Management, J=MyCompany

|1’-:m>ﬂo ||Dmem'rh|

Pucynok 57 — Onpenenenue nnpopmanuu uaentuanoctu: Ipumep 1

8.1.1.1.2. NMpumep 2

Ceptudukar (6e3 3akpbeIToro kiroda) umnoptupoBad B bJl [[VII npu moOMOIIM KHOIKH
HNmnoptupoBath. Bce ocHOBHBIC MmapamMeTphl (POPMBI 3aIOTHEHBI aBTOMATHYECKHM HA OCHOBAHHH

uadopmarmu u3 ceprudukara (cm. Pucynok 58).

Wms: | dient1 I

Moamcan: | 5] ZASTAVA-LAB-CA |

CybexT: [CN=dient1,C=RU |

ReiicreuTenen c: [ 15.03.2018 19:03:02 | mo: [15.03.2020 19:13:02

KpunTorpadus
AnropuTi knioua: |GOSTR 34.10-2012256 |

AnbTepHaTHBHOE MMA cybbekTa
on: | |

IPv4 Agpec: | |

E-Mail: I I

IKE-uaeHTudmKaTop
Tun naeHTUdMUKaTOPa: [[m v|

3HaueHue uaeHTUdMKaTopa: |CN=dient1,C =RU

Il’o‘roao ||Omem‘rb|
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Pucynok 58 — Omnpenenenue nnpopmanuu uaeHtTuaHoctu: [pumep 2

8.1.1.1.3. NMpumep 3

Jns Ttuna peckpuntopoB Aeenm Bepcun 6.3 CyIHIECTBYET BO3MOXKHOCTh T'E€HEpaluu
cepTU(UKATOB.

Jlis Toro 4ytoObl CreHEepUpOBaTh CEPTHUPHUKAT U J00ABUTH €ro B MOJUTHKY HEOOXOAMMO
HaxaTh KHONKY I'eHepupoBath Ha 3aknanke Cepmuguxamul napamerpoB O6vexkma noaumuky Wi
KHOTIKY ['eHepHpoOBaTh KJI04YEBYIO APy KOHTEKCTHOTO MeHIO OObekma noaumuky U 3ali0JHATH BCE
noJisi B okHe [ enepuposams knouegyio napy. Ilocne renepanuu ceprudukat OyaeT oToOpakaThCcsi Ha
saknagke Cepmuguxamer mnapamerpoB ObOwvexkma nonumuxu ¢ cratycom [Ilommucars 3T0!.
Ceptudukar HEOOXOUMO IKCIOPTUPOBATh B Oydep oOMeHa win B (aii ¢ MOMOIIBI0 KOMaHIbI B
KOHTEKCTHOro MeHI0 O0bekTa B okHE O0vexkmog noaumuku. OTIpaBUTh CO3IaHHBIN 3ampoc B Y1 (B
3aBUCUMOCTH OT TpeboBanuii YI[ ucnonb3yiiTe 3I€KTpOHHYIO MOYTY, BeO-Opaysep Wi Jpyrue
cpenctsa). [locne monyuenust ceprudukara uz YL umnoptupoBath ero B O6vexm noaumuxu, s
ATOTO HEOOXOJMMO B KOHTEKCTHOM MEHIO OKHa [Jenmpul cepmugurayuu BHIOpAaTh MYHKT 3aMEHUTH
noanucanHbiM. Ilocime storo B okHe Hmnopm cepmugukamos HEOOXOIUMO TOCMOTPETh U
MPOBEPUTH MapaMmeTpbl cepTudukara (B ciydae HEOOXOAMMOCTH HM3MEHHTh MX) M HaXXaTh KHOMKY
T'otoBo (cMm. Pucynok 59). Ceprudukar 6yaer nobasnen B I'TIb u otnipaien 4eenmy.

% [Ipu HECOOTBETCTBMM MAPaMETPOB CEPTH(HUKATA B KOHTEHHEPE M IAPAMETPOB B 3aIIPOCE Ha

TCHEPUPOBAHUE KITFOUEBOM napbl B [[V/] BO3HUKHET MIPEAYIPEkKJICHUE B MOMEHT 3KCIIOpTa
3ampoca B 0ydep oomeHa win B Qaii.

Jlnst Toro yToOb! KiItoueBast HH(popMaIys OblIa HSKCIOPTUPOBAHA U COXpaHEHA MPABUIILHO, B
I'pagpuueckom unmepgpeiice Aeenm Ha 3aKnagke Tokenvl HaJl0 MOCTABUTh HAUBBICIIMNA MPHOPUTET

TOMY TOKEHY, KOTOPbII COOTBETCTBYET KPUITOAITOPUTMY KJIFOUEBON MH(POPMAIUH.

Jlng ynaneHus 3ampoca Ha TEeHEpalUIo KIIOYEBOM Mapbl, HEOOXOAWMO BBIOpPATh IYHKT

KOHTEKCTHOTO MEHIO Yoanums 3anpocwvl 015 cepmugpukamos uiu Kiroyel.
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<

23] Windows2008... V3MeHUT

o) VMnopT cepTudMKaTos
v
Ceptudukar/LieHTp [eiictene Cpok geiictena  Owmnbku/Kondnukrel/Cosnagenmns
4 B cproca2012 WrHopupoBaTh Heussecte MpucyTcTeyeT B MB

LeiicTeuTenscHelt  HopMansHas 3aMeHa 3anpoca Ha roToBbii cepTUhMKAET

BTopas KonoHKa: MHOPMALWS, HalAEHHas B KOHTEHepe.
TPETbA KONOHKa: 3NEMEHT C TakuM xe ID, ecnm oH HalaeH B ITI6.
Mpasas KonoHka: To, 4to ByaeT sanucaHo & ITIB.

3eneHbIM OTMEYEHb! NBPaMETPLI, KOTOPLIE MOXHO NOMEHATL (AB0IHOI KNMK B NPaBOoi1 KONOHKE).
KpacHsIM 0TMEYEHbI NapaMETPLI, KOTOPLIE HE COOTBETCTEYIOT APYr APYTY.

MoKa3biBaTh NONHOCTLIO COBNAAatoLUNE CEPTUDMKATHI 6GesonacHocTi

Mapamerp

OB6bEKT NOAMTUKN
Tun

Wms

MoanucaH cybbekTom
CyBoexT
[feicTeuteneH c:
AeiicTBuTEneH A0:
ANropuTM Knio4a
AnuHa Kntova
ANrOpUTM XEWMPOBaHUA
Tun uaeHTudMKaTopa

WaenTudukaTop

B koHTeiiHepe

CepTudmkat

CN=CproCA2012,0=Elvis,C=RU
CN=Windows2008R 2-ZASTAVAoffice, ...
5/26/2015 5:50:00 PM

5/26/2016 6:00:00 PM

GOST R 34.10-2001

512

bbino B noauTuke

G2008_54

3anpoc Ha noanucarne cepTudmukaTa
Windows2008R 2-ZASTAVAoffice
CN=CproCA2012,0=Elvis,C=RU

CN=Windows2008R 2-ZASTAVAoffice, ...

3/31/2015 1:18:21 PM
3/30/2017 1:18:21 PM
GOSTR 34.10-2001

GOST 34.11-94
DN

CN=Windows2008R 2-ZASTAVAoffice, ...

Byaert & noantuke

G2008_54

CepTudmkat

Windows2008R 2-ZASTAVAoffice

CN=CproCA2012,0=Elvis,C=RU

CN=Windows2008R 2-ZASTAVAoffice, ...

5/26/2015 5:50:00 PM
5/26/2016 6:00:00 PM
GOSTR 34.10-2001

DN

CN=Windows2008R 2-ZASTAVAoffice,

MapaMeTp NoAHOCTLIO:

[oToBO OTMEHUTD

Pucynok 59 — Imnopt ceptudukaron

8.1.1.1.4.MNMpumep 4

Jns neckpunropa Aeenma Bepcuu 6.1 U BbIIIE MOXKHO 3arpy3UTh CIIUCOK CEpPTU(UKATOB U3
Acenma, njig 3TOr0 B KOHTEKCTHOM MeHIO Obvekma nonumuxu Haao BbeIOpath NyHKT IloayumTs
cnucok ceprudukaron. [locie ycnemHoi 3arpy3ku cepTu(GHUKaTOB B KOHTEKCTHOM MeHI0 ObOvexma
noaumuxu BeIOpaTh MyHKT /l00aBUTH 3arpyskeHHbIe CePTH(UKATHI B NOJUTHKY U B OKHE M mnopm

cepmughuxama Haxatb KHONIKY I'oTOBO.

8.1.1.2. MpuBsaA3ka yaaneHHbIX cepBepoB U co3faHue TexXHONOormyYyeckux

MpaBun

Bo wmuHormx wmecrax rpaduueckoro wuHTepdeiica [[VII-Koncoau  ucCTONB3yeTCs
YHUBEPCATBHBIN 3JIEMEHT YIPABJICHHS, MPETHA3HAUYCHHBIN /TSI MPUBSI3KHU K peaakTupyeMoMy OObeKTy

cepBepoB paznuuHoro tuna (CepBepsl IPOrpy3KH, CEpBEPHl AYTCHTU(DUKAILIUH U T.I1.).

Hwxe onuceiBaroTcsi o0IIMe MPUHIMITBI pabOTHI TaHHOTO MeXaHW3Ma Ha IMpuMepe 3aKiajKku
Ilapamempwor coedunenus B cBoiictBax Acenma 3ACTABA-Oguc (none Ynanenuwlii cepsep). [Ipu
MOMOIIM KHOMOK J[00aBUTH M YAQJAUTh N00aBISIOTCS U yaaiasiroTcs CepBephl, ¢ KOTOPHIMH OyeT
B3aUMO/ICHCTBOBaTh penakthpyemblii O0bekt (cM. Pucynok 60). B manHoM mpumepe kK OOBEKTY

npusszan PMPv2-cepsep Zastava-MGMT (ognonmennslii ¢ O6bextoM onautrkn), paboTaronuii Ha
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xocte ¢ [[VII u oTBevaronuii 3a 10cTaBKy KOHpUrypaiuii Ha Aeenmot 1o nporokoiy PMPVv2 (Policy

Management Protocol).

—Cepsepbl NPorpysxku

MpuMeHeHWe | Wma Cepsepa KnueHTckuit cepsnc i |
.ﬁ] Mporpys4mK @ tpn-server2008 NioBoin
3

NobasuTe (Ins) | MpasuTs (F4) Yaanuts (Del) YCTaHOBUTE N0 YMONHEHMIO

V¥ Otcnesisate LenocTHocTs b

[oToBO I QTMerMTbl

Pucynox 60 — IIpuBsizka yqaneHHBIX cepBepoB U coznanue TexHomornueckux [IpaBui B 3akmazke
Ilapamempol coeduneruss B CBOMCTBaX 00BbEKTA

B kontekctHOM  MeHO  okHa  Cepgepvi  npocpysku — BbIOpaTb  JEUCTBHE
Bxiawunts/Beikiawuntb (cM. Pucynok 61) orBeuaer 3a cosganue TexHonormyeckoro Ipasmia.
Ecnu npaBuno BxiroueHo, To npu Tpancnauuu ['TIb ans Bcex O6bekToB [lonnTuku, uyepes KOTopbie
IPOXOAUT Tpacca MEXIY CepBepoM M Acenmom, OyAyT aBTOMaTHUYECKH CO3/JaHbl (DHIIBTPBI IS
nponyckanus Tpaduka 3agaHHoro tumna (tun tpaduka onpeaensercs Oobekrom CereBoii CepBuc B
kosionke Kimentckuii cepBuc). Ecnu npaBuiio BBIKIIOYEHO, TO COOTBETCTBYIOLIME (PUIBTPHI OyIyT
co3znanbl TobKO B JIIIb nanHOrO A2enma n qaHHOrO CEpBEpA, T.€. MPUIETCS IPUHUMATh CIIELHAIbHbIE

MepBbI JIs1 IPOIYCKaHUsI 3TOro TpaduKka 4yepe3 MPOMEXyTOUHbIE MApIIPYTH3ATOPBI.

RS
(o0l | ™ tpn-server2008 v
YpoBeHb nora: ICOﬁbITWiI LI

oToBO OTMEHUTD |

Pucynok 61 — Oxao m3meHeHus: CepBepHOTO MpaBwiia
[Tpuoputer punbTpoB (T.€. MOpsI0K uX mNosiBiaeHUs B JIIIB) MOXHO U3MEHATH MPHU MOMOIIU

KHOIIOK CO CTPCJIKaMH CIipaBa OT Ta6HI/II_ILI.
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Takum 00pa3oM, MpH MOMOIIM MOAOOHOH NMPHUBSI3KU cepBepa K peaakTupyeMoMmy OOBEKTY

pelIalTCs cpasy JIBE 3aauu:

1) B koudurypamuio OObekTa OyayT BCTaBJACHBI KOMaHIBI, OO0CCIICYHBAIOLINE
B3auMoJieiictBue OOBEKTa ¢ JTaHHBIM CepBepoM (B HAIleM ciiydae OyayT pa3pelicHEI

YIIPABJISIFOIIME BO3/ICHCTBUS cO CTOpOHBI «Zastava-MGMT»).

2) B xoudurypamuu camoro OObekTa, MPUBA3aHHOTO CEpBEpa U, MPU BKJIYEHHOM
COCTOSIHMHM - B KOH(HTypalmusaXx MPOMEKYTOUYHBIX MapIIPyTU3aTOPOB, OYIYT CO3/IaHbI
(GUIBTPBI TS TPOITYCKAaHUsI COOTBETCTBYIOMIETO Tpaduka (B HAIIeM cirydae - Tpaduk s
pa6otel ipotokoisia IKE mo mopty UDP 500 u mpotokona IKE-NAT-Traversal o mopty
UDP 4500).

8.1.1.3. CospaHme wun pepaktupoBaHme NAT-lMpasun (ana LWnwos3oB

Be3onacHocTH)
ll viI MoAACPIKNBACT pa60Ty C CCTsAMHU, I'IC HCIIOJIB3YCTCA TPAHCIAIMA CETCBBIX aJAPCECOB

(Network Address Translation, NAT) pa3inu4HbIX BUIOB:

— crarudeckas TpaHcisanus aapecos (static NAT, dynamic NAT);

— nuHamu4deckas tpaHcisius agpecos (NAPT).

O6b1yH0 NAT koHbUTypHpyeTcs Ha MOTPAaHUYHBIX YCTPOWCTBAX, OTICISIONIMX JIOKAIbHbBIE
ceT oT cetu MHTepHET — 3TO MOXeT ObITh Kak HeOOINBINOe CIeNUATH3UPOBAHHOE ammnapaTHOe
yCTpoicTBO, Tak M ToyHOUEHHbIH VPN-mmmo3/MD. B oboux cioydasx st ONMUCAHUS JTAHHOTO

ycrpoiictBa (Aeenma) B L]VII nHeoOxoaumo co3nath 00bekT Lllno3 bezonacnocT.

Jlisi HEKOTOPBIX THUIIOB Acenmog BO3MOXKHO akmuenoe ynpagienue NAT-koHuryparuen
(myrem BritoueHus komana NAT B JIIIb Aeenma), nist octanbHblx Aeenmos []YVII pOCTO yUUTHIBAET
uHpopmanuio o NAT-npeoOpa3oBaHMsIX Ha JaHHOM OOBEKTE, YTOOBI OTCIEKHUBATH BO3MOXKHbBIE
u3meHenus: IP-aapecoB mnpu mnpoxoknenuu Tpaduka uepe3 ceTb (I3TO JeJaeTcsl CHeluaibHbIM

aITOPUTMOM TPAaCCUPOBKH, Ha dTane TpaHcisauuu ['TIb).

IIpaBuna NAT coznatotcss Ha 3aknanke NAT [lpasuna B Ceoiicmeax obvexkma I[llnio3
bezonacnocmu. Otmerka B mone Pa3spemmts ynpabienue NAT onpenenser, Oymer s
TpanciupoBatbes FW-nponienypa B IlonmuTuky, T.e. BbIONHSETCS JH mpeoOpasoBanue NAT
HEMOCPeACTBEHHO Aeenmom. Ecnu oTMeTka cHATa, To B IloauTuky Tpanciaupyercst GUiabTp ¢ y4eTom
npeoOpa30BaHHBIX /PECOB, HO CaMO MpeoOpa3oBaHUE BBIMOJIHSACTCA HE Acenmom. 3aTeM cO34aTh

oaHo i Heckombko NAT-TIpasut.
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4

Wamenuts LWntos besonacHocTw: Gate-197 X

Ofiwme

| RINT

Tononorua
MecTonono:
4 BYC
Ofwme
CepTudy
Mpeaon|
IKECFG
4 ¥npaeneHu
Ofume
ABTOME
e
Mapame
SHMP
SysLog

BxoauT B

[

[obasneHune NAT npasuna -

Tun NAT: | CTaTHHeckui -

OnucaHme: | |

WoxoaHbIe NaKeTsl

WCTouHMI: | Fd IP Anpec +Macka -

IP Aapec: [0,0.0.0 | Macka: | 255.255.255.0 |

MpHEMHMK: | Fd IP Anpec +Macka -

IP Aapec: [0,0.0.0 | Macka: | 255.255.255.0 |

CeTeB0i CEpBMC: | @ MioBoit -

MpeobpasoBaHHbIE NaKETE

WCToNHMI: | [=] MicxoaHsi -

MpremHMK: | [=] MicxoaHei -

CeTesoi cepenc: | (g VicxoaHeit

WHTEpheic: | ABTO -

loToBO | | OTMEHUTE |

Bien, [Brikn, LobaeuTe (Ins) MpaeuTe (F4) YaanuTe (Del)

PaspewwTe ynpasneHne MAT

| loTos0 | | OTMEHUTE |

Pucynok 62 — [Ipumep co3znanus NAT-IIpaBuna

JHo6asnenne NAT-IIpaBuna nporucxoauT cleayomumM o0pa3om:

1)

2)

3)

4)

5)

Haxartb kHONIKY /I00aBHUTH.

W3 Bemanaromero crnmcka BbiOpath THN NAT, KOTOpBI OyneT MPUMEHATHCS JaHHBIM

IIpaBunom.
MosxHo BBecTH TekcToBO€E onucanue naHHoro NAT-IIpasuia B ctpoke Onucanue.

BBectu onucanue «puBaTHOro» (BUAMMOIO BHYTPH JIOKaIbHOM cetr) IP-aapeca(oB) s

nosist IP Anpec B ucxognom IP-nakere (B repmunonoruu Cisco: "inside local"):

— B crpoke Mcmounux B none Mcxoanble makeTsl, BEIOpaTh popmar, B KOTOPOM OyAyT
ykazanbl [P-agpeca. [Ipu BeIOOpe B KauecTBe MCTOUHHKA CYIIECTBYIOUIETO OOBEKTa U3
BBINAJIAIOILEr0 CIMCKa, MpaBuiIo OyJeT npuBs3aHo K ajgpecy Oobexra [Tomutuky.

— Bsectu Bcro naopmaruo, HeoOX0AUMYIO JUI BEIOpaHHOTO (hopmaTa.

BBectu omnucanue «myOiMYHOrO» (BUAMMOIO CHapyXH, B riobanbHOM ceru) IP-
anpeca(oB) ans monst IP Address B mpeoOpazoBanHoM |P-nakere (B TepMHHOJIOTHH

Cisco: "inside global™):

— B crtpoxke HUcmounux B mone IlpeoOpa3oBaHHble NakKeThbl, BbIOpaTh Qopmar, B
KoTopoM OyayT ykasbiBaThesi [P-anpeca. Ecnu agpec B rimo0anbHON CeTH COBMATAET C
aJipecoM BHYTPH JIOKAIbHOM ceTH, BbIOpaTh 3HaueHue MeXoaHblIil (TpaHCIAus aapeca

1t naHHoro nouis [P-makera mpou3BoauThCS HE OyAET).
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— Bsectu Bcio nH(popmaImo, He0OX0IUMYIO JJIsi BRIOpaHHOTO (hopmara.

6) Ecmu HeoOxomumo, BBecTH ommcanue IP-agpeca(oB) mis mons IP Address B ucxomnom

IP-makere (B Tepmunosiorun Cisco: "outside local™):

— B crpoke IIpuemnux B mone Mcxoanble nakeThbl, BEIOpaTh ¢popmar, B KOTOPOM OyayT
yka3zansbl |P-agpeca.

— Bectu Bcro nHbopMaIuio, HEOOXOAUMYIO I BRIOpaHHOTO opmarTa.

7) Ecmu Heobxomumo, BBectu onucanue IP-agpeca(oB) mms monst IP Address B

oTrTpanciaupoBaHHoM [P-makere (B Tepmunonoruu Cisco: "outside global"):

— B crpoke Ilpuemnux B ione IlpeodpazoBaHHbIe MakeThl, BEIOpaTh (hOpMaT, B KOTOPOM
Oynyt ykazanbl |IP-ampeca. Ecinu anpec TpancinupoBaTh HE HYXHO, BHIOpaTh 3HaUCHUE
Hcxonupblii.

— Bgectu Bcro undopmaruio ais IP-anpeco, HeoOxomumyro sl BBIOpaHHOTO hopMaTa.

8) Ecuu HeoOxoaumo, 4to0bl gaHHOe NAT-IIpaBuiio NpUMEHSIIOCH TOJBKO K HEKOTOPBIM
Tunam tpaduka, To B nosie Mcxoannblie nakersl B cTpoke Cemesoti cepguc Haa0 yKas3aTb
HyxkHbli CereBoii CepBuc. Ilpu sToM Hago ybeauTbcss B TOM, 4YTO B IIOJIE
IIpeoOpa3oBannbie makerbl crpoka Cemegou cepguc umeeT 3HaueHHe UHCXOAHBIN,
au0o BbIOpaTh B KadecTBE 3HaueHUs KOHKpeTHbIM CereBoil CepBUC — B MOCIEIHEM
ciydae OyneT BKIIIOUEHA MPAaHCIAYUs cemesvlx cepsucos (HampuMep, TaKUM o0pa3oM
MoxkHO TpaHcaupoBaTh HTTP-tpapuk ¢ mopra TCP:80 nma mopt TCP:8080 u t.mm.).
Crucok  poctynHbix Juis  BelOopa  CereBbix  CepBHUCOB — pEJaKTHpPYeTCs B

COOTBETCTBYIOLIEM OKHE [[VI].

9) Ecnu HeoOXOIUMO OMNpEeTUTh HHTEpQeEnc, Yepe3 KOTOPbIi OydeT OCYIIECTBISTHCSI
TPAHCIAIMSA, HEOOXoauMo BbIOpaTh d3TOT wuHTepdeiic B mone HWHTepdeiic momns

IIpeoOpa3oBaHHbIE MAKETHI.

10) Haxats kaonky OK. B tabmuie nosisutcs HoBoe NAT-ITpasuio.

& Eciu B Ucxognom nakere 3HaueHue Ilpumemnmnka, Ucrtounnka unu CepBuca BbiOpaH B
3Ha4YeHue JII00O0H, TO 3HAYEHHE ITOro Mapamerpa MpeoOpa3oBaHHOrO MakeTa OyAeT MMETh
3HAUYEHNE UCXOTHBIH.

Ecnmu mpeoGpazyercss Mcerounmk, To 3HadueHue mnapamerpa IlpumemHuk Oymer paBHO
3HaueHni0 Mcxoanblii 1 HA000pPOT, MpeoOpa3oBRIBaTH 00a MapamMeTpa HEIb3sl.

& B kauecte IlpuemHuka n Mcrounuka MOryT ObITh BBIOPaHbI CYIIECTBYIOLINE OOBEKTHI.
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ITpumep:

o3 besomacHoctu BeimonHsAeT NAT (Tounee — NAPT) nmns rpynmber  IP-xocTos,
Haxomsmuxcsa 3a atum Illmo3om, ¢ agpecamu 192.168.0.1...192.168.0.10. B ceru HNuTepHeT >TH
«mpuUBaTHBIE» ajapeca OyayT npeoOpa3oBaHbl B €IMHBIA «riodanbHbI» aapec 1.1.1.1. Tpancmsus
a/IPECOB JIOJDKHA MTPOU3BOAUTHCS JUIS JTFOOBIX BUIOB TpaduKa (CETEBBIX CEPBHUCOB).

B stom ciyuae, NAT-IIpasuno st nansoro Ilmo3a besonacHOCTH JOKHO OBITH CO3/1aHO
CO CJIEeIYIOIIMMHU ITapaMeTpaMu:

— Tun NAT: IlmuHaAMUYeCKHId;

— Hcxonusie maketsl McTounuk: (Iunamason IP-aapecos) 192.168.0.1 192.168.0.10;

— Hcxonnsie nakersl [Ipuemnuk: JIoooii;

— Hcxonnsie naketsl CereBoii cepBuc: JIo0oii;

— IlIpeoOpa3zoBannbie nakersl McTounuk: (IP-agpec) 1.1.1.1;

— IlpeobpazoBanusie maketsl [lpuemunk: Ucxoanslii,

— IIpeobpa3zoBannslii makeT CereBoii cepBuc: Mcxoanblif;

— IIpeobOpazoBanusiii maketT UHTepdeiic: ABTO.

8.1.1.4. ABTOMaTUyeckoe obHOBrneHue A2eHmos

Azenmul TOIAEPKUBAIOT TMPOILEIYPY aBTOMATHYECKOrO OOHOBJICHHUS, KOTOpas IMO3BOJSET
CKauMBaTh W YCTAHABIMBATh HOBBIE BEpPCHHM MpoAayKTa. KoOHPHUTrypHpoBaHHE aBTOMATHYECKOTO
OOHOBJIEHHSI MOYKET BBIMOIHATHCS KaK 4epe3 JIOKaJIbHbIE HACTPOUKU A2enma, Tak U LEHTPATU30BaHHO
—uepe3 34CTABA-Ynpasnenue, korna HacTpoiiku ykasbiBatorcs B JIIIb 4eenma.

[Ipy BKJIIOYEHHH pEKUMa aBTOMATHYECKOTO OOHOBIEHUS Aeewm OyneT NEPUOAUYECKU
CBA3BIBATBCA C YKa3aHHBIM CEPBEPOM, COJEPXKALIUM OOHOBJIEHMS (JIaHHBIM CEpBEP MOXKET
pacnojararbcs B JIOKadbHOU ceTu win B cetd MHTepHeT). Eciu Ha cepBepe BbUTOKEHA CBEXasi BEPCHUS
MPOJYKTa, TO OyAeT 3amyIeH mpolecc OOHOBIICHUs (CKkaunBaHue ¢aiiina OOHOBIEHUS, JEUHCTAIIISAIUS
TEKyIIed BEpCHU W WHCTAUISAIUS HOBOW, C COXpaHEHHEM Bceld HHpopMamuu O HaCTpoiiKax,
ceprtudukaTax u T.IL.).

B 3aBucumoctn or Hactpoek B JIIIb Aeewma, mpouecchl CKauyMBaHUS W WHCTAJUISILIUN
OOHOBJICHHI MOTYT BBHITIOTHATHCS MO0 MOTHOCTHIO aBTOMAaTHYECKH, JIN0O 1O KOMaH/e MOJIb30BaTEs.
Kpowme Toro, nmoaiep:kuBaeTcss MHCTAILISAIUS OOHOBIEHUH 1O PACIIUCAHUIO.

& OObpamnieHue k cepepy OOHOBJIEHMH MPOU3BOIUTCS MO OTKpbITOMY npotokony HTTP. Ilpu

HEOOXOJMMOCTH 3aIUTHl JAHHOTO COEJUHEHUS MOXHO BOCIOJB30BATHCS INTATHBIMU

cpenctBamu npoaykToB « VPN/FW «3ACTABAx»(co3nate B []VII ipaBUio jisl 3aIAIIIEHHOTO
COEIMHEHUS MEXY TaHHBIM Aeenmom U cepBepoM OOHOBIICHHS).

Jlyis HAcCTpOMKM aBTOMAaTHYECKHX OOHOBIIEHUS 00bekTa ¢ Acenmom uepe3 L[[VII OTKpHITH

CBOMCTBa IAaHHOTO 00BEKTa M BBIOPATh 3aKIaNKy Asmomamuyeckoe obHognenue (cM. Pucynok 63).
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% HsmennTb Lintos 6esonachocTm: ZASTAVA-02 x|
Obwwe
Tononorus UG EERY ObHoBNATS cornacHo SN ']
MecTononoxeHue
Bl BYC —Pesxum obHoBneHUs
Obwwe (¢ CkaumsaTb 0BHOBNEHWE M YCTEHABAMBATD €ro MO PACTMCEHMIO KEXAbIt AeHb B: | 3:00:00 3:
CepTudmnKaThl
Irl’?EegFogpenenenhme IO (" CkaumBaTb OBHOBNEHME W YCTEHABNMBATD Er0 HEMEANEHHO
& an%%n:::e " CkayaTb 0BHOBNEHME, HO NO3BONUTE MHE BbIBPaTL, KOrAa Ero YCTaHOBUTL
" MHbopMMPOBaTE MEHS, HO HE CKAYMBATH M HE YCTaHaBNMBaTb 0GHOBNEHME
MapaMeTpbl coeAUHEHUA
SNMP —Cepsepe! obHoBneHIS
SyslLog
SAT npasuna MpumeHeHue Wma Cepsepa KnneHTcKuit cepsnc YposeHb nora
XOAUT B

AobasuTe (Ins) I Mpasuts (F4) Yaanute (Del) YCTaHOBMTE MO YMONHEHUIO

FoToso I Omenwrbl

Pucynok 63 - KonpurypupoBanue aBTOMaTH4€CKOT0 OOHOBIICHUS
Jlis KOHGUTYpHUPOBAHHSI ABTOMATHUYECKOTO OOHOBICHHS HEOOXOIUMO OTMETUTH HY)KHBIC

napameTpsl B 3aKiaike Agmomamuyeckue 0o6nosnenus (cMm. Tabmauna 25).

Tabnuna 25 — Onucanue 31eMeHTOB HHTep(eiica

DJIeMeHT Onucanue
Bremagatomuiit  cniucok | Bxmtouenune B JIIIB OObekta (Aeewm) wHbOpMaMu O HACTpOMKax
Tun O0HOBJIEHUA MpoLeaypbl OOHOBICHHUSIX.
Pexxum 00HOBIICHUS Pexxum ckauMBaHMs U MHCTAIUISIIMN OOHOBIIEHUH (YEThIpEe BapUaHTA).
I'pynma snemMeHToB | CTaHAapTHBIE AIEMEHTHI YIIPaBIEHUS JIJIl HACTPOMKU TEXHOJIOTHYECKUX
Cepsepbl ooHoBiienust | npasmi (cm. . 8.1.1.2 u . 8.9.4.7).

& JIns  UEeHTPaNIM30BaHHOTO YIPaBJICHUS HACTpoWKaMu aBTOOOHOBieHui (uepes [[VII)
HEOOX0IMMO Ha caMoM Aeenme BKIIOUUTH pexkum Local Security Policy (B okae Hacmpoiiku

~-> Hacmpotiku O6Hoénenus). B npoTuBHOM ciiydae HHGOpMalLUs 0 HaCTpoiKkax 0OHOBICHUN
B JIIIb Oyznet urHopupoBaThCs A2ceHmom.

& bonee nonpo6GHOE omMcaHue MpoIEenyphl CO3JaHUS M HAaCTPOMKU cepBepa OOHOBIEHUH I
IpOLeTypbl aBTOOOHOBIICHHUS MIPEICTABICHO B mpuiokennu (cM. I[Ipunoxkenune 2. Hactpoiika
cepBepa 0OOHOBJICHHIA).

8.1.2. 0O61BbekTbl LUNw3oB Be3zonacHocTu

Aeenmur Tuna «l1lnro3sl be3onacHoCTHY 3alIMIIAIOT JAHHBIA CETMEHT ceTU. Bech BXOAsIIMiA
U UCXOISIIUH Tpaduk HoJDKeH cHavyana nporTH yepes 11lmo3, koTopslil obecnieunBaetr bezomnacHocTh
Tpaduka ¢ nmomoripio [lomutukn be3zonmacHoCcTH, yCTaHOBJICHHOW aaMUHUCTpAaTOpoM be3omacHocTH.

o3 oOpadateiBaeT Tpaduk B coorBeTcTBUM ¢ ['TIb M mpuHHMaeT perieHne NpOMyCTUTh €ro WIn
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OJIOKMpOBaTh, (WM K€ MPOIMYCTUTh TpaduK, MPUHAB Mepbl be3onmacHOCTH) coriaacHo ¢ BHIOpAHHOM
[Tomutukoit. YV Illmo3za be3zomacHocTH AOMKHO OBITH, MO MEHBINEH Mepe, ABa uHTepdeiica.
[Mpumepamu Illar0308 bezomacuoctu moryr cinyxutb 34CTABA-Oguc, maprpyrusatopsl Cisco,

Cisco PIX Firewalls.
8.1.2.1. Co3paHue O61bekTOoB LLno3oB Be3zonacHocTu

OTOT MYHKT COAEPXKUT MHCTPYKIHIO 1o co3fanuto O6wextoB Illnro3oB besomacuoctu s
HECKOJIBKUX DPAa3JM4YHBIX THUNOB Acenmos 1lnro30B. IlockonbKy co3gaHue W IUIAHUPOBAHHE
koHpurypauuu Illmto30B be3omacHocTH sABIsSETCs OJHMM U3 CaMbIX BaXKHBIX M KOMIUIEKCHBIX
acriektoB nporpammupoBanus [[VII, co3nanue OO0bexToB Lllmo30B besomacHocTn Oyner aetaibHO

PaccCMOTPEHO HUXKE.
HanbHeiimue cBenenus o napamerpax o308 be3onacnoctu Mmoo Haiitu B 1. 8.1.2.7.
8.1.2.2. 3ACTABA-O¢uc

YcTaHOBUTH Kypcop B cekuuu Tononoeus wnu BbiOpaTh BkIaAKy Cemegvlie OOvexkmuvl B
cekuun  Obvekmvl  noAUMUKU, UCHOIB3Yysl  KOHTEKCTHY0 komaHny Jlo6aButh->I1llmro3

BesonacHocT. OTKpoeTCs OKHO Bwibop JJeckpunmopa Acenma (cMm. PucyHoxk 64).
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% Bmbop feckpunTopa Arenta ﬂ

MpoMsE0QMTENE B I Bepoun I MUHOPHEA BEPCUA | Habop dyyHrkLyA =

Q,‘] SecureConnect Gate 5.2 & -

Eﬂ SecureConnect Gate 5.3 - -

SecureConnect Gate 5.3 - GOST

SecureConnect Gate 6.0 - -

SecureConnect Gate 6.1 - -

SecureConnect Gate 6.1 - GOST

68 STerra Gate 4 1 -

Microsoft ¥P native agent XP 5P1 - 30DES

B Generic Gate 1.0 - FWW-30ES

) Cisco PIX Firewall 6.3 1 VPM-DES

) Cisco PIX Firewall 6.3 1 VPM-3DES-AES |

) Cisco PIX Firewall 6.3 2 VPM-DES

& Cisco PIX Firewal 6.3 3 VPM-DES

) Cisco PIX Firewall 6.3 4 VPM-DES

) Cisco PIX Firewall 6.3 2 VPM-3DES-AES

) Cisco PIX Firewall 6.3 3 VPM-3DES-AES

) Cisco PIX Firewall 6.3 4 VPM-3DES-AES

€8 Cisco 105 Router 12.2 - P

€8 Cisco 105 Router 12.3 - P

€5 Cisco 105 Router 12.37 - P

BB Cisco 105 Router 12,1 - IPfFW

B Cisco 105 Router 12,17 - IP/FW

€8 Cisco 105 Router 12.2 - IP/FW _Iﬂ

4| | »
loToso OTHEHWTE

Pucynok 64 — I1lnto3 be3onacnoctu, BeIOOp eckpunrtopa Aeenma

Ilar 1: O0mue XapaKTepUCTUKH

VYkazatp 00mue xapakrepucTuk OObeKTa ClIeAyoIMM 00pa3oM:

1) Vka3arh NpOM3BOIMTEINS U BEPCHIO A2enma, KOTOPOro Oyaer npeactasiath 3ToT Lro3

besonacHoctu B okHe Buibop [eckpunmopa Acenma.
2) Ha 3aknagke Obwee BBectn Ums oobekra 1lmo3a besonacHocty.

3) B crpoke Adpec Acenma nabpatb IP-anpec 1llmo3a, KOTOpBIA OyJaeT MPeaCTaBIsTh STOT

O6next. UMenno Ha atoT aapec [{VII 6yner ornpasmsats JITIb ayis nannoro O6nexra.

4) Ecnmu nHeoOxomumo co3aarh HeympaBisembiii [1lmo3 besomacHoctn, Hamo yOpath

OTMETKY B II0JIE Y IPaBJIAEeMbIH.

5) BriOparb 10MeH, B KOTOPBIN OyaeT BXOAUTh JaHHbIH 00bekT L1nro3 besomacHocTH.
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6) Ecnu co3naBaemsrii 1111103 bezomnacHocTu sBIsIETCS] KITAaCTEPOM, TO OTMETUTH (iar ITOT

00beKT — KJ1acrep.

Hlar 2: Tomosrorust
BreiOpare 3aknaaky 7Tononoeus, 4toObl BBecTH uHpopMamuio 00 wuHTepdeiicax I[llmro3a

besonacHoctu.
VYkazare mapamerpsl Tononorud O6beKTa ciaeIyomuM 00pa3om:

1) Haxatp kHOnKy Jl06aBUTH U BBECTH Jiornueckoe ums u IP-aapec neporo uHTEpdeiica
[mro3a bezonmacHoctu. Takum ke 00pa3oM yka3aThb JaHHBIC JJIs1 BCEX HHTEPQEICOB.
MoxHo yka3biBaThb Heckosbko IP-ampecoB mis ogHoro unrepdeiica, A 3TOr0 HaIo

«c03/1aTh» UHTEP(ENC C TEM Ke JIOTHIECKUM UMEHEM.

2) Ecmu IP-ampec nanHoro wuHrtepdeiica HaxomuTcs B Tpenenax 30HbL, 3Ta 30HA
0TOOpa3uTcs B KOJNIOHKE 30HA Tabmuubl Mumepdgheticol, UHaYe TaM MOSBUTCS 3HAYCHUE
Auto u 3ona Oyzmer co3manHa aBToMatudecku. llpu nobGaenenun IP-unTepdeiica,
Haxojsmerocs B 30He Internet, HeoOxommMo BBIOpPaTh HYXHBIH mapamerp 30HA
HNurepuer u3 crnucka IlpuBs3ka k 30He:, 5Ta 30Ha OTOOpa3uUTCs B KOJOHKE 30HA

a0l Mumepgheticoi.

3) Ecnu gannwii 1mo3 bezomacHocTn OymeT MCHOJIB30BAaThCs KaK MPOMEKYTOUHBIH, TO
HEOOXOAMMO  YCTaHOBHTH OTMETKY B Tioie BK/IIOYMTHL mepeHanpaBieHHe
He3alMIIeHHOro Tpaduka. B sTom cinyyae OyAyT CTpaHIMpPOBaHBI JOMOJIHUTEIbHBIC
buapTpel s mponycka ike Tpaduka depes mpoMe3yTOUHBIN T'eHT, WHAUYE MOJUTHKA HE
OynT crpannupoBaHa. Eciu Bce NITIO3BI MO Tpacce HAXOAATCA B Pa3HBIX JOMEHax, TO
OTMETKY CTaBUTh He 00s3arenbHO. B 3TOM ciiydae Ha TpaHuile JgomMeHa Oyaer

BBITIOJIHATCS Tiepemndpanus Tpaduka.

IIar 3: MecTonoJioxkenue
Ilepeiitn Ha 3axnanky Mecmononoxcenue, 4TOObI HACTPOUTH onuuu MecTonosokeHHue

CIIEIYIOIIM 00pa3oM:

1) B none KoopauHaTbl HE0OX0AMMO ykKa3aTh reorpaduueckue koopauHatel Illmro3a
besonacHoctn. KoopauHaTtsl MOXKHO BBECTH BpYYHYH WM IpucBOUTH uX [llmro3y

BbezomacHocTH, BEIOpaB KHONIKY YKa3aTh KOOPAUHATHI.
2) Ecnu usBecten aapec lnro3a bezomacHocTH ero MOXHO HaiTh ¢ moMolibto moiist Hairm.

3) Ilocne ompeaencHuss MECTOMOIOKEHNST HEOOX0IUMO HaKkaTh KHONIKY I"'oTOBO.
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\il) Ecnmu KOOpAUHATHI HC YKa3aHbl, TO I1OJIC KOOp)II/IHaTBI HUMCECT 3HAUCHUC «-».

Ilar 4: BupryajibHasi YacTHasi CeTh

B 3aknaake BYC nactpouts onuuu BUC:
1) TIlepeiiT Ha BIIOKEHHYIO 3aKiIaaky Obuwee.

— Ecmu "er HeoOxomumoctu, urodsl 11lmo3 ucnons3oBan npotokoisl IKE u IPsec, nHamo
yOpats otmeTKy B noje Briawounts IKE/IPsec 00padoTky, KoTOpass yCTaHOBJIEHA IO
ymomuanuo. B m. 8.1.2.7 MOXXHO HalTH TpHMep, Korja TpeOyeTrcss OTMEHa JTOM
¢yakuun. B mone IKE mopT MOXHO M3MEHHUTH MOPT, KOTOPBIM OYIET MCIIOIH30BAThCS
[nro3om. B mone IKE-NAT-T mMoxkHO M3MeHUTH MOPT, Ucnoib3dyembiit [1lno3om s

pabotsl mporokona IKE-NAT-Traversal.

—  YcranoButh IP-agpec Lllnro3a, KoTopsIil OyneT UCMONB30BAThCS KaK TYHHENIbHBIH. Ecim
TYHHEJIbHBIN azipec sBisieTcs nercTBuTenbHbIM [P-anpecom [lnro3a, BeIOpaTh U3 cnucka
OJIUH U3 3aperucTpupoBaHHbIX [P-anpecoB mHTepdeiica, UM OCTaBUTh YCTAaHOBIEHHOE

M0 YMOJIMaHUIO 3HAUCHUC ABTO.

— OrmMmeruth TUIB TpaduKa, KOTopble OyayT npomyckaThest 11no30m 6e3 MpoBEpKH SBHBIX

[Tpasuun JIIIb B ciuicke Ilponyck mpaghuxa.

2) [IlepetiTi Ha BIOXeHHYIO 3aKiaaaky Cepmugurxamol ¥ 3apeTUCTPUPOBATh CEPTUDUKATHI,

eciu 1nr03 BesonacHocTr OymeT ucnonb3oBath cepTudukaTe (cM. PucyHok 65).

%ﬂoﬁannrb Linros HesonachocTn N x|

~ Obuwe

-~ Tononoria

 MecTononomeHmre

= BHC

- Ofiume

- MpeaonpeaensHHbIE K-
- IKECFG

B} ¥Ynpasnerme

i~ Obwwe

i~ ABTOMATHHECKME OBHOBAEHMA
- NMB

- TNapaMeTpbl CoeaWHEHHA

MaeHTudukawa IKE ceptindmkaranm

45 I WaenTudmkaTop I MognmcaH | CocToAHKHe I

- SysLog
- NAT npaBuna
~ BxoguT B

NoBaeuTs (Ins) | MpaeuTs (F4) YaanuTe (Del) MNopTHpoBaTH SKCIOPTUPOBETE

™ BrmouuTs ofipafioTky CRL

FoTos0 OTHEHUTE |

Pucynok 65 — I1lro3 be3onacuoctu, 3aknaaka BYC, BnoxkeHHas 3akianka Cepmughuxamol
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3aperucTpupoBaTh CepTUPUKATH MOKHO CICAYIOIIUM 00pa3oM:

— Uro0Obl 3aperucTpupoBarh cepTuduKar Hago HakaTh KHOMKY Jl00aBUTH U BBECTH
HeoOxonumyto uH(popmanuio o ceptudukare Illmo3a bezomacHoctu. DTH naHHBIE
JIOJIKHBI TTOJTHOCTBIO COOTBETCTBOBAThH JAHHBIM (PaKTUYECKOTO cepTU(UKATa; M ITOT
ceprudukar J0DKeH ObITh 3apeructpupoBaH B 34CTABA-Oguc, KOTOPBIHA
npencranisier gaHHbli 1103 (mogpobHee o crocobax perucTpanuu cepTudUKaToB

cm. 1. 8.1.1.1).

— Ecmu 34CTABA-Oguc, npencrasnsiembiii ganabsiM Lmo3om be3zomacHoctu Oyxper
UCIIOJIb30BaTh CHHCOK 0To3BaHHBIX ceprudukaroB (COC) 4TOOBI MOATBEPXKIATH

cepTuduKaThl OJIb30BaTENEH, IOCTaBUTh OTMETKY B nojie O0pabdoTrka COC.

— BwiOpate omuH wnm Heckoabko LDAP cepeeposé miis TOTO, YTOOBI CKayaTh
cepruuxatsl u COC, koTopsie Oyaet ucnonb3oBatrb 34 CTABA-Oguc.
1) Cm. MKEIO.00631-01 32 02 «VPN/FW GACTABA-Ynpasnenue», Bepcus 6 KC3,

ucnonaenne ZM-WS64-VO-03. TIO «3ACTABA-Oduc». PyKoBOACTBO CHCTEMHOIO
IPOTPAMMUCTA.

3) Ecmu Illmo3 besomacHocTd OyAeT HCIONB30BaTh MPEABAPUTEIBLHO pacpeeiCHHbIC
KJIIIOYM, TO CIEAyeT 3aperucTpUpoBaTh IPEIBAPUTENILHO paclpe/ieeHHble KIYM Ha

3aknagke [Ipedonpeodenentvie Knouu. ITO MOXKHO ClIeNaTh CIAEAYIOIIIM 00pa3oM:

— Ilepeittn Ha 3aknanxky [lpedonpendenennvie Kkaouu, HaxaTh KHONKY Jlo0aBUTH U
BBECTH HEOOXOAMMYI0 MH(QOPMALMIO O MPeIBapUTEIbHO PACHpPENeIEHHOM Kitoue (OH
NOJKeH ObITh  3apeructpupoBaH B JedcTBywomeM 3ACTABA-Oguc, KOTOpbIi
npencraiser naHHbli O0bekT I1lnto3a besonacHoctn). BeimonHuTs neicTBUs, 4TOObI
BBECTH JIAHHBIE O [ONOJHUTEIBHBIX IPEABAPUTEIBHO PACHPEIEICHHBIX KIIOYaXx,
ucnons3yemsix Lmo3om be3onacuocru.

— Beectu Umsa kiw4ya. 370 UMsS JOKHO COOTBETCTBOBATh MMEHU IpEABAPUTEIHHO
pacrnpenenenHoro kmouda B 34CTABA-Oguc, xoTopslil npeactasiser naHHbi o3
besomnacHocTh.

— IloctaBuTh OTMETKy B Tosie YmnpaBisiemMblil (ecau Aeewmsl TNOAIEPKUBAIOT
yIpaBlieHUE 3HAUEHUEM ITPEIBAPUTENILHO PaCpeIeIeHHbIX KITIoueit).

— W3 Bemaparomiero cnucka [lapmuep BbIOpaThb HapTHEpa IO CBSI3U COBMECTHO, C
KOTOpbIM JaHHBIA O0bekT [lonutuku OyneT Ucnoiab30BaTh 3TOT KIIOY.

— BriOpars cnoco0 uaeHTH(HUKAIMK JTOKATbHOTO Kitoya M3 mepBoro cnucka Tun 1D
kmoya. TakuM 00pa3oMm, MapTHEP IO CBSI3U CMOXKET YOEIUTHCS B TOM, UTO JaHHBIA

KIII0Y ABJIACTCA HpaBI/IJ'IBHLIM. IIo YMOJYaHUIO IJId I/II[eHTI/I(I)I/IKaI_II/II/I MpeaABapUTCIIbHO
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pacripesieieHHOro Kiouya Oyzaer ucronb3oBaH nepBuuHbiil [P-anpec 34CTABA-Odghuc.
B aToM ciydae He TpeOyeTcs mpeaoCTaBisTh TOTOTHUTEIbHBIX cBeeHUH. JIOKaIbHBIHI
KJIFOU TaK)Ke MOXET ObITh MJIEHTU(HUIIMPOBAH ¢ IOMoIIbio apyroro IP-anpeca, cepBuca
DNS, knroua ID mnu mecTHaaAmaTepuyHOro WaeHTH(UKATOpa Kiodya. B Takom cirydae
BBIOpaTh TUN WACHTU(UKAIIMHA KITIOYa W3 BBIMAJAIONIETO CIIMCKAa M BBECTH 3HAUYCHUE
uAeHTUUKATOPA B CTpOKe 3nauenue ID knoua.

BriOparh cnoco6 waeHTH(PUKAMKM KIIF0Ya CETeBOro y3ja u3 Broporo crmmcka Tun 1D
knoua. 910 no3BonuT 34CTABA-Oguc yoenuTbes B TOM, YTO JTAHHBIA KITFOY SIBIISIETCS
[IpaBunbubiM.  Ilo  ymonmyanuio  ansg UOSHTH(QUKAIUU  [PEABAPUTEIHHO
pacnpezielieHHOro Kiitoua OyzieT UcIosib3oBaH nepBuuHblil [P-anpec. B atom ciydae He
TpeOyeTcsl MPEeIOCTaBIATh JONOJHUTEIBHBIX cBeleHuid. Kirtou cereBoro ys3ia Takke
MOJKET OBITh HICHTU(DHUITUPOBAH ¢ momoIisko napyroro IP-anpeca, cepsuca DNS, kitoua
ID nnu mectHaguatepuynoro kioua ID. B aTom ciydae BeIOpaTh TUIT UASHTH(PUKALTUT

KJIF0O4a U3 CIIMCKAa U BBECTH 3HAYCHUC I/I,I[GHTI/I(I)I/IKaTOpa B CTPOKC 3uauenue |D xnoua.

Bri6pats Brnoxxennyto 3aknaaky |IKE CFG. IIporokon IKE CFG ucnomns3yercs amns Toro,
4yTOOBI 3arpyxartb IP-aapec m npyrue naHHbIC CETEBON KOH(PUTYpallMu Ha YHAAJICHHBINA
kineHtT BUC, kak yacTe npeaBapUTENbHOro coryiacoBanus no mnporokony IKE. Oto
IIOMOTaeT u30ekaTb MapHIpyTU3alUM OTBETHBIX MAaKeTOB yraieHHoMy kiueHty BUC c
JIOKaJBHOTO CEPBEPA; TAKKE ITO HCIOIB3YETCS ISl TOro, YTOOBI BBIACNATH Tpaduk,
NOCTYNAIOMMA 0T ayTeHTU(UIMPOBAHHBIX YAAJEHHBIX [OJb30BaTeNed M 3aTeM
OpUMEHATh K HeMmy (uibTpanuio MO, ucnonbs3ys jgokanbHbIM myn [P-agpecoB BmecTo
obmux  MurepHer-agpecoB. Ecim  gannbiii  [mro3  besomacHoctn  TpeOyer
KOH(uUrypupoBaHus ynaneHHbIX XocToB besonacnoctu/ nonb3oBareneit uepe3 IKE CFG,
npucsanBas uMm IP-anpeca B mpocrpanctee IP-anpecos, pacnonoxkenHoM 3a Illmro3zom,
MOKHO OTpa3uTh 3T0 B KoHpurypamuu [{VII, co3nasasa IlpaBuna IKE CFG, mns storo

HEeo0XO0aUMO:

— Bribpats 3axiaaxy IKE CFG;

— Haxare kHonky lo6aButh u coznats IIpasuna IKE CFG:

— Bribpars O6bekThl [HonuTku, kK KoTopbiM OyaeT npumensaTbes nporokon IKE CFG
u3 cnucka JJocmynusie 06vekmul U IEPEMECTUTD UX B CIIUCOK BuiOparnvie 06vekmul.

— VYkazare Pecypc IP-agpecoB, Haxonsamuiics 3a [llmo3om besonacHocTH, n3 koToporo
Oynyt Opathcest agpeca Ui ynaneHHbIX XocToB bezonacnoctu / [lonb3oBareneit.

— W3 BeImajaromiero cnucka BbIOpaTh MeTOJ], KOTOpeIM OyneT BBoauThes Pecype IP-

agpecoB (IP [Imamazon, IP Angpec + Macka win DHCP). Ilpu BeiOOpe MeTona
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nonmy4yeHuss pecypca yepes DHCP B kadectBe uupeHTH(]UKaTopa KiIHeHTa Oyzer
HanpasieH aapec, BbiOpanHblii DHCP-cepBepoM, KOTOpBI MEpBBIM OTBETHT Ha
3arpoc (DHCP REQUEST), ormpaBieHHbI# co nutro3a. [Ipu oOMeHe nHbopmanuei ¢
DHCP-cepBepa, ¢ KOTOpbIM paboTaeT IUIO3, 3alpalluBalOTCS CICIYIOIIUE
napameTtpsl: IP-anpec, subnet mask u broadcast addr, DNS.

— B npemnaraemoe mosie BBECTH MOIXOASIINE 3HaYSHU 7151 oOsactu [P-agpecos.

— VYkazare Broadcast-macky u aapec DNS-cepBepa B mnosic lomoJiHUTe/IbHBIE

napaMeTpbl.

lar 5: Ynpasienue Azenmamu
BreiOpars 3akmanky Vmpaenenue. Dta 3akianka mpenHa3zHadeHa g yCTaHOBKH [lonutuxm
npaiiBepa, KoTopasi Oy/IeT UCIOJIb30BaHa M0 YMOJIYaHHIO, HACTPONKU YPOBHEH perucTpanuu COObITUN

st 3ACTABA-Oguc, a Taxxe s ynpasienus ero JIIIb u ycTaHOBKY cOe IMHEHU.
1) BriOpats BiIOKeHHYIO 3aKnanky Oouee:

— Ycranouth [lonmutuky, kotopyro Oynmer wucnonb3oBaTh Ilmio3 beszonmacHoctn 1o
ymomndanuio B nnose Ilonuruka mo ymonuanuro. Ota [lonutuka (IlponycTurh Beex win
3anperutsb Bcex) Oy/eT MPUMEHSTHCS MPU B3aUMOACHCTBUU C TEMH y3JIaMH CETH, IS
koropseix JIIIb [/ VII ue npenycmarpuBaet TouHbIX [IpaBuir.

— Ecnu  HeoOxomumo, utoObl Illmro3  be3omacHocTH  aBTOMAaTMYECKHM — MPOITyCKal
HIMpOKOBeIaTenbHblid Tpaduk Broadcast, Tpaguk ¢ rpynnoBeiMu ajpecamu Multicast
w/wm  ICMP-tpaduk, Hamo mnoctaButh cooTBeTcTBytomue ¢Guaxku (IIpomyck
Broadcast, IIpomyck Multicast v IIponyck ICMP).

— YcraHoBuTh ypoBHU peructparnuu coosituii [llmo3za besomacnoctu Yposuu Jlora mms
pPa3IUYHBIX TUIOB COOBITUH. DTa HAcTpoOWKa aHHYJIHPYET JII0Oble HAaCTPOMKH ypOBHEN
perucTpanuu, caenanuple B camoMm [[VII. ]JIns TOro 4toOBl MCIOJB30BaTh HACTPOUKHU
ypoBueit peructpanuu 34 CTABA-Oguc Hano BIOpATh B BHINIAIAIOIIEM CIIUCKE 3HAYCHHE

ITo ymoryanuro.
2) BbIOpaTh BIOXKEHHYIO 3aKIAJIKy 4smomamuueckue 0OHOBNEHUSL:

— Onpenenuts HeoOXoAUMYIO HH(pOopManHio 00 ABTomMatnyeckoMm ooHoBieHuu A Llmo3a

be3zonacHocTy kak ykazano B 1. 8.1.1.4.
3) BuiOpats BioxeHHYIO 3aKknaaky JII1h.

bnoku JlokanbHasi Iloautnka Besonacnoctu u Crpykrypa JIIIB OyayT A0CTYIHBI TOIBKO

nocne tpaHcasauuu I'TIb u coszpanusa JIIb mnsa nannoro Imro3a bezomacHoctu. Ecnu Her
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HE00X0AMMOCTH, uYTOOBI B cienyroumii pa3 npu TpaHcusauuu [TIb mns sroro Illmiosa
bezonacnoctu 6puta coznana JIIIb (Hanpumep, eciu BpyuHYyIO ObLTH BHECEHBI M3MEHEHHS B
tekymyto JIIIb Illmo3a be3zomacHocTH, W HEOOXOIMMO COXPAaHUTh YCTAHOBKH), HAJO
noctaBuTh oTMeTKy B mosie He TpancaupoBats JIIIB. Takum oGpasom, tpancsus JIITb

Oyner otmeneHa s atoro Lnro3a 1o Tex mop, moka He OyzaeT yopaHa OTMeETKa.
4) BeiOpats 3aknaaky Ilapamempul coeouneHust.

— Beibpate Memoo 3aepysku JIIIF. Eciu HeoOXxomumo miia nepenaun HadanbHou JIIIb
UCIIOJIB30BaTh METOJ aBTOMaTH3upoBaHHOM mnepenaun JIIIb Hamo BBIOpaTh MeTOX
nporpy3ku nosutuka PMPv2. Tlepenada JIIIb ¢ momomsio Merona mporpy3ku «direct
access» UCIONb3yeTCs ISl Aeenma, Ha KOTOpOM ycTaHoBiieH [ VII.

— Yoenutbes B ToMm, uto PMP Server (1.e. [/VI]) Haxonutcs B ciucke Yoanéuuvix cepsepos

(moxpobuee cm. 1. 8.1.1.2).

Ilar 6: Hacrpoiika SNMP
Haxarp na 3akimaake SNMP u mocraButh ormetky B mosie Briawuute SNMP, ecnu
HeoOxomumo  yctaHOBUTH  SNMP-monuTopunar mist  manHoro Illmo3a besomacHoctu.  3arem

ycranoBuTh Hactpoiiku SNMP crnenyromum obpazom (B m. 8.1.2.7 MOXKHO HAWTH MOJHBIA CIUCOK

SNMP-coo0bmienuii):

1) TIlo ymomuanuio mopt SNMP kimenta ycranosineHn Ha 3454, a 3nauenue cpeasl SNMP —
Ha public. Tlpy HEOOXOAMMOCTH 53TH 3HAYEHHUS MOTYT OBITH HM3MCHEHBI B

COOTBCTCTBYIOIIUX ITOJIAX.

1) Mns ayrentudukanuu coodmennit SNMP ucnonb3yer nmena coobuiectsa (Community names).
Nms coobmiecTBa MOXKHO CUHTATh MapojeM, COBMECTHO ucnoib3dyemMbiM SNMP-cepsepamu u
SNMP-Azenmamu. Bce SNMP-coobmieHuns: 10mKHBI cofepxkaTh UMs coodmecTBa. CooOIeHus,
coJiepKallre UM COOOIIeCTBa, KOTOPOE HE YCTAaHOBJICHO HA XOCTE, HE OyIyT MPUHSTHI.

2) Ecmu HeoOxomumo, urooObr Illmo3 Bcerma mpomyckanm  SNMP-tpaguk — 0Oe3
npensapurenbHoil mpoBepku [Ipasui JITIb, Hago nocTaBUTh OTMETKY B 10J1€ BRIKOYMTH

NMPaBUJIO.

Hecmotpss Ha TO, 4TO CymiecTByeT omiusi aBTomaruyeckoro mpomycka «SNMP autopassy,
pexomenayercst co3nath [IpaBmino mis npomycka SNMP-tpaduka, mocrynaromniero co Illmo3a
bezomacnoctu Ha SNMP-cepBep — T.k. 310 Oe30macHee.

3) BeiOpars oguH uiau Heckoibko SNMP-cepBepos, Ha kotopeie 34CTABA-O¢uc Oyner
otnpaniaTh SNMP-coobmenus. B ciucke mosBATCS TOIBKO T€ CEPBEPHI, KOTOPbIE ObLIN

npeBapUTEIILHO 3aperucTpupoBanbl B okHe Cepsepobt (oapodHee cM. 1. 8.1.1.2).
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4) Bsiopate SNMP-coobuienus, koropeie nanubiii 34CTABA-Oguc Oyner mocwuiaTh Ha

SNMP-cepBepsl, nepemerias ux u3 cuucka /Jocmynusie B CHUCOK Buibpannbie.
Hlar /: IIpuHa;JIe:KHOCTD K IPyIIIe

Ha 3aknmagke Bxooum 6 ToOKa3aHO, K KakuM [pymmam mnpuHamiexuT naHabid 1103
bezonacHoctu. Moxuo nob6aButhk Illmo3 B cymectByronryto ['pynny wiam yganuTh ero u3 Hee. Ha
3aKJIaJKe COoJepKaTcs 1Ba crucka: B mepBoM (JlocTynmHble rpynmbl) MOKa3aH IOJHBIA MEpeveHb
['pymm, 3aperucTpupoBaHHbIX B nanke / pynnol B cekun Ob6vexmul noaumuxu,; (3a UCKIIIOUYEHUEM TeX
['pynm, B KoTOpbIX B JaHHBIM MoMeHT coctout lllmro3 bezonmacHoctu); Bo BTOpoM (BbIOpaHHBIE

rPYNIIBI) NiepedrciieHbl [ pynmbl, B KOTOPBIX B AaHHBIH MoMeHT coctouT 1103 bezonacnoctn

Uro6sl u3MeHUTh coctaB ['pymmbl u no6asuth B ['pynny co3mannsiii Llmo3 besonacHoctu
HEo0X0/IMMO IepeMecTuTh HyxHyto ['pynny u3 cnucka Jocmynuvie epynnel B COUCOK BuiOpanmvie

cpynnbl, UCI10JIb3Yys KHOIIKH CO CTPCIIKAMMU.

Ilar 8: SysLog

Jlna cbopa coobuienuit mo mporokony SysLog ot [llnwosa besonacnocmu HEOOXOAUMO
nobaButh SYSLOQ-cepBep, I 3TOr0 HYXXHO HaxxaTh KHONKY Jlo6aBuTh B BKiIaake Syslog u BeIOpath
cepBep U3 CIHCKA.

[TosiBATCSL TONMBKO T€ cepBepbl, KOTOpPbIE OBLIN 3apaHee 3aperucTpupoBaHbl B okHE Cepsepbi.
EnuncTBeHHBIM — uCKIIOUeHHEM  sBisieTcsl  Syslog-cepBep  (MpeaCTaBICHHBI  CEPBUCOM

TPNSyslog), kotopslii aBTOMaTn4ecku coszmaercs Ha xocte [[VII npu ycranoke [[VII, u,
TaKuM 00pa3oM, BCer/ia HaXOAUTCs B criucke (moapoduee cM. . 8.1.1.2).

IIar 9: NAT IlpaBuja

Ecnu uis naHHOro 006beKTa HEOOXOAUMO Y4eCTh/CKOH(GUIypHpPOBATh TPAHCISIMIO CETEBBIX

anpecoB (NAT, Network Address Translation) namo obpatutses k 1. 8.1.1.3.

Hlar 10: 3aBepmenne co3nanus llaro3a
Haxxatps kHonky I'oToBo I1lnt03 bezonacnoctu Oyzner nobasneH B [ pagh mononocuu n nanky

Cemesvie Obwvexmul B cekiuu OOvexkmul noaumuKiu.
8.1.2.3. 3ACTABA-O¢huc B knacTepHOM UCMOJSTHEHUN

3ACTABA-O¢uc moxeT ObITh YCTaHOBJEH M CKOH(QUI'YpUpOBaH A pabOThl B pEKUME
BeIcOKO#t HanéxkHocTr (High Availability) na knacrepHoit nHpopMaronHoii cucreme. s onucanus
nporecca ycraHOBKU 3ACTABA-O¢guc B pexume BBICOKOW HaA&KHOCTH HAI0 OOpaTUThCA K
nokymenty MKEIO.00631-01 32 01 «VPN/FW <BACTABA-Ympaenenue», Bepcuss 6 KC3,
ucnonaenne ZM-WS64-VO-03. TIO «(3ACTABA-O¢wucy». PykoBoacTBO CHCTEMHOTO TIPOTPAaMMUCTAY.
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Jlnist mporpy3Ku KjacTepa He0OX0AUMO BBITIOJIHUTG CIEAYIONNE JeHCTBUA:

— co3gath 00BeKT Xocm 6Gezonachocmu (CepBep) wmm [llmo3 6ezonachocmu  (cM.
. 8.1.2.2) ¢ tunom neckpunropa Aeenm Bepcuu 6.0;
— Ha BiIagke Obuee moCTaBUTh Taouky Kiacrep u BEIOpaTh KOJIMYECTBO y3JIOB;
— B KOH(UTypaluu TOMOJOTHH 33/1aTh MOJ OJHUM MMEHEM ajjpeca BCeX Y3JIOB Kiactepa U
HEIMOCPEICTBEHHO KJIACTEPHBIN azipec(a);
— Ha Biagke BYC/obujee B kauecTBe TYHHEIBHOTO ajpeca 3a/1aTh KJIACTEPHBIN aJipec;
— 3aperUCTPUpPOBATh  JIOKAJIbHBIE  CePTHU(UKATHI ~ KWKAOrO  y3Jla Ha  BKIJIAJKE
BYC/cepmudghuxamr,
— COOTBETCTBEHHO B Acenmax Ha y3NaxX KJlacTepa 3aperHCTPHpPOBATh 3TH CEPTH(HKATHI B
Ka4yeCTBe JIOKAIbHBIX M J]aTh UMEHA UHTEpdeiicam;
—  C€O3J1aTh MPABWIIO, OTTPAHCIIMPOBATH M IPOAKTUBUPOBATH KOHPHUTYPAIIHIO.
Jnst neckpuntopa Aeenma Bepcuu 6.1 U BbIIIE JOCTYITHA 3arpy3Ka CEpTH(PHUKATOB ISl KaXI0TO
y3na kiacrepa. s 3TOro HEoOXOJMMO BOCIOJIB30BAThCS KOHTEKCTHBIM MeEHI0 Ob6vexma
noaumuxu. BpiOpath TyHKT 3arpy3uTh CIOHCOK CepPTH(PUKATOB, B OKHE Bwibepume yzen
Kaacmepa MapKepoM BBIOpaTh HOMEp y3Ja KiacTepa M Haxarh KHomky I[otomo. Ilocie
3arpy3Kd  CepTH(PHUKATOB HEOOXOJMMO BBINOJIHUTH IMYHKT Jl00aBUTH moOJIydyeHHBbIE

cepruukaTsl B NOJMUTUKY. B mosBuBmiemcs okHe HMunopm cepmuguxkamos TPOBEPUTH
MOJIy4eHHBIC U3 Aeenma cepTU(PUKATHI U HAXKAaTh KHONKY I'0TOBO.

s neckpunrtopa Aeenma Bepcuu 6.1 U BbIlIe AJOCTYITHO OOHOBJIEHHUE U 3arpy3ka OOHOBJICHMIA
JUIS KaXXIOro y3ia kiactepa. J{ias 3Toro Heo0X0AMMO BOCIOJIB30BAThCSl KOHTEKCTHBIM MEHIO
Obvexma noumuxu.

[Ipu oOHOBIEHMHM KJacTepa C BepcHeil jgeckpunropa Aeewma Bbime 6.1 cyimiecTByer
BO3MOYKHOCTh OOHOBHMTH OTJEIbHO KaXAbIM Yy3ed KiacTtepa, [uis 3TOro Iocje BblOopa
HEO0OXOIMMOro JEUCTBUS C IOMOUIbI0 KOMaHJ KOHTEKCTHOIO MeHI0 Aecewm 3arpy3urhb
00HOBJIeHHs VI areHTa Win OOHOBHMTH BePCHIO areHTa B MOSBUBIIEMCS OKHE Bwibepume
y3en Knacmepa € TOMOIIBIO MapKepa HaJo BbIOpaTh HOMep y3na kiactepa. Ecim ocraBuTh
Mapkep B 3HaueHUH «0», TO AeHCTBHE OyAET BBIIOJIHEHO AJIS BCEX Y3JI0B KiacTepa.
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1 ) Hpn nmnopre I'TIb, B KOTOpoH He ObUIM 3a1aHbl HOMEpA Y3JIOB KIACTEpa JUIS JIOKAIbHBIX
ceptuukatoB Ha BKIanke BYC/cepmuguxamvl, 3TO TPOU30HAET ABTOMATUYECKH IIO
CIIELYIOIIEMY AIITOPUTMY:

1) 'V ceprudukatoB ¢ HEHYJIEBbBIM HOMEpPOM y3ia, Ho Ha HE kiactepax, Homep y3ia
copaceiBaercs B 0.

2) Y cepTUHKATOB C HYJICBHIM HOMEPOM Yy3Jia (MJIK HOMEPOM y3Jia 0oJIbllie pa3mepa
KJIaCcTepa) Ha KJIAaCTepax HOMEp y3Jia BRIOUPAETCS CIASAYIONIMM 00pa3oM: IIepBBId HOMEP, IS
KOTOPOTO €1lIe HEeT cepTu(uKaTa, Takue cepTu(GUKaThl pacCMaTPUBAIOTCS B ali()aBUTHOM
MOPSAJIKE I10 MOJIIO Sh.

3) Eciu cBOOOIHBIX HOMEPOB HET, TO HOMEP y3J1a HE MEHSIETCS.
Bo Bcex Tpex ciiydasix TeHepUpYIOTCS IPEayTPEKICHUS:

— mpu crapre TPNServer u 3arpy3ke BJI, B KOTOpoil ecTb Takue CepTUPHUKATHI,
npenynpexaeHus numyres B vdb_server.log.

— 1pu UMIopTe Xxml, B KOTOPO ecTh Takue cepTU(UKATHI, TPEAYPEKICHUS TaKKe OyayT
MOKa3aHbI B JIOT€ UCIIOTHEHUSI.

[Tocne aToro moxkHo nporpyxatb Aeenmet ¢ [{VII no npotokony PMPV2.
8.1.2.4. MapuwpyTtusartopbl Cisco n M3 PIX Firewalls

YCTaHOBHTH KYpcOp B CeKIuU Tononoeuss v BeIOpaTh BKIAAKy Cemegvie OOvexkmuvl B
cekuuu Ob6vexmsl noaumuxu, BEIMOTHUTh KoManay Jo6aButh->11lmo3 be3onacnoctu. Otkpoercs

OKHO Bwibop [leckpunmopa Acenma.

Hlar 1: O0mue xapaKTepUCTUKH

Ha 3zaxnaake Obwee HyXHO clienaTh CleIyroIIee:
1) Vkasarh MpOM3BOAMTEINS U BEPCHIO A2enma, KOTOPOro OyaeT mpeactasists 31oT [1mro3

bezonacHoctu B okHe Buibop [eckpunmopa Acenma.

Nms O6bekrta Illnro3za bBesomacHocTH, mpeacrasisiomiero ycrpoictBo CISCO  I0MKHO
HAaYMHATBCA C OYKBBI M COJEpX,aThb TOJBKO JAaTHMHCKUE OYKBbI, HUGPHL, Aeduc, TOUKY U
cuMBOJIBI ToguepkuBanus. [locie cozmanus >tux O6wpexToB [[/VII IpoBEepUT WX UMEHA U, €CIIU
Bb1 ncnonb3oBanu HeMpUEMIIEMBIH CUMBOJI, BBIBEIET COOOIIEHHE 00 OIIHOKE.

2) Ha 3aknanke Obwee BBectn Umst oobexra I1lnro3a bezonacHocty.

3) B crpoke Adpec Acenma nabpats IP-anpec 11lmo3a, KOTOPBI OyaeT MPEACTABIATH 3TOT

O6mwext. MmenHo Ha stoT anpec [[VII Oyner ornpasisars JIIIb nna nannoro O6bekra.

4) Ecnu Bel xotuTe coznate Heynpasisemblit LLnro3 besonacHocTr, Hano yOpaTh OTMETKY

B [10JI¢ YNIpaBJjisieMblil.

5) MosHO BBecTH TeKCTOBOE onucanue O0beKkTa B cTpoke Onucanue.

lar 2: TonmoJiorust
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[lepeiitn Ha 3aknanky 7Tononocus, YToObl BBeCTH JaHHBIE 00 wuHTepdeiicax Illmo3a

bezonacHoctu (ecnu 3ta nHOpManus He Obuta BoccTanoBieHa uepe3 SNMP, kak oTMedeHo BbIIIE).

Ha 3aKJIaJJKe Tononocus HYXHO CACJIaTh CICAYIOMICC:

AN

1) Haxarte xuonky Jlo6aButh, u BBecTn Jlormueckoe umsi u IP-aapec mepBoro
untepdeiica 1llmo3a bezonacHoctu. [ToBTOPUTH 3Ty omnepamuio st BceX UHTEpPPeEiicoB
[lmo3a besonmacuoctu. st onHoro mHTEpdeiica MOXKHO yKa3aTh HECKOJIBKO aJpecoB;
JUISL TOTO HAJ0 CO3/aTh JOMOJIHUTEIbHBIE HHTEP(PEHCHl C TEM K€ JIOTMYECKUM UMEHEM.
Ecmm [P-agpec mpanHoro wuHrepdeiica HaxXomuTCs B Mpeaenax 30HBI, dTa 30HA
otoOpa3utcs B KoloHKe 3oxa Tabmuipl uHTepdeiica, MHa4e TaM TMOSBUTCS 3HAYCHUE
Auto, u 3ona Oynmer cosnaHa aBTomarudecku. l[Ilpu moGamnenun IP-uHTEpdeiica,
Haxozsmerocs B 30He Internet, wneoOxomumo BbIOpath 3oHa HMHTepHeT U3

BBINIaAArOMCTO CIIMCKA.

Jus Cisco PIX Firewall Heobxoaumo yka3aTh ypoBeHb 3aluThl HHTEpdetica. J[ist aToro mocie
uMeHU uHTep(elica HameyaTaiiTe HeCKOIbKO Mpo0enoB, a 3aTeM BBecTu unciio oT 0 1o 99. [JVII
npeaycMaTpUBaeT JBa 3ape3epPBHPOBAaHHBIX MMEHH sl MHTep(eiicoB: inside (BHyTpeHHee),
ypOBEHb 3aIuThl KoToporo paBeH 100 u outside (BHeriHee), ypOBEHb 3aIUTHI KOTOPOTO PaBEeH
0. B Tom ciyudae, korga ansi mHTepdeiica HCIONB3YyeTCs pe3epBHOE MMsI, MOXKHO OITYCTUTh
rapaMeTp YPOBHS 3aIlIUTHI.

[Ipu aBTOMAaTHYECKOW mNpHUBs3Ke HHTEp(EHC NPHUBA3BIBACTCS K ONTUMalbHOW 30HE. Ecmm
uHTepdeiic eTMKOM MOoNajaeT B OJHY WM HECKOJbKO MOCTOSHHBIX 30H, TO ONTHUMAaJIbHOU
CUMTAETCS] HAaMMEHbIIAs U3 HHUX, MHA4Ye ONTHMAJIBHOM CUMTACTCS BPEMEHHO CO3JaHHas auto-
30Ha. Ecin ontruManbHas 30Ha MeHseTCs (HampuMep, U3-3a TOrO, YTO YJANISIOTCS, CO3JAI0TCS
WM MEHSIIOTCS ONpesiesIieHHbIE 30HbI), TAKON MHTep(delic aBTOMaTUUECKH MEePEeNpUBSI3bIBACTCS K
JAPYrou MOAXOIAIIEN 30HE.

IIpn xecTkoil mpuBSi3KE HUHTEpQeiic NpHUBA3bIBAETCS K IPOU3BOJIBHOM, OINpeaeIeHHON
nojp3oBareneM 30He wiau Internet-sone. Ilpu M3MEHEHUSAX TOMOJOIMM TEpENpUBSA3KA He
IIPOUCXOUT.

2) Ecnu Ino3 be3omacHocTH OyIeT MCIOIb30BAThCS TOJNBKO KaK KOHEUHBINH MyHKT IPsec-
TYHHEJIEW HAI0 OTMEHUTH YCTAHOBJIECHHYIO M0 YMOJYaHUIO OTMETKY B I0Jie BKIIOYHTH

nepeHanpasJieHHEe He3aIUIIIEHHOTo TPpaduKa.

Hlar 3: MecTomoJioskeHue

[lepeiitu Ha 3aknaaky Mecmononodcenue, 4TOObl HACTPOUTH ONUUU Mecmononodcerue

CIIEIYIOIIM 00pa3oM:

1) B mnone KoopamHaThl HeoOXOQMMO yKa3aTh Treorpaduueckue koopauHaTel Illmro3a
besonacHoctn. KoopauHaTel MOKHO BBECTHM BpPYYHYHO WM HpUCBOMTH ux [Ilmro3y

be3zonacHocTy, BEIOpaB KHOMKY YKa3aTh KOOPAUHATHI.
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2) Ecmm umzBecten aapec Illnro3a Be3omacHocTH, €ro MOXXHO HAWTH C MOMOLIBIO OIS

HaiiTn.

3) Tlocne ompeneseHust MECTOIOIOKEHUS HEOOXOIUMO HaXKaTh KHOMKY I'0ToBO.

\il) Ecnu koopauHatel He yka3aHbl, TO Tosie KoopaAuHAaTBI KMEET 3HAUEHUE «-».

Ilar 4: BupryajibHasi YacTHasi CeTh

[Tepetitn Ha 3aknanky BYC, uto6bl ycranoButh onmuu BUC.

1) BeiOpats BiokeHHYIO 3aKIaaKy Obusee.

2) Eciu Bel He xotute, urobbl Lllmo3 BesomacHocTu ucnonb3zoBan mnpotokoisl IKE wiu

IPsec, Hago oTMeHuTh OoTMETKy B mosie Bruounts IKE/IPSec (ycranoBieHHYHO IO

ymon4anuio). B m. 8.1.2.7 MoxxHO HaliTU puUMep, KOT/1a MOXKET MOHAI00UThCS OTMEHHUTD

oty yctaHoBky. B mone IKE port moxxHo u3aMeHuTs mopt, kotopsii Lllmo3 Oymer

ucnionb3oBath it IKE-tpapuka. B mone IKE-NAT-T Mo0XHO U3MEHUTH TOPT,

ucnonb3yembiit [1lmro30Mm mist padbotel mporokoia IKE-NAT-Traversal.

3) BsiOparh Buabl Tpaduka, KOTOpbie OyayT aBTOMaTH4YeCKd mpomyckaTbes Illmo3om 6e3

npenBapuTenbHoil mpoBepku sBHbIX [Ipasun JIIIb, mig sToro Hago MOCTaBUTH OTMETKHU B

COOTBETCTBYIOIUX IOJISAX B ABTONPONYCK TpauKa.

4) BoiOpath  BnOXeHHYIO — 3akiaanky — Cepmuchuxamei,  49TOOBI  3apETHCTPHUPOBATH

CepTI/Iq)I/IKaTLI. 910 ACIACTCA CICAYIOINM 06pa30M:

Haxatp xHOnKy J106aBUTH U BBECTH HEOOXOAMMYIO MH(pOpPMAIMIO O cepTUHUKATE
[Imo3a bezonacHoctu. Jta nHGOpManus 10KHA TOUHO COBNAAATh ¢ MH(opMarmei
JeWCTBUTENBHOTO CePTU(HKATA; ITOT CEPTU(PUKAT AOIKEH OBITh 3apPETMCTPUPOBAH Ha
neiictButensHOM ycrpoiictBe Cisco, koTopoe npejacrapiseT AaHHbld O0bekT Lmo3a
besonacHoctu (moapobHee o crocobax nodaBieHus ceprudukaros cM. . 8.1.1.1).
BeiOpare VYII, BblmaBmmii cepTuduKar, W3 BbINAJalOIIEro coucka (oOparute
BHHUMaHUe, 4yTo 3Ta uHpopmaius oods3atenbHo it Cisco [0S Bepeuit 12.2 u Bbime).
B crniucke coneprkarcs HazBaHus Bcex Y1, 3apeructpupoBaHHbIX B okHE Cepgepbi.
Ecmu ycrpoiictBo Cisco Oymer wucnonb3oBath COC i MOATBEPkKACHUS
CepTU(HUKATOB NPEANOiaraéMblX MapTHEPOB MO CBA3H, HAJ0 IOCTaBUTh OTMETKY B
nosne Oopadorka COC.

Jlo6GaButh oauH win Heckoiabko LDAP-cepBepoB, koTopble OyneT HCIIONb30BaTh

ycrpoiictBo Cisco ansi Toro, 4roObl 3arpy3uth ceptudukatel U COC, ucnomb3ys
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COOTBETCTBYIOIYI0 KoMmaHAy Jlo6aBuThb. OOparure BHHMMaHHE, YTO B CIIHCKE
nosiBsTcs Tosibko Teé LDAP-cepBephl, KoTOpble OBLTH 3apaHee 3aperucTpUpOBaHbI B

okre Cepsepwl (moapobuee cwm. 1. 8.1.1.1).

5) Eciau lmro3br BesomacHocTr OyayT HCMOJB30BATh IEPABAPUTEIHLHO pacipeeeHHbIC
KJIIOYH, B 3TOM CJIy4ae HeoOXOAMMO BBIOPATh BIOKEHHYIO 3aKJIalKy [Ipedonpedenentvie
Kt0YU, 9TO0BI 3apETUCTPUPOBATH MPEABAPUTEIBHO PACIPEACTICHHbIE KIIIOUYH. DTO MOXKHO

CeNaTh CISAYIONTUM 00pa3oM:

Haxate knonky Jlo6aButsr B mone IKE Preshared Key Identities u BBectn
HEOOXOMMMYI0 HH()OPMAIMIO O MPEIBAPUTEIILHO PACIpPEICIICHHOM Kitoue. JlaHHbIH
HpEJBAPUTEILHO  PACIPEICICHHBIA  KII0Y JIOJDKEH OBITh  3apErMCTPUPOBAaH  HA
¢aktuueckom ycrpoiictBe CisCO, kotopoe mpencrasisier qanubii o3 besomacHocTw,
€CJIM 3HAYEHHE DTOrO MPEIBAPUTENILHO paclpeielIeCHHBIN Kitoda He yrnpasisercs [[VII.
BBectn  wmHpOpManuio 000 BCeX IPEABAPUTENLHO  paclpesiieNICHHBIX — KIFOYax,
ucnionb3dyembix  [llmro3om  be3zomacHocTu, Juisi 3TOTO  HEOOXOAUMO  BBITIOJHHUTH

cienyromniee:

— BBecTu uMs 1aHHOTO KIIIOYa.

— IloctaButh otmerky B nosie IllecTHaaunarepuyHas cTpoka, ecinu Bel XxoTute BBECTH
3HAYEHHUE KJII0Ya B IIECTHAIATEPUYHOM (opMaTe.

— IlocraBuTe OTMETKY B IOJIe YmpaBisiemMbl, ecau [[VI] ynpaBiser 3Ha4eHUEM
JAHHOTO KJTFOYa.

— Bsectu 3Hauenue kmova. Eciu Bel nocraBunm ormerky B none llecrHagnarepnynas
CTPOKa, B TMole 3Ha4YeHHe KJK4Ya HAal0 BBECTU  ILIECTHAALATEPUUHYIO
IIOCJIEZ0BATEIBHOCTD C YETHBIM KOJIMYECTBOM 3HAKOB. VHave, Hall0 BBECTHU 3HAYECHUE B
OykBeHHO-TIU(POBOM dopmare.

— W3 Beimagatomiero cnucka llapmuep BBIOpaTh Y3€1 CETH, COBMECTHO C KOTOPBIM
naHHbIi O0bekT [1oMMTHKH UCTIONMB3YET TOT KITIOY.

— W3 mepBoro Bemapgaromiero cnucka Tun ID xnoua BeIOpaTh croco0 MACHTHU(GUKAIII
JIOKAJBLHOTO KJII0Ya. DTO TMO3BOJUT Y3JIy CETH YOSAMTHCS B TOM, YTO KIIFOU SIBIISCTCS
[IpaBunbubiM. [lo ymonyanuto, Uil HUIEHTU(GHUKALUK MPEIONpPENEIeHHOro KItoya
Oyzner wucnonb3oBaH nepBuuHbli [P-anpec ycrpoiictBa Cisco. B sTom ciyuae He
TpeOyeTcsi BBOJIUTH JOMOJTHUTENBHBIX JaHHBIX. JIOKaIbHBIN KII0Y MOKET TaKKe OBITH
uaeHTUQUIHUPOBaH ¢ nomoulsio apyroro IP-anpeca, cepsuca DNS, ID kimroua unu

mectHaauarepuytoro ID kmtoya. B Takom ciiydae Hafo BeIOpaTh THUH WACHTUPUKALIIN
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Y3 BBINAJAIONIETO CIFCKA U BBECTH 3HAUYCHUE HUIeHTH(UKaTopa B mone 3HadyeHue |1D

KJKI04a.

6) BriOpath cnoco0 uACHTUGUKALMK KIH0Ya CETEBOrO y3j1a W3 BTOPOrO BBINAJAFOLICTO
criucka Tun ID karoua. Takum 06pa3om, ycTpoicTBO CiSCO CMOXKET YOSIUTHCS B TOM, YTO
JNaHHbIM  Krod  sBisietcss  IlpaBunbHbiM.  [lo  ymomuanuio, 11  WACHTHU(PHKAIMA
IIPEIONPEEIIEHHOr0 KiIto4ya OyeT UCIoIb30BaThes IepBUUHBIN [P-anpec cereBoro y3na.
B nanHom cinydae He TpeOyeTcs yka3blBaTh JONOJHUTEIbHBIX JaHHbBIX. Kitou cereBoro
y3Jla MOXKET Takke ObITh MAEHTH(QUUUPOBAH ¢ momouipio apyroro IP-anpeca, cepsuca
DNS, ID xiroua win mectHaanatepuanoro ID kitoua. B Takom cinydae BeiOpats tun ID
KJII0Ya M3 BBINAJAIOLIETO CIMCKAa M BBECTH 3HAUEHUE J3TOTO HJAEHTH(HKATOpa B IMOJE
3navenne ID wumroua. IIporokon XAUTH wucnomesyercss ans Oojee TMOTHOM
ayTeHTU(UKaLuu 1pu ycTaHoBiIeHUM VPN coeluHeHHs ¢ MCIOJIb30BaHHEM MPOTOKOJIA
IKE. Takum o6pazom, 110361 MOTYT ayTeHTH(PHUIIMPOBATH YIAIEHHBIX MOJIb30BATENCH,
00paTUBIIMCH K BHEIIHEMY CEpBEpY ayTCHTU(UKAIIMH IS TOTYICHHUS TOTIOHUTEIbHBIX
manaaroB. Ecinu ganssiii Lnio3 besonacHocTn npoBOANUT ayTEHTU(PUKALUIO YAATIEHHBIX
nosnb3oBarenel/ XoctoB be3onmacHocTH 4yepe3 BHEUIHMH cepBep ayTeHTH(HKALUU C
nomotipio nporokona XAUTH, MoxHO oTpa3uth 3T0 B Hactpoiikax [[VII. Bwibpath
BJIIOKCHHYIO 3aKNaJKy Pacwupennas aymenmugurayus (€Ciiv OHa JOCTYITHA), U C/IETaTh

I (S13% {011 (SeH

— IlocraButh 0TMETKY B nosie Bkaouuts XAUTH.

1) Tonvko ona PIX Firewall.
Ecin Ber xoturte, utoObl cepsep XAUTH mnpenocrtaBisii yqaleHHBIM IOJIb30BaTENsAM
uHpopManuoo 00 aBTOpPHU3allMKM B BUJAE CHHCKOB JOCTYIa, HAJO MOCTaBUTh OTMETKY B IOJIE
Brewmnsa aymenmugurxayus.

— BriOpare OObexThl [lOMUTHKHM, KOTOpBIE MOJDKHBI OBITh HMJIEHTH()ULIUPOBAHBI C
MIOMOIIIbIO BHEIIHErO CepBepa B CIUCKE J[locmynuvie 0Obekmbl U TEPEMECTUTh UX B
CIIUCOK BulOpannvie 06vexmbi.

— BriOpars BaemHne CepBepbl ayreHTH(UKanuu, kotopsle 103 besonacHoctu Oyner
IIPOBEPATh HAa HaJIW4YMe JONOJHUTENbHBIX MaHAaroB B crucke Cepsepul
aymenmugurxayuu (Jns aToro Bel nomxHb! Obutn 3apanee co3naTh OOBEKTHI CEPBEPOB
TACACS+ w/umu RADIUS B okHe Cepsepui). [Togpobuee cm. 1. 8.1.1.2.

— Ilo ymomuanuto, [[VII OGyaer aBromMaTtuuecku BbIOMpaTh TOT uHTepdeiic Illmo3a
besonacHoctn, koTopsiil Oyaet ucnonb3oBaThes st XAUTH ¢ momomipio anroputma

TpaccupoBKH Tornosoruu. Eciu Bel XoTHTE BpyuHYI0 YCTaHOBUTH HHTEp]ENC, KOTOPHIH
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Oyner ucnionbzoBathes Uit XAUTH, nHano BbIOpate  HYXHbIM  uHTepdeiic  u3
BBIIA/IAIOIIET0 CIHUCKA.

— IIporokon IKE CFG ucnons3yercst ajis Toro, 4to0sl 3arpyxarb [P-anpec u apyrue
JaHHBIE CEeTeBOW KOH(Urypanuu Ha ynaineHHslid BYC-Kiuenm, Kak 4acTh Ipolecca
npenBaputenbHoro cornacoBanusi IKE. B mepByto ouepenb 5To Hcmonb3yercs Ui
TOr0, YTOOBI M30eXaTh MaplIPyTU3allMU OTBETHBIX MAKETOB C JIOKAJIBHOTO cepBepa
ynaneHHoMmy BYC-Kauenmy. Takxe 3TO TO3BOJSET BBIACIATH Tpa(HK, UCXOISAIIHIA
OT UIACHTU(UIIMPOBAHHBIX YJAICHHBIX IOJbH30BATENEH, U 3aT€M MPUMEHUTHh K HEMY
¢bunpTpanuioo MO, ucnons3ys JokalbHbI myn |P-agpecoB, BMecTo oOLIMX aJpecoB
robanpHOM cetn. Ecnu manuwiii [1lnro3 besomacHoctu TpebyeT kKoHPUTYpUpOBaHHs
ynaneHHsix XoctoB besonacuoctu/mons3oBateneit uepe3 IKE CFG, npucBauBas um
IP-anpeca B mpoctpanctBe IP-agpecoB, pacnonoxenHoM 3a Ilnro3om, MOXKHO
oTpa3uTh 310 B KoHpurypamuu [[VII, coznaBas IlpaBuna IKE CFG. Co3nanue
npasmia IKE CFG npoucxoaut cnenyromum odpa3zom:

— Ilepeiitu Ha 3aknaaky |KECFG,;

— Haxartp knonky lo6aButs u coznate [IpaBuna IKE CFG:

— BreiOpars O0bekTsl [lonutuku, kK KoTopeiM OyaeT npumensaThes nporokon IKE CFG
U3 crucka JJocmynnvie 06bexmsl ¥ IEPEMECTUTh UX B CIIUCOK BulbOpanmvie 06vbexmbi.

— VYkasate Pecypce IP-agpecoB, Haxonsmuiics 3a Lnro3om be3onacHocTy, U3 KOTOPOro
OyayT Opathcs aapeca ans ynaineHHbIXx XoctoB bezomacuoctu / Ilonms3zoBateneit. U3
BBINAJIAIOIIEr0 CIUCKa BBIOpaTh METOA, KOTOpbIM Oyzaer BBoauThcs Pecype IP-
aapecoB (IP [lmamazon, IP Angpec + Macka win DHCP). Ilpu BeiOOpe MmeToma
nonmy4yenuss pecypca uyepes DHCP B kadectBe uueHTH(HKaTopa KiIHeHTa Oyaer
HanpasieH aapec, BblOpanHbli DHCP-cepBepoM, KOTOpBI MepBBIM OTBETHT Ha
3anpoc (DHCP REQUEST), ornpaBneHHslii co mutto3a. [Ipu oOmene nHdpopmarmeii ¢
DHCP-cepBepa, ¢ KOTOpeIM paboTaeT TUIO3, 3aMpalldBalOTCS  CIEAYIONTHE
napameTtpsl: IP-agpec, subnet mask u broadcast addr, DNS.

— B npennaraemoe nosie BBECTH MOJIXOASIINE 3HaYeHUs A5 obnactu [P-agpecos.

— Vkaszare Broadcast-macky u agpec DNS-cepBepa B mosie JlomoiHUTe/IbHBIE

napamMeTpbl.

Ilar 5: Ynpasjenue Acenmom
1) BriOparTe BIOXCHHYIO 3aKIaAKy VYnpagienue. DTa 3akiajnka MpeJHa3HAYeHa IS
YCTaHOBKHU ITonmutuku ﬂpaﬁBepa, KOTOpasa 6y,[[eT HCIIOJIb30BaHa 110 YMOJJIYaHU1O, ypOBHeﬁ

peructpanuu 151 34ACTABA-Oguc, a Taxxe nis ynpasnenus ero JIIb.
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2) BriOpatb BioKeHHYIO 3aKnaaky Oowee:

Ycranouts Ilonmutuky, kotopyto Oynaer ucmonb3oBaTh lllmo3 bezomacHoctu 1o
ymomyanuto. Jta Ilomutuka I[lpomycTuTh BeexX wuian 3ampeTuTh Bcex OyneT
IIPUMEHATHCS IIPU  B3aMMOJEHUCTBHM C TEMHU Y3JIaMM ceTH, g Kotopsix JIIIb
yctpoiictBa CiSCO He nperycMaTpuBaeT TOYHbIX [IpaBui.

Ecau Bor xotute, uto6s! Imto3 bezonacHoctn aBTomarndecku u/uinu yepe3 ICMP-
TpaduK Jesan ycTaHOBKH, HaJl0 ClIeJIaTh COOTBETCTBYIOLINE OTMETKH.

VYcraHoBUTh ypoBHM peructpanuu coObituii Illmo3a be3onmacHocTH [uisi KOHCOJIH

Cisco.

3) BriOpath BiOXEHHYIO 3aKnanky JII1b:

brnoxu Jlokanvnas Ilonumuxa bezonacnocmu v Cmpykmypa JIIIB 6yayT AOCTYIHBI
Tonbko 1mocine Tpa”csamuu I1Ib wm cospmanmsa JIIIb s pgannoro Illmrosza
besonacnoctu. Ecau Bl He xotuTe, 4T00BI B cienyromuid pa3 npu tpasciasiuuu 'T1b
mis atoro Llno3a bezonacuoctu 6ni1a co3nana JIIIb (nanpumep, ecnu Bel BpyuHyto
BHecau u3MeHeHus B Tekyuyro JIIIb Illnmro3a bezomacHocTH, U XOTUTE COXPAHUTH
YCTaHOBKH), HaJ0 NOCTaBUTh OTMETKY B nojie He tpanciamposars JIIIB. Takum
obpaszom, Tpaucisiiust JITIB Oyner otmeHena s storo I1lnro3a 1o Tex mop, moka He

Oyznet yOpaHa OTMETKa.

4) BpiOpaTh BIOXEHHYIO 3aKNaAKy [lapamempvi coelunenusi. ITH NapaMeTphbl YIIPaBISIOT

IIPOLIECCOM KOMMYHUKalUU Mexay cepBucoM [[VII u mapupyrusatopom Cisco/MD PIX

Firewall Bo Bpems axtuBaruu ['TIb.

VYkazare napamerpsl coeauHeHust OObeKTa CleayoUM 00pa3oM:

Ecnn

Br16paTh peskM KOMMYHUKAILIMU, KOTOPBIA OyJIET NCIOJIb30BaH MEXAY YCTPONCTBOM
Cisco u [JVII: SSH Bepcuu 1 wnu telnet.

Bectu Umsit mons3oBaresist, 40061 /{11 MoT TOTy4uTh TOCTYI K yeTpoiicTBy CisSCO.
Beectu nonp3oBarens (SSH/telnet) u maponu, uro6s1 Z/VI] MOr MOTYYUTH TOCTYH K

yctpoiictBy Cisco.

Bbl xoTuTe coxpaHATh JaHHBIE O TOM, ObUTM JU BHeceHbl u3MmeHeHus B JIIIb

IIOJIB30BaTCiIsA C MOMCHTA HOCJ'IG)IHCfI AKTHUBAIlMKU, HAAO0 IMOCTaBUTh OTMETKY B IIOJIC OTtcaexuBanue

uesoctHoctu JIIIB. B none Yaanennnie CepBepsbl onpenenstor cepsep (L{VII cnyuyaiil), KOTOpbIi

pacupenenut JIIIb stum lnrozam besomacuoctu. [Monpo6uee cm. m. 8.1.1.2.

Ilar 6: Hacrpoiika SNMP
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1) BeiOpars 3aknagky SNMP u mocraButh otMeTKy B noje Bkiawuurs SNMP, eciiu Bor
XOTUTE YCTaHOBUTH TeKywmUid KOHTposib SNMP nns nannoro Illmro3a besomacHoctw.

3atem ycTaHOBHTH HacTporku SNMP, moHbIi crircok coobmennii SNMP MoxHO HalTH

1. 8.1.2.7.

2) Tlo ymomganuto, nopt SNMP-Knuenra IMopT kimenTa ycraHoBieH Ha 161, a 3HaueHue

SNMP-coobmuiecTBa I'pynna no ymonganuto — Ha public.

\il) st ayrenTudukanuu coodmennii SNMP ncnonbs3yer nmeHa coobmiecTa (community name).

Nms cooliecTBa MOKHO CYUTATh KOJOM JIOCTYIA, KOTOPBI COBMECTHO McCmob3yeTcst SNMP-
cepBepamu U Aeenmamu SNMP. Bee coobmennst SNMP nomkHBI coepikath UMsi COOOIIECTBA.
Ecnu coolmienne copepXuT UMs cooOIIecTBa, KOTOPOE HE HACTPOCHO HAa XOCTE, OHO Oyaer
OTKJIOHEHO.

3) BwiOpare omuH winm Heckonbko SNMP-cepBepoB B SNMP-cepBepbl, Ha KoTOpBIC

nauabii o3 besomacnoctu Oynet moceate SNMP-coobmenmus.

1 ) B cnucke [Jocmynuble TOSBATCS TOJBKO T€ CEPBEPDI, KOTOPBIE OBLIM PaHee 3aperuCTPHPOBAHbI
B okHe Cepsepul (MoapoOHee cM. B oapasene 8.9).

Ilar 7: Hactpoiika :xypHana perucrpaunu Syslog Distributor

CHcTeMHBIN JKypHaJI IIO3BOJISICT Aeenmam TIOCHIIATH PErucTpalliOHHbIC JaHHBIC Ha
y,I[aJ'IeHHbIﬁ CCPBCP B CTAHAAPTU30OBAHHOM cbopMaTe. I[J'ISI TOT'O YTOOBI YCTAaHOBUTH OTIIPABKY HaHHBIX
JKypHaJla pETUCTPALMK ¢ JaHHOro ycrpoiictBa CiSCO HaJ0 B KOHTEKCTHOM MEHIO BBHIOpATh MapaMeTp

BxawuuTh U cAeiIaTh CJICOYIOIICC:

1) VYcraHoBHTH YpPOBEHb PETHCTpPALMHU ISl OTHPABKH OTYETOB O COOBITHSX CHCTEMHOTO
XKypHaja peructpanuu. Bece cooOuieHus: CHCTEMHOTO JKypHajla pEerucTpali ¢ ypoBHEM
pPETUCTpaIlNK HIDKE YCTAaHOBJICHHOTO HE OyayT OTHpaBiiAThCs Ha Syslog-cepsep.

2) BwiOpate oauH wiM Heckoibko Syslog-cepBepoB, Ha koTopbie naHHbid 11103 OymeT
OTIIPABIIATH COOOIIEHUS KypHalla perucTpaIum.

3) Ilpu HEOOXOAMMOCTH HACTPOHUTH OTOOPAKEHHUE JOTUPOBaHHs B okHe Syslog.

Hlar 8: [IpuHaa/Ie:KHOCTD K IPyIie

Ha 3aknaake Bxooum 6 ToOKa3aHO, K KaKUM TPYIINaM TNpUHAIICKUT maHabid o3
besonmacHoctn. Moxuo mo6aButh 111103 B CymiecTByrOIy0 Tpymmy WX yAaJIWTh ero u3 Hee. Ha
3aKJIaJIKe COJEPIKATCs [1Ba CIIUCKA: B IIEPBOM /[ocmynHubie 2pynnsl IOKa3aH MOJHBIN nepeueHs [ pynm,
3aperucTPUPOBAHHBIX B Manke / pynnol B cekuun Oovexmot lorumuxu (3a UCKIIOYeHHeM Tex [ pymm,
B KOTOpbIX B JaHHbIH MoMeHT coctouT lllmo3 be3omacHocTu); BOo BTOpoM Bulbpannvie epynnoi

MepeYrCIIeHb! [ pynmbl, K KOTOPBIM B TaHHBI MOMEHT npuHaaexuT 1mo3 besomacHocTy.
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YroObl n3MeHUTh cocTaB ['pynmsl u 1o6aButh B ['pynny co3nanusiii o3 besomnacHocTu

HEoOXOIUMO IepeMecTUuTh HyxkHy ['pynmy u3 cnucka /Jocmynuvle epynnvl B COMCOK Bwibpannvie

cpynnbl, UCIIOJIB3YA KHOIIKU CO CTPCIIKAMMU.

Hlar 9: IlpaBuiaa NAT

Ecnu nns nanHoro o6bnekra HEOOXOAMMO Y4eCTh/CKOH(UTYPHUPOBATh TPAHCISALIUIO CETEBBIX

aapecoB (NAT, Network Address Translation) vago ooparuthes k . 8.1.1.3.

Ilar 10: 3aBepenue co3nanus lliaro3a
Haxarp xHonky I'otoBo. 11lnr03 be3zomacuoctu Oyner nobasien B Tomonoruto BUC u manky

Cemesble Obvexmul B cexuun Obwvexmul [lonumuxu.
8.1.2.5. LWnro3bl BesonacHocTn Microsoft IPsec AeeHm

Acenmur  1Psec, Bxomsmume B OC Windows, Takke MOXHO ompenenuth, kak IImro3sl
be3onacHoctu. YcraHoBUTH Kypcop Ha cekuuio Tononoeus BYC unu BbiOpaTh nanky Cemesvie

06vexmul B ceKnmu O6vexmsl noaumuKy, Ucronb3ys koManay Jlodasuts—>11ln103 be3onacHocTu.

Hlar 1: O0mue xapaKTepUCTUKH
1) Vka3arh NpOM3BOAMTEINS U BEPCUIO A2enma, KOTOPOro Oyaer npeacraiath 1ot Lnko3

bezonacHoctu B okHe Bouibop [leckpunmopa Acenma.
2) Ha zakmagke O6miee BBecti Umst o6bekTa [1lnr03a be3omacHocTH.

3) B crpoke Adpec Aeenma nabpatpb IP-agpec [1lnto3a, KOTOPBIH OyAeT NPENCTABIATH 3TOT

O6bext. UMenno Ha stoT aapec [[VII 6yaer ornpasnsats JIIIb nis nannoro O0bekTa.

4) Ecnu Bel xoTuTe co3nare Heynpasisembiii 1103 bezonacHocTr, Hago yopath OTMETKY

B I10JI€ YIIpaBJIAEMbIii.

5) HpI/I HCO6XO)II/IMOCTI/I MOYKHO TaK)Ke€ BBECTH TEKCTOBOE onucanue OObeKTa.

Hlar 2: Tonmosorus
[Tepeiitn Ha 3aknanky Tononocus, yToObl BBecTH HHPopManuio 006 uuTepdeiicax [llmo3a

beszomacuocty (ecnu 3Ta nHGOpManus He ObUTa BoccTaHoBIeHa yepe3 SNMP, kak oTMeueHo BEITIIe):

— Haxarp xHOnKy Jlo6aBuTH 1 BBecTH Jorudeckoe ums u [P-aapec mepBoro mHTepdeiica
[lnro3a besomacHocTu. Takum sxe 00pa3om BBecTH JaHHBbIE Bcex uHTepdeiicoB I1lmo3a
bezonacuoctu. /lna ogHoro muTepdeiica MOXKHO yKa3blBaTh Heckoibko IP-agpecos, mis
3TOr0 HEOOXOIMMO C€O31aTh JIOMOJHHUTENbHbIE HHTEp(EHCch C TeM K€ JOTHYECKHM

UMCHEM.
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— Ecmu [P-agpec nanHoro muTepdeiica momnagaer B Ipeaensl Kakoi-mubo 30HbI, 3Ta 30Ha
oToOpaszutca B KOJOHKe 3oxa Tabnuubl Mumepgheticvl, nHAYE TaM MOSIBUTCS 3HAYCHHE
Auto u 3ona Oyner cosnmaHa aBromatuuecku. Ilpm nobGaBnenun IP-unTepdeiica,
Haxoxsamerocs B 3oHe Internet, neobxomumo B mosie IlpuBsi3ka K 30He: BBIOpAThH
napamerp 3oHa HWHTepHer, 5Ta 30Ha O0TOOpa3uTCs B KOJOHKE 30Ha TaOIUIIBI
Hnmepdghetico.

— Ecnu nannsnii 103 bezonacHoctu OyaeT UCIONB30BATHCS TOJIBKO B Kau€CTBE KOHEYHOMN
TOYKH JIs TyHHenel [Psec, Hamo yOpaThk oTMETKY B 1ojie BKJIIOYHTHL nepeHanpaBieHue
He3alMIIEeHHOro Tpaguka (OHa yCTaHOBJIEHA 10 YMOJIYaHMUIO).

[Ipu aBTOMaTHYecKOW NpuBsI3Ke HHTEep(EHC MPHUBSA3BIBACTCS K ONTHMaibHOW 30HE. Ecim

UHTEpQEIC NEeTMKOM MOoNagaeT B OAHY WM HECKOJIBKO IMOCTOSIHHBIX 30H, TO ONTHMAaJIbHOM

CUMTAETCs] HAMMEHbIIAasd U3 HUX, NHAYe ONTUMAJIbHON CUMTAETCS BPEMEHHO CO3JaHHas auto-

30Ha. Ecnu ontumManbHas 30Ha MEHsieTcs (HarmpuMmep, U3-3a TOro, YTo yJIaJsIOTCs, CO30at0TCs

WIA MEHSIOTCS OIIpe/IeIeHHbIE 30Hbl), TAaKOW MHTep(deic aBTOMAaTHUECKU MEPETPUBI3bIBAETCS
K IpPYrou NoIXOoIsIIen 30He.

[Ipu sxecTkoil npuBsA3KE HWHTEPPEHC NPUBA3BIBACTCA K IPOU3BOJIBHOM, OIMpEaeTIeHHON
nojb3oBareieM 30He wiu Internet-3one. Ilpu M3MeHEHUSX TONOJOTMM NEpenpuBsA3Ka He
IIPOUCXOIUT.

Ilar 3: Mecromnosioxenune

[lepeiitu Ha 3aknaaky Mecmononodcenue, 4TOOBl HACTPOUTH ONUUU Mecmononoscenue

CJIEIYIOIIUM 00pa3oM:

1) B mone KoopamHatbl HeoOXoAMMoO ykasaTh reorpaduueckue koopauHatsl [llmo3a
besonacHoctn. KoopauHaTel MOKHO BBECTH BPYYHYK MWiIHM npucBouTh ux Illmosy

besonacHocTH, BbIOpaB KHONIKY YKa3aTh KOOPAUHATHI.
2) Ecnu usBecten aapec lnro3a bezomacHocTi ero MOXKHO HaiTH ¢ moMoIibio mosis Hairu,
3) Tlocne onpeneneHus: MECTOMOIOKEHHUS] HEOOXOIMMO HaxkaTh KHONKY ['0TOBO.

\il) Eciu KOOpAUHATBI HC YKa3aHbl, TO I10JIC KOOp}lI/IHaTbI HUMCCT 3HAUCHUC «-».

Ilar 4: BupryajbHasi 4acTHasi CeTh

[lepeiitu Ha 3aknanky BYC, yto6sl HacTpouth onuuu BUC.
1) BriOpats BoKeHHYIO 3aKknanky Oouyee.

— Ecmm Brl He xotute, utoObl IIImo3 besomacHocTy ucnonp3oBan IKE wmmm IPsec, Hamo
yopate otmeTky B moje Briawuutrh IKE/IPsec o0pabdorky (oHa ycCTaHOBJIEHa IO
ymomdanno). B m. 8.1.2.7 MOXXHO HallTH TpuMep TOTo, KOTrZa MOXKET TOTPeOOBaThCS

OTMEHAa 3TOoH omuuu. MOXHO H3MEHHUTH opT, KOTOpBIfI 6y,[IeT HCIIOJIB30BaATHCA IIIIHO30M



129
MKEH0.00631-01 32 01

s IKE-tpaguka B mone IKE mopt. B mone IKE-NAT-T M0XHO W3MEHUTH MOPT,
UCTIOJIb3YEMbIH IITF030M 11 paboThl mpoTokosa IKE-NAT-Traversal.

— VYcranoButs IP-anpec, KoTopbliit OyaeT Ucnonb30BaThCs s TyHHenupoBaHus. Ecnu aapec
TYHHEJA siBisieTcs pakTuiueckuM [P-anpecom, U3 BhINMAgaroOmero Cnucka BoIOpaTh OAMH U3
3apeructpupoBaHHbix [P-aapecoB wuHTep(deiicoB uIM OCTaBUTh 3HAUYEHUE ABTO,

YCTAaHOBJICHHOC 110 YMOJYaHHUIO.

2) [Ilepeiitn Ha 3axnanxky Cepmugukamol, 4T00bI 3apETUCTPUPOBATH CEPTHPHUKATHI. ITO

ACJIaCTCA CICAYOIIHUM O6p330MI

— Haxate kHonky [lo6aButs B mnose Uaentuduxarop IKE cepruduxara u BBecTH
HeoOxonumble paHHble 0 ceprudukare I1lmo3a besonmacHocTn. JTH JaHHBIE JDOJDKHBI B
TOYHOCTH COOTBETCTBOBATh JAHHBIM HACTOSIIETO cepTU(dUKaTa; 3TOT cepTudukar Oyner
3aperucTpupoBaH B (haktuueckom Azenme Microsoft [Psec, koToporo Oyner mpencTaBisTh
nanablii O0bekr. Crnemylite wHCTpYyKIusaM, ommcaHHbiM B 1. 8.1.1.1, utoOml BBecTH
uHpOpManro 000 BCeX JOMONTHUTENBHBIX cepTrdukarax ganHoro Illmo3a besomacHocT.
Hpyrue cnioco6sl fobaBnenus cepruduxatos cM. B 1. 8.1.1.1.

— Briopats LDAP cepBep, koTopslii Oyner ucnonb3oBatrbest ¢ Microsoft IPsec Aeenmon,
4yTOOBI 3arpy3utTh ceprudukatel. OOpatute BHUMaHue, 4To LDAP-cepBepsl, BO3MOXHO,
OBLIH yKe 3aperucTpupoBanbl B okHe Cepsepor. Cm. noapoduee 1. 8.1.1.2.

— Ecau Bam [Inro3 be3omacHoctr OynieT MCMONb30BaTh MPEABAPUTEIHHO pacipeiesieHHbIE
KIIIOYH, TO HAJ0 TEPEHTH Ha BIIOKEHHYIO 3aKNaaky [Ipedonpedenennvie Karoyu, 9TOOBI
3apEeTUCTPUPOBATH MPEIBAPUTEIILHO PacIIpe/leIeHHbIC KITFOUU. DTO JIENASTCS CIETYIOIHM
obpa3zom:

— Haxars kaonky Jod6aButh B nosie Identities corinacosannoro kiwua as IKE u
BBECTH HEOOXOAMMYIO MH(POpPMAIMIO O MPeIONpesieIeHHOM Kitode. ITOT
MIpeIBApUTENILHO paclpeAeNieHHbIA KU JOHKEeH ObITh 3apaHee 3aperucTpUpOBaH B
daxkTuueckom Aeenme Microsoft [Psec, kotoporo mpeacrasisier maHHbld OOBEKT.
CrnenyiiTe HHCTPYKIIUSIM, ONTMCAHHBIM HUXE, 4TOOBI BBECTH MH(POPMAIIUIO 000 BCEX
JIOTIOTHUTENBHBIX cepTudukarax nanHoro lllmo3a bezomacHocTw.

— BBectu ums Ui JaHHOTO KITFOYa.

— IlocraButh oTmerky B mosie lllecTHagmaTrepuyHasi cTpoka, eciu Bl XoTuTe BBECTH
3HAYEHHUE KJIF0Ya B MECTHAANATEPUIHOM (popmaTe.

— IloctaBuTh OTMETKY B MOJie YNpaBJsieMblil, €CTU 3HAYCHHE TAHHOTO MPEABAPUTEITHHO

pacIpeeeHHOro Kiiroua He ynpasiuserca [[VI].
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— Bsectu 3HaueHue kimoya. Eciu Bl moctaBwim otMetrky B none HlecTtHagnarepuunas
CTPOKA HAJ0 BBECTH B Moje 3HAYeHHMe KJIKYA IIECTHAIIATEPUYHYIO CTPOKY C YETHBIM
KOJIMYECTBOM CHMBOJIOB. B TIpOTMBHOM ciy4ae Hago BBeCTH OyKBEHHO-IIM(pPOBOE
3HauEHUE KJI0Ya.

— U3 Bemaparomiero cnucka /lapmuep BoIOpaTh MapTHEPA MO CBS3U, COBMECTHO C KOTOPHIM
nauHbid O0bekT [TomuTruku OyaeT UCIOIBb30BaTh ATOT KITHOY.

— W3 mepBoro Bemanaromiero crnucka Tun ID knroua BbIOpaTh cnoco® uIeHTUUKALNN
JIOKQJIbHOTO KJI0Ya. DTO TO3BOJUT NapTHEPY IO CBSI3U YAOCTOBEPUTHCS B TOM, YTO
naHHbld  Kkmrou  sBisercss  [lpaBuwibHbiM.  [lo  ymomuanuio, 1  UIASHTH(PUKAUU
IpeJoNpeeIeHHOr0 Kitoya Oy[eT HCIoyb30BaThesl nepBuuHbI [P-anpec ycrpoiicTa
BUC. B »toM ciywae He TpeOyeTcsi yKa3bplBaTh JOMOJHHUTEIBHOH WH(OpMAIIHH.
JlokanbHBIH KJII0Y TaK:Ke MOXKET OBITh MASHTH(PHUIIMPOBAH C OMOIIbI0 apyroro [P-ampeca,
DNS, ID-xmoya wiu mectHanuatepuyHoro ID-kmroua. B sTtom ciiydae BBIOpaTh THIl
WICHTU(UKAIIMKA KIF0Ya W3 BBINAJAIONIETO CIHCKA W BBECTH 3HAYCHHE BHIOPAHHOTO
uaeHtudukartopa B nojie 3nayenue ID kiaroua.

— W3 Broporo BheImagaromero cnucka lun ID ximroda BbIOpaTh cnoco0 WACHTU(DHUKAINH
KJII0Ya MapTHEpa IO CBSA3U. DTO Mo3BoJaUT ycTpoiicTBy BUC ynocroBepuThes B TOM, UTO
naHHbld  Kmrou  sBisercss  [lpaBuwnbHbiM. [lo  ymomuanuto, 1 UIASHTH(PUKAUU
IpeBapUTENIbHO paclpeslelIeHHOro Kitoya OyleT HCMoNb30BaH NepBUYHBIN |P-ampec
napTHepa 1o cBsi3u. B aToMm ciiydyae HeT HEOOXOJUMOCTH YKa3bIBaTh JOMOJHHUTEIbHYIO
uHpopmanuio. Kirrou mapTHepa MO CBSI3M MOXKET TakKe OBITh HISHTH()UIMPOBAH MpH
nomottu apyroro IP-ampeca, DNS, ID-kmtoua unm mectHagmnarepuunoro ID-kiroua. B
TAaKOM cllyyae BBIOpaTh W3 BBINAQJAIOLIETO CIHCKAa CIOCO0 MIEHTH(UKALMU KIoYa U

BBECTHU 3HAYEHHE BHIOPAHHOTO HJIeHTHU(UKaTopa B nojie 3HayeHue ID kiaroua.

lar 5: YnpasJjenue Azenmamu
[lepeiiTu Ha BIOKEHHYIO 3aKIAAKy VYnpasnenue, utoObl ycTaHOBUTH [lonutuky apaiiBepa ans
Azenma Microsoft IPsec, koTopast OyieT UCIOIb30BATHCS MO0 YMOJTYAHHUIO, & TAKKE VIS YIpPaBICHUS

JIIIb 1 HacTpOKK ONIUI COCTUHEHUM.

VYkazaTe mapameTpsl ISl YIIPaBICHUS AeeHmoMm CIEIYIONM 00pa3oM:

1) BeiOparh BiOKEHHYIO 3akiaaky Obuee, 4TOObI YCTAaHOBUTH [10MUTHKY, KOTOpYIO OyaeT
ucrnionb3oBath JaHHbM [llmo3 bezomacHoctn mo  ymonuanuto. Orta  [lonuTtika
(IMMponycTHTh BeexX wik 3anpeTHTh BCeX) OYET MCIOIb30BaThCs ISl TeX MAPTHEPOB IO
cBsa3u, s Kotopeix JIIIB Aeewma Microsoft IPsec He mnpemycmaTpuBaeT TOUYHBIX

[TpaBun. Ecnu Ber xotute, utoObl [llmio3 bezomacHoCTH aBTOMAaTHYECKH MPOIMyCKal
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mupokoBemmarensuelid Tpaguk Ipomyck broadcast, Tpaduk ¢ rpynnoBbIMH aipecaMu
IIponyck multicast u/unmu tpadux IMponyck ICMP, Ha0 TOMETHTH COOTBETCTBYIOIINE

¢naxku (IIpomyck Broadcast, ITponyck Multicast v IIponyck ICMP).

2) BeiOpats BnoxeHnnywo 3aknanky JIIIb. Buumanue: Onoku Jlokanvuas Iloaumuxa
bezonacnocmu v Cmpykmypa JIIIF GynyT MOCTYImHBI TOJIbKO mocie Tpancisiuu [ TIb u
cozgauns JIIIB pus mamnoro Illmro3a besonmacuoctu. Eciim Bl He xotute, utoOn JIIIb
st nanHoro Ilmro3a bezonacHocTu co3naBanach B CIEAYIOIIUNA pa3, IPU TPAHCISAIUH
I'TIb (manpumep, ecnu Bel BpydHyto BHecnau u3MeHeHusi B Tekymryto JIIIbB m xotute
COXPaHUTh 3TH HACTPOIMKH, HAJIO MOCTaBUTh OTMETKY B 1oJjic He Tpanciauposarts JIIIB).
Tpaucnsmus JIIBb mis nansoro Imro3a OyneT mpekpaiieHa 0 Tex Iop, Moka He Oyaer

yOpaHa 3Ta OTMETKa.
3) TlepeiitTi Ha BIOXEHHYIO 3aKIaKy [lapamempol coeOuHenus.
4) Bsiopate Meton 3arpy3ku JIIIB Ha nauubiii 4eenm Microsoft IPsec.

5) Ecmu Bbl Xx0THTE COXpaHWUTH JaHHBIC O TOM, ObUIM JIU BHeceHbl m3MeHenus B JIIIB
[Ilimro3a be3omacHOCTH ¢ MOMEHTA MOCIEAHEN aKTUBALlMU, HAJO ITIOCTaBUTb OTMETKY B
noie OtcaexuBanne uneaoctnoctu JIIIB. B wmenwo [llpocmomp cpa3dy xe mnocie
tparcisiuuu ['TIb u aktuBanuu JIIIb IlpoBeputh menocTtHocTh HampoTuB OO0bEKTa

MIOJIb30BATENs TOSBUTCS MKOHKA ctaryca neiaoctHocTr JIIIb. ITogpobuee cm. B . 9.4.4 u

1. 8.1.1.2.

IIar 6: Hacrpoiika SNMP

IepeiiTu Ha BiaoxkeHHY!0 3aknaaky SNMP u nocraBute otmMeTky B nosie Brmouuts SNMP,
ecim Ber xotute paspemmte SNMP-monutopunr s ganHoro Illmro3za BeszomacHoctu. 3atem
ycraHoBUTh HacTpoiiku SNMP. Dto gemaercs ciieayromuM 00pa3oM (ITOJHBIA CHHCOK COOOIICHHMIA

SNMP mosxHo Haiity B 1. 8.1.2.7):

1) TIlo ymomuanuto, nopt SNMP-Knuent ycranosnen na 161, a snauenue I'pynnbst SNMP
ycraHoBiieHo Ha public. Ilpm HeoOxomuMocTH 5TH 3HAYEHUS MOXKHO HM3MEHHTH B

COOTBETCTBYIOIIIUX IMOJIAX.

\il) s ayrentudukanuu coodimenuit SNMP ucnons3yer umena coobuecmsa. imst coobiiecta

MOXXKHO CYHMTaTh KOJOM, COBMecTHO Hucmoiib3yeMbiM SNMP-cepsepamu u SNMP-Aecenmamm.
Bce coobmenuss SNMP nomkHbl conepxath ums cooOriectBa. Eciin cooOiieHne coaepXxut uMs
cOO0IIeCTBa, HE YCTAHOBJIEHHOE Ha XOCTE, OHO Oy/IeT OJIOKMPOBAHO.

2) BwiOpars oguH uian Heckonbko SNMP-cepBepoB, Ha kKoTopeie nanHbd Aeenm Microsoft

IPsec 6yner ornpasisath coobmenuss SNMP B SNMP-Cepsepbl.
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1 ) Hosesarcsa Tonbko te SNMP-cepBephl, KOTOpbIE ObUIM 3apaHee 3aperMCTPUPOBAHBI B OKHE
Cepesepor (mogpoduee cM. 1. 8.1.1.2).

Ilar 7: IIpuHaa/IesKHOCTD K TpyIIie

Ha 3akmaake Bxooum 6 Tmoka3zaHO, K KakuM ['pynmaMm mnpuHauiexut panasiid 11lmo3
besonacHoctn. MoxHo no6aButh Illmo3 B cymectByromyw ['pynny uinn ymanuTe ero u3 Hee. Ha
3aKJIaJIKE COAEpXKATCsA NIBAa CIIMCKA: B IIEPBOM - JlocmynHvle cpynnbl - TOKAa3aH IOJHBIA IEPEUYCHb
['pynm, 3aperucTpupoBaHHBIX B nanke / pynnot B cekuun Ob6vexkmul noaumuky, (3a UCKIIOYCHUEM TeX
['pynmn, B KOTOpBIX B JAaHHbIE MoMeHT cocrout o3 be3zomacHocTH); BO BTOpPOM CIHCKE -
Bvibpannvie 2cpynnul - 1nepeduciieHsl ['pynmbl, B KOTOPbIX B JaHHBIH MoOMeHT coctouT lllmro3

Bbe3zonacuoctu.

Jlia Toro 4toOsl u3MeHUTH coctaB ['pynnsl Hano nepemectuts o3 besomacHoctu u3

OJJHOI'O CITMCKa B [[perﬁ, HCITOJIB3Ys KHOIIKKU CO CTPCIIKAMM.

Ilar 8: 3aBepenue co3nanus Llixio3a
Haxarp kaonky I'otoBo. HoBriii Llmio3 be3onacnoctu Oyner nodasnex B Tononozus BYC

u nanky Cemegvle Obvexkmul ceKuu O0beKmol NOIUMUKU.
8.1.2.6. Twunossble (HeynpaBnsiemsblie) LLnto3bl BezonacHocTu

YcTaHoBUTh Kypcop Ha cekuuto 7Tononocuss B4C unu BeiOpath nanky Cemesvie Obvexmul B

cekun Ob6vexkmoul noaumuxu, ucroib3yst komanay Jodasurts->11lar03 besonacHocru.

Ilar 1: O0mue XapaKTepUCTUKH

Ha 3zaxnaake Obwee HyXHO clienaTh CleIyroIIee:

1) Vka3arh NpOM3BOAMTEINS U BEPCUIO Acenma, KOTOPOro Oyaer mpeactariath 31oT Lnko3
bezonacnoctu B okHe Bwibop [leckpunmopa Aeenma. Ha 3aknaake O6wee BBectu Vms

Oo6mnekra lllnro3a bezomacuoctu.
2) YOparb OTMETKY B 10Jic YpaBJisieMbIi.

3) Aopec Acenma nabparp IP-agpec Illmo3a, KoTopslii Oyaer mpeactaBisaTh 3TOT OObEKT.

WNmenHo Ha stoT anpec [[VII 6yner ornpasisats JIIIb s nanHoro O0bexTa.

4) HpI/I HCO6XOI[I/IMOCTI/I B COOTBCTCTBYIOLICC IIOJIC MOKHO BBCCTH TCKCTOBOC OIMMCAHUC

nanaoro O0bekTa.

[lar 2: TonmoJorust

Ha 3aknanke Tononozus Hy*HO caenaTh CIEAYIOIIEE:
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1) BroiOparte BIOXKEHHYIO 3akinanky Tononocusi, 4ToObl BBecTH WH(popmanuoo 00

untepdeiicax 1llmo3a bezomacnoctu.

2) Haxarp kHonKy /lo0aBUTH 1 BBECTH JIorndeckoe uMs u IP-aapec mepBoro unrepdeiica
[Mnro3a besomacHoctu. Takum ke 00pa3oM BBECTH JAaHHbIE 000 Bcex HHTepdeicax
[lmo3a bezonmacnoctu. s omHoro wuHTepdeirica MOXKHO YKa3bIBaTh HECKOJbKO [P-
a/IpECOB, MPOCTO CO3/1aTh JOTIOIHUTEIBHBIE HHTEP(EHCHI C TEM Ke JOTHUYECKUM aJPECOM.
Ecmu IP-ampec manHoro mHTEepdeiica momamaer B npeaeibl Kakoi-m1u60 30HbI, 3Ta 30Ha
0TOOpa3uTcs B KOJIOHKE 30HA Tabmuubl Mumepdheticol, UHaYe TaM TOSBUTCSA 3HAYCHHE
Auto u 3oma Oymer co3manHa aBToMatudecku. llpu mobaenenuun IP-uHTepdeiica,
HaxoxsAuierocs B 30He Internet, HeoOXoamMo BHIOpAaTh HYKHBIA mapamerp 30Ha
HNurepuer u3 cnucka IlpuBsi3ka K 30He:, 3Ta 30Ha OTOOpa3UTCS B KOJIOHKE 30HA

Ta0nuIel Mumepgheticoi.

3) Ecnu pauseni Illnro3 BesomacHocTr OymeT HCIOAb30BAThCS TOJBKO B KadeCTBE
KOHEYHOM TOouku Juis TyHHened IPsec, Hamo yOparb oTmMeTky B noje Bkianouurth

nepeHanpasJieHHe He3alMIIEHHOro TpaguKa (OHa YCTaHOBJICHA [0 YMOJIYaHUIO).

[Ipun aBTOMaTHuecKOil MpHUBs3KE HMHTEpdeiic MpUBs3bIBacTCS K ONTUMalbHOW 30HE. Eciun
uHTEepQEiiC EeTMKOM MOMAAaeT B OJHY WM HECKOJIBKO MOCTOSHHBIX 30H, TO ONTUMAIBHOM
CUMTAETCS] HAUMEHBIIASI U3 HUX, MHAYE ONTUMAIbHOM CUYMTAETCS BPEMEHHO CO3/aHHas auto-
30Ha. Eciay ontumanbHas 30Ha MeHsieTcsl (HalpuMep, U3-3a TOro, YTO yIAJSIFOTCS, CO3AI0TCs
WIA  MEHSIOTCS  OINpeJeNIeHHble  30HbI), TakoM  MHTepdeiic  aBTOMATUYECKH
MepENPUBA3BIBAETCS K APYTroil MOAXOAIIEH 30HE.

IIpu >xecTkoil npuBsA3Ke HHTEep(eiic NpUBS3BIBACTCS K MPOMU3BOJIBHOM, ONpEAETICHHOM
noJyib3oBarenaeM 3oHe wiM Internet-zone. [Ipym M3MEHEHMSX TOMOJOTHM IEpEenpHBsI3Ka HE
IIPOUCXOIUT.

Hlar 3: MecTomoJioskeHue

[lepeiitu Ha 3aknaaky Mecmononodcernue, 4TOOB HACTPOUTH OMNIUU MecmononodiceHue

CJIEIYIOIIUM 00pa3oM:

1) B none KoopaunaTbl HE0OX0AMMO yKa3aTh reorpaduueckue koopauHatel I[llmro3a
besonacHoctu. KoopanHaTel MOKHO BBECTH BpY4HYI WM npucBouTh ux Illmosy

beszomnacHocTu, BEIOpaB KHONIKY YKa3aTh KOOPAUHATHI.
2) Ecmu ussecten aapec I1lnro3a bezomacHocti ero MoKHO HaiTh ¢ momoripo mos Haiu,
3) Ilocne ompeaencHuss MECTOMOIOXKEHHST HEOOX0IMMO HakaTh KHONIKY I"'oToBO.

\il) Ecimu KOOpAUHATBI HC YKa3aHbl, TO I10JIC KOOp}lI/IHaTLI HUMCECT 3HAYUCHUC «-).
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Ilar 4: BuptyajJbHasi 4acTHasi CeTh

[lepeiiTu Ha 3aknanky BYC, uto6sl HacTpouTs onmmu BUC cienyromum o6pazom:

1)

2)

3)

BriOpars Bnoxennyroo 3aknanky Oowee. Ecnmum Ber He xotute, uTtoOb 1lmro3
bezonacHoctu ucnonp3oBan IKE umu IPsec, Hago yOpaTs oTMETKy B mojie BKiaw4uTh
IKE/IPsec o6padoTky (OHa ycTraHOBJeHa 1Mo yMoidanuio). B m. 8.1.2.7 MoxxHO HailTH
pUMeEp TOTO, KOTJa MOKET oTpeboBaThesi oTMeHa AanHoi GpyHkiuu. B mone IKE mopt
MOKHO M3MEHHUTH MOpT, KoTopheii 1103 besonacHoctn Oynmer mcnonb3oBath st IKE-
tpaduka. B mone IKE-NAT-T M0XHO M3MEHHTHh TOPT, UCIOIB3YEMBIM IUIFO30M JIJIS

pa6otsl nmpotokoia IKE-NAT-Traversal.

[lepeiitu Ha 3aknanky Cepmughuxamsi, 9T00BI 3aPETUCTPUPOBATH CEPTUDUKATHI.

— Haxarp kHonky JlodaButh B noine Uaentuduxkarop IKE ceprudpuxara u Beectu

Bce HeoOxomuMmbie naHHble cepTudukara Illmro3a be3zomacHocTH. DTH IaHHBIC
JOJDKHBI B TOYHOCTH COOTBETCTBOBATH JAaHHBIM (PAKTHUECKOTO CepTU(HUKATA; ITOT
ceptudukar AODKEH OBbITh 3aperucTpupoBaH Ha (QaxtuueckoM npoaykre BUC,
KOTOphIi mpenctaBigeT naHHbI OOBekT bezomacnoctu. Ilompobuee o cmocobax

nobasnenus ceprupukaros cM. m. 8.1.1.1.

[lepetitn Ha 3aknanky [llpedonpedenennvie  Kaiouu, 9YTOOBI  3apETUCTPUPOBATH
MIpEeABapUTENIbHO paclpeieNieHHble Kioun. [ 3Toro Hajmo HaxaTh KHONKY Jlo0aBUTH
none Unentudukarop corjiacopannoro kiaoua s |KE u BBecTr Bcro HEOOXOAUMYIO
MH(GOpPMALIMI0O O MPEIBAPUTENIBHO pPAClpeieeHHOM KiIode. OTOT MpPeIBapUTEIbHO
pachpenesieHHbI K04 JT0JKEH ObITh 3aperucTpupoBaH Ha (PAKTUYECKOM YCTPOWCTBE
BUC, xotopoe mpenctasiser nanubiii 1llmto3 bezonmacHoctu. [{ns Toro 4roObl BBECTH
uH(GOpPMAIIMIO O TIOOBIX JOMOJMHUTEIBHBIX IMPEABAPUTENLHO paclpeAeNeHHBIX KIIIouax

HEOOXOIMMO CACIaTh CICAYIOUICC:

BBectn uMs 1514 TaHHOTO KITFOYa.

[ToctaBute ormeTky B mosne llecTtHagmarepuuHasi cTpoka, eciu Bbl XxOTuTE BBECTH
3HauUEHUE KJIF0Ya B IECTHAIIIATEpUIHOM (hopMaTe.

Ecmu [JVII ne ynpaBiseT NaHHBIM NIPEIBAPUTEIBHO PACIPEACIICHHBIM KIIOUOM HAJ0
IIOCTaBUTh OTMETKY B ntosie HeynpasiisieMblii.

Brectu 3nauenue kimova. Ecnu Bel moctaBunm otMetky B noje IlecTHagunarepuyHas
CTPOKA HAJI0 BBECTH MIECTHAALATEPUYHYK) CTPOKY MMEHHM C YETHBIM KOJUYECTBOM
CHUMBOJIOB B moJjie 3HaueHHe KJ4a. B mpoTuUBHOM ciyyae HaJo BBECTU OYKBEHHO-

LIH(I)pOBOC 3HA4YCHHUEC KJIrO4a.
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W3 Beimagatomero cnucka Ilapmuep BHIOpaTh TapTHEPOB IO CBSI3UM, COBMECTHO C
koTopeiMu JaHHbIN 1111103 be3onacHocTu OyaeT UCmoib30BaTh 3TOT KITIOY.

W3 mepBoro Beimanatomiero cnucka Tun |ID xkmoua BbIOpath crnoco® uaeHTHPHUKAIMN
JIOKQJIBHOTO KJII0Ya. DTO TMO3BOJHUT IMapTHEPY IO CBSI3U YJOCTOBEPHUTHCS B TOM, UTO
naHHbId K04 sBhsietcss  [lpaBuwnbHbIM. [lo  ymomyanwro, uis UACHTH(DHUKAIMH
MPEBAPUTEILHO PACIPEICIICHHOTO KIf04a OyJIeT MCIOIbh30BaThes mepBUUHbBIN IP-anpec
yctpoiictea BUC. B a3toM ciyuae He TpeOyeTcss yKa3blBaTh JIOMOJHHUTEIBHOMN
uHpopManuu. JIOKaNbHBIA KIIOY TAaKKE€ MOXET ObITh MIACHTU(PHUIMPOBAH C MOMOIIbIO
npyroro IP-agpeca, DNS, ID-xmoua wnm mectHaguarepuyHoro ID-xmoua. B stom
ClIy4ae HaJ0 BbIOpaTh THN WACHTU(UKAUK KIIOYA W3 BBIMAJAIONIETO CIHCKA U BBECTH
3HaYeHHE BBIOpAHHOTO HIeHTU(UKaTopa B nosie 3HavyeHnue |D kiroua.

N3 Broporo Beimagatomero crnucka Tun |D xroua BBIOpaTh crioco® waeHTHUKALMI
KIIF0Ya MapTHepa Mo CBSA3H. JTO MO3BOIUT ycTpoiictBy BUC ynocToBepUTHCS B TOM, UTO
MaHHBIA Kimo4y  sBisiercs  [IpaBwipHbIM.  [lo  ymMonmwaHuro s WACHTU(UKAIMA
MPEIOTPECIICHHOT0 Kiltoya OyIeT WCIONb30BaH IepBUYHbBIN |P-agpec maptHepa 1o
CBsi3H. B 3TOM cirydae HEeT HEOOXOUMOCTH YKa3bIBaTh JOMOJHUTEIBHYIO HHHOPMAITHIO.
Kirou mapTHepa 1mo cBsI3u MOXKET Takke ObITh UACHTH(HUIIMPOBAH MPHU MTOMOIIH APYTroro
IP-anpeca, DNS, ID-kmtoua unu mectnaaarepuytoro |ID-kmroua. B Takom ciydae Hano
BBIOpaTh M3 BBITIQIAOIIETO CITUCKA CITOCO0 MACHTH(HUKAIMK KITF0Ya W BBECTH 3HAYCHHE

BbIOpaHHOTrO HAeHTHU(HKaTOpa B nosie 3navyenue |1D karoua.

ITpotrokon XAUTH wucnonedyercs s Oojee TMOJHOM ayTeHTUOUKALMM TIPH
ycranosieHnr BUC cBs3u ¢ ucnonszoBanueM nporokosa IKE. Takum oOpaszom, 1no3s1
MOTYT ayTEeHTHU(QHUIHMPOBATh YAAJEHHBIX IOJb30BaTeNiel, OOPAaTHUBIIMCH K BHEIIHEMY
cepBepy ayTEeHTHU(QHUKAIMHU [ MOJTYYEHHs JTOMOJHUTENbHbIX MaHAaToB. Eciu naHHBIN
03 bezonacHOCTH MPOBOJUT ayTEHTHU(PHUKAIMIO YAAJISHHBIX MOJb3oBaTesnel/ XocToB
bezonacHocTn dYepe3 BHEIIHUII cepBep ayTEHTHU(HUKAIMM MOXXHO OTPa3UTh 3TO B

Hactpoiikax [[VII. BeiOpaTh BIOKEHHYIO 3aKIaAKy Pacuupennas aymenmugpuxayusi.

Hnst no6asnenuss XAUTH-npaBwi1 BRITTOTHUTH CIICTYIOITUE TCHCTBUS:

Bribpare B crnucke Jlocmynnvie o6wvexkmur OO0bekThl [lonmuTHkM, ayTeHTHUKaLUs
KOTOPBIX OyJeT OCYHIECTBISTHCS Yepe3 BHEIIHHHA cepBep, M MEPEMECTHTh WX B CIHCOK
Buvibpannvie ob6vexmui.

B cnucke Cepsepvi aymenmughuxayuu BBHIOpaTh OJUH WJIM HECKOJIBKO CEpBEPOB

ayTeHTU(UKauu, KOTopble OyayT mpoBepsaThcs Lllmozom bezomacHoctn Ha Hanuuue
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nononHuTenbHbIX MaHgatoB (ITomxomsmme OOwvexThl cepBepoB TACACS+ w/mmm
RADIUS nomxHbI ObITh 3apaHee co3aanbl B okHe Cepsepot). [loapobuee cm. 1. 8.1.1.2.

ITo ymomuanwmro, [[VII aBTomaTudecku BbioepeT ToT uHTepdeiic [1lno3a bezonacHocTw,
KOTOpbI Oynmer wucnonb3oBatbes st XAUTH, wucnons3ys anroputM TpacCHPOBKH
tonosioru. Ecnmu Bbel XoTuTe BpyuHyto BeIOpath uHTepdeiic Illmo3a bezomacHocTw,
KOTOpBIH OyneT ucrnonb3oBathes 11t XAUTH, Hano yopats orMeTKy B mosie Beiopath
unrepgeiic aas XAUTH wu BeiOpate HeoOXoauMblii HHTEp(ENC M3 BBINAAAIONIETO

CITMCKa.

ITporokon IKE CFG wucnonw3yercss s Toro, 4toObl 3arpyxath IP-agpec m mpyrue
JlaHHBIE ceTeBOM KoHbuUTrypanuu Ha yaaleHHbd kiaueHT BUC, kak dacTh mporiecca
npenBaputensHoro corinacosanus B IKE. B mepByro ouepens 3T0 HCHONIB3YeTCS JUIS
TOro, 4YTOOBl M30eXaTb MapLIPYTU3allMd OTBETHBIX IIAKETOB C JIOKAJIBHOIO CepBepa
ynanenHoMmy knueHty BUC. Takke 3TO MO3BONSIET BBLACHATH TpaUK, UCXOAAIIUNA OT
UACHTU(DUIIMPOBAHHBIX YAAJIEHHBIX I[I0JIb30BAaTeNel M 3aTeM NPUMEHUTh K HEMY
¢mipTpanuio MO, ucnonb3ys JoKambHBIM myn [P-agpecoB, BMecTo 00mUX agpecoB
rnobanpHOit cetn. Ecnm  pmammbnii  1lmo3 beszomacnoctn  koHpurypupyer XocCTbI
bezonacuoctu / Ilonb3oBareneit yuepe3 IKE CFG, naznawas um IP-agpeca u3 myna IP-
azipecoB, pacrosioxkeHHoro 3a Llmro3oM, MOXXHO co3naTh Jr000e KoiumdecTBo [IpaBuin
IKE CFG B LVII. Boibpats Broxkennyto 3aknaaky IKE CFG. Co3pate mpasuia IKE
CFG cnenyrommm o06pazom:

— Ilepeiitu Ha 3aknanky |IKECFG,;

— Haxars kHOTIKY Jl06aBUTH U co3nath [Ipasuia IKE CFG:

— Bribpare O0bekTh [TomuTHky, kK KoTOphiM OyzaeT npumensTbes nporokon IKE CFG
u3 cnucka JJocmynnvie 06vexmsl 1 IEPEMECTUTD UX B CIIUCOK Buibparnvie 06vexmbi.

— VYka3zate Pecypce IP-aapecoB, Haxomsmumiics 3a [lmto30m be3omnacHoctu, n3 KOToporo
Oynyt OpaThcs anpeca i yaaleHHbIX XocToB besomacnoctu / [lons3zoBareneit. U3
BBINQ/IAIONIET0 CMHCKa BBIOpAaTh METOJ, KOTOpbIM Oyner BBoauThcs Pecype IP-
agpecoB (IP [Imamazon, IP Angpec + Macka win DHCP). Ilpu BeiOOpe MeToma
nony4yeHuss pecypca uyepes DHCP B kadectBe uaeHTH(HKaTopa KiMeHTa OynaeT
HampaBieH ajapec, BbiOpanHbli DHCP-cepBepoM, KOTOpHI TMEpBBIM OTBETHT Ha
3anpoc (DHCP REQUEST), oTnpaBnenHsiii co mniro3a. [Ipu oOMeHe nHpopMmarueii ¢
DHCP-cepBepa, ¢ KOTOpbIM paboTaeT MUI03, 3alpalidBaloOTCs — CIeIyIoIue
napametpsl: IP-aapec, subnet mask u broadcast addr, DNS.

— B npennaraemoe mosie BBECTH OAXO/ISIIIIME 3HAYCHHS 11 0o0sactu IP-agpecos.
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— VYkazare Broadcast-macky u aapec DNS-cepBepa B mnosie JlomoiHUTe/IbHBIE

napaMeTpbl.

Ilar 5: Hacrpoiika SNMP
[Tepeiitu Ha 3aknaaky SNMP u moctaButh orMeTky B nosie Briawuunts SNMP, eciu Bor
XOTuTe paspemnth ucnonb3oBanue SNMP-monutopunra mnst nanxoro Illmo3a besomacHocTw.

Ycranosuts napamerpsl SNMP (momusrii cimcok SNMP-coo6renuii MoxHO Haiiti B 11. 8.1.2.7):

1) Ilo ymomuanuto, mopt kinrenta SNMP ycranosien Ha 161, a 3Hauenue cpeapi SNMP —
Ha public. [Ipy HEOOXOUMOCTH 3TH 3HAYCHHS MOXHO M3MEHUTHh B COOTBETCTBYIOIIUX

IIOJIAX.

\il) Jlnst ayrentudukanuu coodmennii SNMP ucnionssyer umena coobuecmea (community names).

Wwms coobmiecTBa MOXKHO CYHTaTh KOJOM, COBMECTHO wucmoib3yeMbiM SNMP-cepsepamu u
SNMP-Aeenmamu. Bce SNMP-cooOmieHnss MODKHBI CoaepaTh HMMs cooOmectBa. Ecmu
COOOIIIEHUE COACPKHUT WUMsI COOOIIECTBA, KOTOPOE HE YCTAaHOBIEHO HAa XOCTE, OHO Oymer
OJIOKHPOBAHO.

2) BeiOpars oquH nin Heckoibko SNMP-cepsepoB B SNMP Cepsepoi, Ha koTopbie 111mi03
Oyner otnpaBisate SNMP-cooOmieHusi, st 3TOro MEpPeMEeCTUTh UX U3  CIIUCKa

Locmynusie B criucok Buibpannbie.

1 ) B cnucke nosBatces Toabko Te SNMP-CepBepbl, KOTOpbIE ObLIM 3apaHee 3aperucTpUpOBaHbI B
okue Cepsepul (moapobHee cM. B 1. 8.1.1.2).

IIar 6: Hacrpoiika :kypHaja perucrpauuu Syslog

CHCTEeMHBIN KYypHaJI TO3BOJIACT Aeenmam TOCBHIIATH PEruCTpaiMOHHLIC JAHHBIC Ha
yIQJICHHBIA CEPBEP B CTaHIAPTU30BaHHOM (hopmate. [ TOro 4ToObl yCTAHOBUTH OTIPABKY JaHHBIX
KypHaia peructpaiuu ¢ aanaoro 1lnro3a, Hano nodasute Syslog-cepsep, Haxas kHONKY J[06aBHTD B
BKJIAJKEC SySlOg " B CIIMCKC BBIGpaTL OAHMH NJIN HECKOJBKO Syslog-cepBepOB K3 BBINIAAAOMICTO CITMCKA,

Ha KoTopsle nanubii 1103 Oyaer otnpaBisaTh coobmienus Syslog.

Buumanue! B crucke mosBATcs Toiabko Te Syslog-cepBepbl, KOTOphie OBLIH 3apaHee
3apeructpupoBanbl B OKHe Cepeepvi. EMUHCTBEHHBIM WCKIIIOUCHHEM siBiisieTcst  Syslog-cepsep
(mpencraBneHHbiit cepBucom T PNSyslog), kotopeiii aBTomMarndecku cosnaetrcs Ha xocte [[VII npu

ycranoBke [[VII, u, TakuM oOpa3om, BCEria HaXOJUTCS B CIIHCKE.

Ecmu Ber mummoprupoBanu Ilpoekt u3 panneit Bepcum [[VII, Syslog-cepsep He OymeT
aBTOMAaTUYEeCKU co3aaH Ha xocre [[VII. B stoM ciaydae Bam mpuuercs Bpy4HYIO CO34aTh
Syslog-cepsep na xocte I[[VII (moapobHee cM. moapasaei 8.9).

lar 7: IIpuHaAJIesKHOCTH K TpyIIie
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Ha 3akmaake Bxooum 6 TmoOKa3aHO, K KakuM ['pynmaMm mnpuHauiexut aaHHsid 1lmo3
bezonacHoctu. Moxkno gobasuth Illnio3 B cymectByromyto ['pynmy win ymaauth ero u3 nee. Ha
3aKJIa/IKe COAEpKATCs [Ba CIIMCKA: B IIEPBOM CIUCKE /[ocmynHbie 2pynnbl TIOKa3aH MOJIHBIN I1epEeYEHb
['pymm, 3aperucTpupoBaHHbIX B Hanke I pynnst B cekun O6vexmsl noaumukuy (3a UCKIIOYCHHEM TeX
['pymi, B KOTOPBIX B TaHHBI MOMeHT coctout L1Imo3 besonacHocTr); BO BTOpoM Buibpartbsie epynnol

IIEpEYMCIICHBI | pymIbl, B KOTOPBIX B JaHHBIM MOMEHT cocTouT LIlmo3 besonacHocTH.

st Toro 4toOBl M3MEHUTH cocTtaB ['pymmbl Hago mepemectuth Illmo3 bezomacHocTn w3

0J1HO# ['pynmibl B ApyTyI0, HCHOIB3Ys KHOIIKU CO CTPEIKaMHU.

Ilar 8: IlpaBuna NAT

Ecmu s nanHOTO 00BEKTa HEOOXOAWMO YYECTh/CKOH(PHUIYPHPOBATH TPAHCIISIIMIO CETEBBIX

anpecoB (NAT, Network Address Translation) namo oopatutses k 1. 8.1.1.3.

Ilar 9: 3aBepmienue coznanue Ilaro3a
Haxarp xnonky I'otoBo. Hosoiii 1llimio3 be3onacnocTu Oyzaer nobasiieH B rpaduueckoe

otobpaxenue I pagpa mononoeuu u nanky Cemegvie Obwvexmul cekuuu O0vbexmol NOJUMUKU.
8.1.2.7. PepaktupoBaHue napameTtpoB LUnt3a bezonacHocTtn

s Toro 4urobbl orpenaktupoBarh OOwekT Illnroza besomacHocTn Hamo BBHIOpATH €ro B
cekuuu Tononoeuss BYC unu Ob6vexmul nonumuxu, Ucnonb3ys koManay M3menuts. [losBuBiieecs

okHO Cgoticmea UIEHTUYIHO OKHY /Jobasums 0b6vekm Loz 6ezonacrnocmu.
8.1.2.7.1. ABTonponyck Tpaduka (3aknagkm YnpasneHue n BYC)

ABTOMaTHUYECKUH TMPOIYCK - YKa3bIBAlOT, MOKHO JM OIpEJAeTeHHble THUIbI Tpaduka
npomnyckaTh aBToMatuyeckd. Korma autopasses HazHadeH Ui JaHHOTO THMa Tpaduka, To Tpapuk
npomnyckaercss 0e3 NpoBepKU. ABTOMATHYECKHMH MpONycK Tpaduka MoxkeT ObITh BbIOpaH A

CJIEYIOIIMX TUIIOB Tpaduka:

LDAP

SNMP

ICMP

ISAKMP

AH

ESP

Broadcast (IP-ampeca 255.255.255.255)
Multicast (IP-agpeca 224.0.0.0.239.255.255.255)

Asromportyck Tpaduka mist ISAKMP, AH, ESP u LDAP ycranaBimBaeTcsi BO BJIOXCHHOM

3aknanke Oouee Ha 3aknagke BYC.
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ABTonponyck Tpaduka s Broadcast, multicast u ICMP ycranaBnmmBaercs Ha 3akiajike

VYnpasnenue. 1o ymonmuanuo aBronpornyck Tpaduka ycranasnupaercs st ICMP.

Autopasses o0iagaeT HEKOTOPBIMU CBOMCTBaMH, KOTOpble HE O4YeBHIHBI. Hampumep, korga

ompeneneH aBromarnyeckuii mpomyck mis ICMP, to Tombko 3, 4, 11 u 12 tunsl Oynyr

npomyckatbcs. Ecnum Bbl He yBepeHbl Kak pa0OTarOT JaHHBIE (QYHKIHH, HEOOXOJHMO

BBITOJIHUTH CIEAYIOIIUE ICHCTBHS:

- Y0enuThCst B TOM, YTO B COOTBETCTBYIOLIEM MOJIE JJIS MPOTOKOJA YCTAaHOBJIEHA OTMETKA
ABTOMATHYECKOTO MPOITYCKa,

- OrTpancauponats ['TIb;

- [IpoBeputs, uro I'TIb nonsTHa s [1lnro3a bezonacHOCTH U B HEE BHECEHBI W3MEHEHHS.

8.1.2.7.2. CoobweHusa SNMP

Coo6mmennst SNMP ucnonessyrorcest Aeenmamu 1ist nepenaun uapopmammu SNMP-cepsepy o

NPOM3OMIEAIINX BaXHBIX COOBITHIX C Acewmom B 3allMIIAaeMOil cpeae. MOXHO BbIOMpATh, KaKHe

cooO0IeHus JaHHBINA A2enm OyaeT MOChUIATh cepBepy, ykazas ux B 3akiagke SNMP B okne Ceoticmea.

I[J'ISI HN3MCHCHUS CTaTyCa SNMP-COO6H_ICHI/I$I Haa0 BBIACINTE €I'0 B CIIMCKE U HCIIOJIB30BATh KHOIIKHM CO

CTpeJIKaMu <BIIpaBO> W <BJIEBO> JJI1 €ro InepeMmelleHus B crnucke. Huxke npuBenéH cnmcok

cooOenuii (cMm. Tabnuna 26) (OtmeTnM, 9TO HE Bce AeeHnbl UX UCTIONB3YIOT).

Tabmuna 26 - Coobuiennst SNMP s nepenaun undopmarnuu SNMP-cepsepy

Coo01menus

3Hauenune

IKE_NEG_FAILURE

Heynaunas momeitka co3manust ISAKMP 3ammimeHHOTO COeaMHEHUS.
JBa yuactamka meperoBopoB B IKE-ceccunm He ITOTOBOPHINCH, KaKOW
MIPOTOKOJI HCIIOJIb30BATh JIJISl IEPETOBOPOB

IKE_INVALID_COOKIE

[MonydyeHsl  omHMOOYHBIE — udeHmugukamopvl  ceccuu  (COOKie) u
MCIIOJIb30BaHME UX JJISl IPOBEPKH, uTO Apyrue yuyacTHuku |KE gocTymHer
¥ ayTEHTU(PUIIPOBAHBI HEBO3MOXKHO

IPSEC_NEG_FAILURE

Heymaunas mombiTka co3manus |PSeC 3amuiieHHOrO COEeIUHEHUS.
IMTapametpst AH/ESP He coriacoBaHbI

IPSEC_AUTH_FAILURE

[lomyuen ne ayrentuduimpoannslii IPsec wim SKIP-maker

IPSEC_REPLAY_FAILURE

Honyqu IMAKET C OIIMOOYHBIM nocJjIe10BaTCJIbHbIM HOMCPOM.
HawubGonee BCPOATHO, YTO HCKOTOPBIC IMAKCThI ObLIH IMOBTOPHO IOJIYYCHBIL

IPSEC_POLICY_FAILURE

[Tonyuen naker ¢ HapymenueM [lonutuku. [lapTHep He HalineH B B/l

IPSEC_INVALID_SPI

[lomyuen maket ¢ Hem3BecTHHIM SPI

LOCAL_PARAMS_CHANGING

W3MeHeHBI JT0KalbHbIE TAPAMETPHI

LSP_SETTING

Vcranosnena JII1b

LSP_LOADED

VYenewno 3arpyxena JIIIb

USER_LOGIN_OK

[Tonp3oBaTenb yCHCUIHO BOIIET B CUCTCMY

USER_LOGIN_ERROR

Ommobka IIpU BXOJC MOJIb30BATECIIA

USER_LOGOFF

ITons30BaTenn yCI€UIHO BBIIICIT U3 CUCTEMBI

IPSEC_SA_CREATED

VcnenHo co3nano HoBoe |PSec-coequuenne

IPSEC_SA_DELETED

IPsec-coenunaenne ymaaneHo

ADMIN_LOGIN_OK

AJIMUHHUCTPATOP YCIEUIHO BOWEN B CUCTEMY




140
MKEH0.00631-01 32 01

Coo0menns 3Hayenne
ADMIN_LOGIN_ERROR OmbKa mpy BXOJE aIMUHHCTPATOpPa
ADMIN_LOGOFF AJIMUHHUCTPATOP YCIEUIHO BBILIEN U3 CUCTEMBI
VPNSVC_LOADED YcnenrHo 3arpykeHbl CHCTEMHBIE CEPBUCHI
VPNSVC_INLOADED CucreMHBIE CEPBUCHI HE 3aTPYyKEHBI

Tonbko Aeenmul UCTIONB3YIOT coobmieHus ot I{VII.
8.1.2.7.3. OTmeHa ncnonb3oBaHus IKE/IPsec

Ha Brniosxennoi 3aknanke Oowee sxnadxku BYC ectb none Briaounts IKE/IPsec 06padoTky
(Mo yMONYaHUI0O B HEM CTOMT OTMeTKa). [laHHBIM mMapamMeTp mOKa3bIBaeT, MOXET JU AceHm
obpabareiBath IPsec-tpaduk. Takum oOpazom, ecinu Aeenm HE MOXKET MCIOIL30BaTh ATy (DYHKIIHIO,
WINA eciau BBl XOTHTE MCIONB30BaTh AceHm JUIA APYrOM LeNH, HAaZo yOpaThb OTMETKY B TOM IIOJIE.
[TepBblii BapHaHT TOBOJBLHO MPOCT, YTO KACAETCS BTOPOTO, €r0 MOKHO OIKCATh CIECAYIOIUM 00pazoM:
Honyctum, y Bac ectb Iojacets, 3ammuiinennas ¢ nomoiipio aByx I1lmo30 besomacHoctu Cisco PIX
Firewall (PIX1 u PIX2), npu sTomM 00a onu Moryt oOpabarbiBath IPSec-tpaduk. Omnako Bam
HE00X0IMMO clienaTh Tak, 4To0bl Bech |Psec-tpaduk oOpadarsiBaiics Tonbko PIX1. B Takom ciryuae
HaJ0 yopaTh oTMeTKy B nosie Briurounts |KE/IPsec odpabdorky mis O6bekra [Momutuku PIX2. Bo
BpeMmst TpaHcisiiuu ['TIb, anroputm tpaccuposku [[VII noiimet, uro Bce IPsec IlpaBuina, xoTopbie
pactipoctpanstorcsi Ha IlomceTs, MODKHBI MPOXOoAuTh ToJIbko uepe3 PIX1, B To Bpems kak Bce
octainbHble (He oTHocsmuecs k IPsec) IlpaBuna, pacnpoctpanstouecss Ha Iloacerb, Moryt
npoxoauTs yepe3 oba lmo3a. (JIIIb PIX1 conepxur, kak IIpasuna MO, tak u IPsec-IIpasuna, B TO

Bpems kak JITIb P1X2 coxepxut tospko [IpaBuna MD).
8.1.2.7.4. Hactpowuka JIMNb (3aknagka YnpaesieHue)

Kondurypuposanue nactpoek JIIIb mpousBomutTcss Ha BioKeHHOHM 3aknanke JIII6 Ha

3aKnagKe Ynpaesnenue nis IpUMEHIEMbIX A2eHmos.
8.1.2.7.5. Bbnok IlokanbHaga Nonutuka Be3onacHocTun

bnok Jloxanvnas [lonumuxka bezonacrnocmu COOEPHKUT aBTOMATUUYECKH CO3JIAHHBIA CIIMCOK
Bcex JIIIB, nmpuroroBnenubix st nanHoro Illmro3za besomacHoctu, B HEM ykaszaH Tekymuid Crartyc
JIIIb, xorma Co3nana JIIIb, xorma AxkTuBHpOBaHAa u JIOObIe TOsCHeHUs, cBsizanHble ¢ JIIIb.
Bri6pats JIIIb 1 Haxats kHOnKy IIpaBuTh 114 BEIOOpA, IPOCMOTpa WK pefakTupoBaHus. OTKpoercs

OKHO TEKCTOBOT'O peAakTopa, kotopoe npegocraniseT JIIIb mis HemocpeACTBEHHOTO pelakTHPOBAHMUSL.

Ecnu nns nannoro O6wexta [lonutuku ctout otmerka B nosie He Tpancauposars JIIIB, To
npu tpancysauuu ['TIb Ha nanubil Aeenm He Oyner co3naBarecs JIIIB (31a ¢yHKUMA MONE3HA B TOM

cinydae, eciii Bam HeoOxo1MMO pegakTUpoBaTh OCHOBHYIO yacTh JII1B).
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8.1.2.7.6. bnok Ctpykrypa JIlNb

®parmentsl JITIb B TekcToBOM hopmare MOTyT ObITh J00aBiIeHBI B Hadayio u/uinu kouer JIITb
Aeewma, otrpancaupoBanHo u3 [TIb. DOtm ¢dparmMeHTB, H3BECTHBIE KakK OMNpECIsIeMbIC
nosp3oBaresem JIIIb (Custom LSP), moryt ObITh CO3/1aHBI BPYYHYIO WM UMIIOPTUPOBAHBI U3 (haiisa.

(O Tom, kak co3zmaBath Onpezensemblie nmosb3oBatenem JIIIb, cum. m. 4.7.9).

brox Cmpyxmypa JIIIF conepxut arpudbyr Aemomamuuecku Cozdannas JIII5. Otot
aTpuOyT IelCTBYET, Kak MecTo s pasmericnus (placeholder) - on ykaspiBaeT Ha MECTOHAX OKICHHE
JITIB, orrpancnupoBannoi u3 ['TIb B o6mieit JITIB. To ects, ecu onpenensemas nonb3oatenem JII1b
(pparment JIIIB) momemien xao arpudbyrom Asmomamuyecku Cozdannas JIIIH, nanueiii GparMeHt
JIIIb ©yner nomemeH neped JIIIb, obpasosannoit ot I'TIb B 0o0mieii JIIIb Ilmo3a BesomacHocTH.
AHanornuHo ¢parmeHT omnpenensemMoi mnonb3oBarenem JIIIb, Haxonsmwuiics B uepapXuul HUXKE

atpubyta Aemomamuuecku Cozoannas JIIIB, 6yner nomemeH nocie JII1b, o6pazoBannoii uz ['TIb.

st Toro 4ToOBI AO00AaBUTH WM yIaduTh omnpeaensemyro mnosb3oBarenem JIIIb uz JIIIb
[lmo3a bezomacHoctu Hamo Haxkath KHONKy IlpaButh. Crnmcok Cnucok noavzosamenvckux JIIIB
(Bcex 3aperucTpupOBaHHBIX HA JIAHHBI MOMEHT ompenenseMbix noiaszoBateneM JII1B) otoOpasutcs B
BEPXHEM JIEBOM YTy OkHa Pedaxmuposamv cmpyxkmypy JIIIB, a Cmpykmypa JIIIF - B BepXxHEM
npaBoM yriay. llepemectuts omnpeaensemble mnonb3oBateneM JIIIb wmexny cnuckamu Chucox

noavzosamenvckux JIIIE v Cmpykmypa JIII5, ncnoib3ysi KHONKH CO CTpeSIKaMu <BMPaBO> U <BJIEBO>.

YroObl U3MEHUTH MOPSJIOK, B KOTOpoM nojb3oBarenbckue JIIIB Oynyt ucnonusarecs B JIIb
[Imo3a besonacHoctu, Hago BeiOparh JIIIb B Cnucke nonvzoeamenvckux JIIIE M nepeMecTuTh €

MMOMOIIBIO KHOIIOK CO CTPCIIKAMH «BBCPX» U «BHU3.

8.1.3. 0O61BbekTbl XocTOoB Be3onacHocTu

Xoctbl bezonacHocTH ABIAIOTCS Aeenmamu, KOTOPblE MOTYT YCTaHaBJIMBaTh 3allULIEHHBIC
COEIMHEHHUS] C CEeTEeBbIMU Yy3iamMHM B cpere besomacHoctu ¢ ¢ukcupoBanHoro IP-ampeca. XocTsl
besonmacHoct MoryTt ObITh ympaBisembiMu, B 3ToM ciydae ux JIIb cosmaerca [[VII, unu

HeynpasisiembiMu. [Tpumepamu XoctoB be3onacHocT MoryT ciy:kuTh Aeenmur Microsoft 1Psec.
8.1.3.1. CospaHue O6bLekToB XocToB BesonacHocTu

UtoOb1 co3gath XocT besomacHocTH Hamo wucnonb3oBath komaHay Jlod6aButh->Xoct
Be3onmacHocT, nanee ciemoBaTh MHCTPYKIMsIM 1o co3fganuto OObekra Illmo3a BesomacHocTw.
JeckpunTopbl Aecenma BKIOUAOT onucaHus Azewmos IPsec OC Microsoft Windows, tumooro

KJIMECHTA.
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8.1.3.2. AzeHmsbi Microsoft IPsec

Uro0sl co3aTh ynpaBisieMblil win HeynpapiseMbiii O0bekT XocTa be3omacHOCTH, KOTOPBIH
Oyner npeacraBiasaTe Acenma Microsoft IPsec, Hago ciaemoBath HHCTPYKIHSM M0 co3aannio OObEKTOB
[Imro308 besonacHocth, npeacrapisomux Aeenmos Microsoft IPsec (em. m. 8.1.2.1). IlpomycTuth

11aru, onucasHsle B 3axnaznke [lpasuna NAT, T.k. ee HeT B MeHI0 Xocm bezonacnocmu.
8.1.3.3. HeynpaBnsembin XocT BesonacHocTu

UtoObl co3math HeympaBmsiemblii  OO0bekT Xocta be3omacHoCcTM Hamo  cielIo0BaTh
WHCTPYKIUSAM 110 CO3JIaHUI0 THUIOBOTO Heymnpasisiemoro OObekra Illnmro3a besomacnoctu (cwm.
n. 8.1.2.1). [IpomyctuTh pasneinsl, kacatomuecs BiokeHHo# 3akinanku IKE CFG, maxopsmieiics Ha

3aknanke BYC u 3axknanku /lpasuna NAT, T.K. uX HET B MeHI0 Xocmog bezonacnocmu.
8.1.3.4. PepaktupoBaHue napameTpoB XocTtoB be3sonacHocTtu

Urobsl orpenaktupoBaTh OO0BekT Xocta bezomacHOCTHM Hamo BBHIOpaTh €ro B CEKIHH
Tononoecuss BYC umn Obwvexmul noaumuxku U BbIOpaTh mapamerp U3menuTsb. OTKphIBIIEECS OKHO
Hszmenums obvexm Xocm Bezonacnocmu WASHTHYHO OKHY /Jobasums 00vekm Xocm Beszonacnocmu.
ATpubytsl 1 napamerpel O06bekToB XocToB bezonacHoctu Te ke, uro u y o308 bezonacHocty,

MIPEJCTABIISIIOIIUX A2eHmOo8 TOU K€ BEPCHUHU.
8.1.4. OO01bekKkTbl |IP-xocT

IP-xocT — 3T0 OOBEKTHI, y KOTOPHIX ecTh (hukcupoBaHHbIN IP-agpec, HO HeT coOCTBEHHOM
Kpunrorpaguueckoi cucrembl, U KoTopble He ympasistorcss [[VII. O0wvexThl IP-X0cTOB 0OBIYHO
NPECTABISIIOT HE3alIMIICHHBIE KOMITBIOTEPHl U T€ KOMITBIOTEPHI, KOTOpble 3ammieHsl OObheKToM
[IImo3a be3omacnoctu (Bo BTOpoM ciy4ae IP-ampec IP-xocta nODKeH HaxoIWUThCS B 30HE,
3amuiieHHol aanHeiM Ilmo3om be3onmacHoctu, a »toT Ilmio3 nomkeH OBITH YCTAaHOBIIEH Kak

3ammrabiii mo3 1ia nansoro IP-xocta).
8.1.4.1. Co3spaHue O6BLekTOB IP-X0CT

Ucnons3zoBate koManny Jo6aButb—>IP xoct. Otkpoercs okHo JJobasume _IP Xocm Ha

3akianke Oobuwee.
Ha 3aknanke Obwee crnenarts clieayonee:
1) Bsecrtu yHukanpHoe UMs 15 qanHoro Oobekra IP-xocra.
2) Tlpu HEOOXOIUMOCTH MOXKHO BBECTH TEKCTOBOE onucanue OObeKTa.

3) BriOparb g0MeH, B KOTOpHIN OyaeT BXoanuTh qanHbiid IP-Xocr.
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4) Tlepeiitn Ha 3aknanky Mecmononooicenue. B oie KoopamHaTbl HE0OOXOIUMO yKa3aTh
reorpaduueckue koopauHatsl |IP-Xocra. KoopaumHatel MOXXKHO BBECTH BPYYHYIO WU
npucBouts ux IP-Xocty, mepememias Mapkep IO KapTe M Ha)kaB KHONKY YKa3aTh
koopauHathl. Eciu n3Becten azapec IP-Xocra ero MOXHO HalTH € MOMOLIBIO MOJIS

Haiitu. [locne onpeneneHus MeECTONOI0KEHNS HEOOXOMMO HaxaTh KHOIIKY I'oToBoO.

5) Ilepeiitn Ha 3aknanky Tononocusi. Haxate kHonky Jo6aBuTh u BBecTH Jlormuyeckoe
umsi u IP-aapec mepBoro umutepdeiica IP-xocta. Takum ke 00pa3oM HaIO0 BBECTH
JnaHHble Bcex wuHTep(deiicoB manHoro IP-xocra. [lns omgHoro wuHTepdeiica MOKHO
YKa3bIBaTh HECKONBbKO [P-agpecoB, miis 3TOTO HYKHO CO3/1aTh JIOTIOJHHUTEIHHBIC
uHTepdeiickl ¢ TeM ke JormueckuM mMmeHeMm. Ecmu [P-agpec nmanHoro uHTepdeiica
MOMAaJIaeT B Mpeelibl Kakoi-n6o0 30HbI, 3Ta 30Ha 0TOOpa3UTCs B KOJIOHKE 30Ha TaOJIUIIbI
Humepgpeticol, wHaue TaM mosiBUTCS 3HaueHne AUt0 u 3ona Oyaer coznaHa
aBTromatuuecku. Ilpm noGaenenum IP-unTepdeiica, Haxomsmerocs B 30He Internet,
Heo0X0IuMO BbIOpaTh HYXHbIN napamerp 3oHa UHTepHeT u3 cnucka [lpussska K 3omue.,

9Ta 30Ha 0TOOpA3HUTCS B KOJIOHKE 3ona Tabmuiel Mumepdgheticol.

6) IlepeiitTi Ha 3aKIaAKy Bxooum 6. 31ech MOXHO 100aBUTh IP-XOCT K yXe CyIIecTBYIOIIEH
['pynme. [ns aToro BeiOpath ums I'pynmsl B criucke /JfocmynHble epynnsi U HaXaTh Ha
KHOIIKY CO CTpEJIKOW <HampaBo>, 4TOObI mepeMectuth IP-xoct B Bwibpaumnyto epynny.
Urobsl yOparh IP-xoct u3 I'pynmsl Hago BbOpaTh Ha3BaHue ['pymnmbl B cHHCKe
Buibpannvie epynnsi 1 HaXaTb KHOIKY CO CTPENIKOM <BJIEBO>, YTOOBI IEPEMECTUTH €€ B

Llocmynnuvie epynnat.

7) Haxars knonky OK u IP-xoct Oymer mobasien B rpaduueckoe npezacrasicuue I paga

monoaozuu u B manky Cemegvle O6vexmol B ceKmu QObexkmbl NOJUMUKU.
8.1.4.2. PepaktunpoBaHue napameTpoB IP-xocT

UYroObl orpenaktupoBaTh OOBekT IP-xocT HeoOXoaumo JBa pa3a HaxaTb Ha HEro JIEBOM
KHOTIKOW MBIIIM WJIM ONWH pa3 kiaBumei <Enter>, mpemBapuTenbHO BBIOpaB €ro mM3o0pakeHHE B

cexkuu Tononoeusi. OTKpeIBIIEECS OKHO M3menums |P Xocm npentuano okny /Jooasums |P Xocm.
8.1.5. OO61bekTbl IP AlnanasoH

IP lnana3zoH — 310 TN 'pynmbl, KOTOPBINA MpeNCTaBIseT OAUH WM HECKOJbKO JHara3oHOB
IP-anpeco. O6wekt IP [Inama3zon moxker npuHuMath ydactue B [lonutuke besomacHoctu Tak, yTto
onuHakoBble [IpaBuna OynyT nmpumeHsTbes ko BceM uineHam Cpenbl besomacnoctu, ubu IP-anpeca
HaxoAsaTcsl B JaHHOM nauana3one anapecoB (IP Jwmamason). [umamazonsl amgpecoB IP  moryr

WCITOJIB30BATHCA JIJISl TOTO, YTOOBI yCTaHABIMBATh OJMHAKOBEIE [IpaBmima mo obpaboTke Tpaduka aist
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6onbmoro uncina O6wvextoB [lonmTuku, ysk IP-anpeca 3aganbl HENPEPHIBHBIMU MU TUCKPETHBIMU

3HAa4YCHUSAMMU.

Jlns BBOJa maHHbIX 00 IP-azpecax MOKHO HCIOJIb30BaTh TpU pasinuuHbix (opmara: first
address:last address (mepseiii agpec: mocinemnuii aapec), subnet:mask (IToacers: macka), wim
enuHcTBeHHbIN IP-anpec (B otnmune ot OOBEKTOB MOJICETH, KOTOPBIE MPEACTABIAIOT TOJIBKO OAWH

nuana3oH |P-anpecos, BBoauMblid B popmare subnet:mask).
8.1.5.1. Cos3paHue O6bLekTOB |IP [lnanasoHa

Ucnonw3zoBare komanay JodaButhb->IP [duamazon. Ortkpoercs okHO Jlobasumsv |P

Jluanason, na 3aknaake Oowee.
Ha 3zaknaake O6wee cnenath cienyroliee:
1) Bsecrtu yHukanbHoe uMst i faHHOro O0nekTa IP Jlnamnas3on.

2) BoiOparh moMeH, B KOTOpBI OyaeT BXoauTh AaHHbIA [P Jlnamazon. BeiOparh BKIAAKY

Tononozus, ykazats popmar, B KOTOpOM OyAyT BBOAUThCA AaHHbIe [P-agpecos.
3) B oTkpbIBIIMXCSI MOJISIX BBECTH JaHHbIe [P-anpecos aist nanHoro auamnasona IP-anpecos.

4) HpI/I HCO6XOI[I/IMOCTI/I B COOTBCTCTBYIOLICC IIOJIC MOKHO BBECTH TCKCTOBOC OIIMCAHUC

nanaoro O0bekTa.

5) TIlepeiitu Ha 3akmaaky Mecmononodcenue B 1ode KoopamHaTthl — ykas3athb
reorpaduueckue koopauHatel OObekta I[P [Inamason. KoopawHaThl MOXKHO BBECTH
BpYUHYI0 MU npucBouTh ux OOwekTy IP [lnamasoH, mepemenias Mapkep mo KapTe U
Ha)kaB KHOINIKY YKa3aTh kKoopauHathl. Ecnu n3BecteH ¢akrtudeckuit agpec Oobvekra [P

Jlnamna3oH ero MOXHO HaWTH C TTOMOIIbI0 royst HalTu.
6) Ilocne ompeneneHUs MECTOOIOXKEHNS HEOOX0IUMO HaKaTh KHONIKY ["'0TOBO.

7) Tlepeiiti Ha 3aknaaky Bxooum 6. 31ech MOKHO 100aBUTh JaHHBIN auana3oH [P-agpecos
K yxe cymectBytomei I'pynne. [yig aToro Heo6xoaumo BbIOpaTh Ha3BaHMe ['pymnmbl B
cnucke /locmynHvle epynnbl M HaxaTb Ha KHOMNKY CO CTPENIKOM <BIIpaBO>, YTOOBI
MIEPEMECTHUTH €€ B CIIUCOK BulOpannvle epynnol. YTOOB! yaanmuTh auamna3zoH [P-aapecos u3
['pynnbl Hamo BbIOpaTh HaszBaHue ['pynmbl B cnucke BuiOpauHbvle epynnvl M HaxXaTb

KHOIIKY CO CTpCJ'IKOfI <BJIEBO>, YTOOBI MEPEMECTUTD €€ B ﬂOCmyl’lele epynnbl.

8) Haxars xHomky OK u HoBbli OObekT IP [Inamason m100aBUTCS K TpadUuecCKOMY
npencraBieHuo / pagpa mononocuu n B nanke Cemegvie O0vexmol ceKM Ob6vexmbi

nojaumuKku.
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8.1.5.2. PepaktupoBaHue napameTpoB O6bekTa |IP [lnanasoH

s penaktupoBanus O0nekra IP-/{nanazon HeoOxoauMo JBa pa3a HakaTh HA HETO JIEBOUM

KHONIKOM MBI WM KiaBumiei <Enter>, mpeaBapuTenbHO BBIOpaB €ro M300pa)KeHHE B CEKIHU

Tononoeus. OTkpeIBIIEECS OKHO M3menums |P [uanazon unentnano okny Jobasums |P /Juanaszon.

8.1.6. O6vwekT MNoacetb

[ToaceTs sBNIsIETCS OJJHUM W3 BUIOB I'PYIIIBI, PEJACTABICHHON B BHIE nuara3ona IP-anpecos,

onpeacisiEMOro  yCTaHOBJICHHBIM 0a30BEIM |P'aﬂpeCOM A MacKoM IIOACCTH. HOI[CCTB MOXKET

npuHUMaTh ydactue B [loaumuxe bezonacnocmu Ttak, 4ro omHu u Te ke IlpaBunma Oyayr B

OJINHAKOBOM TOPSAKE IPUMEHATHCA KO BceM uneHaMm Cpeowt bezonacnocmu, uybn IP-anpeca nmonanaror

B JMana3oH JaHHOM 1moxaceTd. IlogceTh MOXKET MCHOJIb30BATHCS JJIS TOro, YTOOBI IMPUMCHATDb

onuHakoBble [IpaBuna mo obpabotke Tpaduka k OGompmiomy koimudectBy OObektoB I[lonutuku, IP-

aZpeca KOTOPBIX 3aJal0TCs IOCJIEA0BAaTeNIbHO, M 3TOT Habop |P-ampecoB mnpeacrasisieTr coOoit

nuana3oH |IP-angpecoB, orpaHUYEHHBIN BBEIEHHOH MOCIIEI0BATENbHOCTbIO.

8.1.6.1. Cos3paHue O6BLEKTOB noaceTu

Ucnons3oBate komanny Jlo6aButb->Iloacers. OTkpoercs okHO /[Jobasums [loocems ¢

3aknagkon Oowee.

Ha 3aknaake Obuee cnenathb ciaenyroniee:

1)
2)
3)
4)

5)

6)

7)

8)

Beectu ynukansHoe Ums 11t tanHoro O0beKTa MoJICeTH.

Bri6paTh 10MeH, B KOTOpbIH OyzneT BXoauTh AaHHbI [P Jlnanason.

Bri6pate Bknaaky 7Tononocus, BBectu 6a3oBblii |P-agpec 1 qanHoi noaceTu.
Bsectu Macky noaceru.

HpI/I HCO6XOI[I/IMOCTI/I B COOTBCTCTBYIOIICC II0JIE MOKHO BBECTU TCKCTOBOC Onucanue

nanaoro O0bekTa.

[lepeiitu Ha 3aknanky Mecmononoswcenue B noie KoopauHartel yka3ath reorpapuueckue
koopauHatel I[logcern. KoopauHaTel MOXXKHO BBECTH BPYUYHYIO WM TPHCBOWTH HX
IMoacerun, nepemMenias Mapkep Mo KapTe W HaXaB KHOMKY YKa3aThb KOOPAUHATHI. Eciu
nsBecteH aapec Hoacern ero MmoxxHO HalTH ¢ oMol ot Hauru. Ecnu koopauHatsl

HE yKa3aHsl, TO mojie KoopamHaThl UMeeT 3HAUCHHUE «-)».
[Tocne onpeneneHust MECTOIIOIOKEHUSI HEOOXOIUMO HaXKaTh KHOTIKY ['0TOBO.

[lepeiiT Ha 3aknagky Bxoodum 6. 31ech MOXKHO J00aBUTh AaHHYIO [loocemb K yxe

cymectByome ['pynme. s sToro Heo6XoauMo BeIOpaTh Ha3BaHUE [ 'pYMIBI B CIIMCKE
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Jocmynusie epynnsl 1 HAXKaTh HA KHONKY CO CTPENKON <BIPaBO>, YTOOBI MEPEMECTHUTH
€e B CIHUCOK BuiOpanmnwvie epynnei. Uto0bl ynanutb [loocems w3 ['pymibl HaIO BHIOPAThH
Ha3BaHue ['pynmnel B crucke BuiOpaHubie epynnsl U HaXaTh HA KHOMKY CO CTPEJIKOM

<BNIEBO>, UTOOBI IEPEMECTUTD €€ B JJocmynHwvle 2pynnui.

9) Haxarb kHonky OK 1 HOBBIIE OOBEKT NOJCETH MOSBUTCS B TPaQUIECKOM MPEACTABICHUN

I'pagha mononocuu n B manike Cemegole O0vexmul ceKIu OObeKkmbl NOIUMUKU.
8.1.6.2. PepakTupoBaHue napamMmeTpoB NoaceTun

Uto0b1 orpenaktupoBath OObekT IloaceTr HeoOXoAWMO JBa pa3a HaKaTh HA HETO JIEBOM
KHOIIKOM MBI WM ONWH pa3 kimaswied <Enter>, mpensaputensHo BhIOpaB ero m3o0pakeHUE B

cexkuuu Tononoeus. OTKpbIBLIEECS OKHO M3menumsb [loocems naeHTUUHO OKHY /[obasumb [loocems.
8.1.7. O61bekTbl lonb3oBaTenb

[MTonw3oBarens (User) — ato Aeenm 6e3 pukcupoBantoro IP-axpeca, 0lHaKO UMEIOIIUI CBOIO
COOCTBEHHYIO KPUITOTPAPHUECKYIO CHCTEMY, KOTOpasi MOKET CO3/1aBaTh 3aIIUIIEHHOE COSAUHEHHE C
y3nom cetu B Cpenme bezomacHoCTH, HaXoJsCh MpPU 3TOM BHE JaHHOW cpenbl. OOBIUHO, 3TO
MOPTATUBHBIC KOMITBIOTEPHI WM KOMITbIOTEphl B ceTH, ueii DHCP-cepBep He Ha3HadaeT MOCTOSHHBIX

IP-anpecos. [Ipumepamu ITonb3oBareneit MoryT ciyxuth Aeenmor Microsoft IPsec.
8.1.7.1. CospaHue O6bekTOoB lNonb3oBaTtensb

Onmun (3aknagKu), KOTOpble OyAyT AOCTYNHBI B OkHE /Jobasumb [lonv3oeamerns, 3aBUCAT OT
TOr0, Kakou tut Aeenma Brl Beibepete. O co3gannu OObEKTOB, MPEACTABIAIOMINX KaXKIABIA U3 TUIIOB
Azenmos, u3naraercs B 1. 8.1.2.1. Marepua, U3J0)KEHHBIA B JAHHOM ITYHKTE, TIPE/IIoiaraet, 9ro Bel
y)K€ 3HAKOMBI C TIOHSATHSIMU BBIIIEYKA3aHHOTO pa3jieia, I[MOdTOMY HHXKE BHHUMaHHE OyneT

COCPEAOTOYCHO Ha OIIIUAX, KOTOPBIC JOCTYIIHBI TOJIBKO IJIA ONIPCACIICHHBIX TUIIOB Aeenmos.

BeiOpate B cexkunun ObOvexmbui noaumuxu manky Illonvzoseamenu, WCHOIB30BaTh KOMaHIy

JodaButs Ioub3oBaTenss. OTkpoercs 0KHO Buioop [leckpunmopa Aeenma.

lar 1: O0uue XapaKTePUCTUKH
1) B oxue Bwibop Heckpunmopa Azcenma BuIOpath HOMep Bepcuu [10 KimeHTa, KOTOPBIA

ucnosab3yet 31oT [lonb3oBarens, U HaxaTh KHONIKY I'0TOBO.
2) Bsectu ynukanpHoe Mmst muis nanaoro O6wexTa [lonb3oBarens.

3) B crpoke Adpec Acenma nabpats IP-anpec 11lmo3a, KOTOpBIH OyaeT MPEACTABIATH STOT

O6next. UMenno Ha atoT aapec [{VII 6ynet ornpasisats JITIb gy nannoro O6nekra.

4) BsIOpaTh JOMEH, B KOTOPBIH OyIeT BXOAUTH TaHHBIH 00beKT [lomp30Barens.
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5) Bpwl BepHeTech B 0kHO JJobasumb [lonvzosamens. Tenepb B 7TOM OKHE OCTYIHBI MATh

3aKJIaJIOK. DTH 3aKJIaJKH OyIyT pa3HbIMH, B 3aBUCHMOCTH OT BbiOpaHHOTO [10 KitueHTa.
6) UYtoObr coszmare Heympasinsiemoro Ilonb3oBaTenst Hamgo yOpaTth OTMETKY B IOJIE

YupasJsiemblii.

\il) Tunoseie kiuentsl (Generic Clients) ve MoryT ObITh yripaBisieMbiMu [losib30BaTeNIMH.

7) Ilpwu xxenaHuu MOKHO BBeCTH TeKCTOBOe Onucanue O0ObeKTa.

Ilar 2: MecTomnoJioxeHue
[epeiitn Ha 3aknanky Mecmononodcenue, 4TOOBl HACTPOUTH ONMUUU Mecmononodicenue

ClenyromuM 00pa3om:

1) B none KoopamHatbl HeoOXoamMmo ykasaTh reorpaduueckue koopauHatsl Illmo3a
besonacnoctn. KoopauHatel MOKHO BBECTH BpydHYXO WM IpucBouts ux Ilmrozy

besonacHocTy, BbIOpaB KHONIKY YKa3aTh KOOPAUHATHI.
2) Ecnu usBecren aapec I1nro3a be3omacHoCTH €ro MOYKHO HaWTH ¢ moMoIibko mois Haidrm.

3) ITocne OIIpCACIICHUSA MCCTOIIOJIOKCHHA H606XO,Z[I/IMO HaKaTb KHOIIKY TI'oToBo.

\il) Ecnu xoopauHaTel HE yKazaHsbl, TO nojie KoopamHaThl UMeeT 3HaYCHUE «-».

IIar 3: BupryajgbHas yacTHasi ceTh

Ilepeiitu Ha 3aknanky BYC, yto6s! HacTpouts onuuu BUC.
1) BriOpats BiIOKeHHYIO 3aKnanky Oouyee:

— B mnone IKE Port MoxHO U3MEHHTH TOPT, KOTOPBIM OYIET HCIOIH30BATHCS

[Tonw3oBarenem mis IKE-Tpaduka.
2) [IlepetiTi Ha BIOKEeHHYIO 3aKiIanaKy Cepmughuxamet:

— UroObl 3aperucTpupoBaTh cepTU(UKAT HAJO HaxkaTh KHONKY Jlo0aBUTH B OKHE
Jobasumv IKE cepmuguxam M BBECTH BCE€ HEOOXOJMMbIE JaHHbBIE O CepTH(UKATE
[Tonp3oBarens. DTW JaHHbIE JOJDKHBI B TOYHOCTH COOTBETCTBOBATH JAHHBIM
(dakTuueckoro cepruukara; 3TOT CepTUPHUKAT TOHKEH OBITh 3aperucTpUpoOBaH Ha
(aKkTUYECKOM KJIHMEHTe, KOTOpPOro TMpeAcTaBisieT AaHHbI 00bekT Ilomp3oBaTesns.

[TompobHee o ciocobax godaBneHus ceprudpukaro cm. . 8.1.1.1.
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[Ipn HeoOxomumocTH - BBIOpaTh ONMH WK Heckoiabko LDAP-cepBepoB, koTophie
OyayT MCHOJb30BaThCs AaHHBIM llonb3oBaTeneM Juis CKauMBaHUSA CEPTU(PHUKATOB U
COC. 111 aTOTO HA/I0 IEPEMECTUTD UX U3 CIIUCKA /locmynHble B CHUCOK BvibpanHuvle.
Buumanue: B cnucke Jocmynuwvie nosiitcs tonbko te LDAP-cepBepsl, KOoTOpbIE
ObLTH 3apaHee 3aperucTpupoBaHbl B okHe Cepsepbl (mompobOHee cM. 1. 8.1.1.2 u

noapasnen 8.9).

3) IlepeliTi Ha BIOXCHHYIO 3aKIAKy [Ipedonpedenennvie Kovu:

Uro0bl 3aperucTpupoBaTh IPEABAPUTENIBHO PACIPEACICHHBIA KIIIOY HAJ0 HaXaTh
KHOTIKY J[00aBMTH M BBECTH BCIO HEOOXOAMMYIO MH(MOPMAIHMIO O MPEIBAPUTEIHHO
pacnpesieieHHOM  KJtoue. OTOT K4 JODKEH OBbITh 3aperucTpupoBaH Ha
(akTHUEeCKOM KJIHMEHTEe, KOTOporo Impenacrasiser AaHHbli OObekT Ilomb3oBaresns.
Beectu ums i storo kimoua MMs kiaw4ya. OTo UMs JOIDKHO OBITH TEM XKe, 4TO U
umMsi OO0beKTa (PaKTHYECKOTO TPEABAPUTEIHHO PACIPENICIEHHOT0 KJII04a, KOTOPBIH
HCIoNb3yeT naHHbl [lons30Barens.

W3 Beimapatomiero cnucka /lapmuep BbIOpaTh MApTHEPOB IO CBS3U, COBMECTHO C
KOTOpBIMH TeKymre O0bekThl [lomuTiky OyayT HCIIOIb30BaTh ATOT MPEABAPUTEIHHO
pacripeieIeHHbIN KITHoY.

N3 mepBoro Beimagatomero crucka Tun 1D kiroua BeIOpaTh criocod uaCHTU(UKAITAN
JIOKJIBHOTO KJIFOYa. JTO MO3BOJIUT MApTHEPY IO CBA3M yIOCTOBEPUTHCS B TOM, YTO
naHHbll Koy sBigercs [lpaBunbHbIM. [lo ymomuanuio, 11t uaAeHTU(UKALMU
MPEABAPUTEIIBHO PACTIPECTICHHOrO Kifo4a OyIeT WCIOJIb30BaThCs NepBUYHBIN IP-
anpec ycrpoiictea BUC. B sTtom ciydae He TpeOyeTcsl yKa3bIBaTh JOMOJIHUTEIBHON
uHpopmanuu. JIOKanbHbIM KITIOU TaKXKe MOXKET ObITh ACHTU(PHUIMPOBAH C OMOILBIO
apyroro IP-agpeca, DNS, ID-xiroua nim mectHanuarepuanoro |ID-kiroua. B atom
cillydyae BBIOpaTh THN HAECHTU(UKALMK KJII0Ya U3 BBINAJAIOIIETO CIHCKAa U BBECTH
3Ha4YeHUe BBIOPAHHOIO UIEHTH(HKATOpa B 10JIe 3HAYeHHe KJIKYa.

W3 BToporo Beimaaatomniero cnucka Tun ID xaroua BeIOpaTh crocod naeHTUDUKALNH
KJIFOUa MapTHEpa MO CBA3M. DTO No3BoaUT ycTpoiictBy BUC ynocroBepuThes B TOM,
4YTO0 JaHHbIM Kimou sBisercss [IpaBunbHbIM. [To ymomyanuio ans uaeHTU(UKATUH
MpeIONPEEIEHHOr0 Kitoya OyJeT MCIOoIb30BaH NepBUYHbIN IP-anpec maptHepa mo
cB3u. B »TOM ciydyae Her HEOOXOAMMOCTH YKa3bIBaTh JIOMOJHHUTEIBHYIO
uHpopmanuto. Kirod mapTHepa mo CBA3M MOXKET Takke ObITh UICHTU(UIMPOBAH MPH

nomotnu apyroro IP-agpeca, DNS, ID-kmoua unu mectHaauarepuysoro |D-kmoua.
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B Takom ciyuae BHIOpaTh M3 BBIMAJAIOIIETO CIIUCKA CIIOCO0 MACHTU(UKALIMY KITIOYa

Y BBECTU 3HAYECHHUE BHIOPAHHOTO HJIEHTH(HKATOpa B 10JIe 3HAYEHHE KII0Ya.

Ilar 4: Ynpasaenue Arentamu (Touabko a1 ArenroB Microsoft)
[lepeiitn Ha 3akianky Ynpasnenue. Ha 3Tol 3akiiajgke yctanaBiuBaercs [lonuTuka, KOTOpyro
OyIeT HCMoNb30BaTh JApaiiBep MO YMOJIYAHUIO M YPOBHHM PETHCTpAllMM COOBITUH g A2enmos

Microsoft IPsec, a Taxoke mi1st yripaBieHus: ux JokanbHbIME [Tonutukamu bezonacHoctu.
1) TIlepeiitu Ha 3aknanky Obwee:

— YcranoButs Ilonutuky, koTopyro OyneT ucnosnb3oBathk [lonb30BaTelnb MO yMOITYaHUIO.
Orta Ilonmutuka (IlponmycTuTh Beex win 3anpeTuTh BeexX) OyAeT MPUMEHSATHCS K TeM
napTHepam 1o cBsizu, it koropbix JIIIb Ilonp3oBarens He mpexycMarpuBaeT TOYHBIX
IIpaBuir.

— Ecorm Ber xotmre, uroObl  [lomb3oBarenh — aBTOMATHYECKH  IPOIYCKAl
LIMPOKOBEIIATEIbHbIE COOOIICHUSI, MpeJHa3HAYEHHbIE, KaK JJs BCEX KOMIIBIOTEPOB
CeTH, TaK WM JJIS ONpeNeNeHHOW rpynmbl KommbioTepoB, w/mwiu ICMP-tpaduk, Hamo
IIOCTaBUTh OTMETKHU B COOTBETCTBYIOLIUX OJISX.

— Ecnu BbI X0THTE HacTpouTh NapameTpsl nporokonaa DHCP, Hano noctaBute oTMETKY

B cooTBeTcTBYMoIIeM mnoie [Ipomyck DHCP.
2) IlepeiitTi Ha BIOKeHHYIO 3aKknanky JII1b:

— broku Jlokanvuas Ionumuka bezonacnocmu v Cmpykmypa JIIIb GynyT He MyCTbIMU
U JOCTYNHBIMH TOJIbKO mocie TpaHcisinuu ['TIb u cozmanus JIIIb nns manHOTO
Ilonw3oBatenst. Ecaun Brl He xotute, uytoOnl JIIIb Obnuia co3mana mjs JaHHOTO
[Tonp3oBarenss B ciuenytonuii paz npu TpaHcmsiuu [TIb (mampumep, ecnu Bwr
BpyYHYIO BHeciH u3MeHeHus B Tekymryio JII[Ib u xoTure coxpaHUTh HACTPOMKH),
HaJ0 noctaBuTh OTMETKY B mnosie He tpancimposars JIIIB. Jlo Tex mop, moka He
Oynmer yOpana »Ta otMmerka, tpaHcisuua JIIIb ans ngannoro Ilome3oBatens

MIPOU3BOIUTHCS HE OY/IET.
3) BrIOpath BIOXECHHYIO 3aKITAKYy Asmomamuyeckue 0OHOBIEHUSL.

— Onpenenuts HeoOXonuMyr0 HHGOpMAIM0O 00 ABTOMAaTHYECKOM OOHOBICHUH ISt

ITonp3oBarens kak ykazano B 11. 8.1.1.4.
4) BriOpaTh BIOXCHHYIO 3aKIaJKy [lapamempbi coeOureHuil:

— BeiOpate MeToa 3arpy3km, KOTOpbIii OynmeT ucmoib3oBaTbes Aeenmom Microsoft

IPsec npu obpamenuu k [JVII nns nonyuenus JIIb.
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— Ecnu Bbl X0THTE COXpaHATH JaHHBIE O TOM, ObLTH JHM BHeceHbl u3MeHeHus B JIIIb
ITosip30Barenss ¢ MOMEHTA MOCJICIHEN aKTHBALMM, HAIO IIOCTaBUTH OTMETKY B II0OJIE
OrcaexuBanne neaocruocru JIIb.

— BpriOpats IloryunTs mapameTpbl 00beKTA.

— Cpa3y xe mnocne Ttpancnsimuu [TIb u aktuBammm JI[Ib nHamporuB OOBekTa

[Tonb3oBarens mosiBUTCs WKOHKA craryca uenoctHoctu JIIIB. IlogpoOHee cm. B

n.944un. 8.1.1.2.

Ilar 5: Hacrpoiika SNMP

Eciu Ber xotute yctanoButh SNMP-koHTpOE 11t ganHoro [lonb3oBaTens Haao0 MepernTy Ha

3aknaaky SNMP u nocraButh oTMmerky B nojie Brurouuts SNMP. 3atem u3zmeHuts HacTpoiiku

SNMP crenyromum obpazom:

1)

[To ymomuanuio mopr SNMP-kmmenra ycranoBien Ha 161, a 3mauenue SNMP-
coo0IIecTBa MO yMOIYaHUIO ycTaHoBiIeHO Ha public. TIpu HeoOXoaMMOCTH, 3HAYCHHE

MMOCJICAHETO0O MOKHO UBMCHHUTDb B COOTBCTCTBYIOIIEM II0JIC.

1 ) Hna ayrentudukamun coobmennii SNMP ncnonssyer umena coodmectsa. Mims coobmectsa
MOKHO CUUTATh Mapojem, coBMecTHO ucnonb3dyeMbiM SNMP-cepsepamu u SNMP-Aeenmamu.
Bce coobmenuss SNMP nmomkHBI conepkath uMmsi cooOmiectBa. Ecim cooOmieHne comepXut
UMsI COOOIIECTBA, HEYCTAaHOBJIEHHOE HA XOCTE, OHO HE Oy/IeT MPUHSTO.

2)

3)

4)

[ToctaButh oOTMeTKY B moje BkiawouuTts mnpaBuwio, ecau Bbel xoture, YTOOBI
[Tonb3oBarens Bcerga mnpomyckan SNMP-tpadux 6e3 npeaBapuTeabHOW MPOBEPKU

ITpaBun JIIIb.

BeiOpate onuH uim Heckonbko cepBepoB SNMP, Ha KOTOpble JNaHHBIA KIMEHT OyneT

noceutate SNMP-coo01ienus.

Buumanue: B crucke mosIBATCS TOJBKO T€ CEPBEPHI, KOTOPBIE OBUTH IMPEABAPUTEILHO

3aperucTpupoBansl B okHe Cepsepul (moapobHee cM. B moapaszene 8.9).

[Tepemectuts U3 crnucka /locmynuvlie B cnucok Bwibpannvie te SNMP-coobuienus,
KOTOpBIE JaHHBII KiMeHT OyaeT nocbuiath Ha SNMP-cepBeps! (monHblil ciucok SNMP-

CoO0IIeHHI MOXHO HaiTH B 11. 8.1.2.7).

Ilar 6: SysLog

s cbopa cooOmiennii mo npotokony SysLog ot Ilomp3oBaTens HeoOXoauMoO T00aBUTH

SysLog-cepBep, Ui 3TOTO HYXKHO HaxkaTh KHONKY Jlo6aBuTh B BKiIaake SyslOg u BeIOpaTh cepBep u3

CITMCKa.
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[osiBSITCS TONBKO T€ CEpBEpPbI, KOTOPbIE ObUIM 3apaHee 3aperucTpHpoBaHbl B okHE Cepgepul.
EnuncTBeHHbIM  uckitoueHHeM  siBisiercs:  Syslog-cepBep  (IpeacTaBi€HHBI  cepBUCOM
TPNSyslog), kotopsiii aBTOMatndecku cosnpaercss Ha xocre [[VII npu ycranoBke [[VII, wu,
TakuM 00pa3oM, BCerja HaxXoQuTcs B crrcke (moapobuee cm. 1. 8.1.1.2).
Ilar 7: llpunaanesxkHocts k I'pynne
Ha 3aknmaake Bxooum e mokaszaHo, K KakuM [ pynmam npuHaanexut ganHbeiii [loap3oBaTens,
MOkHO A00aBuTh [lonb3oBarens B cymiectByromlyto ['pynmny unu ynanuTh ero u3 Hee. Ha 3aknazake
coJlep)KaTcsi JBa CIHCKAa: B TEPBOM JlocmynHvle 2pynnsl TIOKa3aH MOJHBIM mnepedeHs ['pymm,
3aperuCTPUPOBAHHBIX B Marnke / pynnsl B ceKuu O6vekmul noaumuku, (3a UCKIIoOUYeHreM Tex ['pyn,

B KOTOpBIX B JaHHBIH MOMEHT cocTouT llonbp3oBaTenb); BO BTOPOM CIIHMCKE Bulbpannvie cpynnovi

MECPCUNUCIICHBI prnnbl, B KOTOPLIX B I[aHHBIﬁ MOMEHT cocTouT [lonbp30Barens.

HJ’IH TOro 4roObl M3MEHUTH COCTaB prrIHBI HaJd0 IICPEMCCTUTD ITonp3oBatens u3 OAHOTO

CIIMCKA B IPYTOM, UCIOJIb3YysI KHOIIKH CO CTPEIIKAMM.

Haxarp xHonky I'oToBo, 1 HOBBIN [lons30Batens Oyaer mobaBieH B manky [lorvzosamenu v

CCKIIUIO Obwexmol NOAUMUKU.
8.1.7.2. PepaktupoBaHue napameTtpoB [lonb3oBatens

Uto0b1 orpemaktupoBaTh OO0bekT Ilonp3oBaTens Hago BbIOpaTh ero B cekuuu (OOwbexkmbi
noaumuxu, ucnonb3ysi U3menutb. OTkpbiBIIeecs OKHO M3menums llonb3oe6amensi UISHTUYHO OKHY

Jlobasumo Ilonvzoeamens.
8.1.8. O6G®BeKkT pynnbl

O6wbext I'pynmnbel — 310 mpocro I'pynna ompenenenHbix OObekToB [lonmuTuku, K KOTOpOit
MOTYT MpHUMEHAThCS onuHakoBble IlpaBuna. B I'pynny MoxHO 00beIMHUTH HECKONBKO OOBEKTOB
[TonuTHKM pa3nuYHBIX TUIOB, IPU 3TOM OHa HE TpeOyeT HUKAKUX APYruX XapakTepucTuk. [lepen tem,
Kak co3faBarh lIpaBmino, koTopoe Oy/neT MPUMEHSTHCS KO BCeM uiieHaM [ pymmbl, Hago yOeauThes B

TOM, 4TO 3TO [IpaBuiio MOKHO IPUMEHSTH K Kaxkomy wieHy ['pynmsl. [Tonpobuee cm. paznen 4.
JIro60it O6bekT [1oaUTHKN MOXKET BXOJUTH Cpa3y B HECKOJIbKO [ 'pym.
8.1.8.1. Co3paHue Ob6bekTa MNpynnbl

Coznmanne O6bekTa ['pymnmmbl TPOUCXOAUT CIAEAYIOIINM 00pa3oM:

1) BeoiOpate B cekuuu ObOvexkmbvl noaumuku Tanky [pynnel, WCHONB3YS KOMaHIY

JodaButh-> I'pynny. OTkpoercs okHO [obasums [ pynny.
2) Bsectu yHuKagbHOE UMsI 15 naHHOTO OOBekTa ['pymmebl.

3) BriOpath 10MeH, B KOTOPBIN OyaeT BXoauTh qanHbii O0bekT ['pymma.
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4) Tlpu HeoOXOIUMOCTH MOKHO BBECTH TEKCTOBOE onucanue OObeKTa.

5) IlepeiiTi Ha 3aknanky Yuenst epynn. [lepemectuts O0bekThI [loNMUTHKH, KOTOPBIC OYIyT

BX0JuUTh B I'pynimy u3 cnucka /locmynusie 00bekmul B CHUCOK Yienvl epynn.

6) Ilepeiitu Ha 3aKknanaky Bxooum 6. Ha sToli 3akiajake MMokasaHO, K KakuM eine ['pymmam
NPUHAUICKUAT JgaHHas [pynma. MoxHo no0aButh manHylo [pynmy B Apyryro
cymectByomyto ['pynmy. Ha 370l 3akiagke OTOOpa)karoTCsl JBa CIHCKA: B TMEPBOM
Jlocmynnvie epynnvl HAXOAUTCS MOJHBIN nepeueHs [ pyni, 3aperucTpupoBaHHbIX B MANKe
I'pynnor B cekuun OOvexkmuvl noaumuku;, BO BTOPOM CIHCKE BuvlbOpannvie epynnul
IIEPEYUCIICHbl BCce ['pymnmbl, B KOTOpblE B JaHHBII MOMEHT BXOAMT JaaHHas ['pymma.
Urto0b1 m3MEHUTH cocTaB I 'pynm Hao mepeMecTuTh [ pymiy u3 0JHOTO CIHCKa B IPYTOi,

HCIIOJIB3YIO KHOIIKHU CO CTPCIIKaMHU.

7) Haxars xnonky OK, HoBas I'pymnma Oymer no0aBieHa B manky [ pynnsl B CEKIIMH

Obvexmul NOAUMuUKU.
8.1.8.2. PepaktupoBaHue napameTpoB pynnbl

Yro6s! oTpenaktupoBath O0bekT ['pymnnbl Hano BeIOpaTh nanky / pynnsi B cekunn Obvexmoi
noaumuxku W BbIOpaTh B Tabiuue ['pynmy, kotopyro Bbl XoTuTe OTpemakTHpoBaTh, M BbIOpaTh

HN3menuts. OTKphIBIIEECS OKHO M3menums I pynny UIEHTUYHO OKHY /Jobasums I pynny.
8.1.8.3. Co3paHue BnoxeHHbIx Fpynn B nepapxm4yeckom CTpyKType

MoxHO co3maBaTh uepapxuu ['pynm, re ogHa TpyINa MOXKET MOJHOCTHIO HaXOIUThCS
BHYTpH Apyroi. Jlodepuss ['pymnmna pazmerniaercs nof poautensckoit ['pynmoit. YToObI BIOKUTH OJHY

['pymnmy B 1pyryro HEOOXOAMMO BBIMIOIHHUTD CIEIYIOIIEE:
1) Cosgare ['pynmy (Group) u moMecTuTh B Hee Hy»)HbIe O0beKThI [TomuTHKY.
2) Cosnatsb BTOopyto ['pymmy (Group2) u momecTuth B Hee HyHble O0beKThI [TouTHKY.
3) Urto6sl Bi1oxuTh Group2 B Group HysxHO:

— BriOparts nanky / pynnor.

— Bribpats B Tabnuue Group, ucnonsdys Ceoticmea.

— Bribpats GroupZ2 B Ttabmuue B Ynenbl rpynnbl okHa Cgouicmea epynnul.
ITepemectuts Group_2 u3 cnucka /Jocmynuvie 06beKkmol B CIIUCOK YieHvl epynnvl U

HaxaTh KHONKY OK.
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Tenepr Group_2 naBaxapl mpexactaBieHa B jaepeBe [ pymnsi: «paxTuueckuity OOBEKT
Group_2 nHa mepBoM ypoBHE Hmepapxuu u cchuika Ha OOBekT Group_2, KOTOpHI BXOAHWT B COCTaB

Group_1 (cm. Pucynok 66).

CeTesrle ofbekThI I MonssoeaTenM Mpynnei I
Mpynn.l g x
Coc| Aka| OB | 3ar | 1na | Tun Twn AreHTa
- af (Group2 Mpynna
E‘;ﬂ Group Mpynna
Ei Group2 Mpynna
< | v

Pucynok 66 — BioxeHHbI€ TpyTIIbI
8.1.9. O61bekT MNonutukm Internet Zone

B I'pagpe mononocuu npucyrcrsyer O0bekt [lomuruku Internet Zone. Ou onpenenser Bce
IPOCTPaHCTBO, Haxojs1eecs: BHe 30H, ycraHoBleHHbIX B I'TIb. Ecnu unrepdeiic O6bekra [Tonutuku
HE Tomnaj HU B OJHY U3 30H, yCTaHOBIEHHbIX B naHHbII MoMeHT B I'TIb, on Oyner cBszan ¢ Internet

Zone. Otot O0BEKT Beeraa nosiBisieTcst B I paghe mononozuu v €ro HEMb3s yIATUTh.
8.1.10. OO6wBekTbI Monutukn Any un Internet

Oo6wbextsl Internet Bcerna nosiBasitorcss B [page ['TI6 1 OHUM HE MOTYT OBITH yJAJICHBI.
O6bexTsl Any u Internet moryt ObITH MCNONB30BaHbl B KaueCTBE MCTOYHMKOB WM uenu [lpaBuia
I'TIb. OnHako eciau 3TH 0OBEKTHI UCHOJIb3YIOTCS B KaueCTBE MCTOYHMKA WM Llenu, HU oauH Apyro

OO0nbekT [ToauTHKN HEe MOXKET OBITh UCITOIb30BaH I JAHHOI'O KCTOYHHUKA WIIN I_ICJ'II/I.

Korna B kawectBe mcrounuka wiu Lenu IlpaBuna I'TIb ucnonb3yercs OO0bekT ANy, oH
MPEACTABISIET 000 BO3MOKHBIN XOCT, BHE 3aBUCHUMOCTH OT TOro, BXOAuT Jiu oH B ['TIb wmm Her.
Taxum ob6pazom, IIpaBuno I'TIb, ycranoBnenHoe, Hampumep, uig xocta besomacHoctn u OO0bekTa
Any Oyner onpenensaTh MOpSI0K B3auMmojeiicTBus Mexny OObexkToM xocta besomacHoctu u Bcemu

BO3MOJXHBIMHU IMapTHECPpAMHU.
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B tom ciyuae, xoraa B kauectBe ucrounuka uinu Llenu [Ipasuna I'TIb ucnonssyercs O0bekT
Internet, on mpezacraBiaseT KaxAbld M3 BO3MOMKHBIX IApPTHEPOB IO CBSI3U, HAXOAALIUXCA B 30HE

Internet Zone (BHe 3aBUCUMOCTH OT TOTO, onpeneiacHsl oHu B ['TIb nnu HeT).

O6bexTe Any u Internet ve MoryT BXoauTh B ['pyIimebl.

-
\ll) [IpaBuina, conepxkamre O0BbeKT ANY Beeraa TpaHCIUPYIOTCA Mocie BceX ocTalbHbIX [IpaBui.

8.2. 30HbI

30Ha HKCMOJB3YETCS Il ONPENECICHUs] TPYIIbl CBS3aHHBIX CETEBBIX YCTPOMCTB, KOTOPHIE
3amuineHs ogHuM U teMm ke [no3om besonacHoctu. Tounee, 30Ha — 310 npocTpancTBo IP-aapecos,
samuiiaemoe [lmo3om  besonmacnoctu. [JVII ucnonp3yeT 30HBI JUIsl TOrO, YTOOBI IMPOBOIUTH
TpaccUpOBKY Torosnoruu Bo Bpemst Tpaucisaiuu ['TIb, a Takxke, 4ToOBI onpenensaTh, KakKue AUana3oHbl
IP-anpecoB 3amumiensr kaxapiM Lmo3om bezonacHoctu. Tonbko Omaromapst 3oHam [[VII moxet

OTPENIeTTUTh, KaKue ycTpoicTBa 3amuiieHsl u kakum [llnro3om bezonacnoct!

OOBEeKTBI 30H MOTYT OBITh CO3/JaHbl TOJBKO B Tononocuu, OINHAKO OHU HE CUUTAIOTCS
Oo6wexramu [Tonutuku. Onpenenstorcs 30HbI B 1t000i [TonuTrke be3onacHocTH, KOTOpas BKIOYAET B
ce0s lmo3bl bezonacnoctu. Bxopsanmii Tpaduk 11 m060ro U3 Aeenmos 30HbI JOJKEH MPOXOIUTH
yepe3 [1Imr03 bezonacHOCTH, KOTOPBIM 3alMIIAcT AAHHYIO 30HY. KpoMme TOro, HECKOJIBKO 30H MOTYT
HaXOJUTbCSI BHYTPU APYr Jpyra, OJHAKO Auana3oHbl |P-aapecoB mroObIX ABYX 30H HE JOJIKHBI

HepeKpbIBaTh YT Apyra.

8.2.1. Co3paHue O6bekToB 30H

OO0bexkT 30Ha MOXKET CO37aBaThCs AaBTOMATHYECKM TMpU co3daHuu oObekra [lmro3
bezonacHoctu, ucxons u3 3HaueHuil ero IP-agpecoB m Mx Macok M cocrtosHUs (uara Internet,
BbIOpaHHOro mpu co3nanuu Ttomosnoruu Illmo3a. Ecau ¢uar Internet ycraHoBieH, TO JaHHBIN
uHTep(delic aBToMaTHuYecKn BXOAUT B 30HY Internet, ecnu ¢uar Internet na unrepgetice 11lnro3a He
YCTaHOBJIEH, TO JIaHHBIM HHTEp(Eiic aBTOMAaTHUECKH MOJKIIYAETCS K YK€ CYIIECTBYIOIIEH 30He, eciu
aJpec M Macka COOTBETCTBYIOT €€ IapaMmerpaMm. Ecim Takoil 30HBI €Ile HET, TO OHa MOSABHUTCA B

TONIOJIOruM I1ocie co3ganus Iaro3a.

st cozmanus O0bekTa 30Ha, ocne ycraHoBkU 34 CTABA-Ynpasnenue Hano UCmonbp30BaTh

koMmaHny Jlo6aBute 3ony. OTKpoeTcst okHO /[ob6asumb 30HY:.
1) Bsecrtu yHukansHoe UMs1 17151 TaHHOM 30HBIL.
2) Ilepeiitu Bo BkIaaky Tononoeusi, HaxxaTb KHONKY J106aBUT.

3) B mpemtaraemsie mosst BBeCTH AaHHbIe 00 |P-agpecax st JTaHHOMH 30HBI.
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4) TloBTOpHUTH NCHCTBHUS, ONMUCAHHBIC B MyHKTax 2) - 3), 4T0ObI 100aBUTH cieaytomume IP-
ajipeca B JIaHHYIO 30HY. B COOTBETCTBYIOIIECE 1M0JIE MOKHO BBECTH TEKCTOBOE OIHMCAHUE

OO0BekTa.

Haxatp kHonky OK, u B cexumu Tononoeuss BYC nosiButcst HOBbI OO0vexm 30Hb1. Bee panee
co3nanuble O0bekTsl [lomuTuky, ybn IP-agpeca momagaroT B AaHHYIO 30HY, OyIyT aBTOMAaTHYECKH
OTKJIFOYEHBI OT aBTOMATUYECKON 30HBI M MOJKIIOUEHBI K OObexmy 30Hbl, KOTOPBIA BBl TOJNBKO YTO

CO3/1aJIH.

Yo6enutbes B ToM, uto IP-agpeca, ykazaHHbIC JJIsi JaHHOH 30HBI, HE BKJIFOUYCHBI HH B OJHY
Ipyryio 30HYy. Takke yIOCTOBEPUTHCS B TOM, YTO, €CIHM YacTh Auamna3oHa aapecoB [loaceru
win auana3oHa IP-agpecoB BXOIUT B 30HY, TO M BCE MPOCTPAHCTBO aJIpecoB JaHHOM [loaceTn u
nuanasona IP-aapecoB Toxke HaXOAUTCS B ATOM 30HE.

8.2.2. PepaktTnpoBaHue napamMeTpoOB 30HbI

Uro6s! oTpenaktupoBatbh O0beKT 30HbI HAJO BBIOPATH €r0 B CEKIUU 10onono2us , UCTIONb3Ys
ornuuio U3mennTs. OTKpBIBIIEECS OKHO M3meHums 30Hy UACHTUYHO OKHY /[obasumb 3ony. MOXKHO
yaanuTh 3amuieHHblid IP-agpec u3 30HbI uiau 100aBUTH B HEE HOBBIM, a TaKXKe OTPEAAKTHUPOBATh

nuanasoH IP-agpecos, ncnons3yto kHonku Jo0aButh, [IpaButh u Y 1aanrs.
8.2.3. YpaneHue 30H

Bri6pate O0beKT 30HBI, UCIIOB3YSI KOMaHAY YAAJUTH (B I1aBHOM/KOHTEKCTHOM MEHIO) WU
kHonky Ha [lanenmu wHCcTpyMeHTOB. [locne toro, kak OObexkT 30HBI Oyaer ynajieH, Bce OOBEKTHI

[TonuTrkH, KOTOpPBIE OBUIM K HEMY MOAKIIOUEHBI, OyyT noAKIoueHsl k O0wvekTy Internet Zone.
8.3. lpaBuna

Oo6wexthl IlpaBun mnpexacraBmsror [IpaBunma o6paboTku Tpaduka. IIpaBuna o6paboTku
Tpaduka co3garorcsa B cooTBeTcTBUM ¢ [lomutukoi bezonacHocTr KOMIaHUU U SBIISIFOTCS BaXKHEHIITUM
anemenToM ['TIb. IIpu npeoOpazosanuu I'TIb B JIIIB, aTn rno6aneubie [IpaBuina o6paboTku Tpaduka
TpaHchopMUpYIOTCs B ToKaibHble [IpaBuna 1t kaxxaoro Aeenma. OObIYHO, HEOOXOAUMO ONPEAETUTD
Oowexrhl [Tomutuku, IKE-npeanaraemeie Habopsl apamMeTpoB (Proposals) u neicTBus 10 co3MaHus

[TpaBun. [TogpoOuee cMm. pazaen 4.
8.3.1. Co3spaHue lNMpaBun
MoxHo co3naTh HoBoe IIpaBuiio cienyromum crnocooom:

— MHcnonesyiite IlpaButrb->J06aButh-> IlpaBuno win KoMaHIy M3 KOHTEKCTHOTO MEHIO

Hobasumw IIpasuno B Cexyuu [Ipasun. OTkpoercs okHO [Jobasums [Ipasuio.
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B oxue Jobasums [Ipasunio ykazaTh HHPOpPMAIHIO, HEOOX0AUMYIO st co3aanus [IpaBuna:

— BriOpars Pogutensckoe IpaBuio, ecinu Takoe umeercsl.

— Bsecrtu ynukansHoe Umsa 11 nansoro [Ipasuia.

— BriOpats JlomeHn, koTopomy nipuHauiekuT [Ipasuio.

— W3 Bemmanaromiero cmucka BeIOpath /leticmeéus, KOTOpble OyIeT NPUMEHSTHh JaHHOE
[IpaBuio.

— BericraButh  ypoBeHb nporokonupoBanus (Yposenb jora) s IlpaBuma (oM.
Tabnuma 27).

Tabmumma 27 — Onucanue ypoBHEH perucTpaiiy COOBITHI

ITapamerp Onucanue

3aooxupoBaH | CoObITHS HE OYyT PETUCTPUPOBATHCS

CoobiTHs Bynyt peructpupoBaThcst cOOOIIEHHS 00 OMMOKaX, a TAKKE MUHUMYM HH(GOpMAIHK
00 ormeparusax

Moapo6ublii  |byner coobmarbes mnonHas uHpoOpManus 00 omnepanusx, C ILeJIbl0 IOHCKa
HEUCIIPAaBHOCTEN

Otaagounblii | byayT peructpupoBaThCsi BCce COOBITHS; B OCHOBHOM UCIOJIB3YETCS IJIs1 OTJIAJIKK

— Otmetuts Quiar Bkaounts [IpaBuio.

— BpIOparh 0MH MM HECKOJbKO MCTOYHMKOB IlpaBmia M ykas3aTh ero Kak HMHUIMATOpa
6e3onacHoro coenuHenust (Mcrounuk). [{is 3Toro Hajgo BBIOpATh BIIOKEHHYIO BKJIAJKY
Obvekmovr BO BKiIaake HMcmounuxu, nepemecTuth OObekThl IlomuTuku U3 crucka
Hocmynnvie 06vekmul B CIUCOK Bvibpanuvie 00veKmbi.

— Ecimu B panbHedimem Bbl xotute wuaeHTH@uuMpoBaTh UCTOYHMKM Uit [lpaBuia mo
pacrioniokeHnio OOBEKTOB (HampuMep, €ClIM HCTOYHUKU HAXOAATCS B CETMEHTE CeTH
WIiFi) Hano mepeiitu BO BKIAIKy Pacnonosicenus W NEPEMECTHTh MECTOMOJIOKCHUS W3
cnucka /Jlocmynnule pacnonodicenus B CIACOK Buibpannvie pacnonodxcenus. llpn co3nanuu
[TpaBun ¢ yuactuem Ilonb3oBareneit, cM. Takxke 1. 8.3.8.

— BriOpars Heas IpaBuiaa. /[ sToro BeIOpaTh BIOXKEHHYIO BKIAIKy OOvexmbl 6K1AOKU
Ipuemnuxu nepemectuth O0beKxTh! [lonuTHKKN U3 cnucka Jocmynhvlie 06beKkmubl B CIUCOK
Buibpannvie o6wexmul.

— Ecnu B manpHelmem Bwl xotuTe maentuduimposars L{enn npaBuiia mo pacrosokeHUo
O6nexToB (Hanmpumep, ecnu Llenmn Haxomsarcs B cermente cetu WiFi) Hago mepeitTtu BO
BKIAAKy Pacnonooicenus W TepeMECTUTh MECTOIOJNIOKEHHUs] U3 chucka JlocmynHule
pacnonodicenus B CIUCOK BulbpanHble pacnonodiceHus.

— BriOpats MapmpyT IIpaBuia.
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— BriOpars CeTeBble CEpBUCH, KOTOphIE OYAYT HCIIONB30BaTh JIaHHOe IlpaBmiio (eciu
HeoOxoaumo). Jlns atoro Hamo BbeiOpaTh BKIaaky Cemesvie Cepgucbl U TIEPEMECTUTh
ceTeBble CepBUCHI U3 cnucka /Jocmynuuie Cepsucsi B CIUCOK Buibpannsie Cepgucul.

— BriOpars Pacnucanue pis [paBuia.

Hogoe IpaBuio 6yzner nodasieno B Tabauyy [lpasu..

VYpoBens peructpanuu  IlogpoOHBIH CcO37a€T OrpOMHOE KOJMYECTBO COOOIIECHUMH; ITY
HACTPOMKY clieAyeT UCI0Ib30BaTh C 0CO00M OCTOPOKHOCTHIO.

N3navanpHo IlpaBuna wmoryr co3paBatbesi ¢ nycTbiMad nojsimu  Mcerounuk u Ieasb
(ITpuemuuk). OnHako mpu TpaHchsuu Takue [IpaBuia craHyT NPUYUHON OLIHOOK.

Ecimu Ber ycranowiu npotokon TCP B kadecTBe CETEBBIX CEPBHCOB, MOXKHO YKa3aTb, KTO
MOKeT uHHIuupoBath |CP-coemunenus, BbiOpaB 3Hauenue '"refuse incoming TCP
connections". Takum o6pa3om, o6o3HaueHuss Mcrounuk u Ilesb BakKHBI MPH MCIIOIb30BaHUH
[IpaBminom OOBEKTA CETEBBIX CEPBUCOB, KOTOPBIA COAEPKUT aCHMMETPUUHBIE TIporeaypsl MO
w TCP-cepBuca, ¢ ycraHoBIIeHHOH oTMeTKo# B osie Refuse incoming TCP connections.

> > =

8.3.2. PepaktupoBaHue lNpaBun
OtpenaktupoBath [IpaBuiio MOKHO OJTHUM H3 CIIEIYIOIIUX CIIOCOOOB:

— B Tab6nuye Ilpasun Be1OpaTh CTPOKY, cofepxainyto nanHoe [IpaBuio, ucnonb3yst KOMaHAY

N3MeHnTs.

— JIBaXk/1bl HaXKaTh JIEBOI KHOMKOM MBIIIIM Ha COOTBETCTBYIOLIEM ITyHKTE B Tabauye IIpasu.

OtkpbiBIIeecst OKHO M3menums Ilpasuno WASHTUYHO OKHY Jobasums Ilpasuio.

OTpCI[aKTI/IpOBaTB napamMeTphbl HpaBI/ma CHOCO6OM, OIIMCAaHHBIM BBIIIIC.
8.3.2.1. OpHOBpeMeHHOe peAaKTUpOBaHue Heckonbkux Mpasun

MOXHO OTHOBPEMEHHO pEeNaKTUPOBaTh MapameTpsl I Heckoiabkux IlpaBmir. C moMomsio
wiaBum <Shift> wnu <Ctrl> u Mbium BeiOpate B Tabiuye Ilpasun Bee IpaBuia, 4bu napaMeTpsl Boi
XOTUTE OTpeAakTupoBath. Mcmonb3yiite komannay WM3MeHHMTB KOHTEKCTHOTO MeHio. IlosButcs

MOAMCHIO, COACPIKAIICC CIIMCOK MHAUBUAYAJIbHBIX TAPAMETPOB HpaBI/IH, KOTOPLIC MOKHO TPUMCHUTDH

K ['pymre.

N3mMeHuTh B TMAIOTOBOM OKHE 3HAYEHWE HYXXHOTO IMapaMeTpa. 3HAYeHHE ITOTO MapameTrpa

OyzaeT U3MEHEHO Ui BceX BhIOpaHHbIX [IpaBu.
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8.3.2.2. CoptupoBka O6bekToB [Monutukmn npu cospaHum NMpasuna

B Tabnuye Ilpasun moxuo orcoptupoBath O0bekThl [lomuTHKN BO BKIIagke Mcmounux Wv
Ilpuemnux, unm ceteBoii cepBuc Bo Bkilagke Cemesvie Cepgucsbi IO UMEHH U THUITY, AJISl 3TOTO HY>KHO

BOCITIOJIB30BAaThCA KOHTCKCTHBIM MCHIO.
8.3.3. YmaneHwue lNpaBun

Bribpate cTpoky, coxaepxkairyio HyxkHoe I[IpaBuio B Tabauye Ilpasun, M uCHoib30BaTh

KOMaHAy ¥YaJuTh (TJaBHOE/KOHTEKCTHOE MEHIO Ui [laHens HHCTpYMEHTOB).

MoXHO OIHOM KOMaHIOW ymanuTh cpa3dy Heckosbko IIpaswi. Hano Beigenuts IlpaBuia,
KOTOpbIe BBl XOTUTE ynamuTh, ¢ NMOMOUIBIO MBIIIKM M yaepkuBas kinaBumry <Ctrl> wmm <Shift>.

BreinosHuTs KOMaHAy Y 1aJauTh.
8.3.4. CospaHue nepapxuum lNMpaBun

[locne Ttoro kak Bbl cozpmanu IlpaBuino, MoxHO BIOXHUTH AaHHoe IlpaBwiio B npyroe
[IpaBuiio, T.e. caenarb ero BiOXeHHBIM [IpaBmiiomM (HMCKIIOUEHUEM WM JOMOJHEHHWEM) TJIaBHOTO
[TpaBuna. J10 AenaeTcst TOIBKO AJL TOTO, 4TOOBI nepeMeniate Oowvexm [Ipasuna cpeayu pazIudHbBIX
ypoBHeW uepapxuu [lpaBui, a He I U3MEHEHUs Nopsnaka npuMeHenus [lpaBuni, Haxoasmuxcs Ha

OJIHOM YpOBHE (TI0CJe/IHEE HEBO3MOKHO B JIFOOOM ciyyae). MOXKHO clienarh cleayrouiee:

— IloBeicuTh 3HAUMMOCTH BNOkeHHOTO [IpaBuia Ha onuH umu Oonee ypoBHEH BBEpPX IO
uepapxuu (Hampumep, cAenaTh «IOYEPHIOK» 3HAYUMOCTh [IpaBuiia «poauTenbcKoi» Uiu
BKItounTh [IpaBuno B Pogutensckoe [1paBumo).

— Ilonu3ute 3HauuMocTh [IpaBuiia MOXKHO, IEPEMECTUB €r0 HA HECKOJIBKO YPOBHEN BHU3 IO
uepapxuu (Hampumep, caenats Poaurensckoe [IpaBuno «rouepaum» [IpaBunom apyroro

Ponurensckoro [IpaBuina).

Oynkuus nepemenieHuss O0bexToB [IpaBui Mo nepapxuu MoKeT 0Ka3aTbCs MOJIE3HOH B TOM
cilyyae, HalpuMmep, €clid OJMH M3 OTIENIOB oTJelieHus Bamiell koMmmaHuu ObUI MepeBelieH B JIpyroe
ornenenue. lIpaBuia, ynpasidromue COCAUHEHUSMH OTHAENIa MOYKHO IIEPEMECTUTH U3 T'OJIOBHOT'O
[IpaBmiia «cTaporo» OTAENa B «HOBBIM» C IIOMOIIBIO OJHOM KOMaHnabl. To K€ NPHUMEHHUMO K
pabOTHUKY, KOTOPOTO MEPEBOAAT U3 OJHOIO OTAENa B APYro WM U3 OJHOTO MecTa B apyroe. [laxe

ecau Bel 110 ommbke momecTure HpaBI/IJ'IO HC Tyaa, €ro JICTKO MOHO 6y,Z[CT IMECPCHCCTU.
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1 ) paBuna u Bnoxennsie [IpaBuia Ha 1aHHOM ypOBHE MEPAPXUH MOTYT NPUMEHATBLCS B JIHOOOM
nopsinike. ENMHCTBEHHBIM HCKITIOUeHHeM 37ech siisitorcst [IpaBuna "Any«>Any' (JIo6oii-
JI10oii), KOoTOphIe Bceraa MpUMeHsoTcs nocieanumu, u [Ipasuna "Any<>agent” (JIo6oii-
Azenm) w/umu IlpaBuna, Bxitouaromue llonbp3oBarenel, MPUMEHSIOTCA B IPENNOCIEIHIO
ouepens. Pomurensckoe [IpaBuiio mpumMeHseTcs TONBKO 1mocie Beex «aouepHnux» [Ipasu.

8.3.4.1. MNepemeweHune MNMpaBuna Ha 6onee HU3KUA YPOBEHb Uepapxumn

Yro6s! cnenats [IpaBuno «iouepaum» llpaBunom, Hago OTKPBITH OKHO M3menums llpasuno

1 B BBIITAJAKOLIEM MEHIO Pooumenw BI>I6paTB COOTBETCTBYIOIIICC POI[I/ITGJ'IBCKOG HpaBI/IJ'IO.
8.3.4.2. MNepemeweHne MNMpaBuna Ha 6onee BbICOKUMA YPOBEHb nepapxumn

UYro6sl nepemectuTh lIpaBuiio Ha KOpPHEBOW ypOBEHb, HAaJ0 OTKPHITH OKHO HM3menumbo
Ilpasuno v B BbanaroieM MeHo Pooumens BblOpath NyHKT HeT poaurtenbcekoro npasuiia. Utoost
nepemectuTh I[IpaBuino Ha oIMH ypoBEeHb BBEpPX HaI0 BbIOpaTh A Hero Pogurensckoe IIpaBuio

YPOBHEM BBhIIIC.
8.3.5. BbIknro4eHue n BknroYveHue lNMpasun

IIpu ©HeoOxomumoctu IlpaBmia MOXXHO BBIKIIOYATH W BKIO4YaTh. CIOCOOHOCTH K
BBIKJIFOYEHHUIO Y BKJIFOUEHHUIO OTIEIbHBIX [IpaBuil sBIsSE€TCS OJHUM U3 OCHOBHBIX ACMEKTOB Mpoliecca
cozmanuss u tectupoBaHus ['TIb. Takxe 3TO MOXKET NPUTOAUTHCS MJII BBEICHUS BPEMEHHBIX
u3MeHeHui B pabouyio Cpeny bezonacnoctu. Beikimtouennoe [IpaBuno He OyneT TpaHCIHUpOBaThCS, U,

TaKUM O6p830M, BBIKJIFOUCHUC HpaBI/IJ'I MOKET UCII0JIB30BATHCA IJIA ONIPCACICHU A HCHCHpaBHOCTCﬁ.

UtoOw1 BeIKTIOUNTH [IpaBuno, Hamo BeIOpaTh ero B Tabauye [Ipasun W WCIONB30BaTh B

KOHTEKCTHOM MeEHI0 KoMmaHny Beikiawuuts. B Tabauye Ilpasun mOSBUTCS COOTBETCTBYIOIIAS

NUKTOrpaMma S .

Uro6s! BitOunTh [IpaBuiio, Hamo BIOpaTh €ro M MCIOiIb30BaTh B TJIABHOM HJIM KOHTEKCTHOM
MeHI0 KomaHny Brmoumth. Ha ukonke BkitoueHHoro IlpaBmiia Mcue3HeT KpacHbI Kpyr ¢ OeabIM

3HaKOM X.

MoOXHO BBIKJIIOYATh W BKIOYaTh rpymmsl [IpaBun ¢ momomipio ofHOM KomaHisl. Hamo
BeIZICTUTH [IpaBuiia, koTopble BBl XOTHTE BHIKIIOUUTH MM BKJIFOYHTH C TIOMOIIBIO MBIIIH, YISPKABas
kiasuiry <Ctrl> wim <Shift>. 3atem ucnosnp3yiiTe B KOHTEKCTHOM MEHIO KOMaH/1y BBIKIIOYUTH WK

Briaouyurs.

Ecnu Be1 3a010kupyete Ponutensckoe IIpaBuiio, BMecTe ¢ HUM OyAyT 3a0JIOKUPOBAHBI BCE €TO
«nouepHue» [IpaBuna (eciam OHU €CTbh).
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8.3.6. CkpbiTue lNpaBun

MosxHo ckpbITh 0aHO IlpaBuno wiu ['pynmy IlpaBun npu otoOpaxkeHuu. s 3Toro Hamo
BBIOpaTh HYkHOe IIpaBuno wnm ['pynny IlpaBun B Tabauye Ilpasun. 3atemM UCHOIB30BaTh KOMaHIY

CKprTL B KOHTCKCTHOM MCHIO.

YrtoOBl IIOKa3aTh CKPBITBIC HpaBI/ma Haao HCIOJIb30BaTh B KOHTCKCTHOM MCHIO KOMAaHIY
PaCKprTb. Bcee CKPBITBIC HpaBI/IJ'Ia TYT KC IIOABATCS, HC3aBHUCUMO OT TOI'O, CKOJIbKO pas ObLIa

HCII0Jb30BaHa KOMaH/aa CKprTb.

Jlia ynoOcTBa CKpBITUS HECKOJIBKHMX MPABUJI MOKHO BOCIIOJIb30BaThcAd KOMaH10il CKpBITH
OCTaJIbHbIE, I 3TOr0 HAJIO0 BBIACIUTH OJHO WJIM HECKOJBKO IpaBUJ, KOTOPbIE CKPbIBATh HE HAJO, U

BLI6paTI> B KOHTCKCTHOM MCHIO KOMaHY CKprTb oCTaJIbHbIC.
8.3.7. TpaccupoBka lNpaBun

ITockonbky cxembl O0BEKTOB B I paghe mononocuu MOTyT OBITh JOBOJBHO CIOXKHBIMU, [{VI]
NO3BOJISIET HampsAMyro Habmonate B Tononocuu myTh Tpaduka s KoHkperHoro IlpaBumina,

BBIOpaHHOTO B Tabauye Ipasun unu ¢ Cepseprule Ilpasuna.

Jlnia tpaccupoBku IlpaBuna BeiOpats ero B Tabauye Ilpasun unu 6 Cepsepuvie Ilpasunra n
UCIIOJIb30BaTh B KOHTEKCTHOM MeHI0 komaHly Iloka3arhb Tpaccy. JIuHuuU, KOTOpbIE NMPEACTABISAIOT
NOTOK JaHHbIX Mexay O0bekramu [TonuTtuku, ykazanueiMu B [IpaBuie, OyayT oToOpaxarbes B BUJIE

LIBETHBIX JIMHUU. HpaBI/IJ'Ia OKpaCKHU CJICAYIOMIUC:

1) Tlpasuio c aerictBueM PASS oToOpaxkaeTcs 3eJICHBIM LBETOM.

2) Tlpaswuno c aeiictBueM DROP otoOpaxkaeTcst KpaCHBIM LIBETOM.

3) Tlpaswuio ¢ aeiictBueM Encrypt oroOpaxaeTcst CHHUM IIBETOM.

4) Tlpasuno ¢ neiictBuem NAT+PASS wumn IKECFG+PASS otoOpakaercss KOPHYHEBBIM
I[BETOM.

5) TIlpasuno c neiicteBuem NAT+IPSEC mnmu IKECFG+IPSEC otoOpakaercsi pHOICTOBBIM

OBCTOM.

8.3.8. OcobeHHocTM co3paHua [lpaBun, rae  y4acTBYHOT
NMonb3oBatenu

Coznanme [IpaBwi, e yaactByroT [lomb30BaTenn, MPOUCXOAUT CICTYIOIINM 00pa3oM:

1) Tlockombky s oObekra Ilomb30oBarens €ro pacmoiOKEHHE B TOIOJIOTUH CETH
HEM3BECTHO, CYIIECTBYeT psA ocoOeHHocTed mnpu  cozganuu  IlpaBun  Buna
IMoan3oBaTenn->Pecype, rue: Pecypc — npousBonbHbiil O0bekT [omutuku (Hanpumep,

[Toncets). Ilpu Tpancasuun noaoOHeIX [IpaBun moapaszymenaercs, uto Ilonb3oBatens
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pacrionaraercst Tonbko B 30He Internet (T.e. Tpacchl OyAyT CTPOUTBHCS TOJBKO M3 30HBI
Internet k Pecypcy). Iloatomy, ecnu Ilonbp3oBaTesib MOKET HAXOAUTHCS €€ U B IPYTUX
mecrax (IToxpcersx, /lnanazonax), KoTopble HaxoAsTcsa He B 3oHe Internet, HeoOX0aAUMO

A6HO TIPOITUCATH 3TH MeCTa BO BKIaake Pacnonoscenus (Locations) B mannom Ipasuie.

2) B curyauuu, korna [[VI1 naxomutcs 3a NAT u [Tonp3oBaresb oka3ajicsi B OJJHOM 30HE C
LVII (m3nyrpu NAT), To mpaBuio nporpy3ku Ilomp3oBarenst MoxeT He cpaboTaTh,
MOCKOJIbKY B KoHburyparnuu [lonp3oBatens Oyaer ykasan BHemHui NAT-aapec [[VII
(mpu ycnoBum, uto Her Apyrux I[IpaBun c Ilomb3oBatensmu u3 30ub1 [[VI]). B Takom
ciry4ae HeoOXoIuMO co3laTh siBHOE npaBuio Buaa «llonb3oBarens@3onallVII -> [[VII,
Pass», T.e. ykazaTh TpaHCasTOpy Ha TO, uyTo [lonmp3oBarenu MOTYT MOSBISATHCS B 30HE

avil.
8.3.9. ®unbTpauusa B okHe Tabnuuya npasusn

[Tpu 607bIIOM KOJTHYECTBE MPABUII MOUCK HYKHOTO MPAaBHUJIa CTAHOBUTCS 3aTPYAHUTEIBHBIM.
Jns ordunbTpoBaHus HEOOXOAMMON HMH(MOPMALUU CIYXHUT CTpoKa BBoAa Ymo uckams. JleiicTBue
¢mibTpa pactpocTpaHnsercs Ha Tabnuny 7abauya npasus, €Civ OHA OTBEYEHA B Tose [1ouck 6 nauenu.
OunbTpanus ocymiectisiercs o noysiv 1D B BJI, Ums, Onucanue, [eiictBue, O0beKT MOJIUTHKH,

Pacnncanue, CereBoii cepBuc Tabnuipl. @UIbTp NpUMEHSETCS MOCe HaxaThs KHONK 1'oToBo.

8.3.10. PacnucaHus NpaBun
Jlia npocMoTpa okHa Pacnucanuii Hy)kHO BbIOpaTh NyHKT Pacnucanusi B MeHio OxHo (CM.

PucyHok 67).
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OkHo [MoMouwb
= Tononorus Cri+T
0 Kapta Ctrl+E

F Ctrl+H
i Monb3oBaTenu Ctri+U
ﬁi Mpynnbl Ctrl+G
%Y Cepsepsi ctrl+s
L§J Tabnuua npasun Ctrl4+R
Z| MonbsoBaTenbckue MME
@ NAT npasuna
[ﬂ IKECFG npasna
&) Cepseprbie npasuna
{0} foners
] UenTpel cepTidmkaLim
&> peiicreus
HacTpoiiku IKE Ctrl+
@ CeTeBble CEPBUCHI Ctrl+N
@ PacnmncaHns

{| MoruTop Ctrl+M
|'5] XKypran Ctrl+L

] systog
Jj KypHan ucnonHeHns

22| BanuaHOCTb CEpTUDMKATOB
E] AeckpunTopbl 06beKTos
E—_I JeckpunTopsl cepsepos

|R| Berasute/OTcoemmmmts  Cirl4D

IX| 3akpeits navens Ctrl+F4

PX 3akpeiTs BCe Ctrl+7po6en
|| Cnenyiowas naHens Ctrl+Tab

|2| Mpeasiaywas naHens Ctrl+Shift+Tab

Pucynok 67 - Bei3oB okna Pacniucanuii [Ipasuin
Jlo6aBuTh HOBoe PacrucaHue MOXHO C TOMOUIbIO KOHTEKCTHOM Komanabl Co3aath

Pacnucanue uiny COOTBETCTBYIOIIEH KOMaHA0U B MEHIO [Ipasumeb.

OkHO TmpocMoTpa COAEPXKUT ciuenytomyo uHpopmanuio o Pacnmcanmm: Wwmsa, [aty
akTuBaiuu, Jlaty 3aBepuienusi, Yacel neiictBus, JJHu Heaenu, B TedeHne KOTopsix [IpaBuino akTUBHO U

JloMeH, KoTopoMy puHaAIeKUT Pacnincanue (cM. PucyHok 68).
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Tabnuua npasun MonbsoBaTensckue NMB I 30HbI | HOometbl Pacrmcanua '
PacnncaHna B X
Wns | AkTBALYMSA | 3aBeplweHie l Yacol | Axu Heaen | [fomer

b iSch1 12/06/2013 14/06/2013 HeorpaHudeHo Nioboit InobanbHblit AoM...

Pucynox 68 — Oxno mpocmotpa Pacnincanuii
[Ipu co3manuy WM U3MEHEHWW HOBOTO/CyIIeCTBYIOIIEro Pacnucanus HeoOXOIuMO yKas3aTh

napameTpsl 3Toro Pacniucanus (cMm. Pucynok 69).

% e pacmcame

Wmsi: |Sch1

Onucanme: I

HomeH: I{ © i TnobanbHblit AomeH LI

—Tepuoa speMeHn
V Axtvsaws: | 12/06/2013 =l
[V 3asepwerve: | 14/06/2013 =]
_OI'DBHM‘-IeHMe No BpEMEHU CYTOK
e oo = do: oo =
—AHW Heaenu
Vm VMer Voo Wur v Ve VB

[oToBO l C_)TMEHHTbI

Pucynok 69 — [Tapametpsl Pacniucanus

Jns cozmanms Pactimcannst He0OX0IUMO:

— 3anate yHHUKanbHOE MM,

— Ilpu HE0OXO0IUMOCTH BBECTH TeKcTOBoe OnHcaHue;

— Bri6pats lomen, koTropomy OyneT npuHaaiiexarsh Pacnucanue;

— VYkazarp JaTy akTuBalMu U 3aBepiieHus [IpaBui, Bxoasmux B aaHHoe Pacnucanue (npu
HEOOXOMMOCTH),

— VYka3zaTh nepuoJ] BpeMEHU CYTOK, B T€YeHHE KOToporo OyayT BbIMoOJHATHCS I[lpaBuia,
BXoJislIMe B TaHHOe Pacniucanue (mpu He0OX0IMMOCTH);

— VYka3zaTb JHU HEJeNd, B T€YEHHE KOTOpPbIX OynyT BBINONHSATHCS IlpaBuina, Bxonsuiue B

nanHoe Pacniucanue (rmpu HEOOXOAUMOCTH).
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8.4. [omeHbl

8.4.1. Onepauuu c soMeHaMu

[To ymomuanuto B I'TIb co3maercs nomMen ¢ umeHeM IJ100anbHBIA JAOMeH. Y anuTh
I'106aabHBIH 10MeH HEBO3MOXKHO. [[1s1 1o0aBiIeHHs JOMEHa HY>)KHO BOCIIOJIb30BAaThC KOHTEKCTHBIM
MEHIO BKJAJKH /{omenvl paboueil oOmacth, BbIOpaB MyHKT /l00aBHUTH 1OMEH MU BHIOpaB MyHKT
J00aBUTH 10MeH U3 MeHIo [Ipasumo.

s nyOnaupoBaHUS/M3MEHEHUs/yIaJeHUsT JOMEHA HY>KHO BOCIIOJIb30BAThCS KOHTEKCTHBIM
MeHto  OObekTa  JAOMEeH  BKIaAKu  /Jlomewst ~ paboueid  oOysacth,  BBIOpaB  NIYHKT
Ny6aupoBath/U3mennts/Y namuth/TpancaupoBars/AxktuBupoBars JIIB (cMm. Pucynok 70) mim
IIPU TIOMOIIY KOMaH/I UHCTPYMEHTAJIbHOM JIMHENKU.
fowens x|

Wma % | Baw aocTyn IP anpeca YyeTHble 3anuc | OBwexTbl nonuTuk | Npasuna |30Hbl |Pacnuc
[ 192.168.144... [ 1, 222, com... &7 71 & sd

L:zy

pixx  SM

=119} MobansHbl... Bbl BOWMM KaK... -admin : A...

° AW

& T} domaini

::o:. [oBasuTb aoMeH

‘@ Ay6nuposaTh
€3 UsmeruTs
x Yaanuts

{=} TpaHcnMpoBaTbL
@ AxtusuposaTs MNB

@ OBHOBUTL BEPCIO ArEHTOE B AoMEHE
@) 3arpysvTh oBHOBNEHIS ANA ATEHTOB B AOMEHE

Pucynok 70 — Jly6nmpoBanue/M3menenune/Y nanenue q1oMeHa

HeBo3moxxno ynanute JlomeH, kotopoMy npuHaanexatr OobexTs! [lonutuku.

J111s 0TOOpaXKeHUS/CKPBITUS BKIIAIKU JJoMeHbl HEOOXOAUMO BhIOpaTh MYHKT /{loMeHBI B MEHIO
OkHho.

CymectByeT uepapxus JTOMeHOB. CBS3b CO3/1aBa€MOr0 JOMEHA C POJUTEIbCKUM 3aJ1aeTCs
MpU TIOMOIIM BBIMAAAIONIETO cnucka Poodumens Bkmagku OOwue TUATOTOBOTO OKHA /lobasumb
Homen/Hzmenums (cM. Pucynok 71).

CymecTByeT BO3MOXHOCTh OOHOBJICHUS JIECKPUIITOPOB A2enm Bepcuu 6.1 W BbIlIE B IOMEHE
W 3arpy3Ku OOHOBJICHHWH B Aeewm, IJISi 9TOTO HEOOXOJMMO BOCTOJB30BAaThCS KOHTEKCTHBIM MEHIO
Jomena, Bb1OpaTh B HeM MyHKT OOHOBUTH BEPCHIO areHTOB B 0MeHe WK 3arpy3uTh 00HOBJICHHA

IJI1 ATEHTOB B JIOMEHeE.

Cy1iecTByeT BO3MOXXHOCTD 3arpy3Ku CepTU(HHUKATOB ISl IECKPUNTOPOB Aeenm Bepcuu 6.1 u

BBIIIC B TOMCHE, JIsI DTOI'O H606X0}II/IMO BOCIIOJIB30BAThCs KOHTCKCTHBIM MCHIO ﬂomeHa n BI)I6paTI) B
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HEM TMyHKT 3arpy3uTh CHHCOK CcepTHPUKATOB TIOCIEC 3arpy3ku CepTUPUKATOB T00aBUTH
cepruukaThl B TIOJUTHKY BBIOpPAB MYHKT KOHTEKCTHOro MeHI0 Jl00aBUTH MOJIyYeHHbIE
ceprupukaTsl B MNOJUTHKY. B oTkpbiBiieMcs okHe Hunopm cepmughuxamog TPOBEPUTH
MoJyueHHbIe cepTU(UKaThl U HaxaTh KHONKY ['oTtoBo. J{ns ynaneHus 3arpyXKeHHbIX cCepTU(UKATOB
HEOOXOUMO BBIOpaTh MYHKT KOHTEKCTHOTO MCHIO YAAJUTh 3ampochl 1Jisi CepTUPUKATOB HIIU

KJIIOYEeN.

NobaeBnTe OJomen |

Obuwme
- Tononorua Lt I

]

Poaurens: I:__U_j TnoBaneHsN aoMeH j

[oToBO I OTMEHUTE

Pucynok 71 — CBs3b ¢ Pogutensckum 1oMeHOM
8.4.2. Tononorma noMeHoOB

Jlns omnuvcaHusi MPUHAIIEKHOCTH CETEBBIX OOBEKTOB OMEHY HEO0OXOIMMO B TOMOJIOTHUU
noMmeHa omnucath IP-amMamasonbl, U3 KoTOphIX BhIIENEHBI |P-aapeca cereBbiM oObekTaM. Ecnm y
CETEBBIX OOBEKTOB OTCYTCTBYIO |P-anpeca, TO uX NpPUHAUIEKHOCTH JOMEHY MOXKHO OIHUCATH TMPH
YCJIOBHH, YTO B TOIMOJIOTHU JIOMEHA OTCYTCTBYeT omucanue |P-muamasonoB. Crnucok |P-guanazoHoB
JIOMEHA 3a7aeTcs Ha BKIIAJKe 10no/0eus AUAIOTOBBIX OKOH /[obasums [Jomen v Mzmenumo /Jomen

(cM. PucyHok 72).

Oobaeute Qomen il

Ofwme
-~ Tononorua
- MoruHel

192.168.0.0/24

OobasuTte (Ins) I Konuposate (C) | BcTaeuTe (V) MNpaeuTe (F4) Y¥aanute (Del)

foToBo | OTHMEHMTE |
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Pucynok 72 — Tononorus jomMeHa

s no6aBnenus |P-muanazoHa B TOMOJIOTHIO CO3/1aBAEMOTO/CYIIECTBYIOIIETO JOMEHA HYKHO
Ha BKJIaaKe Tononoeus THaJIOroBoro okHa JJobasums JJomen HaxaTh KHONKY JI0OABMTH WJIHM KJIABHIITY
<Insert>. Jlaimee mosiBUTCS AuaioroBoe OkHO /[obasnenue |P ouanazona, B mone Tum 3jieMeHTa

KOTOPOI'0 MOXXHO YKa3aTh OJJUH U3 TPCX THUIIOB 3JICMCHTOB!

—IP-Anpec + Macka (BeiOupaercs mo ymondanuro) — st ykaszanus IP-ampeca Iloaceru c
mackoil [Toaceru (IP-agpec moacetu MokeT OBITH yKa3aH TOJNBKO B JECATUYHOW CHCTEME
ucuncineHus, Macka IlomceTn MokeT OBITh yKa3aHa Kak B CIDII-HOTAI[MM, TaK M B
JECATUYHON CUCTEME UCUHUCIICHNUS);

—Opnun IP-Anpec — muia ykazanust ognoro IP-anpeca (IP-agpec MoxeT ObITh yKa3aH TOJBKO B
JECATUYHON CUCTEME UCUHUCIICHNUS);

—|P-Inamazon — mist ykazanus |P-Jluanazona, 3aK1r04€HHOTO MEKIY MEPBBIM U MOCIETHUM
IP-anpecamu (IP-anpeca MoryT ObITh YKa3aHbI TOJBKO B IECATUYHON CUCTEME CUHCIICHUS).

8.4.3. OnpeneneHune O6bekTOB MNONUTUKKN B AOMEH

JloMeHHasi MoJielb MO3BOJSET OMUCATh MPUHAMICKHOCTH JOMEHy cieayromux OOBeKToB

[Tonutuku:

— Tlonacers;

— |P-mnanason;

— IP-xocr;

— Xocrt be3onacHocTy;

— Illmro3 be3omacHoCTH;

— I'pynma;

— Tlonw30Barenn,

— Pacnucanne.

Hu oaun w3 BeimenepeuncieHHbIX OOBEKTOB HE MOKET OJHOBPEMEHHO MPHUHAIJIEKATh

pasHbIM JlomeHaM.
[Ipunagnexxnocte OObekTa I[lomuTHKKM HOMEHY oONHUCHIBaeTCs Ha Bkianke Oowue
JIMAIoroBoro okHa JJobasums/Hzmenums O0bekTa [Nonutuku (cMm. Pucynok 73).

JloMeHHass MOJAENb TakKe IMO3BOJSET ONUCATh MPUHAMICKHOCTh AOMEHY Takux OOBEKTOB
[TonuTuku, KaK:

— IIpaBuio;

— I'pynma IIpaBui.
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Hu omun us BBIICTICPCUYNCIICHHBIX OOBEKTOB HE MOXKET OIHOBPCMCHHO HNPUHAIJICKATH

pa3HbeiM [fomenam.

x|
[ Obuve
Tononorus Vs |H°5t
»+ MecTononox...
‘- BXOAMT B Onmcarme: |
g 2]
loTos0 I OTMeHUTE I

Pucynok 73 — Onpenenenue npuHauiextocty Oo6bvekra [lonutuku lomeny

[Tpunaanexxnocts O6bexra [Honmutuku «lIpaBuno» noMeHy onMchkiBaeTcsi Ha Bkiajake Oowue

JIMAIoroBoro okHa JJobasums [Ipasuno (cMm. PucyHoxk 74).

%ﬂo&anrb NMpasuno N 5]

- Oblwme

= MeTouHMK Poautens: |~ HeT poauTensckoro Npasvna - LI

> ObbeKTbl

“ PacnonoxeHns Wng: I

EH NMpuemHrk

i i ObbekTbl OnucaHue: |

- PACronoxeHns

- MapwpyT JomeH: I: © | FnobanbHbIt AoMEH E
- CeTesble CepBuchbl =

“ PacrnucaHna

1 91 domain

loToBO I OTMEHUTD

Pucynoxk 74 — Onpenenenne npuHaiesxknoctd Oonekrta [Homutuku «lIpaBmno» nomeny

[Mpunagnexnocts OObekta Ilomutuku Ipynma IlpaBua  j1oMmeHy — omnpezensercs

AQHAJIOTMYHBIM 00pa3zoM.
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Ecmu T'pynna nmpunamuiexxut gomeHy, To B I'pynmy moryT BxomuTh OObekThl Ilonmutuku
TOJIBKO U3 3TOr'0 JOMEHA U JIOMEHOB, JUIsl KOTOPBIX JAHHBIN 10MEH sBisieTcsd PoauTenbckuM.

Ecnu IlpaBwio npuHamiexxutr noMeny, To Mcrounukom u Ilpuemuukom B IlpaBuie moryt
O0bITh OOBEeKTHl [lOMUTHKM TONBKO M3 STOrO JOMEHa W JOMEHOB, JUIsl KOTOPBIX JaHHBIA JTOMEH

ABIIACTCA POI[I/ITGJIBCKI/IM.
8.4.4. YYyeTHble 3anMcu AOMEHOB

praBHeHI/IC YUYETHBIMHU 3aIIUCAMU co3naBaeMoro/cym60TBy10mero AOME€HA OCYHICCTBIIACTCA

Ha BKJIaJKe JIoeunbl TUaNoroBoro okHa JJobasums JJomen (cMm. Pucynok 75).

Nobasutb [Jomen il

OBwme
i~ Tononorua
- MoruHel

—IorvHe!

NaeruH Hoctyn
sm-admin2 AW

LobasuTe (Ins) I MNpaewTe (F4) ¥aanute (Del)

ToToBo | OTHMEHUTE |

Pucynok 75 — Ynpasnenue y4eTHoi 3anuceio Jlomena

Jlis co3aHusl Y4ETHOM 3alMCH CO3/1aBaeMOr0/CYIIECTBYIOIIETO JOMEHA HYXKHO Ha BKJIAJKe
Jlocunvl 1uanoroBoro okHa /{obasumse /[omen HaxaTh KHONKY Jo6aButh v kiasumy <Insert> u B
NOSIBUBILIEMCS JMAJIOTOBOM OKHE /[obasums nocun BBECTH Ha3BaHME y4eTHOW 3amucu B mnosie Mms

MoJIb30BaTE/IA.

Jlia 3amaHus maposis JUuis YYeTHOM 3alliCH HY)KHO B JTUAJIOrOBOM OKHE /{obasume Jlocum
Ha)XaThb KHONKY YCTAHOBUTH MAPOJib... U BBeCTU Napoib B noysix [lapoas u HloaTrBepaurte napoJib
HOSIBHBLIETOCS JIMAIIOTOBOTO OKHAa Bgeoume naponv (cMm. Pucynok 76). Jliast mpocMoTpa BBEIACHHOTO
napoJisi Hy>)KHO BOcCHojb30BaThesi ¢uiarom Iloka3aTe mapoJib, KOTOpBHI aBTOMAaTHYECKH HCYE3aeT

yepes TpU ceKyHpl. OrpaHUYeHNE Ha KOJIMYECTBO CUMBOJIOB B apOJie OTCYTCTBYET.

% BeenuTe naponbk 5'

Mapone: I TIIIT

MoaTESpHOEHWE Napona; | senens

CnosHoCTE Napona: CpeaHas [T Mokazats napone

[oToBo OTHEHWTE |
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Pucynok 76 — /luanoroBoe okHO Bseoume naponw
Jlis MpaBKM y4YETHOM 3alMCHU CO3aBa€MOro/CyIIECTBYIOLIEr0 JOMEHa HY)KHO Ha BKJAJKe
Jlocunwl nuanoroBoro okHa f{obasums /lomen Haxatb KHONKy IlpaBuTh winn xiaBumy <F4>, nns
yIAJIEeHUsl YYETHOW 3aliCH CO3/1aBaeMOI0/CyHIECTBYIOIIETO JOMEHAa HY)XHO Ha BKJIagke Jlozcumwi
JTMAJIOTOBOT0 OKHA /Job6asumsb /[omen HaXKaTh KHONIKY Y 1aJauTh win kiasuiry <Delete>.
B rpynne loctyn nuanoroBoro okHa /{o6asums Jlocun 1ipyu noMouy ¢uiaroB MO>KHO 3a1aTh
CJIEIyIOIIME IIpaBa JOCTYIA:

— Axmueayusa (A) — npaBo axtuBupoBarTh I'TIb Ha XocTax, OTHOCAIIMXCS K TEKYLIEMY
noMeny. IIpaBoM Ha ri00anbHYI0 aKTUBALMIO U AKTUBALIMIO OOHOBIIEHHBIX A2enmos UMeeT
npaBo TOJBbKO [oGanbpHAs ydeTHast 3amuch. [IpaBoM Ha TpaHCIHANMIO Takke oOiamaer
TONbKO [ 100anbHast ydeTHas 3aIUCh.

— 3anucvy (W) — npaBo yaansaTh, co3JaBaTh U MOJU(PHUIUPOBATE OOBEKThI, OTHOCSILIHUECS K
TEKyIIEMY JOMEHY, 3a MHCKJIIOYEHHEM CaMHUX JOMEHOB, YYETHBIX 3allUCed, a TaKkKe
nuana3oHoB IP-anpecoB U3 yncna 3aJar0yX TONOJIOIHIO CaMOro JOMeHa. DTO IPaBo J1aeT
BO3MOKHOCTb BBINOJIHUTH TPAHCIIALUIO 1151 00BEKTOB TEKYILEro JOMEHa U IOMEHOB BHU3
110 UEepapXuHu.

— Vnpaesnenue nocunamu (L) — npaBo ynansTh, CO37aBaTh U MOJU(DHUIUPOBATH CICTYIOIINEC
O00BEKThI, OTHOCSIIMECS K TEKYIIEMY JOMEHY: CaMHM JOMEHBl, UX MOJYUHEHUE IPYTUM
JIOMEHaM, Y4ETHBbIE 3allUCU JOMEHOB, UX UMEHA, Iapojy, IPpaBa, a TAaK)Ke OTpaHUYEHUS Ha
aapeca B joMeHe. [IpaBo Ha ynpaBiieHHE y4EeTHBIMU 3allMCSIMM aBTOMAaTUYECKHU AAET ITpaBa

AKTHBANMH U 3aluCH.
8.5. Hactpowuku IKE

O6wbextbl |KE-IIpeonoowcenue — 310 Habop mapamerpoB |IKE, mpennaraembix mapTtHepy 1o
CBSI3W IS corilacoBanms 3anumieHHoro coenuHerns ISAKMP Bo Bpems mepoii ¢assr IKE. Eciu
ecTb Heckoibko |IKE-IIpednoowcenuii, To X mapaMeTpsl NpeAaraloTcs Mociae10BaTeabHO, COTIACHO C
uX INoJyio’keHreM B JiepeBe (cBepxy BHU3). [lapametpsl IKE-IIpednoorcenus nannnaTopa 3amuieHHoro
coeuHEHUs cpaBHUBaOTca ¢ mnapamerpamu IKE mnpennaraemoro maptHepa mno cBsa3u. Eciu
npejiaraeMbie mapamMeTpsl cxoasates, ycranaBiuBaetcs ceccust ISAKMP/IKE SA.

YroOsl nepeiitu B okHO Hacmpotiku |KE Hano Beiopars Hacmpouxu IKE B meHto Okno. I1o
ymomyanuio okHO Hactpoek |IKE mnosButcs mon cekuumeit Tononoeuu. CyliecTByeT /Ba YpOBHSA
HacTpoiiku mnapamerpoB IKE. Onu o06a aBroMaTHuecku OOHApy>KUBAIOTCA e€lle 10 HacCTpOMKU
KOH(UTypaluu.

[Tapametprl O0bekta IlepBasi ¢aza He 3aBUCAT OT TOro, Kakue alrOPUTMbI MIH(PPOBAHUS

JOCTYIIHBI IJId  YIIPABJISICMBIX Aeenmos (,[[J'ISI Aeenmog 3TO KpUIITOINIaruHbI, YCTaHABJIMBACMbBIC B
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MoJyJe). DTU MapaMeTpbl SBISIOTCA TI00adbHBIMU U 3aTparuBaroT Bce Ob6wvexmsi 11D, KOTOpBIE
y4acTBYIOT B [IpaBunax.

IKE-IIpeonooswcenuss cBsi3aHbl C alropuTMamMu ayTeHTHUKanuu W 1mwmdpoBanus. OHU
CO3/aI0TCsI MOJIB30BATEISIMU; MOXHO CO3/aTh J1I000e HEOOXOIMMOE KOJIMYECTBO, B 3aBUCUMOCTU OT
TOT0, KaKH€ aJITOPUTMBI K (POBAHUS TOCTYITHBI.

8.5.1. O61beKkT nepBou ha3bl

8.5.1.1. OO6meH cepTuchnkaTamm

[Tapamerp OO0men ceprudukatamu 1o3possieT Bam BbIOpaTh OJMH M3 TpeX BAapUAHTOB,
omnpenensoomux o0MeH ceprudukaramu Bo Bpems neperoBopoB ISAKMP SA (cm. Ta6nuna 28). Ilo

YMOIYaHHIO 6yz[eT YCTAHOBJICHO 3HAUCHUEC Bcerzla.

Ta6ymma 28 — Onucanue nmapameTpoB ooOMeHa cepTudUKaTaMu

ITapamerp Onucanue

Bcerna OOMeH cepTudHUKaTaMU MEXIY MapTHEpaMU MO CBsI3M OyAeT MPOU3BOAUTHCS BCETAA, TNPH
MepPEeroBOPax B 3AIIUIICHHOM COCIMHEHUH.

Bceernamo |[Ipm meperoBopax B 3alIMIIEHHOM COCIWHEHWH Bcerga OyAeT MPOW3BOIUTHCS OOMEH
nenovyke |cepruduKaTaMd MEXAY MNApPTHEPOM MO CBS3M M MOJHOM LENOYKOHW ayTeHTHU(HKALNUU
ceprudukaroB, Bkitoyas cepruduxarel Y1, Ota pyHKIMS 0cOOCHHO Ba)KHa, KOT/AA CepTUHUKAT
OJTHOTO M3 TAPTHEPOB MO CBSI3M NMPUHAUICKUT KOMIIAHWHU, KOTOpas UCIOJIb3yeT Oojiee OJHOTO

VII.
Huxorna |IIpu meperoBopax B 3alWIICHHOM COCIUHCHHU OOMEH cepTH(UKATAMU MPOM3BOJUTHCS HE
Oyner.

8.5.1.2. Pexumsbl IKE

BbiOpath pexum coeuHEeHMsI, KOTOPBII OyJeT MCIOIb30BaThCs Ul 3alIMIEHHOI0 OOMeHa:
OCHOBHO¥i peXHM, ATPecCHBHBII Pe:KUM MM KOMOMHAIUS 3THX ABYX pexuMoB (cMm. Tabmuia 29).
OCHOBHOM peKUM TPETOCTABISIET MOJHYIO 3allUTY, OJIHAKO, TpeOyeT OOJbIlIe BPEMEHH, BKIIFOYAs
MUHHMYM IIECTh OOMEHOB. ArpPeCCHBHBIH PeKHM HE TapaHTHPYET IOJHYIO 3alluTy, OJHAKO,
BKJIIOYAeT B ce0si MeHee IIeCTH OOMEHOB; OH MOJKET ObITh MCIOJb30BaH MPHU HEJOCTAaTKE BPEMEHHU.

MoOHO HCIIOIb30BaTh KOM6I/IHaI_[I/II-O 9TUX IBYX PCIKHUMOB.

Tab6muna 29 — Pexxumsl IKE

ITapamerp XapaKkTepuCcTHKHU
OcHoBHOM Acenmoul OyoyT HCHONIB30BaTh TONBKO (OCHOBHOW pe:kum ans wHHnuuposanus IKE
pexum 3AIUIEHHOTO COCMWHEHUsST W OyayT oTBedaTh Toidbko TeM IKE 3amumienHbM

COCIUHCHUAM, KOTOPBIC UCIIOJIB3YIOT HaHHBIﬁ PEXKUM

ArpeccuBHBII | Acenmbl OyAyT HCIONB30BATh TOJIBKO ArpecCHMBHBIN pexxuM Uit uHunuupoBanus IKE
pexum 3AIUIIEHHBIX COSAWMHEHWH u OymayT orBedaTh Toibko TeMm |IKE 3amumennsim
COEAMHEHHSIM, KOTOPBIE UCHOIB3YIOT TAaHHBIM PEXUM

OcHoBHOM Ecnmu nannetit Aeenm sBnserca naunmaropom IKE 3amummenHoro coemuHeHus, Toraa s
pexuM, €ro yCTaHOBKM OyneT wucmnonb3oBaH (OCHOBHOI PpeKMM; eciau Xe Aeenm SBISETCA
ArpeccHMBHBI | IPUEMHUKOM, TO HCIONb3yEeMBbIH peXHUM OyIeT 3aBUCETh OT PEXHUMA, MPUMEHIEMOTrO
WHHUIIATOPOM (OyAeT MPHUHST 000 U3 ABYX)
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Cnenaiite BEIOOp, YCTaHOBHB COOTBETCTBYIOIINN TIEPEKITIOYATENb.
8.5.1.3. Pa3speweHue nycka

Ecmu B mone PaspemmmTh aBTONPONYCK CTOMT OTMETKa, Tpaduk mporokoina ISAKMP/IKE
MEXy JABYMs MapTHEpaMHU MO CBS3U OyJIeT MPOMYyCKAaThCs BHE 3aBUCUMOCTU OT MHAMBHIYabHBIX
HACTPOEK MapTepoB MO CBsA3U. Hampumep, ecinm HAcTpoWKH OTHAENbHO B3sAToro OOBekTa Xocrta
bezonacnoctu, Illmo3a be3omacHocTH, MOJIb30BaTeNsi HE pa3pelIaloT aBTONPOMYCK Tpaduka, 3TO
03Ha4yaeT, YTo KIWEHT >kenaeT 3akpbiTh mopt UDP 500, ucnons3yemsiii mns nepenaun ISAKMP-
TpaduKa 1 3HaYUT HEBO3MOXKHO co3aaTh |IKE 3ammumennoe coequnenue ¢ takum Aeenmom. Ecinu Bor
MOCTaBUTE OTMETKY B mosie Paspemmts aBTompomyck, To nmopt UDP 500 Oyner mpunynurensHO
oTkpeIT ansi mpomycka ISAKMP-tpaduka, HO TONBKO Al T€X MapTHEPOB IO CBSI3U, KOTOPHIE

yuyacTByoT B [IpaBuiie ¢ aTum Aeenmonm.

Eciu Bor ybepere ormerky B moisie PaspemuTh aBTONpOMYCK, 3TO OyIeT O3HA4aTh, 4TO
nponyck ISAKMP/IKE-Tpaduka mexny O6bekramu Ilomutuku 3anpemieH. Takum oOpazom,
HEBO3MOKHO OyzAeT ycTaHoBUTH 3amuiieHHoe coenqunenue IKE mexny Oobextamu [loautuky,
yrpasnsiembivu [[V11! (Heo6xomumo BpyuHyro co3nath [IpaBwmia ais nmpomycka IKE-Tpaduka).
B 00bIYHBIX YCIIOBUSAX PEKOMEHAYETCS MOCTaBUTh OTMETKY B 3TOM IOJIE.

8.5.2. 0O61bekTbl IKE-IMpeanoxeHune

[Tapametprl IKE, cBsizanHble ¢ anroputMamu ayTeHTH(UKAMM U IMKU(POBAHUS, HOIKHBI
ObITh ycTaHoBieHBI B [[VII-Koncons. MoxHO Kak n3MeHsITh HacTporku O0bekToB |IKE-IIpeodnoorcenus
(mpenaraeMplx HaOOpPOB TapaMeTpoB) IO YMOJYAaHHUIO, TaK W co3/aBaTh HOBbIE (OOBEKTHI.
[TapameTpsl, koTOpbie BbI BeIOEpETe, Oy1yT 3aBUCETHh OT aIrOPUTMOB MK(POBAHUS, MTOIEPKUBAEMBIX
He ToJbKO [[VII, HO U BCeMHU OCTaJbHBIMH Acenmamu, BKIIOYas yCTPOHCTBa TpeTheil cTopoHbl. (B
Azcenmax noaJiepKUBaeMble aITOPUTMbI IIM(PPOBAHUS 3aBUCAT OT YCTAHOBJIEHHBIX KPUIITOIIATMHOB).
He BwiOupaiiTe mapameTpbl, KOTOpbl€ HE TNOJACPKHUBAIOTCA aITOpUTMaMu  IIKU(POBAHMUS,

YCTAaHOBJICHHBIMUA B )IaHHLIﬁ MOMCHT.
8.5.2.1. CospaHue u pegaktmpoBaHue O6bekToB IKE-IMpegnoxeHune

Ecmm Oynmer ucnonb3oBatbes TObKO ofauH Habop |IKE-mapameTpoB, Torna He 00s3aTebHO
CO371aBaTh HOBBIN MpeyiaraeMbiii Habop mapameTpoB. Ecimn Bam HeoOxoauMo M3MEHUTH TTapamMeTphl,
YCTAQHOBJICHHBIE IO YMOJUAHHIO, IS y’KE CYIIECTBYIOIIEro Habopa, MOKHO IPOCTO OTPEaKTUPOBATh
O6wext IKE-IIpeonoorcenue, ycTaHOBICHHBIN 110 yMomdaHuto. [y aToro Hajo Beiopats O0bekT IKE-
IIpeonoscenue W OTPEIAKTHPOBATH €TO TAPAMETPHl B BBIMAJAIONINX CIHUCKAaX W YHCIOBBIX IOJISX,

KOTOpBbI€ NosiBATCS B okHe Hacmpotixu IKE.
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Ecnmu yuactHuku Bameit Cpenst be3zomacHoctn OyayT HCHONB30BaTh pas3HbIe  OMNIMU
ayreHTH(uKanuu u mmdposanus, Torna Bam norpebyercs 6onee onnoro Habopa |IKE-mapamerpos.
Ecnmu maptHeps! mo cBssu B Bameit ['TIB OynyT mcnonb3oBaTh MpeaBapUTENIbHO pacIipeie/ieHHbIE
KJItouH, Toraa Bam Heobxomumo co3nath ocoboe IKE-IIpeonooicenue, B koTopoM OymeT onpeaeisThes
MOPSIOK ayTeHTU(HKAIMKM TMPEABAPUTENBHO pacHpeesIeHHbIX Kitoueil. Ecmu cymectByer Oosee
onHoro Habopa |IKE-mapameTpoB Hamo ykazarh mnopsaok OOBEKTOB B JepeBe, C IMOMOIIBIO
BbIMajatomero MeHio [lpuopumem 6 Hacmpoiikax |IKE. Bpicmas mo3unus B gepeBe 0003Hayaer
camble npeanoyturenabHbie napamerpsl ['TIb. OOBbeKThI, 3aHUMAIOIINE HIKHUE MTO3UIUH, OTPEIEIIIOT

MCHECC MPCAIIOUYTUTCIIBHBIC ITaPaMCTPhL.

Uro6s! coznate HOBBIH OOBekT |IKE-IIpednoowcenue nano BuiOpath KOopHEBOW y3en [lepgas
¢aza unu mr060# cymectByrommii yzen |KE-Ilpeonosicenus, ucnonssys komanay Jdodasuts |KE —
IIpenJsioskenne B TJIaBHOM WJIM KOHTEKCTHOM MEHIO, OTKpoeTcsi okHO Cozoanus |KE-IIpeonoowcenus.

3aTeM BBIOpATh W/WIIM BBECTH HYXHbIe 3HaueHUs apameTpoB |KE-IIpednoacenus (cm. Tabmuia 30).

Ta6muua 30 — Atpubytsr IKE Proposal

ITapamerp Onucanue

AyTteHTrdUKAIHS Anroputm aytentudukanuu |KE

Anroput™m mmdpoBanus | Anroputm mudposanus IKE

AJNTOpUTM XEMMpOoBaHusa | AITOpUTM peanu3anuu xemr-¢pyakmn 1KE

Oakley rpynma OnpepensieT mapaMeTpsbl, UCIIOIb3yeMBbIC TSl TOTO, YTOOBI CO3AaTh KIIIOYEBOM
marepuan (keying material)

Bpewms sxxu3an SA o MaxkcumanbHas npoaosnkuTensHocTh ISAKMP 3amumieHHoro coemnHeHus B

BpeMeHH (CeK) CEeKyHJax

Bpewms xxu3an SA o MaxkcumanbHsIii pazmep Tpadhuka ISAKMP 3amuiienHoro coennHeHUs B

tpaduxy (Koait) KH00anTax

YpoBeHs jtora KonmyecTBo cOOBITHIA, 3aITCHIBAEMBIX B )KypHAJ PETHCTPALUK A2enma, IpH

yctanoBieann |KE 3anuIeHHoro CoeIMHEHMSI ¢ TTApTHEPOM TI0 CBSI3U

IIpuopurer [Ipuopurer |KE-IIpednosrcenuii cOOTBETCTBYET MOPAAKY, B KOTOPOM OHHU
yKas3aHbl B Jiepese - cBepxy BHH3. [Ipuopurer MoxeT ObITh 0T 1 110 4. Camble
npuopuretHeie (xenaemseie) |KE-IIpeonoowcenus nonxHbl HAXOAUTHCS
BBIIIIE BCEX OCTaJIbHBIX B CTPYKTYpE.

1 ) He oGs3arensno ykaswiBath ums 1is |KE-IIpeonosicenus. Onu mpocto OyayT IPOHYyMEPOBaHbI
B TOM TIOPSIZIKE, B KOTOPOM OHH OTOOPasKarOTCsI.

1 ) Ecmu xomanna Jlo6aButs |KE-TIpensoxenue Oblia 3amymena B To BpeMsi, Koraa Obul BEIOpaH
kopHeBoii y3en Ilepmasi ¢asa, B okuae JJobasums |KE-IIpeonoswcenue 3HaYCHUS s
MIEPEYUCIICHHBIX BHIIIEe MapaMeTpoB OyIyT YCTaHOBIEHBI MO ymondaHutoo. Eciu ke komaHaa
OblIa 3amylieHa B TOT MOMEHT, Korja Owuio BbIOpaHO cymectByromiee |KE-Ilpednooicenue,
TI0JISL B TOM OKHE OYAYT COJEpKaTh T€ e 3HAUCHHUSI, YTO U MOJIsl BBIOpaHHOTO OOBEKTA.
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Hekortopeie Tumbl anropuTMoB ayTeHTU(UKANMK © MUGPOBAHUS, TPEICTABICHHBIE TI0
yMmonuanuto B [[VII, neiictBuTenbHBI TOJAbKO i Poccuiickoir denepaunul - 3TO alrOpUTMBbI
ayrentudukanmu GOST R 34 10-94 Signature u GOST R 34.10-2001 Signature wu
anroputmbl mupposanus u xemmpoBanus GOST-TIK u GOST-CPRO.

8.6. DenctBua

JIeicTBHSI OMpENeNsifoT, KaK BXOJISAIIUi/ucxoasmui Tpaduk, Oymer oOpabaTeiBaTbcs Ha
JAHHOM YCTpOHCTBE 3amuThl. OOBEKT JACWCTBUS MPEICTABIIICT KOMOWHAIIMU OMINI ayTeHTU(UKAIUN
u mudpoBanus, kKotopsle ucnonbzytorces [Ipasunamu I'TIb mi1s Toro, 4To6BI ONpeneNsTh, Kak A2eHmol
B nanHoil Cpene be3omacHoctu Oynyt oOpabaThiBaTh pazIudHbIE THIBI Tpaguka (yCTaHOBJICHHBIC B
cereBbIX cepBucax). Ilo ymonuanmio ycranoBieHo JleiictBue Encrypt (CPRO), xortopoe
3ammdpoBsiBaeT Tpaduk ¢ momomrsio anropurma 'OCT, 3arem mporryckaer ero.

Obvexmyl Oeticmauti MOTYT CO371aBaThCSl U PEIAKTUPOBATHCS B OKHE /[elicmauisl, BI3bIBAEMOM
u3 MeHio OkHo, 3[1eCh TPEACTaBICHBI Bce cyllecTByrommue /eticmsus. Ytodsl nobasuth [leiicTBue,
HaJ0 B KOHTEKCTHOM MEHIO 3TOro OKHa BhIOpaTh komaHAy /lo6aBuTh AelicTBHe (Ta e KOMaHAa B
MeHiO [Ipasumv). B 3TOM OKHE CO3MalOTCA W PEAAKTHPYIOTCS TOJIbKO Te JIeWCTBHUS, KOTOpBIC
ucnop3ytoT mupposanue. Jeiictust PASS (pomyctuts) 1 DROP (6710KHpOBaTh) OTPEIaKTHPOBATH
HEJb3Sl.

Kaxnoe JleiictBue mnpencraBieHo BKiIagkamu /leticmeue W I[Ipednoswcenue, B KaxaoOu H3
KOTOPBIX €CTh HaOOp IapaMeTpOB.

8.6.1. Co3paHue [deucrtBun

Uto05I co3math JleiicTBrEe HEOOXOIUMO:

1) B oxue /leticmsus, BoiOpath komanay lo6aBuTh JlelicTBHe M3 KOHTEKCTHOTO MEHIO.

Otkpoetcst okHO JJobasumsb [eticmsue (cM. PucyHoxk 77).

2) Bsectu yuukanbaoe Ums i HoBoro JleiicTBus.

3) Ilpu HEOOXOAUMOCTH MOXKHO BBECTH TEKCTOBOE onucaHue JleicTBus.

4) Ecnu ycranouth ¢uiar Mcnosb3oBath cepBuc st IPSec SA, To, nmpu uCmonb30BaHHN

CEpBHCOB, cO3Mal0TCs Yy3kue mpaBwia ¢ FW-mponeaypamu ¢ ykasaHuem mopTa u

IMPOTOKOJIA, €CIIN (I)J'Ial“ CHAT, TO UCITOJIB3YHOTCS IMUPOKHUC HpaBHna.
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x

Deiicteune I Mpeanoxexue |

Wms: I New Action

Onucanme: I
™ WcnonssosaTth cepsuc ans IPsec SA

[™ PaspewnTs npasuno 'Pass’ anA 06beKTos 6e3 alMILBIOWMX reifToB

—Ynpasnexue Kntodamm IKE

r" Wcnonb30B8aTh YCMNEHHYIO 3aLLMILEHHOCTb

IKECFG: IABTo

H
=

XAUTH: IABTo

—TyHHENMPOBaHue

V' Pexum TyHHENMPOBaHMUSA

BuT ‘Don't fragment’: |Konuposarite |

i PaspewuTs ynpasnexue napameTpom DiffSery

[HapaneTp Diffserv: I 32 i'l

[oToBO I OTMEeHUTB

Pucynok 77 — Hactpoiika mapametpoB yrpasienus Q0S

Eciim Bam HEoOXoaMMO €O34aTh MPaBWIIO JUIS TPYIIBI CeTEH, KOTOPBIE HAXOJATCS 3a
OJIHUM M TEM K€ TeUTOM, HEOOXOIMMO MOCTaBUTh TAJIOUKY B TIosie Pa3pemuth npaBujio
‘Pass’ mist 00beKTOB 0e3 3aIMINAIIIMX TefiTOB UIsl TOro, YTOOBI MEXAY ITUMHU
ceTsiMu He nenath |IPsec-TyHHenb.

Ecnu Bel xotute wucnosib3oBath McCnoJib30BaTh  YCHJIEHHYK 3alllMIIEHHOCTH
(kpunrocucTemy, e NUGPOBAHHBIN TEKCT HE JaeT HUKAKOW nHpopMaIuu 00 OTKPHITOM
TeKCTe, BO3MOXKHO, 32 UCKITIOYEHHEM €0 JUTHHBI), KOTOpas Oy/IeT CO3/1aBaTh HOBYIO Mapy
KIIOUeW [JIs KaXJIOTro ceaHca 3alllMUIEHHOro coenuHeHus I[Psec, Hago mnocTaBUTH
OTMETKY B Ttosie Mcnmosib30BaTh YCHIEHHYIO 3aIMIEHHOCTh. TakuM 00pa3oM, KasKIblil
pa3 Bo Bpemst BTopoil ¢a3bl IKE-neperoBopoB 3amuiieHHoro coequHenust [Psec Gyner
cOo3/1aBaThcsl HOBBIM KMIO4Y. MIHaue BO BTOpo# (a3ze OyaeT HCIONIb30BaThCs TOT K€ KITFOY,
yto ¥ B mnepBoil. Hcnonbs3oBanne HWMcenoab30BaTh YCHJICHHYK 3alIMIIEHHOCTH

Oe3omacHee, 0JTHaKO TpeOyeT OOJIbIIe BPEMEHH.

BreiOpats ogHO W3 3HaueHuid w3 Beimagaromiero cnucka |IKE CFG, 4To0sl HacTpowTh
paboTy anropuTMa TPACCHUPOBKH Tomojoruu [[VII. DTOT anroputM yCTaHABIUBAET,
Kakol TyTh OyAeT HMCHOIb30BaThCSA TPAQUKOM MEXKIYy UCTOYHHUKOM U TPUEMHUKOM

[IpaBuiia, koTOpoe NpUMEHSET NaHHOE [[eficTBHE:
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— Bk - npu noucke nyreit ans ganHoro [IpaBuna OyayT BIOpaHbl TOIBKO T€, KOTOPBIE
npoxoaiT uepes Llmo3, Ha koTopom BrioueH |KE CFG;

— Bbika - npu nowcke myred s gaHHoro IlpaBuia OymyT BBIOpaHBI TOJBKO TE,
KOTOpBIe He poxoiaT yepes [1lnro3, Ha kotopoMm BimrodueH |KE CFG;

— ABTO - QITOPUTM TPACCUPOBKU TOMOJOTHH Oyaer BbiOMparh mytu ¢ uian 0e3 IKE
CFG B 3aBucumoctu oT HacTpoek OOBEKTOB, KOTOpBIE MODKHBI BCTYIUTh B

COCOAMHCHUC.

3HaveHue, KoTopoe Bl BeIOupaere B BoinagatomeM cinucke XAUTH, takke moBiusieT Ha

anroputm TpaccupoBku [[VI1. 3nauenus te xe, uto u st |KE CFG.

Ecnu Bol xotute, uTo0ObI npotokoisl [IPsec AH u ESP neiictBoBanu B pexxume TyHHENEH,
He yOmpaiite oTMeTKy B mosie Pemum TyHHeaupoBanusi. Eciou xe Brer yOepere oty

OTMCTKY, IIPOTOKOJIbL 6y,HYT pa60TaTL B TPaHCIIOPTHOM PEIKHUME.

Ecaiu Bel noctaBmmm orMeTky B mosie PeskMM TyHHeIMpoOBaHMs, HAJ0 BBHIOpaTh
napamerpel it Don't fragment bit w3 Bemmamaromero cmmcka. IJTOT mapamerp
ycranasiauBaeT Tor Don't fragment bit B IP-tiakerax st IIpaBui, KOTOPBIE UCIIOIB3YIOT
JeiicTBus no 3amure B TyHHENbHOM pexume. Hoselil [P-3aronoBok Oyner nobasiieH Ko
Bcem [P-makeram, a Tor Don't fragment bit Oyner ympaBiasTe mporeccoM yCTaHOBKH
3HaueHus Outa "don't fragment bit (bum ne evinonnenus gpacmenmayuu)” B HOBOM

BHemHeM [P-3arosioBke. JIoCTymHBI ClIeTYIOIINE YCTAHOBKU:

— KomnupoBanue - konmpoBath 3HaueHue 6ura "don’t fragment bit" u3 ucxomnoro IP-

MaKeTa;

— YcraHoBka - ycraHaBiuBaet 3HadeHue outa "don’t fragment bit" ua 1;

— Owumncrka - ycraHaBiauBaeT 3Hauenue oura "don’t fragment bit" va 0 (no ymonuanuro).

11) Aeenwmevr mopmepxuBaloT  yrnpamieHune QoS (KayecTBO  OOCITYKHBAaHUS) MyTeM

moaudukanuu nons Mapamerp DiffServ (0-63) (tounee, DSCP: differentiated services
codepoint) npu TyHHenupoBanuu IP-makeroB. /laHHas QyHKIMOHATBLHOCTH MOJIE3HA IS
IPOTOKOJIOB, YyBCTBUTENBHBIX K 3aziepkkaMm (VoIP u T.m.). s BKIIIOYEHHS JaHHOTO
pexxuMa Hago OoTMeTuTh (naxok Paspemuts ynpapiaenue mapamerpom DiffServ u
YCTaHOBHUTh HyXHOe 3HaueHue B moje Ilapamerp DiffServ (0-63) (cm. Pucynok 77).
Bonee mnonpobOnas undopmanus o mnone Ilapamerp DiffServ u pexkomeHnmyembix
3HaueHussx DSCP mnpusenena B RFC2474, RFC2475, RFC2597 u RFC2598 (cm.
www.letf.org). K mpumepy, s romocoBoro Tpaduka peKOMEHAYyeMOe 3HauCHHE

DSCP — 46 (101110).


http://www.ietf.org/
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8.6.2. Co3paHue |IPsec-lpeanoxeHus

CymectByeT aBa criocoba cosznanusi HoBoro IPsec-Ilpemioxkenus (mpeanaraeMmoro Habopa

napametpoB [Psec) BHyTpu OObekTa JleHCTBUSA: 3TO MOXHO CAeNaTh B MPOLIECCe CO3/1aHus HOBOTO

Oobwekra JleiicTBus, wiM e MOXHO 100aBuTh llpemnoxenue k yxe cyuiectByromeMy OOBEKTY

HeiictBus. B nepBoM ciyuae oxkHo Hogoe |Psec-Ilpednooicenue NOSIBUTCS aBTOMATHYECKH IOCIE

co3nanus OO0bekTa JleiictBus. Bo BTopom ciyuae, BeIOpath OO0beKT JIeHCTBUSA B COOTBETCTBYIOIIEM

JIEpeBE U HCMOJIb30BaTh B KOHTEKCTHOM MeHI0 komaHay ob6aButhb IPsec-mpennoxenue. [losBurcs

OKHO /[obasumw |PSec-Ilpednooicenue.

1)

2)

3)

4)

5)

6)
7)

8)

YcraHoBHUTh, OYyIEeT JHM HCIONB30BaThcsl mporokon ESP (mo ymomyanwio o Oyxaer
ucronp3oBathes). Ecnmmu Bbl ocTaBuTe OTMETKY B TOJ€, HYXHO OyneT BbIOpaTh

napameTpsl npotokoia ESP.
Boi6pate Aniroputm mmppoBanus, KOTopblil Oyaer ucnoabzoBaThest ESP.

BoiOpate Annroputm AyTeHTHGUKALMH, KOTOPBIA OYAET UCIOJIb30BATHCA IPOTOKOJIOM

ESP.

Bri6path: Oynet nu ucnonszoBatbes npotokon AH (Ilpumenuts AH nportoxo.t). Eciu
Bbl mocraBuTE OTMETKY B COOTBETCTBYIONIEM TIIOJIe, HEOOX0oauMo OyneT BBIOpaTh

AJropuT™M ayTeHTH(GHUKAIMHU, KOTOPBIM OyIeT UCIoNb30BaThCs MpoTokosioMm AH.

BriOpars: Oymer 5 ucnoib3oBatkess mpotokon IPComp (Ilpumenuts IPComp
nporokoa). Eciu Bbl mocraBuTe OTMETKY B COOTBETCTBYIOIEM I10JI€, HEOOXOIMMO
Oyner BbIOpaTh AJITOPMTM CXKATHSl, KOTOPBIH OyneT HCMNOIb30BaThCS MPOTOKOJIOM

IPComp.
YcranoButs B none Bpemsa ocuznu SA IlpenenbHoe Bpems (CeK).
YcraHoBUTh MakcuMaibHOe 3HaueHue Ilpenenbusbiii Tpaguk (Koaiir).

K netictButo 6ynet nob6asneno HoBoe IPsec-IIpennoxenue.

& Jlns mapametpoB IlpenenbHoe Bpemsi (cex) u Ilpemeannblii Tpaduk (Ko6aiit), 3HaueHue
HoJb (0) moapa3ymMeBaeT «HEOTPaHUUYEHHO.

Hcnonp3yiiTe TONBKO T€ alrOpUTMbl MIM(POBAHUS, KOTOpbIE MOJAECPKUBAIOTCS BCEMH
Acenmamu B nanHoMm lIpaBuiie, koTopoe npumMmensaer JlelicTBHe, B TOM 4HCIE YCTPOMCTBAMHU
TPEThEN CTOPOHBI.

He pexomennyercss mcnons3zoBate orpanudeHue IlpemenbHsbrii Tpaguk (K0), xorma I'TIb
BKJIIOYaeT B ce0s [IpaBuiia, pacnpocTpaHsIonIrecs Ha M0JIb30BaTeNei.
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8.6.3. PepaktunpoBaHue OeuctBun un IPsec-MpepnoxeHunn
UroObl M3MEHUTh napaMeTpbl Jroboro JleicTBus wium BJIOXKEHHBIX B Hero [Psec-
[Tpennoxenuit Hamo BeIOpaTh Hyx)HOe JleiicTBue B aepeBe Jeticmeuii. [lapameTpsl BEIOpaHHOTO y3i1a
OTOOpaXXKarOTCsl TaK e, Kak U B OKHE /[obasumb Oeticmsue n/unu /Jooasums |PSec-IIpednooicenue.

OTpe,I[aKTI/IpOBaTB mapaMeTphbI CHOCO60M, OITMCAHHBIM BBIIIC.
8.6.4. YpaneHne O6BbLEKTOB AeNCTBUMN

UtoOb1 ynanuth JlelicTBME W3 crHMCcKa B OKHE /leticmeéuil HaIO BBIOpATh ATOT HYXHOE H
HCIIOJIb30BaTh KOMAaHAY YAAJUTh U3 KOHTEKCTHOro MeHI0 uiau I'maBHoro menro. [[VII npoBepur,
yuactByeT s [leiicTBue, kotopoe Brl cobupaerecs ynanuts B [IpaBunax I'TIb. Ecnu ono ywactByer -
yaaauTh ero He yaactcs. Henb3s ypanate JlecTBUs, KOTOpbIE HAaXOASATCS B CHUCKE YYaCTHHUKOB
[TpaBuit; nepen ynaneHUEM UX HEOOXOIUMO UCKIIIOUUTE U3 Beex [IpaBuit. B aToM cinyyae HeoOXoauMo
BEPHYTHCS B IVIABHOE OKHO U yAanuTh JaHHoe [leficTBue u3 Bcex [IpaBuil, B KOTOPBIX OHO y4acTBYET;

3aTeM BEPHYTHCS B OKHO /[elicmeus npasun U yaanuTh camo JleiicTBue.
8.7. CeTeBble cepBUCHI

OOBEKTBI CETEBBIX CEPBUCOB IMPEICTABISIOT MPOTOKOJIBI CETEBOTO OOCTY:KMBaHUsS (MM MX
IPyNIbl), KOTOPbIe MOTYT OBITH HMCIIOJIb30BAaHbI, YTOOBl YCTAHABIMBAThH, KAKHUE TUMBI Tpaduka OyayT
oOpabateiBaThest naHHBIM [IpaBuiom (mo ymomuanuto, [IpaBuna mpumeHsoTcs ko BceM Tumam [P-
naketoB). [Iporokonsr TCP, UDP u ICMP, rpynmsl 3TUX NpOTOKOJIOB, a Takxke npotokoiasl AH u ESP

3apaHee yCTaHOBJICHbI B [[VI].

MoxHo ykazaTh Homep moprta miusi mnporokoioB TCP/UDP. MoxHo Takxke ykas3aTb
NoJIb30BaTenbCKUe [P-uHKanCyIupoBaHHbIe IIPOTOKOIIBI, IPEAOCTABUB UM COOTBETCTBYIOIIME HOMEPA

IPOTOKOJIOB.

OOBEKTBl CETEeBbIX CEPBHCOB CO3JAIOTCA M pelakTUpyroTcs B okHe Cemegvle Cepsucul.

YroObl epelTH B 3TO OKHO HaJ0 BEIOpaTh Cemegvie Cepgucyl B MeHIO OKHO.

1 ) Korna Bam HyXHO yka3aTh AMana3’oH HOMEPOB NOPTOB HAJ0 MCIONbL30BAaTh JBE TOYKH (..)
MEXJy CaMbIM HIKHMM M BEPXHUM HOMEpPOM MOpTa B JAuamnazoHe. Takke HUCHOJb3yiTe
3Be3/104KY (*), 4TOOBI yCTAaHOBUTH 3HAUEHUE «It000I» MOPT.

8.7.1. WKOHKM ceTeBbIX CEpBMCOB

CymrectByeT Tpadudeckoe TpeCTaBIICHHe ceTeBbIX cepBHCOB (cM. Tabmmma 31). Crmcok
MIPEIONPECIICHHBIX CETEBBIX CEPBUCOB MOXXHO HaWTH B mpuioxkeHuu (cMm. [TPUITOKEHUE 5. CETEBBIE

CEPBUCHI 1 ['PYTITILI CETEBBIX CEPBUCOB IO YMOH‘{AHI/HO).
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Tabmuua 31 — I'paduyeckoe npencTaBieHUE CETEBBIX CEPBUCOB

Hxonka Onucanue Hxonka Onucanue
{,ﬁ. IP/Bce npotokos IP Q ['pynma ceTeBbIX cepBUCOB
@ Cepsucs ICMP \‘3 Cepsucer TCP
& Cepaucsl UDP

8.7.2. Co3paHue ceTeBbIx cepBucoB TCP

Co3nanue cereBbix cepBucoB TCP mpoucxoaut crieayromum o0pazom:

1)

2)
3)

4)

5)

6)

Ucnonp3oBare komanay JlobdaBurs -> CereBoit CepBuc u3z meHwo [lpasums. B

BhITIaaronieM MeHto 7un Beiopats TCP.
Baectu ynukansHoe UMl U151 JAHHOTO CETEBOTO CEPBHCA.
[Tpu HEOOXOMMMOCTH BBECTH TEKCTOBOE Onucanme.

BBectn oAMH WM HECKOJIBKO HOMEPOB IOPTOB, KOTOPbIE OYAYT HCHOJIb30BaThHCS
JTaHHBIMU CepBHCaMU Ha KommbioTepe-npuemMHuke (cepsepe) IMopt(b). UToOBl BBeCTH
JMara3oH HOMEPOB TOPTOB HAJA0 HCIOJB30BaTh (GOpMYy <HHMKHHUH MOPT>...<BepXHUM

nopt> (Hanpumep, 123...456).

Beectn HOMep mopra, KOTOpbIi Oyner wucnoib3oBarbes mpoTokosom TCP  Ha
KomrbloTepe-uctounuke (kiueHte) Ilopr(bl) mcrounuka. B OGonplmimHCTBE ciyuyaes
3Ha4YeHHEe MOPTa HEM3BECTHO, M B 3TOM CJIydae HaJ0 yKa3aTh 3HAUYCHUE B BUJIE 3BE3T0UKU
(*). UroObl BBeCTH Jauamna3oH HOMEPOB MOPTOB HAJA0 UCHOJIb30BaTh (HOpMYy <HMKHHIA

nopT>..<BepXHUii mopt> (Hampumep, 123...456).

Ecnmu Bel He XoTuTe, 4TOOBI KOMIBIOTEp, MCHOJIB3YIOIIMIA JTaHHBIM CETEBOM CepBUC,
npuauMan Bxogsamme TCP-coennHenus, Hago BbIOpaTh KHONKY OTBeprarb BXOAsILIUE
TCP coennmnenusi Bo BKkiajnke Kouwmponv mpaguxa. B TpOTUBHOM ciydae Halo
ycraHoBuTh kKHONKy FW Ilpoueaypa u BpIOpaTh W3 BBINAAAIOIIETO MEHIO MPOLETYPY
MD, kortopas OyneT NPUMEHSTHCS K JaHHOMY CETeBOW cepBHCY (MOKHO BBHIOpATh

snaueHre None). [TogpoOuee cwm. 1. 8.7.7.

8.7.3. CospaHue O6BeKTOB ceTeBbiX cepBucoB UDP

Co3znanne O0BexTOB cereBbix cepBucoB UDP mpoucxoaut cienyronmm oOpa3om:

1)

Ucnons3zoBate komanay Jo6aButh -> CereBoii CepBuc u3 menwo [lpasums. B

BhITIaaronieM MeHto 7un Beiopats UDP.



2)
3)

4)

5)

6)

7)

8)
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Beectu ynukansnoe Ums nms nanHoro O0beKTa CETEBOr0O CepBHCa.
[Tpu HEeoOxomuMocTH BBecTH TekcToBoe Onucanne OObeKTa.

BBectn oAMH WM HECKOJIBKO HOMEPOB IOPTOB, KOTOpbIe OYAYT HCHOJIb30BaThHCS
JTaHHBIMU CepBHCaMU Ha KommbioTepe-npuemMHuke (cepsepe) Iopt(b). UToObl BBecTH
JMara3oH HOMEPOB TOPTOB HAJ0 HCIOJIB30BaTh (GOpPMY <HUKHHI MOPT>..<BepXHUM

nopt> (Hanpumep, 123...456).

BBectn HOMEp mopTa, KOTOpBI OyneT wucHonb3oBathes mnpoTokosiom UDP  Ha
KoMIiptoTepe-ucrounuke (kiuenre) Ilopr(bl) mcTouHmka. B OoybIIMHCTBE ciydaeB
3HAUEHUE NTOPTa HEU3BECTHO U B ATOM CJIy4yae HaJ0 yKa3aTbh 3HAUEHHUE B BUJIE 3BE3JJ0UKU
(*). UtoOBl BBeCTH Iuama3oH HOMEPOB IOPTOB HAJO HCHOJIB30BATh (HOpMYy <HHKHHUIA

nopT>..<BepxHuii mopt> (Hampumep, 123...456).

Breibpate u3 Bhiagaromiero cmnucka mnpoueaypy MO FW mpouenypa, xotopyto Bsi

XOTUTE MPUMEHUTH K JaHHOMY ceTeBoMy ceppucy. [logpobnee cm. 1. 8.7.7.

Ecnu Ber xoTuTe, 4TOOBI KOMIBIOTEP-HUCTOYHHUK (KJIMEHT) MOT INPUHUMATh OTBETHI OT
KOMIIbIOTEpa-NIpUEMHHUKA (cepBepa), Hal0 MOCTaBUTh OTMETKY B nosie IlpuHmmars

OTBET.

Ecnun Bel xoTuTe, 4YTOOBI KOMNBIOTEP-UCTOYHHUK (KJIMEHT) MOI IPUHUMATh OTBETHI OT
KOMIIBIOTEpa-NpUEMHUKA (cepBepa), BHE 3aBUCUMOCTH OT TOTO, Kakoil mopr
IpeIHa3HayeH JUIsl TOro, 4YTOObl MPUHUMATh OTBETHI, HAJI0 MOCTABUTh OTMETKY B IOJIE

IIpyHUMATB OTBETHI € J1I000r0 MOpTA.

8.7.4. Co3paHune OOBLeKTOB ceTeBbix cepBucoB ICMP

Co3znanne O0BexTOB ceTeBbix cepBucoB ICMP npoucxoaut cieayromum oOpazom:

1)

2)
3)

4)

5)

Hcnonp3oBate komanay Jlo6aButrbe -> CereBoit CepBuc u3 meHwo [lpasums. B

BhIMajaromeM MeHto 7un Beiopats ICMP.
Beectn yaukansnoe Umst miist nanaoro OOBEKTa CeTeBOr0 CepBHCA.
[Tpu HeobxonuMocTH BBecTH TekcToBoe Onucanne OObeKTa.

Beectu Tun coobuienus B 3aronoBok ICMP. (moxpobuee o tumax u konax ICMP cwm.
[MTPUTOKEHUE 7. ICMP-KOJbI). YTOOBI yCTAaHOBHUTH COOOIIEHHSI BCEX THIIOB HAJI0

WCIIOJTH30BaTh 3BE3/10UKY (*).

Beectu Koa cooGmienusi. UtoObl yCTaHOBUTH BCE KOABI COOOIICHUN HAIO0 MCTOIb30BaTh

3BE370UKY (*).
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6) BriOpare u3 BbImanaromero cmnucka npoueaypy MD FW Ilpouenypsi, xotopyro Bbr

XOTHUTE, 4TOOBI MPUMEHSUI JaHHBIH ceTeBoil cepsuc. [logpobuee cMm. 1. 8.7.7.
8.7.5. Co3paHue rpynn ceteBbiX CEpBUCOB

Co3maHue rpymin CeTeBbIX CEPBUCOB MPOUCXOAUT CIEAYIOIINUM 00pazoM:
1) HWcnonp3oBats komanay Jlo6aBute -> CereBoii CepBuc u3 MeHio [Ipasums. B

BbINaJamoeM MeHto Tun BelOpats I'pynna.
2) Bsectu ynukanbaoe UMs [uis JaHHO# IPYIIIBI CETEBBIX CEPBHCOB.
3) Ilpu HeoOxoaumocTu BBecTH TekcToBoe Onucanne OObeKTa.

4) HanonHutb rpyimy CCTCBbIMU CCEpBHUCAMU. I[J'IH 9TOIr0 Haa0 B IIOJIC J1eMEeHThI

NepeMecTUTh UX U3 crucka JJocmynnoie Cepgucsi B cIUCOK Buiopanusie Cepaucoi.

8.7.6. PepakTtupoBaHue ceTeBbIX CeEpBMCOB

UYroObl M3MEHUTHh MapaMeTpbl JIIOOOr0 CETeBOro cepBUCA WM ['pynmbl CepBHCOB Halo
BbIOpaTh ux B cnucke B OxHe CeteBbix CepBHCOB, KOTOPOE MO YMOJIYAHHIO PAcIoyIaraercsi Mmoj
Cexknuetrt Tomonorum. JIBoiiHOE Ha)kaTWe MBIMIBIO JIM KoMaHaa WM3MeHUTh W3 TJaBHOTO WU
KOHTEKCTHOTO MEHIO OTKpOeT OKHO M3menums Cemesoti Cepsuc, apaMeTpbl KOTOPOTO WIECHTUYHBI
okHy JJobasums Cemesoui Cepsuc. OTpeqakTUPOBATh MapaMeTphl CIOCOOOM, OTIMCAHHBIM BBIIIIE.

[TopsiioK, B KOTOPOM CETEBbIE CEPBUCHI OTOOpPaXkalOTCA B OKHE, MOXKET ObITh M3MeHeH. [lo
yMmoa4aHuio, OOBEKThl OTCOPTUPOBAHBI B al(paBUTHOM MOpsiiKe (110 UMeHH). YTOObI OTCOPTUPOBATH
CepBuchbl 110 HEOOXOIMMOMY MapaMeTpy HYKHO HakaTb Ha COOTBETCTBYIOLIUH MapaMeTp BBEPXY
tabnuibl CeteBbix CEepBHUCOB.

B xontexctHOM MeH0 okHa Cemesvie Cepeucwt: cymecTtByer komanaa Haitu mpasmuio,
KOTOpas O3BOJIsET BhIIEIATH Te [IpaBuiia, B KOTOpbIX yrnoMuHaeTcs nanHbIi CeteBoii CepBuc.

8.7.7. Mpoueanypbl MeXceTeBbIX 3KpaHOB

[Ipouenypst MO — 310 pacmupenssie [lpaBuna ¢uiapTpauuu mNakeToB, MPUMEHsSIEMbIE
Aeenmamu. [pouenypst MD OTCIEKUBAIOT MOTOKK CEAHCOB COSTMHEHHUH U MPOIMYCKAIOT TOIBKO Te IP-
MIAKEThl, KOTOPHIE COOTBETCTBYIOT TEKYIIEMY CTaTycy coeauHeHus. i1 HEKOTOpPBhIX NPOTOKOJIOB
(manpumep, FTP), HazHauaroTcsi TUHAMHMYECKHE HOMEpa IOPTOB JUIsl BTOPUYHBIX cCOeAMHEHUil. B
TaKHUX CJIydasX HEBO3MOXKHO MCIIOJIb30BaTh OOBIYHYIO (DUIIBTPALIMIO MMAKETOB U MOITOMY MOTYT OBITh
WCIIOJIB30BaHbI TOJBKO Tpouenypbl M. Ilponenypst MO HazHawatoTcs, kak nmapameTpbl OOBEKTOB
CETEBBIX CEPBHUCOB.

ITo ymomuanuto, [[VII conepxutr HaGop mpoueayp MD, koropble (UIBTPYIOT Tpaduk,
UCTOJb3Ysl HECKOJBKO THUIOB MPOTOKOJOB. CIHCOK 3THUX MPOTOKOJIOB NpPUBEACH B Tabmuue (cM.

Tabmuma 32). MoxxHO BeIOpaTh 0HO U3 IBYX 3HaueHuit: None win Auto B FW npouenype B mone
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KonTpous Tpaduka. None o3HauaeT, 4To JaHHBINA CETEBOM CEPBHC HE OYAET MCIONh30BaTh HUKAKHX
npouenyp MD. 3nauenue AuUtOo moapasymeBaeT, uto [[VI] aBTOMAaTHYECKH BKJIIOYHUT MPOLEAYPHI,

SIBJISIFOIITMECS. CTAaHIAPTHBIMH JIJIs1  yKa3aHHOro mporokoia (toiapko it TCP wm UDP). Orta

npoueaypa MD Oyner npuHUMaTh HapaMeTphbl HAMPSMYIO U3 CETEBBIX CEPBUCOB.

Tabmuna 32 — [ponexypst MO

FW npouenypa FW npouenypa FW npouenypa
CUSEEME LPD RLOGIN
FTP* NETSHOWTCP RPC
H.323 NETSHOWUDP RSH
H.323_RAS PNA RTSP
HTTP_STRICT RCMD VDOLIVE

[Ipumeuanue. * - Jlns FTP-mpouenypst MO (B orrpancnupoBannoil JIIIb ona HaswiBaeTcs
"generic_ftp") ectb cenmansHbIil napamerp flags, KOTOpEIA onpenenser, Kakue PeKUMBbI IIPOTOKOIIA
FTP pa3pematorcst (akTUBHBIN, maccuBHbIN win 06a). [lo ymonuanuto y storo ¢uara 3HaueHue 3
(aKTUBHBIN + MACCUBHBIN pPEXHUMBI), OJIHAKO, MO>XKHO B Tekcte JIIIBb BpyuHyro uMX M3MeHUTH Ha 1
(TOBKO aKTHBHBIN PEeKUM) WIIH 2 (TOJIBKO MACCUBHBIA PEXHUM).

Ecmu JIIIb comepxxut mpoueaypy MD, KOTOpoil HET Ha KoMIbloTepe Acenma, B (aiine
peructpanuu coobITHil Aeenma nosBUTCS coodienue 06 omuodke u JIIIb He OyneT 3arpyxeHa.

8.7.7.1. ®aunbl UICTOYHUKOB npouenyp M3

Kaxnoi npouenype MO B [[VII npeanucano «runooe» nMmsd. Ilpu tpancmsanuu JIIIb atn
UMEHa 3aMEHSIOTCS Ha «peajbHble», BbIOpaHHble M3 (ailna ucroyHuka. OTH (ailiibl HaAXOAATCS B
MHCTAUIINUOHHON aupektopun [[VII n wumeror pacmmpenue FWT. Kaxneiii ¢aitn ncrounnka
VHUKQJICH JUIsl Kaxaoro tuma Aeewma (cMm. Tabmuma 33). Takum oOGpazom, mporeaypsl MO MoryT
OBITh TPAHCIUPOBAHBI HA PA3JINYHbIE TUIIBI A2eHmo6 TI0/l OAHUM TUIIOBBIM UMeHeM. J[J1s Toro, 4ToOb!
obecnieuntsb [IpaBUIBHOCTD TPAHCIALUH MPOLEIYPhl B COOTBETCTBYIOIIEM (aiijie HCTOYHUKE JOJKHA
COJIEp’KaThCs 3alMCh O TUIIOBOM MMEHU MPOLEAYpHI.

Tabmuna 33 — Daitbl ICTOYHUKOB Tporieryp MO

HNwms daiina Tuna Azenma

tws-fw. fwt Trusted Agent (Aeenm) (sro0ast Bepcust)

Takke MOXHO yCTaHaBJIMBaTh TUIIOBBIE Ipoueaypbl MO. Koraa TpaHcmaTop BCTpedaercs
npouenypoi MO, He MMEKOIIEN «TUIIOBOTO» MMEHH, CHadyajla OH MPOBEPSET OMHCAHUE MPOLETYPhI
MD B (haiine UCTOYHHKE I TaHHOTO THNa Aeenma. Ecnu Takoi mpoueaypsl B ¢aiiie HeT, oHa OyaeT

IIPOUTHOPHPOBAHA.
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1 ) Bce HectangaprtHble mpouexypsl MD IOIKHBI OBITH 3apETUCTPHPOBAHBI B COOTBETCTBYIOIIHMX
daiinax FWT mist ux mpaBUIbHOTO UCIIOJIB30BAHUS.

8.8. Onpeaensiemble nonb3oBatenem JIMNb

O06bexT onpenensieMmoit mosb3oBatesnem JIIIb — ato wacte JIIIb (dpparment JITIB) B TekcToBOM
dopmare. Takue ¢parmentsr JI[Ib mobapnstorcs x JIIIb u momudummpyrot JIIIB, aBTOMaTtndyecku
tparcnupyemyro u3 [TIb, u moryr OwiTh co3manbl BpyuHyr. Korma OOBEKTBHI OmpenensieMbIX
nosp3oBareiem JIIIb Bkimrovaror B JIIIb O6bekTa [lomuTuku, 3TM parMeHTHl MOMEMIAIOTCS JTM00 B
Hayvauio, oo B kouen JIIIb, aBTomaTnuecku creHepupoBaHHoOn npu Tpancisiuuu u3 ['TIb.

Y O6wekroB llomutuku ectb atpubyr Asmomamuuecku Cozoannas JIIIB, KOTOpHIT
npencrasisier JIIIb, aBTomatnyecku orrpanciaupoBanHyto u3 I'TIb. Onpenensiemble mosiab3oBaTesIeM
O6wbexTsl JIIIB MoryT ObITh 100aBIEHBI K 3TOMY MMapaMeTpy Ha BIOXEHHOU 3aknazake JIIIh 3aknaaku
Ynpaenenue, xotopas Haxomgutcs B okHe Ceouicmea, nub0 Han aTpuldyToM Asmomamuyecku
Coszoannas JIIIB, nu6o nox auM. Iocne Tpancnsmuu ['TIb u co3manus JIIIb mis manHoro OO0bekTa
[Tonutuku, Bce pparments! JIIIB, nmpencraBnsiembie O0beKTaMu onpeaesieMbIX noib3oBareneM JIITb
Oynyt no6asnens! k JIIIb B mopsake cBepxy BHu3. Eciiu B nepeBe onpenensiemas noabzoBatenem JII1b
HAXOJUTCs Bbile arpudyra Asmomamuuecku Cozoanuas JIIIB, ee parmeHT OyneT MOMEIIEH B
Hauvayo JII1b, ecnu ona pacmonaraercst Hiwke, To ¢pparment JIIIb Oyner momenien B konerr JIIB.

Omnpenensiemble  nonb3oBatenem JIIIB  cozmatorcs W pemakTUpylOTCsl B OKHE
Tlonvzoeamenvckue JIII5. YToOBI IEpEeNTH B 3TO OKHO Hall0 BbIOpaTh [lonv30eamenvckue JIIIH B MeHIO

Oxno.

8.8.1. CospaHue u pepaktupoBaHme OOBLEKTOB onpeaenseMou
nonb3oBatenem JIMNb

Uto0s1 coznate OOBEKT omnpesensemoit noiaszoparenem JIIb namno:

1) Bocnone3oBarbes komanzaoit Jlo6aButh Ioabs3oBarenbekyrw JIIB u3 mento IIpasumes
WJIM KOHTEKCTHOrO MeHIO B OKHE Ilonb3oBarensckux JIIb.

2) Bsectu HoBoe uMms IMosab3oBarennckoit JIIIB mis nannoro O0bekTa omnpeaenseMoi
nosb3oBarenem JIIIb.

3) [Ilepeiitu Bo BKmagky Texcm JIIIF. DTO OKHO TpPEACTaBISET COOOW CTaHIAPTHBIN
TEKCTOBBIN peaakTop. Ha nanHom stane y Bac ecTb HECKOJIBKO BADUAHTOB:
— Hamneuararts TekcT onpenensemoi noas3osareseM JIIIb npsMo ¢ knaBuarypst;
— CkonupoBaTh TEKCT U3 IPYroil IPOrpaMMBbl B 3TO OKHO;
— Bribpars IIpaButh, 3ateM OTKpBITH B MeHIO Paiii ¥ UMIIOPTUPOBATH (PparMeHt

onpezenseMoil nonb3onarenem JIIIb u3 gaiina.
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4) Tlocne Toro, kak Bel 3akoHunTe, HaMO BHIOpaTh KoMaHny CoxpaHuTh B MeHIO Daiin U

COXpaHUTH noJib3oBaTenbekyto JIIIB B Buae TekcToBoro gaiina.

Uto0b1 orpenaktupoBaTh OOBEKT onpenensieMoit nonab3oateneM JIIIb Hamo BEIOpaTh €ro B

CIIUCKC, UCIT0JIb3YA B KOHTCKCTHOM MCHIO KOMAaHY N3MeHUTH.

8.9. Cepsepbl

Okno Cepsepovi, BbI3bIBaeMOoe u3 MeHIO Okno->Cepeepbl TO3BOJSET CO3AaBaTh U

pelnakTupoBaTh BcrioMoraresbHbie OOBEKTHI (CepBepbl, CIyKObI), KOTOPhIE HE SIBIISIOTCS B YUCTOM

BUIC Oo0bextamu ITonuTukn BC3OHaCHOCTI/I, HO, TEM HE MCHEC, BBIIIOJIHAIOT p33H006paSHBIC BaXHBIC

byHKIIMKA, HEOOXOAUMBIE NIl paboThl 3alUINCHHOW ceTH. Bce cepBephbl pasierneHbl IO pas3jenam,

Ipe/ICTaBISIOMUM co0oi Biaaku (cM. Tabnuna 34). B nanmpHeliniem B JaHHOM mojpaszeie Oyaem

Ha3bIBaTh Takue BcrioMmorarenbHbie O0bexThl CepBepamu.

Tabmuna 34 — Tunsl CepBepoB

Tun CepBepa

Ha3nayeHue 00beKTOB, COTEPKANIUXCS B MATNKe

Microsoft Agent Policy
Distribution Service*

OmnucaHust CEPBUCOB-TIPOTPY3YHKOB, KOTOPBIE WCIIOIB3YOTCS JUI JIOCTABKH M
aktusauyu JIIIb Ha O0bekTr! ¢ IPsec-Aeenmamu Microsoft.

PMP Distribution
Service*

OmnucaHus CepBUCOB-TIPOTPY3UNKOB, KOTOPBIC UCTIONB3YFOTCS JIJIS TOCTABKHU U
axtusaiuu JIIIb Ha O0beKTHI ¢ Aeenmamu depe3 mporokos PMP.

SSH Protocol Policy
Distribution Service*

OnucaHus CEPBUCOB-MPOTPY3YMKOB, KOTOPBIC UCIIOIB3YIOTCS IS JOCTABKU U
aktuBanmu JIIIB Ha O6bekTsI ¢ Acenmamu Cisco.

Telnet Protocol Policy
Distribution Service*

OnucaHus CEPBUCOB-NPOTPY3YMKOB, KOTOPBIC UCIIOIB3YIOTCS ISt JOCTABKU U
aktuBauyu JII1b Ha O0bexThI ¢ Aeenmamu Cisco.

Web Management
Service*

Onucanus cepBUCOB-TIPOTPY3UHKOB, KOTOPBIE NCTIOIB3YIOTCA Ui JJOCTAaBKU
HavYalbHOW KOHGUTYpaIuu Aeenman.

FTP Proxy Server

Onwucanus Proxy-cepeepoB ais nmporokona FTP, koTopsie MOTYT OBITh YCTaHOBJIEHBI
Ha O0bekTax ¢ Aeenmamu

HTTP Proxy Server

To xe, HO 13t TpoTokona HT TP

SMTP Proxy Server

To xe, HO 13t TpoTokojia SMTP

SOCKS Proxy Server

To xe, HO st TpoTokona SOCKS

LDAP Server

Onucanna LDAP-cepBepoB, MPUCYTCTBYIOIIMX B CETH U COJIEPKAIINX KaTaJIOTH C
ceptuduraramu/ COC. Aeenmpbl MOTYT UCIIOJIB30BATh 3TH CEPBEPHI, YTOOBI MMOJIyYUTh
tpedyembie ceptrduraTe\COC.

RADIUS Server*

Onucanus npucyrcrByromux B cetu RADIUS-cepBepoB, KOTOpble MOTYT OBITH
WCTIOJIB30BaHbI IS JONONTHUTENbHOH ayTeHTH(uKauun BUC-KIMEeHTOB 110 TPOTOKOITY
XAUTH. [danssrit mpoTokon nojaepxusaercss HekotopeiMu Tumamu BUC-111m0308 1
KOH(UrypHupyeTcs B X cBolicTBax B 3akianke BUC->XAUTH Server.

SNMP-Server*

Onucanus npucyTcTByromux B cetu SNMP-cepBepoB, koTopbie MOryT aenate SNMP-
3arpockl kK O0bekram [lomuTrku, a Takke NpUHUMaTh 0T 3TUX O0BekTOB [lonmuTHKN
SNMP-tpamnst (T.e. coobrieHus o mpoucxoasmux Ha OObeKTe COOBITHSX).

Syslog Server*

Onwucanus NPUCYTCTBYIOIINX B ceTH Syslog-cepBepoB, KOTOPBIE MOTYT
HCTIONB30BaThCs Al cOopa MHPOPMALMK C YIPABISIEMbIX A2eHmos IO IPOTOKOITY
Syslog.

TACACS Server

Onucanns npucyrctBytonmx B cetd TACACS-cepBepoB, KOTOpBIE (aHAJIOTHYHO
RADIUS-cepBepaM) MOTyT OBITh HCIIOJIB30BAHBI 1151 IOTIOJIHUTEIBHOM
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Tun CepBepa Ha3naueHue 00beKTOB, COAEPKANIUXCS B MATKe

ayrentudukarun BUC-knuentoB o npotokory XAUTH. JlanHsiii mpoToKONT
noanaepuBaeTcst HekoTopeiMu TunamMu BUC-11mr030B 11 KoH(pHUTYpHpyeTcs B UX
cBolicTBax B 3akiagke BYC->XAUTH Server.

TFTP Server* Onucanns TFTP-cepBepoB, koTopbie ncnonb3yroTcs st qoctaBku JIIIb xHa O0beKTHI
¢ Aeenmamu Cisco 10S (¥ KOTOpBIE MOXKHO YKa3bIBaTh JIst STUX OOBEKTOB KaK

Y nanennsie CepBeps). JlaHHBINA METO IPOTPY3KU UCIIONIB3YETCS B Mape ¢
npotokojioM Telnet.

Update Server Omnucanus BeO-cepBEpOB, KOTOPBIE UCTIONB3YIOTCS Aeenmamuy i IPOBEPKHU U
CKauMBaHMsI aBTOMAaTHYECKUX OOHOBJICHUIA.

TIpumeuanue.

* Otu CepBepbl TeHEPUPYIOTCSI aBTOMaTHUecKu npH co3nanuu b/ [J/VI] n npeacTaBisioT peajbHbIE CEPBUCHI
WK TIpUIIOKeHUs, paboTatouue Ha xocte L[ VII-Cepgep.

**Ecnu Bo BpeMs ycranoBku [{ V11 Bei 3apeructpupoBanu ceprudukatsl 1 34 CTABA-Oguc, koTopbiit
samutaet [[YII-Cepgep, To O0bexT CA, IpenCcTaBISIONINI H31aTeNs JoKanbHoro ceprudukara [[VII, Oyner
CO3J1aH aBTOMAaTHUYECKH.

bosnpmmacTBO CepBepoB pacrosaratoTcss Ha peajibHbIX XOCTaX B CETEBOM TOINOJOIHH
(HampuMep, cepBepHI YIIPABICHUS, CEPBEPHI ayTeHTU(UKALMHU, CEPBUCHI-TIPOTPY3YHKH | T.II.), HO €CTh
U BUpTyalbHble cymHocTH (Hampumep, OO0bektol CA, mpencraBmstouire coboit YII), xoropsie

HAIpsaMYyI0 HC CBA3aHbI C XOCTaMU B CCTH.

Jna yno6cTBa nonp3oBatenst MHOrHe CepBepbl CO3Aa0TCsl aBTOMAaTUYEeCKHU MpH co3nanuu b/
LVI] - oOBIYHO 3TO MNPHUIOKEHHS (CUCTEMHBIC CEPBHUCHI), KOTOpbIE BXOAIAT B coctaB [[VII wu

BBaHMOHGﬁCTBYIOT C BHCIIIHUMHU XOCTaMMH.

Hens onucanus CepBepoB - 1aTh BO3MOKHOCTh «IPUBSI3bIBAaTh» UX K OObektam [lonmutuku
bezonacHocTr B ponu «ynaJeHHBIX cepBepoB», kak omucano B m. 8.1.1.2. Kpome Toro, HeKOTOphIe
CepBepbl SBISAIOTCS KOHGUTYpHpPYEeMBbIMU O0BEKTaMU U UMEIOT cBoro coOctBeHHYto JIIIB, koTopas

coszznaercs TpancastopoM L[VII v nepenaercs Ha Cepsepsl npu aktuBanuu ['TIb.
8.9.1. O6wme npuHUUNbI co3aaHua O6bLEKTOB B OKHe Cepeepb!

Hwxe onmcanbl ocHoBHBIe apametpbl CepBepoB Ha nmpumepe PMP Distribution Server (cwm.
Pucynok 78). DTOT cepBep npeacTaBisieT co00M CepBUC-TIPOTPY3UHK TSt AeeHmos, KOTOPbIH repeaact

JITIB Ha ynpaBnsiemsie Aeenmut o npotokoxy PMP (Policy Management Protocol).

B Tabnuue (cM. Tabmuna 35) mepeuncneHsl mapamMeTpbl, HauboJee YacTo BCTpPEYAIOLIHEcs

J1s1 Bcex TUoB CepBepoB.



MapaMeTpbl COEAMHEHNS Vms: Il
Onucatne: I
Bnaaeneu: I-- He BbibpaHo -- LI
IP Aapec: I [1F] ABTO _v_I
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[~ YcraHoBuTb Kak Cepsep No yMONYaHWo

loToBO OTMEHUTD

Pucynox 78 — INapamerpsr PMP Distribution Service

Tabmuna 35 — Ob1Iue napaMeTpsl cepBEpPOB

ITapamerp 3HavyeHHe

Nms Hazeanue Cepsepa (npousBosibHOE). JlaHHOE Ha3BaHUE UCHONb3yeTcsa BHyTpu L[ VII nns
uaeHtudukanuu 37oro O0beKTa.

Onucanue IIpon3BoIBbHBIN KOMMEHTapHUH.

Baanesen s 6onbimHacTBa CepBEepOB MaHHBIN MapamMeTp 0003HaYaeT XOCT B CETH, Ha KOTOPOM
YCTaHOBJICH OMHCHIBAEMBIi cepBep/cepBuC. Brnagener BeiOnpaeTcs yepes BhIa a0
CIIHCOK, KOTOPBI 00BIYHO COEPXKUT Bee cymecTByomme OobekTs [Tonmntiku. B
HEKOTOPBIX CIyYasX 3TOT CIIMCOK COKpAIlaeTcs U3-3a HAJIMYHUS OTpaHUYeHUH,
HakIaapiBaeMbIx TUoM Cepsepa.

IP-anpec IP-azmpec, koTOpBIH HCTONB3yeTCs Tt paboThI ¢ nanHbIM CepBepoM. BBecTu 3TOT anpec
MOYKHO CJIEIyIOLIMMHU CII0CO0aMu:
1) BeIOpaTh 0IMH U3 MHTEp(PEHcOB XOCTa,
2) ocTaBUTh 3HaUeHHE Auto (PEKOMEHIYEeTCs).
B nmocnexgnem ciydae aapec Oy1€T BEIYHCIATHCS aBTOMaTHYECKH HA OCHOBAaHUHU
uHpopmaruu o Tornojoruu cetu (¢ yaerom NAT-IIpaBui1, B3aMMHOTO PacHONI0KEHHS
OOBEKTOB U T.11.).

YcranoButhb Ecnu ¢akok ycTaHOBJICH, TO JJIs BHOBb co3/iaBaeMbiXx O0bekTOB [T0MUTHKY TaHHBIN

Kkak Cepsep mo |CepBep OyzneT aBTOMaTHYECKH NIPUBSA3BIBATHCS Kak yaaneHHbI Cepaep.

YMOJTYAHUIO

Cratyc nporpy3kH ynpasJIsiEMbIX CEPBEPOB MOXKHO OTCIIEKHUBATh B OKHE MoHumop.

Kak yxe ynomuHanocs Bbille, ogHa u3 neneil npusssku CepepoB k O6bexTam [lonutuku -

co3faHue TexHojoruueckux [IpaBui 1u1st mponmycKkaHusl COOTBETCTBYIOLIETO Tpaduka Mo 3alunaeMon

cetu. bonee nmonpobHas nnpopmanus npuseaeHa B 1. 8.1.1.2.

B Tabmune (cm. Tabnuia 36) npuBeIeHB OCHOBHBIE TApaMETPhl, KOTOPBIE HCIOIB3YIOTCS IS

aBTOMAaTHUYECKOro co3AaHusl TexHonormdeckux [IpaBui. JlaHHBIE mapaMeTpbl HNPUCYTCTBYIOT B

cBoiicTBax OosbimHCTBa CepBEpoOB.
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Tabmuna 36 — [TapaMeTpsl A7t aBTOMAaTUYECKOTO CO3/IaHus TeXHOIorndeckux [IpaBun

IMapameTtp 3HaueHnune
MeToa [Iporoxon (nar MeToT), KOTOPBIA UCTIONB3YETCS s CBsI3u My CepBepoM u
NOAKIIOYEHHSI OO0bekramu [ToaUTHKY, K KOTOPBIM OH IIPHUBSI3aH.
B GonpMHCTBE ClTydaeB B CIIHCKE BRIOOPA JOCTYIICH BCETO OJMH MPOTOKOJ.
CeTeBoii cepBHC Tun Tpaduka, KOTOPHIA OYIEeT yKa3aH B aBTOMAaTHIECKH CO3/I1aBa€MbIX TEXHOJIOTHIECKHAX
IIpaBunax.

OOBIYHO 3HAYCHHE JAaHHOTI'0 mapaMeTpa OpeACIACTCA IPOTOKOJIOM CBA3U, YKAa3aHHBIM B
MeTozae MOAKITIOUCHHUS U H3MEHATh 9TO 3HAUCHHUE HE Tpe6yeTC${.

TeiicTBus JeiicTBre, KOTOpOE OyIET YKa3aHO B aBTOMATHUYECKU CO3/1aBAEMbIX TEXHOJIOTHUCCKUX
IIpaBunax.

Bo MHOTHX Cciydasix mpoTOKOI CBsI3U (YKa3aHHBIM B MeToie MOAKITIOUEHHsI) caM 1o cede
SIBJISICTCS 3AIIHUICHHBIM | JOMOJHUTEIILHOM 3alUThl Tpaduka npu nomoinu [Psec He
TpeOyeTcs; B TAKUX CUTYalUAX JUIs JAHHOTO TapaMeTpa MOXHO OCTaBUTh 3HAYCHUE 110
ymorrganuio (Pass).

Yposenn [TapameTp, KOTOPHIN 3a7a€T YPOBEHb MTPOTOKOIMPOBAHUS COOBITHI.
NPOTOKOJUPOBAHUS

ITepen co3manmem CepBepa B okHe Servers, Bei momxkHbl co3gath OOwbekT [lomutukm, Ha
KoTopoM Oyzaet yctaHoBieH CepBep B cekiuu Tononoeus unu cekuuu Ob6vexmol Tlonumuku.
Ot0 HE TpedyeTcs ToNbKO sl Tex CepBepoB, KOTOPBIC HE CBSA3AHBI C XOCTAMHU CETH (HAIIPUMeED,
cepeepnl CA (Certificate Authority)).

8.9.2. CepBepbl-lporpy3umnku
8.9.2.1. 0O6wBekTbI Microsoft Agent Policy Distribution Service

Jns mpocmotpa oowekToB Microsoft Agent Policy Distribution Service Heo6xoaumo BBeCTH

koMany OkHo->CepBepbl BIOpAaTh COOTBETCTBYHOLIHI TUT (cM. Pucynok 79).

Cepsepbl 7 X
Wma Tun IBnaneneu IP Anpec IOan o
. @l Zastava.. CheckPointMan.. [ Zastava-MGMT AsTo Mo yMONYaHWIO
Zastava... :Microsoft Agent ... Mo yMon4aHuo
@l Zastava.. PMP Distribution ... 2} Zastava-MGMT AsTo Mo yMonYaHWo
el PMP Dist... PMP Distribution ... :l Zastava-MGMT AsTO Mo yMon4aHuio
& Zastava.. SNMP Server (%) zastava-MGMT AsTo Mo yMon4aHuo 1
@l Zastava.. SSHProtocol Poli... [2f Zastava-MGMT AsTo Mo yMonYaHWo
@ SSHDist... SSH Protocol Poli... 2 Zastava-MGMT AsTo
5 Zastava... Syslog Server :l Zastava-MGMT AsTO Mo yMon4aHuo LI

Pucynok 79 — Tun Microsoft Agent Policy Distribution Service
8.9.2.1.1. OcHOBHbIe cBeaeHus

Tunr Microsoft Agent Policy Distribution Service comepXuT ONHCAaHUSA CEPBEPOB-
MPOrPy3YMKOB, KOTOpPbIE HCHOJIB3YIOTCS s aoctaBku U aktuBauuu JIIIb Ha OOwexThl c IPsec-

Aeenmamu Microsoft (u koTopble MOXHO yKa3bIBaTh 1ist 3THX OObEKTOB Kak YaanenHbie CepBepsl).

B GonpimHCTBE ciyyaeB B poJIM CepBUCA MPOTPY3KU BBICTYMHAET JaHHbIN 3xk3emmusip [[VII (a

umenHo, cepBep TPNDistributor); coorBerctByrommii OObEKT aBTOMATHYECKH TCHEPUPYETCS TPH
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co3nannu bJ[ M enuHCTBEHHBI mapameTp, KOTOphId TpelOyercss yka3aTb - HIEHTHU(]UKATOp

ceprudukara.
8.9.2.1.2. lononHuTenbHbIe CBeAeHUs
Onwucanue napaMeTpoB:
[TapameTpsr, cienuduunsie pis Microsoft Agent Policy Distribution Service:

— Meton mnoak/awuyenuss - IIpoToxon s CBA3M MEXKIY JaHHBIM HPOTPY3YHKOM U
ynpasiseMbiMu O0bexktamu. EnnHcTBEHHOE BO3MOXKHOE 3HayeHue - SSL.

— Cerenoii cepBuc - Heooxomumsiii CeteBoii CepBuc.

— JHeiicrBue — Boibop [eiictBus: Pass, Drop wiu Encrypt.

— Ceprudukar - Unenrtudukarop ceprudukara (B popmare Distinguished Name), koropsrit
Oy/IeT MCII0JIb30BaThCS IS YCTaHOBIICHHSI 3aIIUIIEHHBIX SSL-coeMHeHn IpU Iporpy3Ke
yrnpaBnsgeMbix OObekToB. [laHHBIA cepTUUKAT NOKEH OBITh 3aperucTpUpOBaH B

CTaHIapTHOM XpaHunuie ceptudukaroB B OC xocta, Ha KOTOpoM yctaHoBieH [[VII.
8.9.2.2. 0OO0ObBbekTbl PMP Distribution Service

Jlns mpocmotpa oobekroB PMP Distribution Service weooxomumo BBectn koMauay OKHO-

>CepBepbl BbIOpaTh COOTBETCTBYROIIMIA THIT (cM. PrucyHok 80).

LleHTps! CepTrduKaym | CeTesble CepBuchbl Cepsepel l HacTpoitku IKE | Oeicteng |

Cepsepbl & X
Nma Tun /| Bnapeney IP Aapec Onwm =
i gl Zastava.. CheckPointMan... (&) Zastava-MGMT Asto Mo yMonyaHWo
@ Zastava.. Microsoft Agent ... [2J Zastava-MGMT AsTo Mo yMOn4aHWo
B Zastava... %PMP Distribution ... H Zastava-MGMT Mo ymon4aHuo
@ PMP Dist.. PMP Distribution ... [2J Zastava-MGMT AsTo Mo YMONYaHWIO
3 Zastava... SNMP Server _"_l Zastava-MGMT AsTo Mo yMonyaHuo -]
@' Zastava.. SSH Protocol Poli... _"_l Zastava-MGMT AsTO Mo yMon4aHuo
@' SSHDist... SSH Protocol Poli... :l Zastava-MGMT AsTo
5 Zastava... Syslog Server _"J Zastava-MGMT AsTO Mo yMonYaHuo _'J

Pucynok 80 — O6bextsl PMP Distribution Service

8.9.2.2.1. OcCHOBHbIe cBeaeHus

Tun PMP Distribution Service comepXuT ONMUCaHUs CEPBUCOB-NIPOrPY3UHKOB, KOTOPBIC
UCTIONB3YIOTCS JUIst noctaBku W akTuBanuu JI[Ib Ha OOBEeKTBI ¢ Aeewmamu (M KOTOPHIE MOXHO
yKa3bIBaTh 1151 3TuX OObeKTOB Kak YaaneHHbie CepBepsl).

JIto00i1 OOBEKT, C YCTAHOBJIEHHBIM AeeHmom, MOXKET OBITh HCIOJB30BaH KaK CepBEp-

MMpOrpy3vukK. B GonbimHcTBE CJIIy4acB B POJIM CEpBHUCA MNPOIPY3KHU BLICTYIIACT JTaHHBIN OK3CEMINIAP
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L[VII (a umenno, cepsep TPNDistributor); cootBercrByromuit OOBEKT aBTOMATHYCCKU TEHEPUPYETCSI

pu co3aanuu b/l

Hcnonb30BaHue yOaJIEHHBIX CEPBEPOB-MPOTPY3UYMKOB IMO3BOJISIET PAa3TPy3UTh OCHOBHOM

CepBep-MPOrpy34UK MpU OOIBIIOM KOJIUYECTBE MPOrPYKAEMbBIX 0ObEKTOB.

8.9.2.2.2. [ononHuTenbHble CBeAEHUNA

Onucanue napameTposB:

[Mapamertpsr, cienuduunsie aus PMP Distribution Service:

Baagenen - B kadecTBe Bilazenblia JIOKEH HMCIIOJIb30BAaTHCS XOCT B CETH, HA KOTOPOM
YCTAaHOBJICH OIKUCBIBAEMBIN CCpBHC.
Meton mnoakiouyenuss - [IpoTokos IS CBS3M MEXIY JaHHBIM TPOTPY3UHMKOM U
ynpapisieMbiMd  OObektamu. EnumHCTBEeHHOE BO3MOXKHOe 3Hauenue — PMPv2 (Policy
Management Protocolv2).
CereBoii cepBuc - B gannom cnyuyae ykazano nBa mnporokona - IKE u IKE-NAT-
Traversal.
YpoBeHb MNPOTOKOJMPOBAHMSA - 33aJa€T YPOBEHb MPOTOKOIUPOBAHUS COOBITHH.
Bo3MoHBI crienyronye 3HaueHMsI, B MOPSIKE BO3PACTAHUS KOJIMYECTBA MOTCHIIMATBHBIX
MPOTOKOJIUPYEMBIX COOOIIICHHIA:

- 3a0JI0KUpOBaH;

- CoObITHS,

- JleTanpHEBIH,

- OTnagodYHBIi;

- W3 Hactpoek IKE*.

[Ipumeuanue. Ypoenp M3 Hactpoek |KE »sxBuBaneHTen ciydaro, korna YpoBeHb

NPOTOKOJIMPOBaHUs Oy/IeT B3AT U3 COOTBETCTBYOIIMX HacTpoek |KE Proposal.

OCHOBHBIC MOMEHTHI IIpUu CO3AaHUH CEPBEPA-IIPOTPY3UMNKaA:

UTo0B! cepBep-NPOrpy3uMK BBIMOIHSII CBOU (PYHKIIMM HEOOXOAMMO Ha Acenmax, KOTOpbIE
6y,Z[YT 3arpyzkaTtb C HCro HOJ’II/ITI/IKy, IpaBUJILHO YKa3aTb y;[aJ'ICHHBII‘/’I CCPBCP HaA 3aKJIaAKC
Ilapamempui coeounenus.

Ha xocte, Ha KOTOpOM pealr30BaH CEPEBEP-NPOTPY3UHK, HYKHO YKazaThb MapaMmeTp
vpnconfig —set jk HTTP UIR http://<tpn ip>:3118/distributor/, rae <tpn ip> - aapec
cepsepa LIVIL..

KoppekTHo yka3aTh mnapameTpsl 3arpy3ku llomutuku Ha Aeewmax, Kotopwle OynyT

3arpyxatb [lonuTuky ¢ cepBepa-nporpy3uuka.
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8.9.2.3. O6bekTbl SSH Protocol Policy Distribution Service

s mpocmotpa o0wekTtoB SSH Protocol Policy Distribution Service nHeo0xoaumo BBecTH

komaHy OkHo->CepBepbl 1 BEIOpPaTh COOTBETCBYONIUI THIT (M. PrcyHok 81).

LieHTpel CepTudukalsm ] CeTtesble CepBucbl Cepsepb! l HacTpoitku IKE | LeicTena |

Cepsepbl X
Wmsa |Tun /| Bnaneneu l IP Agpec I Onwm I,_‘_I
2 e’ PMP Dist... PMP Distribution ... [ Zastava-MGMT AsTo Mo yMonyaHuio
- B Zastava.. SNMP Server (2 zastava-MGMT AsTo Mo yMon4aHuio
} e‘ Zastava... SSH Protocol Poli.. J Zastava-MGMT AsTo Mo ymon4aHuio
I ™ SSHDist... (SSH Protocol Poli.. i Zastava-MGMT AsTo
5 Zastava... Syslog Server =) Zastava-MGMT AsTo Mo ymonyaHuo
- g} Zastava.. TelnetProtocolP.. [2ff Zastava-MGMT AsTo Mo yMon4aHuio
b eJ Zastava... TFIP Server 2 zastava-MGMT AsTo Mo ymonyaHuio i
3 QJ Zastava... Web Managemen... 2f zastava-MGMT AsTo Mo yMon4aHuio 1

Pucynok 81 — O6wextsl SSH Protocol Policy Distribution Service

8.9.2.3.1. OcHoOBHbIe cBegeHuA

Tun SSH Protocol Policy Distribution Service coaepXuT ONMCaHUS CEPBHUCOB-
IPOrpy3YHKOB, KOTOPbIE MCHOJB3YIOTCS i focTaBku U aktuBauuu JIIIb Ha OObeKTHl ¢ Aeenmamu

CisCO (1 KOTOpBIE MOKHO YKa3bIBaTh [is 3TUX OOBEKTOB Kak YaajeHHble CepBepbl).

B GonbumimHCTBE ciIydaeB B POJIM CepBHCa MPOTPY3KU BRICTYIAET AaHHbIN sk3emiusap L[V (a
umenHo, cepBep TPNDistributor); coorBerctByrommii OObEKT aBTOMATHUSCKH T€HEPUPYETCS HpPHU

co3nanuu b/ u nonoaHUTENHEHOrO KOH(PUTYpUpPOBaHUs HE TpedyeTcsl.
8.9.2.3.2. [lononHuTenbHble cBeAeHUs
OHI/IC&HI/IC apaMeTpoOB:

— Baagenen - B kadecTBe Biajenblia JOJDKEH HCIOJL30BATHCA XOCT B CETH, HA KOTOPOM
YCTaHOBJIEH OIIMCBIBAEMBII CEPBUC;
— Meron mnoakiaoyeHust - IIpoTokon Ui CBSI3M MEXAY JAaHHBIM IPOTPY3YMKOM H

yrpasiseMbiMa O0bekTamu. EnnHCTBEHHOE BO3MOKHOE 3HaueHue - SSH.
8.9.2.4. OO6bBbekTbl Telnet Protocol Policy Distribution Service

Jlns mpocmotpa o6bekroB Telnet Protocol Policy Distribution Service neo6xonumo BBecTH

koMmaHy OkHO->CepBepbl U BEIOPAaTh COOTBETCBYOMIIHIT TUII (cM. PrcyHok 82).
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LleHTpel CepTudmkasm | CeTesble Cepsucol Cepsepbl I HacTpoiiku IKE | Deitcteuna |

Cepsepbl & X
Mnms |Tun IBnaneneu |IPAnpec lOnuuu L‘_l
el PMP Dist... PMP Distribution ... [2}} Zastava-MGMT AsTo Mo yMon4yaHuio
3 Zastava... SNMP Server _"J Zastava-MGMT AsT0 Mo yMon4yaHuio
- @l Zastava.. SSHProtocolPoli... [ Zastava-MGMT AsTo Mo yMOnYaHUIo
- @l SSHDist... SSH Protocol Poli... _"J Zastava-MGMT AsTo
E Zastava... Syslog Server [g) Zastava-MGMT AsTO Mo yMon4yaHuo
: B Zastava... ETeInet Protocol P... : M Zastava-MGMT Mo ymon4yaHuo
= eJ Zastava... TFTP Server |z Zastava-MGMT AsTo Mo yMon4yaHuio il
@J Zastava... Web Managemen... %) zastava-MGMT AsTO Mo ymon4yaHuo |

Pucynok 82 — O6bektol Telnet Protocol Policy Distribution Service

8.9.2.4.1. OCHOBHbIe cBeaeHus
Tunn Telnet Protocol Policy Distribution Service comepXuT omucaHus CEPBHCOB-
MMPpOrpy3unuKoOB, KOTOPBIC HUCIIOJIB3YIOTCA UIA HOCTABKH W aKTUBALIUU JIIIb Ha OOBEKTEI ¢ Acenmamu

CisCO (1 KOTOpBIE MOKHO YKa3bIBaTh [isl 3TUX OOBEKTOB Kak YaajeHHble CepBepbl).

B OosbIIMHCTBE cilyyaes, B poJid CEpBHCA NMPOTPY3KHU BBICTYNAET JaHHBIN sk3emuisip [{VII (a
umenHo, cepBep TPNDistributor); coorBerctByrommii OObEKT aBTOMAaTHYECKH TCHEPUPYETCS TPU

co3manuu b/I.

HeobxoauMo o0Opatuth BHMMaHue Ha 3amuty Telnet-coenmuenus mnpu momomntu IPsec-

TyHHess (cM. onrcanue napamerpa JeiictBue B 1. 8.9.2.4.2).
8.9.2.4.2. [OononHuTernbHble CBeAEHUA
Onucanue napameTposB:

— Baagenen - B kadecTBe Biajenblia JOJDKEH HCIOJL30BATHCA XOCT B CETH, HA KOTOPOM
YCTaHOBJICH ONHUCHIBAEMBIN CCpBUC.

— Mertox mnoakawodenusi - IIpoTokon s CBSI3UW MEXAY JAaHHBIM MPOTPY3UHMKOM H
yrpasisieMbiMu O0bekTamu. EquHCTBEHHOE BO3MOXHOE 3HaueHue — Telnet.

— JeiictBus - Ilockonbky Tpaduk mo mporokony Telnet mepemaercs B OTKPBITOM BHIE,
HE00X0IMMO BKIFOUUTH 3alIUTY JAHHOTO COEAMHEHMS MpHU MmomoIy rnporokona IPsec, T.e.

MOCTaBUTH 715t mapametpa eiicTBue 3HaueHne Encrypt.
8.9.2.5. 0O61BbekTbl Web Management Service

Jlns mpocmotpa oovexToB Web Management Service neo6xomumo BBecT KoMaHny OKHO-

>CepBepbl, BBIOPaTh COOTBETCTBYIONIMIA THIT (cM. PucyHok 83).
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LleHTpe! CepTudukasm | CeTesbie Cepsucsl Cepsepbl HacTpoitku IKE I Oeictena |
Cepsepbi 7 X
Wms Tun " |Bnageney IP Aapec Onum =
: a ava - allag - g ad ava ABTO O O d O
e‘ Zastava... TFTP Server f’;’;'_. Zastava-MGMT AsTo0 Mo yMmonyaHuio
o‘ Zastava... TelnetProtocolP.. [2') Zastava-MGMT AsTo Mo yMonyaHuo
E Zastava... Syslog Server J Zastava-MGMT AsT0 Mo ymonyaHuio
@ SSHDist... SSH Protocol Poli... :’ Zastava-MGMT AsTo |
o‘ Zastava... SSHProtocol Poli... &) zastava-MGMT AsTo Mo yMOnYaHmo
:é Zastava... SNMP Server %) zastava-MGMT AsTo Mo yMOnYaHmo
@ PMP Dist.. PMP Distribution ... :’ Zastava-MGMT AsTo Mo yMonyaHuio ;j

Pucynok 83 — O6bexts Web Management Service
8.9.2.5.1. OcHOBHbIe cBeaeHus

Tun Web Management Service comepXuT OMHMCaHUS CEPBHCOB-TPOTPY3YMKOB, KOTOPBIC

UCTIOJNIE3YIOTCS JIJISl IOCTABKH HAYAJIbHON KOHPUTYpaAIuu AeeHmam.

B GonbuinHCTBE cily4aeB B poJid cepBUCa MPOrPY3KH BBICTYMAET JaHHBIH 3k3eMIutsip [[VII (a
umenHo, cepeep TPNDistributor), coorBerctyromnmii OOBEKT aBTOMAaTHUYECKH T'CHEPUPYETCS TPH

coznanuu b/I.
8.9.2.5.2. lononHuTenbHbIEe CBeAeHus
Onucanue napaMeTposB:
[MapameTpsr, cienuduunsie 111 Web Management Service:

— Baagenen - B kadecTBe Biajienblia JOJDKEH HCIOJL30BATHCA XOCT B CETH, HA KOTOPOM
YCTaHOBJICH OIHUCBIBAEMBIN CCPBUC.

— Meron mnoakiaoyeHust - IIpoTokon Ui CBSI3M MEXAY JAaHHBIM IIPOTPY3YMKOM H
ynpasiseMbiMu O0bekramu. EnuHCTBEHHOE BO3MOXKHOE 3HavueHume — Secure Hypertext
Transfer Protocol.

— CeteBoii cepBUC — B JaHHOM ciy4ae https, 3HaueHHE MOXKHO BHIOpATh M3 BBINAIAOLIETO
CITHCKA.

— JleiictBusi - ITockonbky Tpaduk mo mpotokony https mepemaercs B 3aKphITOM BHIIE,
MOXKHO YyOpaTh 3ammry mo npotokony IPsec, T.e. mocraBuTh ans mapamerpa JeiicTBue

3Hauenue Pass. CMm. taxxe . 8.9.1.

8.9.3. Tpokcu-CepBepbl

Tun IIPOKCHU-CEPBEPOB COACPKUT ONMCAHUA ProXy-CepBEpOB MIJIsI pPa3HBIX IIPOTOKOJIOB

(HTTP, FTP u t.11.). DT proxy-cepseps! BxousT B cocraB 34CTABA-Oguc n, npu He0OXOIUMOCTH,
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MOTYT  HWCHOJB30BAaThCA  JUIA  JIOTIOJIHUTENIFHOW  WHTEIUIEKTyalbHOW  00paboTku  Tpaduka.
Kondurypuposanue proxy-cepBepoB NpoOU3BOIUTCS EHTPAIN30BaHHO — uepe3 L{VI].
Jns  KOHOUIypUpOBaHMsI  OIpPEIENIEHHOIO  ProXy-ceppepa  HEOOXOAMMO  cO31aTh

COOTBETCTBYIOIIICC OIIMCAHUEC B HY)KHOﬁ IMaIlKC U YKa3aTb:

— uHpopmanuto mns [[VII (O6wbext [lonuTuku, Ha KOTOPOM YCTAaHOBIICH Proxy-cepBep,
napameTpsl ciIyKeOHOro coeuHeHus Mexay [[VII u proxy-cepBepoM: IPOTOKOJ, UMS U
apoJib);

— mapameTpsl A KOHQUTYpUPOBAaHHUS CaMOTr0 Proxy-cepsepa (MCHOIb3yeMblid TIOPT, BpeMs

KHU3HHU CECCUU, AYTCHTU(DUKALMS U T.I1.).
8.9.3.1. O6wme HACTPOUKMU ANA Proxy-cepBepon

Tun IpokcH coaepXUT onucaHus Proxy-cepepoB i pasHbix npotokonoB (HTTP, FTP u

T.I.). Bce mporokosasl uMeroT kak obOmue mapamerpsl (cM. Tabmuma 37), Tak W JOMOTHUTEIBHBIC

apaMeTpsbl.

Tabmuma 37 — O0mue HaCTPOMKH JJIst PrOXY-cepBepoB

I[MapameTtp 3HaueHHe
Hms cm. 1. 8.9.1.
Buajenen cm. . 8.9.1.
B kauecTBe Bia/ieNblia J0KHbI HCIIOJIB30BATHCS TOIBKO Te OObeKThI [10IUTHKH,
Ha KOTOPBIX YCTAHOBJIEHBI A2enmbl, TIOANEpKuBaromue Proxy.
IP-agpec cm. 1. 8.9.1.
YupasisieMblii cm. . 8.9.1.

MeToa nporpysku,
HNms noab3oBartes,
ITaposas nosab3oBarteis

ITapameTpsl 1151 yCTaHOBJIEHUS COETMHEHU Mexay L[V v nanHbIM Proxy-
cepepoM mpu aktuBauuu ['TIb.

B kauecTBe METOI0B POrpy3Ku MOKHO BbiIOMpaTh SSH wiu Telnet (wactpoiika
JaHHBIX METOJIOB HOAKIIOYEHHUS CO CTOPOHBI ProXy-cepBepa J0KHA OBITh
BBIMTOJTHEHA TaTHBIMU cpencTBaMu OC).

Bpems xu3Hu ceccuun

[Ipu OTCYTCTBHM aKTHBHOCTH CO CTOPOHBI KIIMEHTA B TEUCHUE JJAHHOTO BPEMEHH
TEKYyILasi CECCHUsl C KIIMEHTOM OY/IeT 3aKpbITa ProXy-cepBepoM (T.e. IpH
MOBTOPHOM OOpallleHNH KIUEHTY MPHUIETCS IPOXOIUTh TOBTOPHYIO
AyTEHTU(PHUKAIHIO).

Bpewms 3agaeTcs B ceKyHIax.

IHopT mpokcn

TCP/UDP-nopr, Ha KOTOpOM ProXy-cepsep OyneT o0CIyKUBaTh IIOCTYAFOIIHE
3aIpoChl KIIMEHTOB.

Jauuerii mapameTp OyaeT TakKe UCIONIb30BaThes L[ VI mutst co3Manus HY >KHBIX
TEXHOJIOTHYECKUX TpaBmi (moxpobHee cM. 1. 8.1.1.2).

Cucrema
MPOTOKOJUPOBAHUS
(X MOXeET OBITh
HECKOJIBKO W He OBITh
BOOOIIIE)

Proxy-cepsep mo3BossieT perucTpupoBaTh MPOUCXOIAIINE [HA HEM | COOBITHS €
UCTIONIb30BAaHHUEM CIICYIOLIUX METOIOB®:

OmnepanuoHHas cucTeMa: COOOIICHNS 3aMUCHIBAIOTCS B CTAHAAPTHBIHN KypHAIT
npotokosia OC KoMIbploTepa, HA KOTOPOM 3aIylieH Proxy-cepsep (B ciayuae OC
Windows sto 6yzer Application Log)

SNMP: o kaxnomy cobsituto orceuiaercs SNMP-tpan Ha Baemanit SNMP-
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ITapametp 3HadeHne

cepsep
KoHcosb: coobuieHns BBIBOAATCS B OKHO KOHCOJIM, U3 KOTOPOH 3aIlyIleH JaHHBINA
proxy-cepsep. JlaHHBIN BapHaHT BO3MOKEH TOJIBKO IIPU 3aIlycKe ProXy-cepsepa
BPYYHYIO B «KOHCOJILHOM PEKUME» (C KITI0YOM —d).
[Tpumedanue. * - MOXHO HCIIOIB30BATH J1F0OYI0 KOMOUHAYUIO TIPUBEACHHBIX
BBIIIIE CUCTEM IPOTOKOIUPOBAHMS, BKIIIOUAS] OMCYMCMEUE NPOMOKOIUPOBAHUS]
6006uye. JlonmyckaeTcs TaKkKe YKa3aHUE HeCKOIbKUX OOUHAKOBbIX CUCTEM
MPOTOKOIUpPOBaHus (Hanpumep, Bl xoTuTte ykazath Heckoiabko SNMP-cepepos,
Ha KOTOpbIe HY>KHO oTnpaBiate SNMP-tparsr).
Hns noGaBneHus/yaaneHus: CHCTEM MPOTOKOIUPOBAHUS HAZ0 BHIOpATh
COOTBETCTBYIOIIIE KOMaHAH! ([l00aBUTh, Y 1aINTh) U3 KOHTEKCTHOTO MEHIO.

Yposens 3agaer ypoBeHb MPOTOKOIMPOBAHUS COOBITHI.

NMPOTOKOJTUPOBAHUHA Bo3MokHEI ciieyronye 3Ha4eHus], B IIOPSIAKE BO3PACTAHUS KOJIUYECTBA

(m71s1 KOHKPETHOHM CUCTEMBI | TOTEHIUAIBHBIX IPOTOKOIUPYEMBIX COOOLICHUIA:

MPOTOKOJIMPOBAHHUS) 3a610KkupoOBaH*
CoObITHS
JeTanbHbIH
OTtaanouHbIi

[Ipumedanue. * - YpoBeHb 3a6JI0KHPOBAaH YKBUBAJICHTEH CIIy4al0, KOT/Ia TaHHas
Cucrema IpoTOKOJIMPOBAHMS BOOOIIE OTCYTCTBYET B IEPEBE apaMETPOB.

KoaupoBka coo01enuii

(1711 KOHKPETHOM CUCTEMBI
MIPOTOKOJIUPOBAHNSA)

3aaeT KOJUPOBKY PYCCKUX OYKB, KOTOpAs HCIOJIB3YETCS B IIPOTOKOIUPYEMBIX
COOOIIEHUAX:

KOI8-R
ASCII (koaupoBKa 10 yMOJTYAHHUIO)
CP1251 (pekomenayetcs mist proxy-cepsepos mox OC Windows)

CP866 (pexoMemnmyercs mpH 3amycke Proxy-cepsepa mox OC Windows B
KOHCOJILHOM PEXHME)

Anpec SNMP-Cepsepa
(TOMBKO IS CHCTEMBI

IIPOTOKOJIMPOBAHUA
SNMP)

IP-anpec SNMP-cepBepa, Ha KoTOpBIH OyayT oTchuiaThest SNMP-Tparibt o
MIPOTOKOJUPYEMBIX COOBITHSX.

IMapoas SNMP Cepgrepa

(TOMBKO IS CHCTEMBI
MPOTOKOJIUPOBAHUS
SNMP)

Community name (umst coo0riiecTBa), KOTOPOe OYAET yKa3aHO B OTCHIIAEMBIX
SNMP-tpanax.

AyTeHTHDHKATMA

Meton ayTeHTU(DUKAIMN KIMEHTOB, KOTOPBIH OyIeT UCIOIb30BaThCS ProXY-
cepBepoM. Bo3moxkHbIe 3HaUEHUS™:

Cucremuasn: cpeactsamMu OC KOMIBIOTEPA, Ha KOTOPOM 3aIyLIEH JaHHBIN Proxy-
cepsep. T.e., npu oOpaleHnn KIMEHTa K ProxXy-cepBepy NpHUciIaHHas
uHpopMalus (JJOruH/maposis) OyaeT oTnpasieHa Ha nposepky OC.

Radius: npu nomornu Baemsaero RADIUS-cepsepa. T.e. nmpu oOparieHin
KIJIMEHTa K ProXy-cepBepy npucianHas nHpopMauus (JIOruH/mapons) OyneT
ormnpasieHa Ha npoBepky RADIUS-cepsepy.

JlokanbHas: IpU MOMOILY TEKCTOBOTO (aiina (Ha KoMIbloTepe Proxy-cepaepa),
coJiepKaIiero mapsl Buaa «<jgorua>=<MD5-xemn mapoms>.

RADIUS ceprep

(TONBKO IS
ayrentudukanuu Radius)

IP-anpec RADIUS-cepBepa (cM. mapamerp AyTeHTHPUKALHS).

CexkpeTHbIH KII0Y

IMaponp mist noctyna k RADIUS-cepBepy (cM. mapamerp AyTeHTH(HHKALHS).
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IMapamerp

3HaueHHe

(TONMBKO IS
ayrentudukanmu Radius)

Proxy-cepsep momkeH OyIeT MpeabsBISITh TOT Hapoib IPH KaKIOM 0OpaIieHnu
k RADIUS-cepgepy.

HopT
(TONBKO IS
ayrentudukanmu Radius)

Howmep nopta mis gocryna k RADIUS-ceprepy (cMm. mapametp
AyTeHTH)HKALHS).

HNwms daiina
(TONBKO IS

Nms TexcToBOTO (haitna ¢ ayTeHTUDUKAITMOHHON HH(OpMAIUEH 0 KITMeHTaX
proxy-cepBepa B Buzie nap «<jaorua>=<MD5-xemm mapost>» (cM. mapameTp

ayTeHTH(pUKALUH Aytentudukanus). [lo ymomuanuro nms daiina — "passwd".

JlokanbHas) [Ipumeuanune. MDS-xemn oT CTpOKH MOKHO BBIYHCIHUTb, K TPAMEPY, IIPH TTOMOIIN
YTHINTH icv_writer, Bxomsmel B coctaB Aeenmos Bepenii 6.0 u oime.

3axmanka JII1F HanHas 3aknanka cogeput JiokaneHyto Ilonmutuky be3omacHocty,

OTTPaHCIUPOBAHHYIO IJIsl TaHHOTO ProXy-cepBepa.
[o ¢pyHKIMOHANBHOCTH 3Ta 3aKia/IKa aHAJIOTMYHA OTHOMMEHHOMN 3aKJIaJIKe B
cBoiicTBax ynpasisieMbix O0bekToB (Ynpasienue—>JIIB).

3aknagka Yoanennwii
cepesep

B ta6nuie Y nanennnie CepBepsbl IIpy MOMOIIM KHOTIOK JOOABISIOTCS U
YAAISIOTCS YIIPABISIONINE CePBEPHI (T.€. dK3eMIuLsipbl L[ VI]), ¢ KOTophIX OyneT
MIPOBOIUTHCS KOH(GUTYpHPOBaHKE TAHHOTO PrOXY-cepBepa.

OcoOenHocTu nHTEpdEiica JaHHOTO OKHA onrcaHbl B 1. 8.1.1.2.

8.9.3.2. O6bBbekTbl FTP Proxy Server

Hns mpocmorpa OOwvexkTtoB FTP Proxy Server neo6xommmo BBectn KomaHay OKHo-

>CepBepbl H BbIOpaTh COOTBEeTCTBYIOIIMI THI (cM. PricyHok 84).

LleHTpb! CepTudukaiym | Cetesble CepBuchl Cepsepbl I HacTpoitku IKE I [OeicTena I
Cepsepb! 5 X
Mg ITnn X I Bnaaeney I IP Aapec | Onwm l;l
~- gl SSHDist... SSH Protocol Poli... _"J Zastava-MGMT AsTo
@' Zastava.. SSHProtocol Poli... [ Zastava-MGMT Asto Mo yMonYaHuo
@ Zastava... SNMP Server _"_| Zastava-MGMT AsTo Mo ymonyaHuio
@ PMP Dist... PMP Distribution ... [2J Zastava-MGMT AsTo Mo yMONYaHHIo
@' Zastava.. PMP Distribution ... [2 Zastava-MGMT AsTo Mo yMOnYaHuio
eJ Zastava... Microsoft Agent ... (&) zastava-MGMT AsTo Mo yMonyaHuo
:FTP Proxy Server EE Zastava-MGMT Mo ymon4aHuo, Ynpasns...
ej Zastava... CheckPointMan... [ Zastava-MGMT AsTo Mo yMonYaHuo e

Pucynok 84 — O6wextol FTP Proxy Server
8.9.3.2.1. OcHOBHbIe cBeaeHus

Tun FTP Proxy Server conepxxut onucanus proxy-cepsepos i npotokona FTP, koropsrii
SBJISIETCA CTAaHIAPTHBIM IPOTOKOJOM Mepenadn QaiinmoB B cetu MurepHer. Hike mnepeuucieHs!

HEKOTOPBIE 33J1a4, KOTOPbIE MOXKET BhIOIHATH F TP proxy-cepsep:

JOTIOJTHUTEIbHAS ~ ayTeHTH(UKAIMS TOJh30BaTeNied Ha OCHOBAaHWUU  CIEIYIONIUX

Mexanu3mMoB ayreHtupukanun: RADIUS, cucremnas (cpenctBamu OC KOMITbIOTEpa),

JoKalibHas (py moMouIu (aiina ¢ xemamu naposeil);
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—  (unbTpanms 3ampocoB mojb3oBarened Ha ocHoBaHuM |P-ampeca wnm umenu FTP-

cepBepa, K KOTOPOMY HJIET OOpallieHue;

—  (unbpTpanus myTeM 3ampera onpeeNeHHbIX KoMaH I poTokona FTP (mampumep, 3ampet

komaH 11 Upload);

—  YJaJeHHE WIM 3aMEHa IPOU3BOJIbHBIX MOJIEH B 3anpocax Kk FTP-cepsepam.

8.9.3.2.2. [ononHuTenbHble CBeAeHUNA

Omnwucanus mapameTpoB, OOLIUX AJIsi BCeX ProxXy-cepBepoB, npuseneHs! B 1. 8.9.3.1.

[Tapametpsl, cienuduansie ayis FTP proxy-cepeepoB, mpuBeICHBI HUXKE:

8.9.3.2.2.1.

3aknadka Ftp, noddepeso Aemopu3sayus

[lonnepeBo Aeémopuzayus COACPXKUT HAOOp MpaBWJ AJIS aBTOPU3ALUU KIUEHTOB Proxy-

cepBepa.

B rtabmune (cm. Tabmuna 38) mepedrciaeHbl MMEHAa W 3HadeHUs Kiroued. [t kimroueid,

AOIMYCKAIOMIUX Pa3HYKO MHOXXCECTBCHHOCTb, OHa YKa3aHa B KBaAPATHBIX ckoOkax. Takue KiIrO4H

CO3aI0TCsI/yaNAI0TCs IpU oMoInu komaua J[o6aBuTh/Y 1aauTh U3 KOHTEKCTHOTO MEHIO.

Tabmuna 38 — Onucanue napaMeTpoB ABTOPHU3AIIH

Karou

Onucanue

IIpaBuio [0..%]

[TpaBuio — 3T0 KOHTEHHED, COACPIKAINN QUIBTPHI, IO KOTOPBIM MIPOBOJUTCS
NPUHSTHE PelIeHus 00 aBTOpU3alK KIMEHTOB ProxXy-cepsepa. [Ipu HeoOxoaumocTH,
B KOJIOHKE 3Ha4YeHHe MOKHO BBECTH MM ITpaBUIa.

Hmsa Joruna

Jlorun, 1yia koToporo Oyzaer cpabaThIBaTh JAHHOE MPABUIIO

Yposenn CreneHb MoApOOHOCTH COOOIICHHM, 3aITMChIBAEMBIX B JIOT PrOXY-cepBepa npu
NMPOTOKOJUPOBAHUS | CpadaTbIBAHUYU JAHHOTO MIPaBUIIA
HeiicTBue Bo3MoxHbIE 3HaUEHUS:

Pa3zpemuth — pa3pemuTh KIMEHTY JOCTYII K 3alpaliiBaeMoMy pecypcy.

COpocuThb — 3anpeTuTh KIMEHTY AOCTYII U COPOCHTH TEKYILIEE COCTOSIHUE
aBTOpHU3AIIUH JIJIS JAHHOTO KIIMEHTA.

OTka3aTh — 3aIPETUTH KIMEHTY JOCTYII K 3alpaninBaeMoMy pecypcy

Ouabtp [0..%]

3amaeT Mpu3HaKH, 10 KOTOPEIM OyIeT cpabaThiBaTh JAHHOE MPABUIIO:

@OUWILTPOBATH MO — MOJIE B 3aMTPOCE KIMEHTA, TI0 KOTOPOMY MPOBOJUTE (BHIIBTPALIHIO:
— Hms xocra/lIP-agpec — k kakomy FTP-cepBepy uzaer oOpaienue;

— Ilopt — 1o KaKOMy TIOPTY HJAET OOpaICHHE.

Tun BeIpaskeHus1 — popMar, B KOTOPOM OyIeT BBOAUTKLCS CTpoKa GUabTpaiiuu
(MOYKHO MCHOJIB30BATh ITPOCTHIE IIA0JIOHBI/IIIA0IOHB! YYBCTBUTEIbHBIC PETUCTPY WITH,

npy HEOOXOAMMOCTH — PETYJISIPHBIC BBIPAXKEHUS/ PEryJIIPHbIC BEIPAKECHHS
YYBCTBUTENBHBIE K PETHCTPY).

Bbipa:keHue — 3HaUeHHE CTPOKH GMIBTPALINN

8.9.3.2.2.2.

3aknadka Ftp, noddepeso O6pabomka

[MoxnepeBo Obpabomxa COAEPKUT HAOOp MpaBui Ui OOpabOTKM KIMEHTCKUX 3alpOCOB,

HPOXOJSIIUX Yepe3 Proxy-ceppep (Moapa3yMeBaeTCs, YTO 3alpoc Y)Ke MPOIIENT Tar aBTOPH3AIINH).

[Ton «06paboTKOI» MOHUMAETCS yAaJleHUuE W/IIIK 3aMeHa OIpe/IeJICHHBIX MOJIeH B 3ampoce.
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B rtabmune (cm. Tabmuna 39) mepedwcieHbl MMEHA W 3HAUeHUs Kirouei. [ kimroueid,

JOIMYCKArOMUX pasHyrd MHOXCCTBCHHOCTb, OHAa YKa3aHa B KBaApPATHBIX ckoOkax. Takue Kiro4uu

CO3JAI0TCS/yIAISIOTCS pU ToMOIH KoMaH 1 J{o6aBuTh/Y 1aJduTh U3 KOHTEKCTHOT'O MEHIO.

1) Ecmn napamerpa O6padorka HET B JIEpEBE, TO €r0 HEOOXOAUMO CO3/1aTh, IOMECTHB KypCoOp

Ha CBOOOJHOE MECTO M HCIONb3ys KomaHabl JlodaBuThb—> O0padoTka M3 KOHTEKCTHOTO

MCHIO.

Ta6muma 39 — Onucanue nmapameTpoB 00pabOTKH KIMEHTCKUX 3alPOCOB

Kiarou

Onucanune

IIpaBuiio ynajnenus

[0.*]

Kownreitaep, copeprxamtuii GUIbTphI, 0 KOTOPBIM OYAET yIAISIThCA WH(GOPMAITHS U3
3arpocoB KIHEHTOB. [Ipr HE0OXOAMMOCTH, B KOJIOHKE 3HAYEHUEe MOYKHO BBECTH HMS
MpaBuJIa.

HWma goruna [0..1]

Jlorun, nyg kotoporo OyzaeTr cpabaThIBaTh JAHHOE IPABUIIO

YpoBenb
MPOTOKOJUPOBAHUS

[0..1]

CreneHb TOAPOOHOCTH COOOIICHHI, 3aTICHIBAEMBIX B JIOT ProXy-cepBepa Mnpu
cpabaThIBaHUH TAaHHOTO TIPaBUIIA

OuabTp [1..%]

(mnst IpaBuma
yIaneHus)

3aaeT 3JeMEHTHI («OIIMHY) 3aMPoca, KOTOPhIE MOTYT ObITh yIaJICHBI.
IpuMeHHTH K — TUII yIASIEMOT0 JIeMeHTa (€JMHCTBEHHOE 3HaYeHHE — Omium)
Hmst oy — UM 3JIEMEHTa, KOTOPBI MOXKET OBITh yIajIcH

Tun BpipaskeHus — Gopmar, B KOTOpoM OyIeT BBOAUTHCS CTPOKA MOKCKA (MOKHO
WCTIOTB30BaTh MMPOCTHIC MIA0IOHBI WX, TP HEOOXOIUMOCTH — PETYIISIPHEIE
BBIpaKCHUS)

BripaxeHnue — 3HaUeHUE CTPOKHU MOUCKa. Eciii ykazaHHOE BbIpaXKEHUE HAWIEHO B
YKa3aHHOW OMIINH, TO JTaHHAS OMIUs OyAeT yJaaieHa.

IIpaBuJio 3amMeHbI

[0..*]

Konreitnep, cogepxamuii GUIbTPHL, MO0 KOTOPBIM OYAET IPOBOANUTHCS 3aMeHa
MH(OPMaIMK B 3a1pocax KIMEeHTOB. [Ipn Heo0X0MMOCTH, B KOJIOHKE 3HAUeHU e
MOKHO BBECTH UM IPaBUJIA.

ITapameTrps! UMst JIOTMHA 1 YPOBEHb NPOTOKOJIMPOBAHUSA AHAJIOTUYHBI
OJIHOMMEHHBIM napaMeTpam u3 IlpaBuil ynajieHus.

HWma goruna [0..1]

Jlorun, nyia koToporo OyzaeTr cpabaThIBaTh JAHHOE MPABUIIO

Yposenb
MPOTOKOJHUPOBAHUS

[0..1]

CreneHb TOAPOOHOCTH COOOIIEHH, 3aTIMCHIBAEMBIX B JIOT ProXy-cepBepa mnpu
cpabaThIBaHUH JTAHHOTO TIPaBUIIA

OuabTtp [1..%]
(mnst IpaBuma

3anaeT OJICMCHTEI (((OHI_II/II/I») 3arpoca, B KOTOPbIX MOXKET OBITH MMPpOBCJACHA 3aMCHaA.
HpHMeHI/ITb K — TUII aHAJIM3UPYEMOT'O 3JIEMECHTA (e,Z[I/IHCTBGHHoe 3HA4YCHUC — OH].IHI/I)

3aMEHBI) HNms onuum — uMs 3J1eMEHTa, B KOTOPOM MOXKET OBITh TPOBE/IeHa 3aMEHa
Tun BpipakeHus1 — popmar, B KOTOpOM Oy/IeT BBOAUTHCS CTPOKA MOKCKA (MOKHO
MCIIOJIB30BaTh MPOCTHIE IAOJIOHBI WIIH, TPU HEOOXOAUMOCTH — PEryJIsipHbIE
BBIPaKCHUSA)
W3 — 3HaueHne CTpOKU MOUCKa
B — 3HaueHue, Ha KOTOpoe OyAeT 3aMEeHEH HalAeHHbII OJIOK TeKcTa
8.9.3.3. O61bekTbl HTTP Proxy Server

Hns mpocmoTtpa O6wexktoB HTTP Proxy Server neo6xommmo BBectH kKomaHay OKHO-

>CepBepbl U BEIOPATh COOTBETCTBYIOIIKI TUTI (cM. PrcyHok 85).
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LleHTpb! CepTudmkaym I CeTesbie CepBucol Cepsepbl I HacTpoitku IKE I Oeiictena I

Cepsepbi 7 X
Mms ITun " | Bnageneu |IP Anpec Onwm -~
- gl Zastava.. SSH Protocol Poli... ;"_I Zastava-MGMT AsTo Mo ymonyaHuo
:é, Zastava... SNMP Server ;"J Zastava-MGMT AsTo Mo ymonyaHuio
e’ PMP Dist... PMP Distribution ... _"J Zastava-MGMT AsT0 Mo yMonyaHuo
9’ Zastava... PMP Distribution ... _“J Zastava-MGMT AsT0 Mo ymonyaHuio
9’ Zastava... Microsoft Agent ... ) zastava-MGMT AsTo Mo yMon4aHuo
: : Mo ymon4anuio, Ynpaens...
: -{% FTP Proxy FTP Proxy Server f';'-ﬂ Zastava-MGMT AsT0 Mo ymonuaHuo, Ynpasnsa...
@l Zastava.. Check PointMan... ;"_I Zastava-MGMT AsTo Mo yMonYaHmuo v

Pucynoxk 85 — O6wextet HTTP Proxy Server

8.9.3.3.1. OcHoBHbIe cBegeHuA

Tun HTTP Proxy Server comepxuT ommcanue Proxy-cepsepoB mis nporokosna HTTP,
KOTOPBIN SIBJIICTCSI CTAHAAPTHBIM IPOTOKOJIOM TIEpellayd THIEPTEKCTOBOW HH(OPMAIMU B CETH

HuTepHer. Hiske nepeynciienbl HEKOTOPhIE 3a/1a4u, KOTOpbIe MOXeT BbIonHATs HT TP proxy-cepsep:

— JIOTIOJIHATEIbHAS ~ ayTCHTH(HKAIUS  TOJh30BaTeNICH HAa OCHOBAHWU  CIICIYIOIIHUX
Mexanu3moB ayteHTuukanuu: RADIUS, cucremuas (cpeactBamu OC kommbioTepa),
JoKanbHast (py momMon (aiina ¢ xenaMu naposeii);

— (unpTpanus 3anpocos moiib3oBareneit Ha ocHoBanuu URL, IP-aapeca nimm umenn HTTP-
cepBepa, K KOTOpOMY HJIET 0OpalieHue;

— yJaJIeHWe WY 3aMeHa MPOU3BOJIbHBIX mojieit B HT TP-nakerax;

— yJaJICHHWE WX 3aMeHa MPOU3BOJIbHBIX 0J10KOB TekcTta B HT TP-nakerax.

8.9.3.3.2. [JononHuTtesnbHbIE CBeAEHUSA
Omnwucanus mapamMeTpoB, OOIUX AJIst BCeX ProxXy-cepBepoB, npuBeneHs! B 1. 8.9.3.1.
[Tapametpsl, cnenuduunsie 11st HT TP proxy-cepepoB, IpuUBEAEHBI HIDKE.

8.9.3.3.2.1. 3aknadka lNapamempbi cOeOUHeHUs

3aknaaka Ilapamempur coedunenusi coaepxut mnapamerp KoaupoBka crpaHun mo
YMOJIYAHMIO, ONPEACISIONINNA KOJMPOBKY CUMBOJIOB, KOTOPbIE OYAYyT MCIOIB30BATHCS MPH MOMCKE U
bunbTpauM MO TEKCTy B moiy4yaembix kiaueHTamMu HTTP-ctpanumax. Bo3MmokHble 3HaueHUSs:

Windows-1251, KOI8-R, UTF-8.
8.9.3.3.2.2.  3aknadka Http, no0depeeo Aemopu3ayusi

[MonnepeBo Aeémopuzayus COACPNKUT HAOOp MpaBWI A aBTOPHU3AIMU KIUEHTOB Proxy-

cepsepa (cm. 1. 8.9.3.2.2.1).
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s kirouel, MOMYCKAIIUX pa3Hyl0 MHOXKECTBEHHOCTb, OHA YKa3aHa B KBaJpPaTHBIX
ckoOkax. Ciieryer MpUHITH BO BHUMAaHKE, 4TO K04 PUIBTP COACPKUT JTOMOTHUTEILHBIC TPU3HAKH,
Mo KOTOpeIM Oyner cpabarbiBath gaHHoe mpaBwio: URL (agpec pecypca, K KOTOpoMy HIET

obparmenue) u Metoa (nosie merona B HT TP-makere).

Takue KITIOYM CO3MAIOTCS/YOANAIOTCS TpU Momomu KomaHa Jlo6aBUTH/YaaauTs wu3

KOHTCKCTHOI'O MCHIO.
8.9.3.3.2.3.  3aknadka Http, noddepeeo O6pabomka

[TognepeBo Obpabomxa conep uT HAOOP MpaBuUil s 00pabOTKH KIIMEHTCKUX 3arpOCoB,
IPOXOJALINX Yepe3 Proxy-ceprep (Mmoapa3yMeBaeTcs, YTO 3aIpOC yXKe MPOIIET ATAIll aBTOPU3ALIUH).

[Tox «0OpaboTKOI» MOHUMAETCs yaaleHHE W/WIIA 3aMeHa OTPEICTICHHBIX TOJIeH B 3a1poce.
[Tapamerpsl, cienuduansie ;s HT TP Proxy Server:

—  @uibtp [1..*] (ans IpaBuiaa ynanenusi) - 3agaeT 3JIEMEHTHI («OMIMK») 3ampoca,
KOTOpBIE MOTYT OBITH yaaneHbl. [IpUMeHUTDh K — TUI YAAIIeMOTO 2JIEMEHTa,

—  Omnmum — nons B 3aroioBke HTTP-nmakera; UmMsi onmmum — UMs 3J€MEHTa, KOTOPBIN
MOXeT ObITh yaaneH (ToJbKo st Onmiuid);

— Tun BbIpa:kenust — ¢opMar, B KOTOPOM OyJeT BBOAHUTHCS CTPOKA MOUCKA (MOKHO
UCIIOJIb30BaTh MPOCTHIE MIA0IOHBI UITH, TP HEOOXOAUMOCTH — PETYISPHBIC BBIPAKECHHUS );

- Bblpame}me — 3HAYCHUC CTPOKHU ITONCKA.

Ecmu YKa3aHHOC€ BBIPAKCHUC HalJIEHO B YKa3aHHOM 3JICMCHTE, TO OJIOK TEKCTa C YKa3aHHbIM

BBIPOKEHHEM OYJIET yajeH.

IpaBuno 3amensnt [0..*] - Cm. m. 8.9.3.2.2.1. ITapamerpsl Ums1 JloruHa U YpoBeHb
NPOTOKOJHPOBAHMSA AHAJIOTUYHBI OJJHOUMEHHBIM napamerpaM u3 [lpaBua ynanenus.
—  O@uabtp [1..*] (s IpaBuia 3ameHbl) - 3agaeT 3JEMEHTHI («OIIMHMY») 3ampoca, B
KOTOPBIX MOKET OBbITh MPOBE/ICHA 3aMEHa.
— IIpuMeHUTH K — TUI AaHATU3UPYEMOTO 3JIEMEHTA:
— Onuwmu — nons B 3arosioBke HT TP-nakera;
— HWmsa onuMm — uMMs 3J€MEHTa, B KOTOPOM MOKET ObITh MpPOBEACHA 3aMEHa
(Tonbko JuIst Onmumii);
— Tun BbIpakenust — ¢opmar, B KOTOPOM OyJeT BBOAUTHCS CTPOKa MOUCKA (MOKHO
MCIIOJIb30BaTh MPOCTHIE MIA0IOHBI UITH, TP HEOOXOAUMOCTH — PETYJISPHBIE BBIPAXKECHHUS);
— W3 —3HadeHne CTPOKHU MOUCKA;

— B —3HaueHue, Ha KOTOpoe Oy/IeT 3aMEHEH HalIeHHBINH OJIOK TEKCTa.
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1 ) B nekotopeix ciywasx, xorma HTTP-cepsep mnoceuiaer MH(OpMaUMio B 3aKOJMPOBAHHOM
(ynakoBaHHOM) BUJ€, ONEpaliyl yAajJeHHs/3aMeHbl MOTYT He pabotars. Hampumep, 3T0 Oyzmer
HaOmoatees Toraa, korga B http-orsere (oT cepmepa) mpucyrcrByer mosie: / Content-
Encoding: gzip /.

Oty mpoliieMy MOXHO pPEUINTh, JO0OaBUB BPYYHYIO B KOH(UIYpalHio HpPOKCH-cepBepa (B
CEKIHIO <Process>) cieAyromnuii GuibTp:

<replace>
<option from="*" masktype="wild" name="Accept-Encoding" to=""/>
</replace>

Hannbiii puisTp yaamut ommuto Accept-Encoding B http-zanpoce kimeHTa, O3TOMY CepBeEp
IPHIIUIET CTPAHMILY B HE3aKOAUPOBAHHOM BHJIE.

8.9.3.4. OOGwBekTbl SMTP Proxy Server

Jis mpocmotpa OO6bekToB SMTP Proxy Server neo6xomumo BBecTH kKoMaHay OKHO-

>CepBepbl U BEIOPATh COOTBETCTBYIOIIKH TUII (cM. PrcyHok 86).

LieHTpb! CepTudukaym l CeTesble Cepsuchl Cepsepbl | HacTpoitku IKE | Oencteua |

Cepsepbl & X
Mg ITun X IBnaneneu |IP Anpec l Onwm -
3 Zastava.. SNMP Server % zastava-MGMT AsTo Mo yMONYaH!io
> Mo ymonyaHuio, Ynpasns...
;- @l PMP Dist... PMP Distribution ... 2 Zastava-MGMT AsTo Mo yMONYaHuio
@ Zastava.. PMP Distribution ... _"J Zastava-MGMT AsTo Mo ymonyaHuo
@' Zastava.. Microsoft Agent ... [2J Zastava-MGMT AsTo Mo yMonYaHWo
9:9 Http Proxy HTTP Proxy Server |2 Zastava-MGMT AsTo Mo ymonyaHuio, Ynpasns...
<?"¢ FTP Proxy FTP Proxy Server ) zastava-MGMT AsTo Mo ymonyanuio, Ynpasns...
oj Zastava... Check PointMan... _"J Zastava-MGMT AsTO Mo yMonyaHuo b

Pucynok 86 — O6bextsr SMTP Proxy Server
8.9.3.4.1. OcHOBHbIe cBeaeHus

Tun SMTP Proxy Server conmepuT ommcaHus Proxy-cepsepoB ansi mnporokoisa SMTP,
KOTOPBI SIBIISI€TCSI CTaHJIAPTHBIM IPOTOKOJIOM IEpefayd 3JIeKTPOHHOM mouTel B ceTh MHTepHer.

Hwxe nmepedncieHsl HEKOTOPBIC 3371a9d, KOTOPBIE MOKET BRIMOTHITE SMTP proxy-cepsep:

—  JIONIOJIHUTEJIbHAS ~ayTeHTU(UKALWS TOJh30BaTeIeH HAa OCHOBAHWH  CIICIYIOIIHX
Mexanu3moB ayteHTuukaruu: RADIUS, cuctemuas (cpeactBamu OC KOMIBIOTEpA),
JoKaipHas (TIpy MOMOIIH (aiiia ¢ XeramMu naposei);

—  yJaJeHHe WIH 3aMEHAa MIPOU3BOJBHBIX MOJIEH B 3ar0JIOBKAX IHCEM;

—  YAAJICHHUC UJIK 3aMCHA IMPOU3BOJIbHBIX OJIOKOB TEKCTa B TeJIaX IHICEM.

8.9.3.4.2. [ononHuTenbHble cBeAEeHUs

Omnwucanus mapamMeTpoB, OOIUX JJIst BCeX ProxXy-cepBepos, npuBeneHs! B 1. 8.9.3.1.

[Tapamerpsl, cienuduunsie 1711 SMTP proxy-cepBepoB, IpUBEACHbBI HUXKE.
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8.9.3.4.2.1. 3aknadka Smtp, noddepeeo Aemopu3ayus

[lonnepeBo Aeémopusayus COAEPXKUT HAOOp MpaBWJl A aBTOPU3ALMU KIUEHTOB Proxy-

cepsepa (cm. 1. 8.9.3.2.2.1).

8.9.3.4.2.2. 3aknadka Smtp, noddepeso Ob6pabomka

[TognepeBo Obpabomxa conep uT HAOOP MpaBuUil sl 00pabOTKH KIMEHTCKUX 3arpOCoB,
MPOXOJAIINX 4epe3 Proxy-cepsep (IoapazyMeBaeTCs, YTO 3alpOoC YK€ IMPOIIEN dTal aBTOPHU3ALIH)
(cm. m. 8.9.3.2.2.1). ITox «0OpabOTKOI» MOHMMAETCS yIAJICHHE W/UITU 3aMEHa OIPECICHHBIX MOJICH B
3arpoce.

[Tapametpsl, cienuduunsie ayis SMTP Proxy Server:

— ®uabtp [1..*] (s IpaBuna ymanenus) - 3amaer smeMenthl (Omumum) 3ampoca,
KOTOpBIE MOTYT OBITh Y/IaJICHBI:

— IlpuMeHHMTB K — TUII yJATSIEMOT0 JIEMEHTA!

—  Onuum — nons B 3aronoske HT TP-mmakera;
— HWmsa onumm — uMs 3J€MEHTa, KOTOPBIM MOXXET OBITh yJaleH (TOJIbKO st
Onuuii);

— Tun Bbipaxkenuss — Gopmar, B KOTOpOM OyAeT BBOAMUTHCA CTPOKA IMOMCKA (MOKHO
WCIOJIb30BaTh MPOCThIC IMAOJOHBI WJIM, TpPU HEOOXOTUMOCTH — PperyJspHBIE
BBIPKCHHUS);

— BbIpaxkenue — 3HaYeHHE CTPOKH MOMCKA.

Ecnu yka3zanHoe BbIpakeHHE HaWIEHO B YKa3aHHOM 3JIEMEHTE, TO JaHHBIM OJIOK TeKcTa

OyZnert yaaneH.

—IIpaBuio 3amensn [0..*] - Cm. m. 8.9.3.2.2.1. [Tapamerpsr UMms JioruHa 1 YpoBeHb
MPOTOKOJHPOBAHUS AHAJIOTUIHBI OJTHOMMEHHBIM Mapamerpam u3 [IpaBua ynaneHus.
—®uiaptp [1..*] (mas IpaBuiaa 3amennl) - 3amaer 3aementsl (OmummMm) 3ampoca, B

KOTOPBIX MOKET OBITh MPOBE/ICHA 3aMEHa.
—IIpUMeHHUTH K — TUT AaHATU3UPYEMOTO JIEMEHTA!
—  Onuum — nong B 3aroiioBke HT TP-makera;
— HWms onmuMu — WMs 3JIEMEHTa, B KOTOPOM MOXET OBITh NPOBEICHA 3aMeHa
(Tonbko st Omiuii);
—Tun BbIpaxkeHusi — ¢opMar, B KOTOPOM OyJeT BBOJUTHCS CTPOKA IMOWCKa (MOXHO
UCIIOJIb30BATh MPOCTHIE MIA0TIOHBI UITH, IPU HEOOXOAUMOCTH — PETYISPHBIE BRIPAKCHHUS );
—MH3 — 3HaueHHe CTPOKU MOUCKA;

—B — 3HaueHue, Ha KOTOpoe OyIeT 3aMEHEH HalIeHHBINA OJIOK TEKCTa.
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8.9.3.4.3. O6bekTbl SOCKS Proxy Server

His mpocmorpa O6wektoB SOCKS Proxy Server neo6xommmo BBecTH KoMaHAy OKHO-

>CepBepbl U BEIOpaTh COOTBETCTBYIOIIMH THIT (cM. Pucynok 87).

LieHTpb! CepTudukaym l CeTesble CepsBuchbl Cepsepbl ' HacTtpoitki IKE I Oeictena I

Cepsepbl & X
Mg ITun X l Bnageney I IP Agpec I Onwn B
‘ @ Zastava... SNMP Server (% zastava-MGMT AsTto Mo yMonyaHuo
: Mo ymonyaHuo, Ynpasns...
- gl PMP Dist... PMP Distribution ... [2j Zastava-MGMT AsTo Mo yMONYaHWio
@ Zastava.. PMP Distribution ... [2J Zastava-MGMT AsTo Mo yMon4aHuo
o’ Zastava... Microsoft Agent ... %) zastava-MGMT AsTo Mo yMonyaHuo
'{% Http Proxy HTTP Proxy Server :] Zastava-MGMT AsTo Mo ymonyaHuo, Ynpasns...
'{}-@ FTP Proxy FTP Proxy Server _:j Zastava-MGMT AsT0 Mo ymonyanuio, Ynpasns...
o‘ Zastava... Check Point Man... _"J Zastava-MGMT AsTo Mo yMonYaHuo o

Pucynok 87 — O6bextsr SOCKS Proxy Server
8.9.3.4.4. OcHOBHbIe cBegeHusA

Tun SOCKS Proxy Server comepuT omnucaHusi ProxXy-cepBepoB Ha OCHOBE IPOTOKOJA
SOCKS Bepcuii 4 u 5. Huke nepedrciieHbl HEKOTOPBIE 3a7a4M, KOTOpble MOKeT BhINOMHATE SOCKS

proxy-cepsep:

— JIOTIOJIHUTENBHAS ayTeHTH(UKAIMs IOJb30BaTeNed Ha OCHOBAaHUHU  CIEIYIOLIMX
mexaHu3zMoB ayTteHTu¢ukaun: RADIUS, cuctemuas (cpeactBamu OC kommbroTepa),
JoKanbHas (TIpy MOMOIIH (aiiia ¢ Xenamu naposeil);

— (QuubTpanus 3arpocoB MoJib30BaTene Ha ocHoBaHuM |P-agpeca uiam uMeHH cepBepa, K

KOTOPOMY UJIET OOpalIeHue, a Tak)kKe HoMepa IopTa.

8.9.3.4.5. [ononHuTenbHble cBeAEeHUS

Omnwucanus mapamMeTpoB, OOIUX AJIst BCeX ProxXy-cepBepos, npuBeneHs! B 1. 8.9.3.1.

[Tapamerpsl, cneunduunsie 111 SOCKS proxy-cepepoB, NIpUBEIEHBI HIDKE.

3aknadka Socks, noddepeeo Aemopu3sayus
[MognepeBo Asmopuzayus conep uT HAOOpP MpaBWI IS aBTOPHU3AIMKA KIHUEHTOB Proxy-

cepsepa (cm 1. 8.9.3.2.2.1).

Jns xmrouei, JOMYCKAOMIMX pa3HYH MHOXKECTBEHHOCTb, OHA YyKa3aHa B KBaJIpaTHBIX
ckoOkax. Takwe KIIIOYM CO3JAI0TCS/yoalstioTes mpu moMory kKoMaua [lo6aBuTh/Ynaauts w3

KOHTEKCTHOI'O MCHIO.
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8.9.4. Tlpoune CepBepbl
8.9.4.1. O61BbekTbl LDAP Server

st mpocmotpa O6bekToB LDAP Server neo6xonumo BBectu koMaHy OxkHO->CepBepbl 1

BBIOpaTh COOTBETCTBYOMLIMIA THIT (cM. PucyHok 88).

LlenTpel CepTudukaiym I CeTesble CepBuchl Cepsepbl I HacTpoitku IKE | OeicTena l
Cepsepbi 7 X

Mg

g Y LDAP ' LDAP Server ﬂ Zastava-MGMT AsTo Mo yMon4aHuio
g3 @' Zastava.. Microsoft Agent ... _’_'_l Zastava-MGMT AsTo Mo yMonyaHuo
ej Zastava... PMP Distribution ... _"_l Zastava-MGMT AsTO Mo yMon4yaHuo
: ej PMP Dist... PMP Distribution ... _:_l Zastava-MGMT AsTO Mo yMonYaHuo
: 9-@ SMTP SMTP Proxy Server _"J Zastava-MGMT AsTO Mo yMonyaHuio, Ynpaens...
: @. Zastava... SNMP Server _:‘_' Zastava-MGMT ABTO Mo yMONYaHuo

. ‘% SOCKS SOCKS Proxy Ser... _’_‘_‘ Zastava-MGMT ABTO Mo yMonyaHuo, Ynpasns...

@ Zastava.. SSHProtocol Poli... _"J Zastava-MGMT AsTo Mo yMonYaHo ;]

Pucynok 88 — O6bextsl LDAP Server
8.9.4.1.1. OcHOBHbIe cBeaeHUs

Tun LDAP Server conepxur onucanuss LDAP-cepBepoB, NMpHCYTCTBYIOIINX B CETH U
cogepxammx karanoru ¢ ceprupukatamu/COC. Ilpu cozganum  OObekra Ilomutukw,
npecTasisitoniero ynpasiseMmbiii BUC-4eenm, B ero cBoiicTBax, B 3aknanke BYC->Cepmuguxamoi
MokHO ykazaTth O0bekT LDAP-cepBep Kak ynaneHHBIA KaTaJloT, KyJa MOXET o0paTuTbcs Aeenm Jis
nojy4eHus cepruukara naptHepa win csexxero COC. dnaxox LDAP autopass (o6padorka COC)
Bcerna B cocrostHun Disabled, mockonbky, nanHas (yHKIMS MOJIEpKUBACTCS Yepe3 MPHBS3KY

LDAP-cepBepa B 3aknagke BYC-> Cepmughuxameoi.

8.9.4.1.2. [OdononHuTenbHble cBeAeHUs

[Tapamerpsr, o6mue st LDAP Server, nmpuseaenst B 1. 7.8.1.
[Tapamerpsl, cienuduunsie ans LDAP Server:
— Metoa noaksovenus - PaznosunHocts npotokona LDAP, koTopslil moanepxuBaercs
nanabiM LDAP-cepBepoM. Bo3moxkHbIe 3HaYSHUS:
— LDAP;
—  3amumeHnHsii LDAP.
Cwm. Taxke 1. 7.8.1.
— IMoan3oBarenbckuit DN - Maentudukatop mnonp3oBaTens (JOTHH) IpU OOpaIieHu K

LDAP-karanory B ¢popmare Distinguished Name.
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— Ioab3oBaTenbekuii mapoJb - Ilapons goctynma K KaTajuory Aisi HAEHTH(HKATOpa
MoJIb30BaTessl, yKkazaHHoro B mapamerpe Login DN. Jlis BBoga ¥ MOATBEPIKIACHHUS
1apoJIs HAaJl0 BBIIEIUTD ITY AYEHKY U HaXKaTh KHOIIKY, KOTOpast MOSABUTCS CIIPaBa.

— Berku, Betka - BeTka karanora, ¢ KoTopoit Oyaer pabotaTh moiab30BaTelnb (B popmare

Distinguished Name).
8.9.4.2. O6BbekTbl RADIUS Server

st mpocmotpa O6sexkToB RADIUS Server neo6xoaumo BBectr komaHay OxkHo->CepBepbl

M BBIOpaTh COOTBETCTBYIONIH TUII (cM. PrcyHok 89).

LieHTpbl CepTudunkaym | CeTtesble CepBichl Cepsepbl I HacTtpoitku IKE | Oeictena I

Cepsepbl & X
Mg Bnapeney
- ERADIUS Server ﬂ Zastava-MGMT Mo ymonyaHuo, Ynpasens...
'9’-» SMTP SMTP Proxy Server |5 Zastava-MGMT AsTo Mo ymonyaHuio, ¥Ynpasns...
3 Zastava... SNMP Server _"J Zastava-MGMT AsT0 Mo yMonyaHuo
{’b SOCKS SOCKS Proxy Ser... (2] zastava-MGMT AsTto Mo ymonyaHuio, Ynpasns...
oj Zastava... SSH Protocol Pali... _"_' Zastava-MGMT AsT0 Mo yMOnYaHuo
@ SSHDist... SSHProtocol Poli... [ Zastava-MGMT Asto
E Zastava... Syslog Server _"_l Zastava-MGMT AsT0 Mo yMon4aHuo
@ Zastava.. TelnetProtocolP.. [ Zastava-MGMT AsTo Mo yMOn4aH!io |

Pucynok 89 — O6bsexktst RADIUS Server
8.9.4.2.1. OcHOBHbIe cBeaeHUs

Tun RADIUS Server cogepxutr ommcanusi npucyrctByromux B cetd RADIUS-cepsepos,
KOTOpbIE MOTYT OBITh MCIIOJIB30BaHbl JJIS JAONOJHHUTENbHON ayTeHTHuKanuun BUYC-kimueHToB 1o
npotokosry XAUTH. [lansblil mpoTokos mopjepxuBaercss HekoTopbiMu Tunamu BYC-Inro30B u

KOH(UTypHUpyeTcs B UX CBOWCTBaxX B 3akiaake BYC->Pacwupennas aymenmuduxkayus.

B cocras [JVII Bxomautr cobctBeHHblii RADIUS-cepBep (mpeacTaBieHHBIN cepBEpPOM

FreeRadius Server); onuceiBaroriuii ero O0bEKT aBTOMAaTHUECKH TeHEPUPYETCst Tpu co3aanuu b/l

8.9.4.2.2. [OdononHutenbHble CBeOeHUNA

[TapameTtpsl, ob6mue anss RADIUS Server, npusenens B 1. 7.8.1.

[Mapametpsr, cienmduansie st RADIUS Server:

— Ynpasasiemblii - JlaHHbIA (Quaxkok ciemyer BrimoudaTh Toibko st RADIUS-cepsepa,
Bxojsmiero B cocras [[VII; npu onucannu BHemHUX RADIUS-cepBepoB (iakok HYXHO
cOpPOCUTH, TOCKOJIBKY OHH HE MOTYT KOH(pUTrypHupoBatbes npu nomoru V1. Cm. Takxe
m. 7.8.1.

— Cexkpetrnbiii ka4 - Ilapons mis mocryma k. RADIUS-cepsepy. BUC-1nro3 nomxen

OyZeT NpeaABsABIATh ITOT Mapoib MpH KaxaoMm obpamenun k RADIUS-cepsepy.
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— 3akananka JIIB - Jlannas 3akinanka conepxut JIIIb, oTTpancaupoBaHHYO JUisl JAHHOTO
RADIUS-cepBepa (akTyanmbHO TOdbKO 1isi cooctBeHHoro RADIUS-ceprepa [[VII). Tlo
(YHKIIMOHATBPHOCTH JTa 3aKajKa aHAJIOTMYHA OJHOMMEHHOW 3aKlaJKke B CBOHCTBaX

yrpasiseMbix O0bekToB (Vnpasnienue—>JII1F).
8.9.4.3. O6bekTbl SNMP Server

Jns mpocmotpa O6bekroB PMP Distribution Service meodxoaumo BBectH Komanay OKHO-

>CepBepbl U BEIOpaTh COOTBETCTBYIOIIMHN THIT (cM. Pucynok 90).

LieHTpel CepTudmnkaLym | CeTtesble CepBico! Cepsepbl I HacTtpoitku IKE I AeicTena I
Cepsepbi B X

Wna Tun /| Bnaaeneu IP Aapec Onwm e

: | SNMP Server EE Zastava-MGMT AsTo
x 9‘.9 SOCKS SOCKS Proxy Ser... Zastava-MGMT AsTO Mo ymonyaHuio, Ynpasns...

%) zastava-MGMT AsTo Mo ymonyaHuio
Zastava-MGMT AsTo
Zastava-MGMT AsTo Mo yMonyaHuo
Zastava-MGMT AsTo Mo yMonyaHuo
Zastava-MGMT AsTo Mo ymonyanuio, Ynpaens...
Zastava-MGMT AsTo Mo ymonyaHuo Ll

@ Zastava.. SSH Protocol Poli...
@ SSHDist... SSH Protocol Poli...
E Zastava... Syslog Server
@ Zastava.. TelnetProtocol P...
‘% Telnet TELNET Proxy Se...
@' Zastava.. TFTP Server

(] o S S B

Pucynok 90 — O6sext SNMP Server
8.9.4.3.1. OcHOBHbIe cBegeHuUA

Tunm SNMP Server conepxur ommcanust mnpucyrcTByomux B cetd SNMP-cepsepos,
koTopeie MoryT aenatb SNMP-3ampocel k OObektam [lonmuTukm, a Takke NPUHUMATh OT AITHX

O6bexToB [Tonmutuku SNMP-Tpamsl (T.e. cooOieHus 0 mpoucxoAsamux Ha OOBEKTE COOBITUSAX ).

K xaxxgomy O0bekTy [TOTUTHKN MOXHO MPUBS3aTh OJWH HIIM HECKOJIBKO 1M000HBIX SNMP-

CEpBEPOB.

B cocra [JVII Bxomut cobctBeHHbli SNMP-cepBep (mpencTaBieHHBI cepBEpoM

TPNSnmpServer), onucsiBaroriuii ero O0beKT aBTOMAaTHUECKH TeHepUpyeTCst pu co3aanuu b/I.

8.9.4.3.2. [ononHuTenbHble cBeAEeHUs

[TapameTpsl, o6mue anst SNMP Server, npusenens: B 1. 7.8.1.

[Tapamerpsr, crieruduansie ast SNMP Server:

— CeteBoii cepBuc - cM. 1. 7.8.1. B gaHHOM cily4ae co37aBacMOe TEXHOJIOTHUECKOE
[TpaBmwio orBedaeT Tosbko 3a ornpaBky SNMP-tpamnos (ot Aeenmos k SNMP-cepBepy),
MOATOMY HcHojib3yercs coorBeTcTByronmii O0wsekt Network Service. Yro ke kacaercs
texnosornueckux [IpaBun s SNMP-3anpocos (ot SNMP-cepBepa k Aeenmanm), TO OHU

HACTPaMWBAIOTCS B CBOMCTBAX caMux Aeenmos, B 3akimaake SNMP.
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— Community - Unentuduxarop (CBoeoOpa3HbIi Mapoiib), KOTOPIH MOKHO HCIIOJIB30BATh
JUIsl BbIIENIeHUsT XocToB, oOmaronuxcss mo SNMP, B ornensHyto rpymmy. CtanmapTHOeE
3HAYEHHE JIaHHOTO uaeHTudukaTopa - public.

8.9.4.4. O6BbekTbl Syslog Server

Jis mpocmotpa O6bekroB PMP Distribution Service meodxoaumo BBectr Komanay OKHO-

>CepBepbl U BEIOpaTh COOTBETCTBYIOIINH THII (cM. Pucynok 91).

LleHTpbl CepTudukalym I CeTesble Cepsucbl Cepsepbl I HacTpoitku IKE | LeicTeng I

Cepeepbl 5 X
Wma Tun " | Bnageney IP Aapec Onwm -
T Zastava... Zastava-MGMT Mo yMon4aHuio
- @} SSHDist... SSH Protocol Poli... Zastava-MGMT AsTo
ej Zastava... SSHProtocol Poli... [z Zastava-MGMT AsTo Mo yMon4aHuio
3o "‘.}4> SOCKS SOCKS Proxy Ser... |z Zastava-MGMT AsTo Mo ymonyaHuwo, Ynpasns...
- & SNMP SNMP Server 2 zastava-MGMT AsTo
E Zastava... SNMP Server =) Zastava-MGMT AsTo Mo yMonYaHuo
5% SMTP SMTP Proxy Server %) zastava-MGMT AsTo Mo yMonyaHuo, Ynpaens...
“#" Radius RADIUS Server _'f_' Zastava-MGMT AsTO Mo yMonyaHuio, YNpaens... ;]

Pucynok 91 — O6wekThl Syslog Server
8.9.4.4.1. OcCHOBHbIe cBeaeHus

Tunm Syslog Server comepXuT omnmcaHusi MHPUCYTCTBYIOHNMX B cetu Syslog-cepepos,
KOTOpBIE MOTYT HCIOJIb30BaThCs A cOopa MH(POPMAIIUKM OT YIPABIAEMbIX A2eHno6 1o MPOTOKOIY

Syslog.

K kaxxnomy O6bekty [lonuTuky, KOTOpble NOIIEPKUBAIOT ATOT IPOTOKOJ, MOXKHO IIPUBSI3aTh

OJIMH HWJIM HECKOJILKO 1Mo100HbIX SYslog-cepBepoB (Ha 3akiaake SysLOg B cBoiicTBax OObeKTa).

B cocras [JVII Bxomut cobOctBeHHBIN Syslog-cepBep (mpeacTaBieHHBIH CepBEPOM
TPNSyslog), omuceBatomuii ero OObEKT aBTOMATHUECKH T'€HEpHpYeTcsi MpH co3maHuu bJ] u

JIOTIOJTHUTEIBHOTO KOH(UTYPUPOBAaHUS B OOJIBIINHCTBE ClIy4aeB HE TpeOyeTcs.

8.9.4.4.2. lononHuTenbHbIE CBeAeHUNA

[MapameTpsr, obmmume ans Syslog Server, npusenenst B . 7.8.1.

[Tapametpsl, cieruduansie 1 Syslog Server:

— YpoBeHnb nporokosaupoBanus - [lopor nporokonupoBanus coObiTuil. [laHHbIN MapameTp
UMEET CMBICI TOJabKO it Syslog-cepeepa, Bxosmsiiero B coctaB [[VII (coOCTBEHHBIMH
Syslog-cepBep nmpezacrasnennslit cepsepom TPNSyslog).

— Pa3pemmTh NpoTokoaMpoBaHue - BrintoueHne/oTKIIIOUEHHE 3aMCH COOBITUI B JKypHAJL.

JlaHHBIH TapaMeTp MMEET CMBICI TOJIBKO 17151 Syslog-cepBepa, Bxomsiero B coctas [[VI].
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8.9.4.5. O6BbekTbl TACACS Server
Jis mpocmotpa O6bekroB PMP Distribution Service neodxoaumo BBectd kKomanay OKHO-
>CepBepbl U BEIOpaTh COOTBETCTBYIOIINI THII (cM. Prucynok 92).

LieHTpe! CepTudukaiym | CeTesble CepBucs! Cepsepbi | HacTpoitku IKE | Oeicteus |
Cepsepbl 7 X

Wms Tun Bnaaeney IP Aapec Onwm

& TACACSTACACS Server H Zastava-MGMT Mo ymonyaHuio

[z

5 Zastava... Syslog Server Zastava-MGMT AsTo Mo yMonyaHuo

oj SSH Dist... SSH Protocol Poli... _'_'J Zastava-MGMT AsTo

@ Zastava.. SSH Protocol Poli... Zastava-MGMT AsTo Mo yMonyaHuo

‘?Ep SOCKS SOCKS Proxy Ser... Zastava-MGMT AsTO Mo ymonyaHuio, Ynpasns...

& SNMP SNMP Server Zastava-MGMT AsTo

& Zastava.. SNMP Server Zastava-MGMT AsTo Mo yMonyaHuo

®» SMTP SMTP Proxy Server Zastava-MGMT AsToO Mo yMonyanuio, Ynpaens... _'_I

Pucynok 92 — O6vexter TACACS Server

""'4&"! "z‘”_!

8.9.4.5.1. OcHOBHbIe cBeaeHUus
Tun TACACS Server conepxut onucanusi npucyrcrpyromux B cetu 1 ACACS-cepBepos,
kotopeie (aHaimormaHo RADIUS-cepBepaM) MOryT OBITh HCIIONB30BAHBI ISl JOMOJHATEIHHON
ayreutupukannu BYC-kiuentoB mo mpotokorny XAUTH. [lanHblii NpOTOKON MOAJEPKUBAETCS
HekoTopeiMu TunamMu BYC-IImo30B u koHpuUrypupyercss B HX CBOHCTBaX B 3akinanke BYC-
>Pacuupennas aymeHmu@ukayusl.
8.9.4.5.2. lononHuTenbHbIe CBeAeHus
[Mapametpsr, obmue st TACACS Server, npusenens! B 1. 7.8.1.
[MapameTtpsr, cnennduansie s TACACS Server:
— CereBoii cepBuc - cMm. n. 7.8.1. Ilpu BeIOOpe HEOOXOIUMOTO METOJA MOJKIIOUYCHUS
(TACACS/TACACS+) HyXHBIE CETEBbIE CEPBHUCHI BBIOMPAIOTCS aBTOMATUYECKU.
— Cekpernbiii k1104 - Ilapons ma nocryna k TACACS-cepepy. BUC-111nto3 nomxken
OyzeT NpeaAbABIATh STOT MapoJb Mpu KaxaoM oopamenun k TACACS-cepsepy.
8.9.4.6. O6BekTbl TFTP Server
s mpocmotpa O0BexToB TFTP Server neobxoaumo BBectu komany OkHo->CepBepsl U

BBIOpATh COOTBETCTBYIOMIHI THIT (cM. Prucynok 93).
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LleHTpel CepTudukaLym I CeTtesble CepBuchl Cepsepbl HacTtpoitku IKE | Oeictena |

Cepsepbl & X
s Tun " | Bnageneu IP Aapec Onym -~
e oj Zastava... Web Managemen... =i ABTO Mo ymonYaHuio
? ; TT-‘IP Server Mo yMon4aHuo
et e&s. Telnet TELNET Proxy Se... (% zastava-MGMT AsTo Mo ymonyaHuo, Ynpasens...
@' Zastava.. TelnetProtocol P... :’ Zastava-MGMT AsTo Mo yMon4aHuo

x

€' TACACS  TACACS Server
i & Zastava.. Syslog Server
- @) SSHDist... SSH Protocol Poli... [ Zastava-MGMT AsTo
- @ Zastava.. SSH Protocol Poli... _’ Zastava-MGMT AsTo Mo yMonyaHuo Ll

Zastava-MGMT AsTO Mo ymon4aHuo
Zastava-MGMT AsT0 Mo yMONYaHuo

101

&

x

X

Pucynok 93 — O6nwexter TFTP Server

8.9.4.6.1. OcCHOBHbIe cBeaeHus

[MTanka TFTP Server comepkut ommcanusi |FTP-cepBepoB, KOTOpBIC HCIIOIB3YIOTCS IS
nocrasku JIIIB Ha OObekthl ¢ Acenmamu CiscO 10S (M KOTOpbIe MOKHO YKa3bIBaTh JJISI 9THX
OO0bexkToB Kak Ynasnenuble CepBepsnl). JlaHHBIH METOJ MPOrPY3KH HCIONB3YETCA B TMape ¢
nporokosiom Telnet.

B OGonbmmHcTBe ciydaeB B ponau [FTP-cepBepa BeicTymaer maHHbiil sk3emiuisip [[VII (a
umenHo, mnpuioxkenne Cisco TFTP  Server); coorBerctBytomuii OOBEKT aBTOMATHYECKH
resepupyercs npu cosaanuu b/1.

HeoOxomumo oOpatuth BHUMaHue Ha 3amuTy |FTP-coenunenus npu mnomomu IPsec-
TyHHeNs (cM. onucanue napametpa Jeiictue, . 8.9.4.6.2).

8.9.4.6.2. lononHuTenbHbIE CBeAeHUNA

[Tapametpsl, oomme mis TFTP Server, npuseaenst B . 7.8.1.

[MapameTtpsr, cnennduansie s TFTP Server:

Baanenen - cm. . 7.8.1. B kauecTBe Biajaenblia JOJDKEH MCIIOIB30BATLCSA XOCT B CETH, HA

KOTOPOM YCTaHOBJICH OTIMICHIBAEMBIN CEPBUC.

— CeteBoii cepBuc - cM. n. 7.8.1. Ilpu BeIOOpEe HEOOXOIUMOTO METOJA TOJKIFOUYCHUS
HY)KHBIE CETEBBIE CEPBUCHI BRIOMPAIOTCS aBTOMATUYECKH.

— Meton moakawuyenus - [IpoTokon s cBs3U Mexay ympasisieMbiMH OObeKTaMHM U
nanabiM TFTP-cepBepoM. EnmucTBeHHOE BO3MOkHOe 3Hadenue - TFTP Protocol. Cwm.
m. 7.8.1.

— JleiictBue - Ilockonbky Tpaduk mo mpotokony TFTP mepemaercss B OTKpBITOM BHIE,
HE00XO0IMMO BKJIIOUUTH 3AIIUTY JAHHOTO COEAMHEHUS MPU MOMOIIHM npoTokona IPsec, T.e.
MOCTaBUTH TSl mapamerpa JeiicTBue 3Hauenue Encrypt. Cwm. m. 7.8.1.

8.9.4.7. OO6wBekTbl Update Server

Jlnst mpocmotpa O0bekToB Update Server Heodxoaumo BBecTr koMany OkHo->CepBepbl 1

BBIOpaTh COOTBETCTBYOLIMIA THIT (cM. Pucynok 94).
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LleHTpbl CepTudukaym | CeTesble Cepsuchbl Cepsepbl HacTpoitku IKE l AeicTena I
Cepsepbl & X

ms

{ Update Server

EE Zastava-MGMT Mo yMon4aHuo

o 91 Zastava... TFTP Server |z Zastava-MGMT AsTo Mo yMon4aHuo
‘% Telnet TELNET Proxy Se... [ Zastava-MGMT AsTo Mo ymonyaHuio, Ynpaens...
: @' Zastava.. TelnetProtocol P... :J Zastava-MGMT ABTO Mo yMon4aHuo
= ‘" TACACS  TACACS Server % zastava-MGMT AsTo Mo yMon4aHuo
e 5 Zastava... Syslog Server _"J Zastava-MGMT AsTo Mo ymonyaHuo
@ SSHDist... SSHProtocol Poli... [2f Zastava-MGMT AsTo

e (11}

- @ Zastava.. SSHProtocol Poli.. 2 Zastava-MGMT AsTo Mo ymon4aHuo Ll

Pucynok 94 — O6wexTs1 Update Server
8.9.4.7.1. OcCHOBHbIe cBeaeHus

Tun Update Server conepxur onucanus Update-cepBepoB, NpUCYTCTBYIOIINX B CETH (MK B
cetn VHTEpHET) M COmepKamux OOHOBIICHHUS, KOTOPHIC IMO3BOJSIFOT CKAYMBATh W YCTAHABJINBATH

CBCIKHNEC BCPCUU ITPOAYKTA.

Ecniu Ha cepBepe BBUIOKEHA CBeXas BepcHs NPOAYKTa, TO OyaeT 3amylieH Mpolecc
OOHOBJIEHUsI (CKauMBaHUE (Qailla OOHOBJIEHUS, JEHHCTAJUIALMS TEKYyLIEed BEPCUM W MHCTAUIALUA

HOBOW, C COXpaHEHUEM BCel MH(pOpMaIiu 0 HACTPOHKax, CepTUPUKATAX H T.I1.).

B 3aBucumocTtu oOT HaCTpOCK B JIITb AeeHma, MpouecChbl CKa4YMBAHUSA W HHCTAJJLAIWHA
OOHOBJIEHNH MOTYT BbIIIOJIHATBHCA 1100 MMOIHOCTHIO aBTOMAaTH4YCCKH, 1100 1o KOMaH/JC I1OJIb30BAaTCIIA.

Kpome Toro, moanepkuBaeTcsi MHCTAUIAIMS OOHOBJICHUH IO PACIIMCAHUIO.
OO6parenue K cepBepy OOHOBIECHUHN TPOU3BOAUTCS O OTKPHITOMY mpoTokoy HTTP.

8.9.4.7.2. lononHuTenbHbIe CBeAeHus

[Mapametpsr, obmwe aas Update Server, npusenenst B 1. 8.9.1.
[MTapamerpsl, cienuduunbie ais Update Server:
— URL IIyrs (URL Path) - BeG-aapec Update cepsepa, comepskamum OOHOBICHHUS, C

KOTOPBIM OyJIeT MEPUOANYECKH CBA3BIBATbCA A2enm MPU MPOBEpKe 0OHOBICHUM.
8.10. OOtBbekTbl YL (Certificate Authority)

Hmst mpocmotpa OOwektoB  YI[ HeoOxomumo BBecTH KomaHay OxHo->LeHTpBbI

Cepruduxanuu (cM. Pucynok 95).
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LleHTpel CepTudukaymm & X
|DN |Bnaneneu
. 10.111.6.72 2 Zastava-MGMT
... C=RU,CN=g _"_' Zastava-MGMT

... CN=user1,C=RU _"_| Windows_Gateway

Pucynok 95 — O6bexts1 Y]

8.10.1. OcHoBHbIe cBegeHus

Oxkwno LIC Certificate Authority comepxut onucanus Y1I, koTopble H3IAI0T CepTUPHUKATHI U

COC. Ilo cyru, onucanue YII mpeacraBisier coboit onucanue ceprudukara YI[ (CA certificate),

IIPUHAJIE)KALLEro JaHHOMY Y11,

BBoauth oTy I/IH(bOpMaI_II/IIO 0053aTEIbHO TOJLKO B HCKOTOPBIX ClIy4dasaX, HAIIpUuMep,

HEKOTOpble Acenmul (B 4acTHOcTH, Mapmpytusatopbl Cisco 10S Bepcuit 12.2 u Bblme) TpeOyrOT

HaM4YMg B KoHurypamuu wuHGopmanuu o ceprudurare YL, koTopeIM moamucan ceprudukar

[mapTHEpa I10 BSaHMOHCﬁCTBHIO.

Jlnsa coznanus onucanus Y1 Hamo BbIOpaTh B KOHTEKCTHOM MeHIO MyHKT Jlo6aButh LIC u

3aII0JIHUTh BCEC H€06X0}II/IMI)IC IIOJIA UJIN BI)I6paTI) B KOHTCKCTHOM MCHIO ITYHKT I/IMHOpT, II0CJI€ 4€ro

yKazath (haiiil ¢ Hy>)KHbIM CEepTU(HUKATOM.

Bosmoxken Takke BBox onucanus Y1 Bpyunyto (cMm. Tabnuia 40).

Tabmuua 40 — Onucanue napamerpos Certificate Authority

IMapamertp 3HaveHue

HUms HazBanune O0bekra. [Ipn ummnopre peasibHOro cepTu(rKkara 3TO 3HAUEHHE BBIOMpAETCS U3
ero ot Subject, u3 arpudyra CN (Common Name).

Hoanucan Beuuecrosmuii ceprudukar Y1, kKoTopbiM noanucaH NaHHbIA cepTudukar. Ecnm nanHbIi
ceprudukar spiasiercss kopueBsiM (ROOt) ceprudurarom YII, TO yKa3bIBaeTcCs 3HAUCHHE
Self-signed. ITpu ummopre peanbHOro CEPTH(UKATA ITO 3HAUCHHUE BHIOUPAETCS U3 €r0 OIS
Issuer.

CyobekT ITone Subject ceprudukara (nHdopmanus o Buanensiie) B Gopmare DN (Distinguished

(Subject) Name). Ilockonbky 3T0 ceprudurar Y1, To Bragensuem ceprudukata ssisercs cam YL

[Tpu ummopTe peasbHOTO cepTU(UKATa ITO 3HAYECHHE BhIOMpaeTcs u3 ero nosst Subject.

HeiicTBUTEJIEH C

Bpewmst neiictBus ceprudukara B popMaTe gata u BpeMs (JUI.MM.ITIT 449.MM.CC).

II0

Bpewms neiictBus ceprudukara B popMaTe qata U Bpems (JUI.MM.ITTT 44.MM.CC).
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8.10.2. [dononHuTenbHble cCBeAeHUS

Oo6wextol Tuma Certificate Authority moryt co3maBartbcs uepes Mucmpymenmanvhyio nameis —

>/lobasume [JC, mubo myTeM UMIOpTa cOOCTBEHHO cepTudukara 3toro YL, wim myrem pydHOro
BBOJIa HEOOXOAMMBIX MapaMeTpoB. Kpome 3Toro, BO3MOKHO HESIBHOE aBTOMATHUECKOE CO3JaHUE ITHX
OOBEKTOB - HapUMeEp, €CIIM B OKHE CBOWCTB Aeerma UMIIOPTHPOBATH JIOKATBHBINA CEPTU(UKAT ITOTO
OO0bekTa, To cooTBeTCTBYIOIMIA cepTudurar Y1, KOTOPHIM MOAMUCAH 3TOT JOKAIBHBIA cepTUdHKaT,

Oyznet aBromaTudecku no06aBieH B manky Y1 (ecnu, koneuHo, Takoro OObEKTa TaMm eIie HeT).
8.11. MoHuTOopuHr aktuBauum I'NMb

OxHOo Monumop octaercs mycThiM, 10 Hadyana aktuBauuu ['T1b.

Pesynbrarel aktuBauuu ['TIb oToOpaskensl B okHe Moxumop, BbiOpaTh MOHUTOP U3 MEHIO

Oxkno (cM. Pucynox 96).

MoHWTOp

1G] @ |7
ma " | Komanpa Nata/Bpema Owmbka Bepoua areHTa MocneaHwi IP WaeHTudbukaTop
- ) THBALLMA
0 Chor aocTaskK (0) AKTHBELMA
= ‘ NNE aocTasnetel (4) AKTHBALMA
o [H] zastava-Office-Main ARTHBALMA GATE 6.1.16122 ... DMN:CN=0ffice-Branch

Zastava-Office-Branch ARTHBALMA 25,02.2016 14:1... GATE 6.1.16122 ... DMN:CN=0ffice-Main

Userl AKTHBALMA 25.02,2016 14:1... CLIENT 6.1.1612... DMN:CN=Zastava-Client
A TPM AKTHEALMA 25.02.2016 13:0.. GATE 6.1.16162 .. DM:O=E\+,CN=TPN
- 3] CocToAnne HemssecTHo (0) AKTHBALMA
3 Crmcok oxmaanna (0) Mpoqne
- == B npouecce (0) MNpome
‘ Wenex (0) MNpoue
0 Owmbica (0) MNpoue

Pucynok 96 — Okno Monumop
PesynbraTer aktuBanmu ['TIb npencraBiensl B okHe MoHumop B OTIEIbHBIX CIUCKAX:

—Cnucoxk oxcudanus otoOpaxaetr umeHa OobvexToB, ubn JIIIb oxumaror pacupeneneHusl.

—Crmucoxk JIIIb B npoyecce docmasxku orobpaxkaer umena O0wvekToB, ubk JIIIb HaxoxsTCcs B
IpoIiecce pactpeIeICHusI.

—Cmucok JIIIb Cboti oocmasku otobpaxaer nmeHa O6wvekToB, ubn JIIIb He mocTaBiIeHBI 11O
npuyuHe cOosl.

—Cniucox JIII6 0ocmasnenvr otobpaxkaer umeHa OObekToB, ubu JIIIb OblM ycmemHo
JIOCTABJICHBI K UX AeeHmam, C TaTON U BpEMEHEM, KOT/1a OHU OBLITH JTOCTABIICHHI.

—Cmucok JIIIb Cocmosinue neuzgecmno orodbpaxkaer umena O0beKTOB, ube cocTossHue JIITh

HEHU3BCCTHO.
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—Cnucok B npoyecce otoOpaxkaer cniucok OOBEKTOB, OOHOBIICHUS I KOTOPHIX HAXOJSATCS B
nporecce YCTaHOBKH.

—Cnucok Ycenex oToOpaxkaeT cmucok 0OHOBICHHBIX OOBEKTOB.

—Cnucoxk Ouubka otodpaxaer cnmucok OOBEKTOB, OOHOBIICHHE KOTOPHIX HEBO3MOXHO IO

MIPUYHHE OITHOKHU.

Crucox Cocmosinue ob6HO8NeHUss HeuszgecmHo OTOOpaxkaeT crmucok OOBEKTOB, COCTOSHUE

OOHOBJICHUS KOTOPBIX HCU3BECTHO.

B cron6ne Komanna oxkna Monumop pacmmdpoBaHo ACHCTBHE, KOTOPOE MPOUCXOIUT Ha

Aecenmax.

1) B okue Mounumop Oynyr otoOpaxkarhcsi ympaBisemble OObexThl [lonmutuku, a Takxke
ynpasisieMbie CepBepsl (y KOTOpbIx ecTb cooctBenHas JII1bB).

8.11.1. dunbTpauusa B okHe MoHumop

[Tpu GonpioM konuyectBe OOBEKTOB MOHUTOPHHT Tporiecca nmporpysku JIIIb cranoButcs
3aTpyaHUTENbHBIM. [ OTGUIBTPOBBIBaHUS HEOOXOAMMON WHGOpPMAIMU CIYKUT CTPOKa BBOJA
Qunemp. JlefictBue GuiabTpa pacnpocTpaHsercs Ha Bce Tabmuiel Mouumopa. DunbTpanus
ocymecTBisieTcst o nossiv 3Havenne |d ceprudukara, IP-anpec, Bepcusi Acenma, Ums, 1D ¢ B/
KXo Tabmuubl. OUIBTp OpUMEHseTcs mociie HaxaTus kKHonku I'oroBo. IloBropHOe Haxatue

KHOIIKHN (I)I/IJIpr OTMCHJIET €TI0 ,HeﬁCTBHe.
8.11.2. MeHt lpocmomp B okHe MoHumop

B oxne Monumop moxuo npocmotpets JIIIb mo6oro O6bexra [Tonutuku, npocMoTpeTh JIor-
¢aiin, pocMOTPETH JIOT aKTUBALUH, A TAKXKE POCMOTPETh U U3MEHUTH cBoiicTBa O0bekTa [lonutuku.
Jns BBIIOJIHEHHWS ATUX JCUCTBUHA HEOOXOAUMO BBIOpaTh u3 J000W Tabmuiel Monumopa
uHTepecyromuii Bac OObekT I[loauTukHM, HakaTb Ha HEro NpaBOl KHOMKOM MBIIIM, IOCIIE YEro

BLI6paTI> B KOHTCKCTHOM MCHIO HHTCPCCYHOIINC Bac HeﬁCTBHH.
8.11.3. OBbHOBNEHMe cTaTyca MOHUTOPUHrA

B oxne Monumop noctynHsl koMmaHasl OOHOBUTH cTaryc MOHUTOpa U OOHOBJIAATH
Monutop kaxabie S5 cekyHa. [lepBasg komaHna OOHOBISET JaHHBIE OJUH pa3, BTOpas MO3BOJISET

HCIIPEPBIBHO OOHOBJISTH CTaTycC IPOrpys3Ku Iloautuku ¢ HHTCPBAJIOM B IISITh CCKYH.
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8.12. [lpocMoTp XKypHanoB pernctpauum Log n Syslog

Oxno JKypnan  wucmonmp3yercss Ui MPOCMOTPa  3apETMCTPUPOBAHHBIX  OMIMOOK,
OpeaynpexaeHuil, coObITHII W MH()OPMAIIMOHHBIX COOOIICHU, COOpaHHBIX B IpoLEcce PadOThI C

L{VII, nyst aToro Hano BeIOpaTh AKypHaa B MeHIO OKHO.

Oxno Syslog-cobbimuii ucmons3yercs uis MpocMoTpa coOpaHHbIX Syslog-coObrTuit. s

pocMOTpa coObITHT Hao BIOpaTh Syslog B meHto OKHoO.
8.12.1. PaboTa c XypHanamu permctpaumm

OnucaHHble HUXKE OINEpaluy CHpaBemuBbl Kak Juisi ZKypHajga coObITMH, Tak W IS

Kypnana Syslog-codobiTnii (eciiu He CKa3aHO HHOE).
HNHcTpyMeHTanbHast JIMHENKA COIEPKUT CICIYIOIINE ONEPALIUU:

—  Oyucmums 102 — yOANSIeT BCe 3apETUCTPUPOBAHHBIC COOBITUS U3 TaOJIHIIbI,

— ObHoséumb 1102 — Tiepe3arpyxaeT U OOHOBJSET OTOOpakeHHe WH(GOpPMAIMU KypHaia
perucrpanuy,

— Aemomamuueckoe obHOGNeHUe dHcypHANIa Kadxcovle 10 cekyno — 3TO TepeKIoyaTelb,
KOTOpPBIM, MPU €ro aKTUBALMU, OOHOBIISIET OTOOpa)keHHWE B OKHE ¢ MHTepBajioM B 10
CEKYHJI;

— [Iloxazams monbko om@uibmpoganuvie coodujenus — KOMaHJa BbI30Ba (DYHKIMU
GuIbTpanuy 3anuceil B xypHasue coObITHH;

—  Ycemanoeums yposnu noca - BIOOp 3TOW ONUUM MO3BOJsET BaM yCTaHOBUTH ypOBEHb
JeTaau3aliy JKypHaJla pPerucTpaluu coObITUH, KOHKpeTHO YpoBeHb Jjora Cepsepa,
Yposens nora Kowcoau n YpoBeHb Jjora [Ipoepyszuuxa. I3MEHEHHE HACTPOEK YPOBHS
JKypHaJIa PErUCTpallMU MPUMEHUMO TOJIBKO K COOBITHSIM, BCTPEUYAIOLUIMMCS MOCJIe TOro,
kak u3MeHeHue Obuto cnaenaHo. BHUMAHME: HacTtpoiika ypoBHS JeTanuzanuu
JIOCTYITHA TOJIBKO 1711 ZKypHasia coObITHIA;

—  Unouxamopwvl — xoMaH1a IS BbI30Ba PYHKIIMKM HHIUKAUU cOObITHI. [lo3BOMNseT 3a0aTh
UH/IMKATOPBI JJIs1 BHIOPAHHBIX THIIOB COOBITHI, HaIIpUMeEp: OIIMOKa, IpeAynpexIeHHE U
T.J.;

—  @unempur Syslog cepsepa — komanaa 11 HACTPOIKHK 0TOOpaXkeHUs: coObITHIL. [To3BOMsIET
npaBuia st otoOpakenuit coopitnii. BHUMAHMUWE: nactpoiika GuibTpoB m0CTyIHA
ToJIBKO [Tt SYslog sxypHaa;

— [Ilcegdonum - KOMaHJIa [ HACTPOHMKM OTOOpaKEHUS HMCTOYHUKA COOBITHIL.

BHUMAHME: Hactpoiika rceBIoHnMa TOCTYIHA TOJIbKO 1t Syslog-xxypHaa.
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8.12.2. dunbTpauusa pes3ynbTaToB B XypHarne peructpauum (Log)

Nudopmanuio xKypHalla perucrpanui, OTOOPaXEHHYI0 B OKHE, MOXHO (HIBTPOBATS,

HCII0JIB3Y BbIIIaJaroIue CIIMCKU, B 3aroJiIOBKE Ka)I(I[Oﬁ KOJIOHKH IMapaMETPOB JIora.

@OunbTpoBaHWE HEBO3MOXKHO, B JIOT-(hailie, KOTOpHIA MOSABISETCS B OKHE Pe3ynbmamoi

mpaHciiayuu, Pes'yﬂbmambz akmuseayuu 1 Apyrux JUaJIOroBbIX OKHaX.

Ecnu ¢unbtp mo mapamerpy NpUMEHEH, TO KHOMKA (PUIbTpAlMU BBIACNISIETCS KPACHBIM
LBETOM, ISl CHSATHS (GWIbTpa JOCTaTOYHO Ha)KaTh HA KHONKY (GuibTpa (eciu (QUIbTP HUMEET

HECKOJIBKO MOA(PHIBTPOB, TO HEOOXOUMO BEIOPATh UCTIOIB3YEMBbIH (BIC)).
8.12.2.1. Bbi6bop PunbTpauun ana moayna L4Yri

L]VII cocTouT u3 Tpex MoAayyed, KOTOpble MOIYT CO3/4aBaTh HMH(pOpPMAIMIO IS KypHaia
peructpauuu: Tpancismop, Ilpoepysuux u Cucmema. I1ocTaBUTh OTMETKY(H) PSAIOM C MOIYJIEM(SIMH),
coobiieHuss koroporo Bel sxemaere npocmorperb. CoObITHS JKypHaJIa PErucTpalMd U3 MOJIYJIs

Cucmema He QUIBTPYIOTCS, ¥ TIOATOMY OYAYT BCETIa OTOOpaKaThCs.
8.12.2.2. ®dunbTpauma no Tuny coobweHnn (Tonbko B OkHe Log Viewer)

LVII nenut wunbopMalvio >KypHalla perucTpanuu Ha ueTbipe Kkareropuu: QOummbka,
Ipenynpexaenne, napopmaronnoe CoodieHue u otiagovnbie coobituss Otaaaka. [TocraButh

OTMETKY PSIIOM C KaTeropusiMu HHGOpMalluu, KOTopble 0ToOpa3sATcs B OKHE 1o Baremy xenaHuto.
8.12.2.3. ®dunbTpauusa no aate U BpeMeHuU

MOXHO OmpenenuTb, 4TO TOJBKO 3aperucTpUpoBaHHas MHQOpPMalUs, CT€HEPUPOBaHHAs B
TE€YEHHE ONPE/ECIIEHHOTO Mepro/ia BpEMEHH, MOKET ObITh OTQHIbTpoBaHa U oToOpaxeHa Ilo nare m
BpeMeHH. YToObI NCTIOIb30BaTh IPyObI GUIBTP HAN0 B OKHE JKypHana HaxKaTh KHONKY | . B KOJIOHKE
Jara/Bpemsi BbIOparh THUI (UIBTpAlMU 3a TOCAeIHWE THH U ONPEICIUTh YHCIO [HEH,
IPE/IIECTBYIONIMX TEKYyIIel aare, Mociie Yero Ajs NMpUMeHeHus (QuibTpa HaxkaTb KHONKy I'oToBo
UtoObI wcmonb30BaTh Oosiee TOUYHBIA (GUIBTP 3a yKa3aHHBIA MEPUO] HAJO0 YCTAHOBHUTH IEPUOJ,
3anonnuB nosg C...Jlo win C, u onpenenuts 1Jis BpEMEHHBIX WHTEPBAJIOB JIaTy U BpeMs, B KOTOpbIE

ObuIa creHepupoBaHa HykHast Bam nnpopmarus.
8.12.2.4. ®dunbTpauua No TEKCTY COOOLLEeHUs

D10 — «3aka3HOW» (UIbTp. MOXKHO UCKaTh 3aperHCTPUPOBAHHYIO MH(OpMAIHIO, KOTOpas
COJIEPXKUT 3aJ]aBaeMYI0 CTPOKY TeKcTa. UToOBI HCToab30BaTh rpyosiid GriibTp HamO B OKHE JKypHana
HakaTb KHONKY /L. B kojoHke CoObiTHe U BbIOpaTh punsTp Ilo KI0OYeBOMY CJIOBY U BBECTH 3Ty

CTPOKY B IOJIE.
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8.12.2.5. ®unbTpaumsa no AeceHmy/O6bekTy MNonutukn

D10 — «3aka3HoW» (UIBTP. MOXKHO UCKATh 3apETHCTPUPOBAHHYIO HH(POPMAIUIO, KOTOpas
BKITIOYAET Aeenma, NMPENCTaBlIeHHOTO ompenesnieHHbiM O0bekroMm [lommtuku. YToOBI MCHOIB30BATH
rpyObIii GUIBTP HANO B OKHE JKYpHana HaXaTh KHONKY . B KosioHKe CoObITHE U BBHIOpATh QUIBTP

ITo 00beKTY NOJIMTHKH ¥ BEIOpaTh HYXHBIH OOBeKT [10JIMTHKY B BHIIAIAIOIIEM CITHCKE.
8.12.2.6. ®dunbTpauua no Kkody

MOXHO HUCKaTh 3aperiucTpUpOBaHHYI0 HHpoOpManuio, Mo koxy cooduieHus. [lns storo

HE0OXOMMO BBIOpaTh HY)KHBIN KO COOOIICHHS B BHITAIAIOIIEM CITHCKE.
8.12.3. dunbTpauusa pesynbTaToB B XypHarne Syslog

Nudopmanuio xKypHala perucrpanud, OTOOPaXEHHYI0 B OKHE, MOXHO (HIBTPOBATH,

HCIIOJIb3Y: BbIITAJArOMIUE CIIUCKU, B 3aIrOJIOBKC KaH(HOﬁ KOJIOHKH IIapaMETpPOB JIora.

Ecmu ¢unpetp mo mapaMeTpy NpPUMEHEH, TO KHOMKAa (HIBTPALUHN BBIICISACTCS KPACHBIM
I[BETOM, JJIsl CHATUS (WIBTpa OCTATOYHO HaXaTh HAa KHOMKY (uibTpa (ecaw QuiIbTp HMeeT

HECKOJIBKO MOA(GHUIBTPOB, TO HEOOXOUMO BHIOPATh UCTIOIB3YEMBbIH (BIE)).
8.12.3.1. ®dunbTpaumsa No BaXXHOCTU

VIl nenut wHpOpManMio XypHajna peructpauuu Ha kareropun: Cpounoe, Tpesora,
Kputnueckoe, Omuodka, llpenynpexnenue, U3Bemenue, Undopmanns, Oraagounoe. [locraButs

OTMCTKY PAAOM C KaTCropuiaMu I/IH(I)OpMaLII/II/I, KOTOPBIC 0T06p213$ITC$I B OKHC 110 BameMy JKCIIaHHUTO.
8.12.3.2. ®dunbTpauusa no aate U BpeMeHuU

MOoXHO OmpenenuTh, YTO TOJBKO 3apEerUCTPUPOBAaHHAs MHQpOpMAaIus, CreHepUpOBaHHAs B
TE€YEHHE OMPE/ECIIEHHOTO Mepro/ia BpEMEHH, MOXKET ObITh OTQMIbTpoBaHa U oToOpaxkeHa Ilo nare m
BpeMeHH. UTOObI HCII0NIb30BaTh IPyObIi PUIBTP Ha/O B OKHE JK)ypHana HaxKaTh KHOIKY |'f. B KOJIOHKE
Jara/Bpemsi BbiOparh THI (QuibTpauud 3a TOCJAeIHHE THH U ONPEICIUTh YHUCIO JHEH,
IpeIIIeCTBYIOMX TEKYIEH Aare Mocie 4yero Juisl mpuMeHeHus (unbTpa HaxkaTh KHONKY ['oToBO
YtoObl MCTOMB30BaTh 0o0Jiee TOYHBIM (UIALTP 3a yKa3aHHbIA MEPUO] HAIO YCTAaHOBHUTH IEPHO,
3anoinauB nosst C...Jlo winu C, u onpenenuTs Uisi BpEMEHHBIX UHTEPBAJIOB J1aTy U BPEMsI, B KOTOpBIE

ObuTa creHepupoBaHa HykHast Bam nnpopmarus.
8.12.3.3. dunbTpaumus no IP-agpecy

Nudopmanuro moxHO GuibTpoBath 1o IP-agpecy o0bekTa, 11 3TOro Hajio BbIOpaTh GUILTP

ITo IP-anpecy u BBectu IP-aapec B popmare 0.0.0.0.
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8.12.3.4. dunbTpauua no NnoacTpoke

OT0 — «3aKa3HOW» (HUIABTP. MOXKHO HCKAaTh 3apETUCTPUPOBAHHYIO MH(POPMAIUIO, KOTOpas

COACPKHUT 3aJaBACMYIO CTPOKY TEKCTA. I[J'Iﬂ 3TOI'0 HeO6XO,Z[I/IMO BBECTH O3TY CTPOKY B IIOJIC.
8.12.4. [MMpaBuna chunbTpaunm B XXypHane Syslog

Jnst HacTpoWku oToOpakaeMoil HMHGOpMAnMM MOXKHO 337aTh MpaBuUjia (QHIBTPALUH,
UCronb3ys Komanay PuabTpel Syslog cepBepa. B nosBuBmiemcst okae Omobpadicenue Syslog (cm.

Pucynox 97) Hy)xHO HaxaTh KHOIIKY J100aBHTB 1 33/1aTh HEOOXOAUMBIC (PHIIBTPHI.

[Mocne 3aganus npaBun GuiIbTpanuu coodieHus B Syslog momaaaroT cornacHo GuiibTpam 1o
IP-anpecam. ®uiabTpbl NPUMEHSIOTCS B TOM IOPSJIKE, KaK OHU yKa3aHbl, T.€. CBEpXy BHHU3. boiee

Y3KHue (1)I/IJ'IBTpBI Hag0 CTaBUTH BHILIC B Ta6J'II/IHe, JJIA TOTO YTOOBI OHU cpa60TaJm.

4 ovobparkenne Syslog x|
—®UneTpLI
DunbTp I MonuTika I MiyHuMansHoii IP ' MakomansHbiil 1P I
|¥l 10.111.10.0/24 @ WrHopuposaTe  10.111.10.0 10.111.10.255
17| 10.111.10.2 E sanucsams 10.111.10.2 10.111.10.2
(\d ¥ savesare 10.112.10.2 10.112,10.2

[¥l 10.112.10.0/24 @ WrHopuposaTs  10.112.10.0 10.112.10.255

| =

HobasuTs (Ins) | Mpasuts (F4) Yaanute (Del)

loToso I OTMeerbl

Pucynok 97 — Okao Omobpasicenue Syslog
8.12.5. MOHMTOPUHI COOOLLEHNN B XXypHase coobITUN

B I[JVII-Konconbs wnMeercs BO3MOXKHOCTb OTCJIEKMBAaHUS B aBTOMAaTHYECKOM PEXUME
OIpeIeIEHHBIX COOBITHH, BO3HHKaONMX Kak B JKypHaje coObiTmii, Tak u B JKypHaie Syslog-
coObITHil. IIpy >TOM mpoucxoAuT BHU3yalbHOE M 3BYKOBOE omnosenieHue. HacTpoiika MOHMTOpHHra
ocymiecTBisieTcss otaenbHo s JKypHanaa coobiTmii u JKypnana Syslog-co0biTHii B MeHIO

Hnouxamopel COOTBETCTBYIOIIETO KypHaa.

JIjig KaXkJIoro >KypHajla He3aBHCUMO CO3AA€TCs CIIUCOK uHOuxamopos. Kaxablii unouxamop

OTHCHIBAET MIA0JIOH PETHCTPUPYEMOTO COOOIICHHUS.

8.12.5.1. HacTtpouka moHuTopuHra ans XypHana co6bITumn

Hacrtpoiiku MOHUTOpPUHTA COCTABIIAIOT CJIEIYIOLIYIO HEPAPXUIO:



— Hacrpoliky;
— Nunukarop;

— VcnoBue.

216
MKE}0.00631-01 32 01

Hacrpoiiku comepxaT HECKOJIBKO MHIAMKATOPOB, KaXKIbIM MHAUKATOP COJEPYKUT HECKOJIBKO

YCJIOBUH.

Jlnajior BEpXHEro YPOBHS COACPIKUT CIIUCOK MHIMKATOPOB (cM. Prcynok 98).

MOoXHO yAaluTh UHAUKATOP, 100aBUTh, U3MEHUTH (B TOM YHUCIIE NP JIBOMHOM Ha)XXaTHH Ha

HEro B TaOJIMIIE), COXPAHUTH CIIMCOK MHAMKATOPOB (KHOMKa ['0TOBO) MM OTMEHUTHh H3MEHEHUS.

Bce unamkaropsl paborator mo “NUJIN”

— TO €CTh, MpU CpabaThIBAaHUU XOTS OBI OJIHOTO

WHJUKATOpa B CTAaTYCHOM CTPOKE OCHOBHOIO OKHA [[VII-KoHnconb IOSABIAETCS MUTAIOIIAS] HKOHKA |ﬂ |

MHCOK HHOHKaTOpOB

—HHAMKETOPGI

KMma

| Onucaque |

BrntoyMTE |

AobaeuTth (Ins) MpaenTh (FF) | Yaoanute (Del) |

[oToBO | OTMEHWMTE |

Pucynox 98 — Oxno Crnucok unoukxamopog

HWJIN IIpaBKa HWHAWUKATOPA 3allyCKaCT AHAJIOT CICAYHOUICTO YPOBHA (CM.

JloGaBieHue
Pucynok 99).
Wuaukarop
Wnz: |
OnucaHmne: I
~MHavkaws

[V Otcnexusate cobbitus

[V 3syKosoe ysepomneHue WHTepsan: |60 | MosTOpbI: |2 3:

Wcnonb3osaTh cbaﬁn:l Tecr | BuibpaTthb... |
—Ycnosia [no unu’]

Tunbl lOﬁbeKTbl Il’loncrpoxa I

LobaeuTs (Ins) I Mpasute (F4) I Yaanuts (Del)

loToso I OTMEHUTL |

Pucynok 99 — OkHO peaakTHpOBaHuUs MapaMeTPOB UHINKATOPOB
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3HaUYeHHE YIMPaABISIOMIMX 3JEMEHTOB MOKa3bIBAa€TCsl NMPH HABEACHUU MBI Ha HUX BO
BCILIBIBAIOIIMX MOJICKa3KaX.

Kaxxnomy mHIMKAaTOpy MOKHO HA3HAYUTh CBOM 3BYKOBOHM CHTHAJ, Ui KOTOPOTO yKa3aTh
daiin co 3ByKOoM, IIEpUOJ] MOBTOPEHUSI CUTHAJNIA U KoJaudecTBO nmoBropeHuil. Knonka Teer mo3Bosnser
MPOCITYIIATh BRIOPAHHBIA CUTHAI JJIsI TPOBEPKHU.

Ecnmn cpabaTbiBaeT HECKOJIBKO MHIUKATOPOB, TO CUTHAJIBl MOTYT 3By4aTh OJHOBPEMEHHO —
KaXXJIbIii CO CBOEH 3aJIaHHOM MEPUOAUYHOCTHIO.

Eciu mone Ucnoab3oBaTh (aiia mycto, OyaeTr cpabaTbiBaTh CHCTEMHBIM 3BYKOBOW CHTHAJ
0 YMOJIYAHHUIO.

B kauectBe aiia MOXKHO yKa3aTh CyHIECTBYIOIINHI, THOO 3amucaTh CBoi ¢ Mukpodona. /s
3anucy ¢ MUKpo(oHa HaJI0 UCIIOJIb30BATh CUCTEMHYIO YTHIIUTY:

Start -> Programs -> Accessories ->Entertainment->Sound Recorder.

YceranoButh raniouky OTe/IesKMBaTh I T€X WHIUMKATOPOB, KOTOPbIE B JAHHBIA MOMEHT

JOJKHBI paboTarh. Eciu X0Tst Obl OJTMH MHAUKATOP OTCJIEKUBAET JIOT, B CTATYCHON CTPOKE OCHOBHOI'O

okHa L[ VII-Konconb NOSIBISICTCS I/IKOHK&|“ |

NuaukaTtop AOKEH coaepkaTh XOTs Obl OAHO ycioBue cpabarbiBaHus. Eciam ykazano
HECKOJIbKO YCIIOBUHM, TO oHH 00benuustorcs no “UJIN” — To ectb, Ay cpabaTbiBaHHsl MHIUKATOpA
JI0OCTaTOYHO cpabaThIBaHUS XOTs Obl OJJHOTO U3 YCIOBUH.

JloGaBneHue WM MpaBKa YCIOBUS 3allyCKaeT OKHO Ycnosus Anst A00aBJICHHs MapamMeTpoB

urukanuu (cm. Pucyrnoxk 100).
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x

—Tunb! CoBBITHI

¥ CoBtimie niobioro 13 TMNoB:

JocTynHbe Tunbl BribpaHHbie Tvne

a HzseweHme

) vidoprawma ﬂ
|

Ea OTnagodHoe
D cwibka
7 MpegynpexaeHue

—YnomuHaloToR obBeK Tl

¥ ... 1 cofibimie ynomuHaeT nrofioi us 3THK ofbekToB:

AocTynHele ofbekTbl @l BribpaHHbie ofbekThI

7 192.158.144.0 N r:.'>|
7 192.158.145.0

E cient1_comp ﬂ
#ji Group

_? ORBS5-ZM-1217

-
Bnl 7 rormn J

—MNoacTpoka

I_ +.v W COBBITHE COAEHNT 3TOT TEKCT.

loToBo I DTMEHHTbl

Pucynok 100 — OkHO HacTpOMKHU yciaoBHii cpabaThIBaHUS HHAUKATOPOB

B KaXI0M YCJIIOBUHM MOXHO 3aJaTb 0 TPEX BJIOKCHHBIX YCHOBHﬁ, YCTAaHOBUB «TAJIOUKY»
OKOJIO HY’KHOTO BJIO)KEHHOTO YCJIOBUs. Bce BrojkeHHbIe ycioBusi cpadarbiBatoT no “U”, To ectsb, ans
cpabaTbhIBaHMs yCIOBHUS, TOJKHBI cpabOTaTh BCE BIOKEHHBIE YCIIOBHs. Eciu ranodka He yCTaHOBIIEHA,
9TO BJIOKEHHOE YCIIOBUE HE NPOBEPSAETCS.

[lepBoe moaycnoBue pearupyer Ha ONpeAeIeHHbIE TUIIBI COOBITHI (BBIOpATh B CIIMCKE CIIpaBa
T€ THUIIbI, KOTOPbIE T0JKHBI BHI3bIBATh CpaOaThIBAHUE).

Bropoe nmonycnoBue pearupyer Ha yIIOMHHAaHHUE B JIOT€ ONPENEICHHOr0 0ObEKTa MOIUTUKU
(BbIOpaTh B CHHCKE CIpaBa T€ 0OBEKThI, KOTOPBIE JOJKHBI BBI3IBATh CpadaTHIBAHKE).

Tperbe mnoapycimoBue pearupyeT Ha MOSBICHHE B JIOT€ OINPEAEICHHOM IMHAMHUYECKOU

nozctpoku. [IpoBepka aHanornyHa npoBepKe Npu GUIbTPALIH.
8.12.5.2. HacTtpouka moHutopuHra ans XypHana Syslog-cob6biTumn

[Mpouenypa paboThl ¢ MHAMKATOPaMH s KypHana Syslog-coObiTuii aHamormyHa padote c

MHAMKATOpaMH JIJIsl )KypHaja COOBITHH.

Jlnst HacTpoiiku oToOpakeHust coObITHIT SYSI0g MOXKHO BBIOpaTh COOTBETCTBYIOIIHMI 3HAYOK

Al

— HWJIM HaXaTb npaBoﬁ KHOMNKON MBI B OKHE ((SYSIOg)) N B KOHTCKCTHOM MCHIO OKHa BIJI6paTB
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nyHKT 3agaTh nceBaoHuM (cMm. Pucynok 101). B aToM okHE MOKHO BBEIOpaTh KOJUPOBKY, B KOTOPOW
Aeenm miepecbUIaeT COOOIICHHUs (3aTeM 3TH COOOLICHUS TIepeKoaupyroTes: Syslog-cepepoM B popmat
UTF-8 u B Takom Buze 3ammchkiBatotrcst B BJI). Jns mpemocraBieHHs: OTYETOB MOXKHO 3a/1aTh
NICEBIOHUM JUIsl 00BbeKTa ¢ MpuBsizkoi K ero IP-aapecy. Ecnu niceBioHuM He ykazaH, TO OTOOpaxKeHHe

dbopmupyercs, ucnomnb3ys cBs3b «IP-agpec — unTepderic.

=L 0robpamenne Systog

IP Aapec: |

Ncesnorim: ||

Koawposka: |UTF—8 Z|

[oToBO OTMEeHUTE |

Pucynok 101 — Hactpotika Syslog-cepBepa [uist JOrHpOBaHUS

8.12.5.3. CpabatbiBaHWe MHOUKATOPOB

[Ipu cpabarbiBaHuM XOTsI Obl OJHOrO WHAMKATOpa (T.. MPU BO3HUKHOBEHUU B KypHale

COOBITHSI, TOIXOJAIIET0 TOA (HIBTP MHIUKATOpA COOOIICHHS), MKOHKA |“| B CTaTyCHOW CTpOKE
OCHOBHOTO OKHa [[VII-Konconb HaunHaeT Murath. [Ipu HakaTHH Ha 3Ty UKOHKY MOSBISIETCS OKHO CO
CIHUCKOM cpaboTaBImnX HHAMKATOpoB (cM. PucyHok 102). B 3ToM okHe OTOOpaskaeTcsi CleAyroIas
uHpOpMaNYs: Ha3BaHUE WHIUKATOPA, ONMCAHUE WHANKATOPA, KOJMYECTBO CpabaThIBAHUN MHANKATOPA
C MOMEHTA TIOCII/THETO MTPOCMOTPa XKypHasia, THII )xypHaia (Log wiu Syslog).

[Ipu BIIENIEHNN WHANKATOPA CTAaHOBUTCS akTUBHOM kHomka [loka3zaTs. Haxxatue Ha manHyro
KHOMKY (WJIM JIBOWHOE HaXKaTHe IO CTPOKe B Tabmuile) akTuBupyeT >xypHan (Log- wmmm Syslog-
cOOBITHI, B 3aBUCUMOCTH OT UHAMKATOpa), B KOTOPOM OT(UIBTPOBAHBl COOTBETCTBYIOINE
MHAMKATOPY COOOILEHUSI.

Crucox HHAUKATOPOB NICPUOJUICCKHA OOHOBJISIETCS.

=  CpabarbiBanns nHOAWKATOPOB X|

Mg % | CpabaTeiBanmit I)KypHan IOnucane |
|§| 12 XKypHan
3aKpbiTh MoxkasaTb nor I

Pucynox 102 — OkHo mpocMoTpa cooOIIeHni pu cpabaThIBAHUU MHIUKATOPA

8.12.6. [pocpoyeHHble cepTUdUKaTbl
OxkHO Banuonocmev cepmuguxkamog WCHONB3YEeTCSl Il TOTO, YTOOBI OTCIIEKUBATh

CepTI/I(I)I/IKaTLI C UCTEKIINM CpPOKOM JIeHCTBUS. OTKpBITL 9TO OKHO, UCIIOJIb3YS KOMAaHIY BaauagHocTh
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ceprupuxkaToB u3 MeHI0 Okxo. OKHO COHEPKHUT CIIMCOK IPOCPOUYEHHBIX CEpTU(UKATOB,
NpPEJCTAaBICHHBIX B (oOpMe TaONuIBl, C BO3MOXXHOCTHIO (UIBTpaIMKM 1O CPOKY HCTEUEHUS
ceprudukata. g GuiabTpanuu 1no cpoky UCTeUeHHs cepTH(HKaTa HEOOXOAUMO OTMETHTh OJHO M3
nosnel B noje Ceprudukarsl.

L[VII-Konconb aBTOMaTHYECKU OTCIIEKHUBAET CEPTUPHUKATHI C UCTEKIIUM CPOKOM JeicTBus. B
ciyyae OOHAapy>KEHHMsI TaKUX CEpTH(PHKATOB B CTPOKE cTaryca OCHOBHOro okHa [[VII-Kowuconw
NOSBJIAETCS MHMTaromas MKOHKa ==. HakaThe Ha 3Ty HMKOHKY OTKPBIBAET OKHO CO CITHCKOM

CepTI/I(i)I/IKaTOB ¢ UCTEKIIUM / HUCTCKAIINM CPOKOM ﬂeﬁCTBHH. Hxonka muraer J0 TEX I10P, IT0OKa OKHO

Banuonocms cepmugpuxamos He ObLIO OTKPHITO.
8.13. [Oeckpuntopbl AreHTOB

Oxuno Jleckpunmopor Acenmos (cM. Pucynok 54) ucnomnb3yercss mns ympasieHus XML-
daiinamMu, KOTOphIC COACPIKAT OMHMCAHUS MApaMETPOB JUIS KAKIOrO TUIA ATEHTa, IPOU3BOJIUTEIS
Aeenma, Bepcunm Aeemma (TTAaBHOW W BTOPOCTENEHHON) M Habop cBoicTB. Ot XML-daiins
nepeornpeneseHsl B [/VI] u pacniofoXeHbl B OJUIMPEKTOPUN <ads> WHCTAJUIAIMOHHOW AUPEKTOPHU
LVII (cm. moapasnen 3.2).

¢4 [IpeoGpasoBars ycTapeBLIME AECKPUITOPBI B MOIEPKUBACMBIE MOXKHO 100ABICHUEM CTPOKH
'— puma «SecureConnect Mobile Client,5.2,-,-,User->SecureConnect Mobile Client,5.3,-,-,User» ¢

omMcaHHuEeM 3aMeHBI B (aiin agent_replacements.txt B rmaBuoi gupexropuu. Ilocie ommcaHus
3ameHbl Haso nepe3amnyctuth GUI/CLI 1 moBTOpUTE MOMBITKY UMIIOPTa KOHPHUTypALIHH.

8.13.1. [Oob6aBneHue geckpuntopa AreHta

Urto6s! 106aBuTH Aeckpuntop Arenra Bol nomksbl umMers XML-daiin ¢ 3TuM neckpuntopom.
Haxxatp xHOmnKy /lobaBMTh M BbIOpath (haitn B Bameii cucreme. Ilpu Haxaruu Ha kHomky Open,

JeckpunTop 3arpyxaetcs B [{VII u nosiBisiercs B TabnuLe.
8.13.2. YpaneHue geckpuntopa AreHTa

Uro0bl yJanuTh AECKpUNTOp ATEHTa Haa0 BHIOpaTh €ro B TaONUIle W HaXKaTh KHOIKY
Yaaaute. [locne moaTBepskaeHus yaajneHus ASCKpUNTop OyaeTr ynmaineH u3 Tadiuiel. OOpartute
BHMMaHHWE, YTO BCE 3alMCH TaOJUIBI, COOTBETCTBYIONIME JaHHOMY (aily JeCKpHIITOpa, OyIyT
yaajaeHsl W3 TaONUIBI, TaKUM 0Opa3oM, €CIHM JIECKPUITOP MPEACTaBIsul OONbIIe 4YeM OJWH THII
Oo0vbekTa [lonuTHKM, HECKOMBKO 3amuceld TaOMuIbl OyAyT yOaleHbl. Y AamuTh AECKPUIITOP, KOTOPBIMA

HCIIOJIB30BAaH IIPpHU ONMMCAHUN 00BEKTa HEBO3MOIKHO.

\il) VYaanuTh AeCKpUNTOp, KOTOPBIM HCHONB30BaH mpu onucaHuu OOBeKkTa HEBO3MOXKHO. [Ipm
TIOIBITKE YJAJIEHUSI TIOSIBUTCS NIPEAYIPEKIECHUE O TOM, UTO AECKPUITOP YXKE UCIIOIb3YETC.
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8.13.3. TllpocmMmoTtp geckpuntopa AreHTa

UtoObl MPOCMOTPETh NECKPUNTOpP AreHTa Haao BBIOpaTh ero B Tabiuie, crpaBa Oyaer
0oTOOpaxkeH Aeckpunrtop. B okHe nmpocMoTpa MOXKHO BbIOUPaTh, KOMUPOBATH , a TAKXKE UCKATh CTPOKH

TCKCTA B IpcAciiax JCCKPpUIITOpA.

OueHb OCTOPOXKHO H3MEHSUTE NeCKpUNTOpPhl AreHTa. JleCKpUNTOpHI BIMAKOT HAa TO, Kak

'— OOBeKTHl JaHHOTO TUNA OyayT mpenctaBieHsl B [[VII-Koucons W Kak HX TapaMeTpbl
uHTepHpeTupyoTcs Bo Bpems TpaHcimsinuu I'TIb. HactostensHo pexomenayem, utoObl Bbi
CO3JaJId PE3EepPBHYIO KOIHIO IOJHOTO Habopa JAECKpUIITOPOB IMepe] BHECEHHEM JIHOOBIX
M3MEHEHUM.

8.14. [Oeckpuntopbl CepBepoB

OxHo /leckpunmopwvl Cepgepog wucnonbdyetrcst nis ynpasienus XML-daitnamu, xotopbie

CoiepyKaT ONUCAHMS apaMeTpoB Ui Kaxaoro turna CepBepoB 1 HAOOP CBOKCTB.

OKHO COCTOUT H3 ABYX CEKLMH: B HepBOﬁ BBIBOJUTCA CIIMCOK CepBCPOB C YKa3aHUCM HX

HUMCHH U KJIaCCa, BO BTOpOﬁ BbBIBOAUTCA CaM ACCKPHUIITOP.
8.14.1. [Job6aBneHue geckpuntopa CepBepa

Uro6sl nobaButh ageckpuntop Cepepa Bwl momkuel umers XML-daitn ¢ stum
neckpuntopoM. Haxate kHomnky Jlo0aBuTh u BbIOpath (aiin B Bameil cucreme. [Ipu Haxkatuu Ha

kHOTKy Open, neckpumnrop 3arpyxaercs B L[V v IosBIIsIeTCs] B TaOIHUIIE.
8.14.2. YmpaneHue pgeckpuntopa CepBepa

Urobsl ynamuth aeckpuntop CepBepa Hamo BbIOpaTh €ro B TaONWIlE U HaXaTh KHOIKY
Yaanuts. Ilocne moaTBepkaeHus yaaneHust AecKpunTop Oyaer ynameH u3 tabmuikl. OOpatute
BHUMaHWE, YTO BCE 3alHMCH TaOJUIBI, COOTBETCTBYIOIIWE JaHHOMY (aiimy ICCKpHITOpa, OYymyT

yaajaeHbl U3 TaOIHUIIBI.

\in) Y anute NECKpPUNITOpP, KOTOPBIM HCIOJIB30BaH Npu onucanuu CepBepa HEBO3MOXHO. [Ipum
MOTBITKE yJAIECHUS MOSBUTCS MPEIYNPEKIECHUE O TOM, YTO AECKPUIITOP YK€ UCTIOIB3YETCS.

8.14.3. [MpocmoTp aeckpuntopa CepBepa

Urob6sl mpocmoTpeTh aeckpuntop CepBepa Hajgo BbOpaTh e€ro B Tabmule, crnpaBa Oyaer
oToOpakeH JecKpunTop. B okHe mpocMoTpa MOXKHO BBIOMpPATh, KOMUPOBATh, a TaKXkKe UCKATh CTPOKHU

TCKCTA B IpcAciiaX JCCKPUIITOPA.
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9. PABOTA C [MPOEKTAMU U NOBANBbHLIMU NMONMUTUKAMU
BE3OMNACHOCTH

Korna Bwei onpenenunu Bce OObexthl [lonuTuku, BXonsdiue B 3allUIICHHYIO CHCTEMY, H
ykazanu IlpaBuna, ompenenstoniye MopsAoK B3auMmojeiicTBus 3Tux OOBEKTOB, TeM caMbiM Bbl
coznamu I'TIB. I'TIb ¢opmansHO ompenensercss kak Habop [IpaBuii, KOTOpEIE OMEPUPYIOT ¢ HAOOPOM
O06nbekroB [Tomutuku. Komounarus 3tux Habopor [IpaBmin u O6bekToB [loauTHKH, ¢ KOTOPBIMH OHU

ONepUPYIOT, Ha3bIBatOTCs [IpoekTom.

LVII tpancaupyetr I'TIb B nabGop JIIIb, nmo oxHo# g kaxnoro YmpasisgeMoro Aeewma,
nonydeHHsle JIIIb ompenenstor, Kak onpenenéHHblii Aeenm MOXKET B3aUMOIEHCTBOBATh C APYTUMH
XOCTaMHM BHYTPU WJIM CHapyxu 3amuiieHHou cucrtemsl. JIIIb xpansrcsa B bJ] [JVII B TekcToBOM
dopmare. JIro6as JITIb MoxkeT ObITh IKCIIOPTHPOBaHA B TEKCTOBBIN (haiin B ¢aiinoBoit cucteme. Korma
I'TIb aktuBupyercs, Bce JIIIBb aBToMaTHYECKH TOCTABIISIOTCS KO BCEM YIpaBisieMbiM Aeenmam (Kpome
tex Ilonmp3oBareneit, ubn IP-anpeca [JVII He 3HaeT - 3TUM YYacTHUKAM 3aIIUIIEHHOW CHCTEMBI

JOJKHBI caMu oO0patuthes K []VI1 nyist nonydenus ux nocnennux JIIb).

B [JVII moxuo npumenats [IpaBuno k unauBuayanbueiM O6bektaM [lomuTuku umm cpasy
['pynne O6nexToB. Korna O6wextsl [lomuTiku opranu3oBaHbl B ['pymnmbl, Uisi KaXIOTO yCTPOWCTBA
OynyT npuMeHeHsbl Te ke camble [IpaBuia, uro u Bo Bceil I'pynne. Hanpumep, Bce KOMIbIOTEPHI B
@UHAHCOBOM OTAENEe MOTYyT HUMETh OAuHakoBble IIpaBuina, npuUMEHUMBIE K BXOJSIIEMY U
BBIXOJAIIEMY TpaduKy, B TO BpeMs Kak KOMIIBIOTEpBI, MIPUHAIEKaMe K oTneny [Iponax miam k

OTACITY MapKCTI/IHFa, MOTYT UCIIOJIB30BAaTh APYrue HpaBI/IJIa.

LJVII wmoxer noceuiate oOHoBieHusi JIIIb Bcem ycTpoiictBam be3zonmacHocTu, koraa
u3menurcs ['TIb. Yactu JIIIb, kotopbie He 3aTparuBaeT oOHoBieHue ['TIb, ocTranyTCsi HEM3MEHHBIMH,
Oyner OOHOBIEHBI TOJBKO 4YacTH OTpakarollue HoBble WH3MeHeHus. Ilpouecc 3aBepiuaercs

perpancisinueii ['TIb (s Bcex OOBbEKTOB) U ee peakTUBaIuei (st BceX MM HeKOTOPBhIX OOBEKTOB).
9.1. PaboTa c npoeKktamu

[poexts! (ITpaBmna u O6wexTs! [TomuTrkm) xpansatcs B GSP-hopMaTe 1 SKCIIOPTUPYIOTCS U3
LVII B @aitnbel cuctemsl; Ilpoextel, koTopble xpansrcs B XML-popmare, moryr ObITh
umnoptupoansl B [{VI1. Uctopus JIIIb nist Bcex OOBEKTOB MOXKET ObITh OUMIIleHa. B KOHIle KOHIIOB,

enunsblid [IpoekT MoxxeT ObITh iepe3arpyskeH u3 b/
9.1.1. OTKpbITUE NpoOeKTa

s nepesarpysku b/ [[VII Konconu uz XML-cTpykTypsl He06X0IUMO:
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—  BwiOpars Ilpoexm—>Omkpsimo.
— B okxue Umnopm u3 ¢aivina navitn daiin 8 XML-popmare, xoropsiii conepxur I'TIb,

HakaTh KHOTIKy Open.

1 ) Eciu Ber xoture umnopruposars npoekt 6e3 ero JIIIb ucropuu (to ects, JIIIb co crarycom
ApxuB 111 Bcex OObekToB [lomuTuku), TO HCMOIL3yHTe KoMaHay OTKpBHITH (0e3 apxuBa
JIIB).

& Korna komanma Open BeimonHeHa, Bee Tekymue gannbie B b1 I[VII-Koncons OyayT CTEpTHI.

9.1.2. CoxpaHeHue npoekTa

Uroosr coxpauuth bJ] I[VII-Koncoars B GSP-ctpykrypy (aiin ¢ pacmmpenuem .gsp)

HEe00XO0aUMO:

— Ilocne cospanus Ilpoexta B [[VII-Koncon» BbIOpaTh B MeHIO [Ipoekm KOMaHAY
CoxpaHuTh.

— B oxne Oxcnopm 6 ¢haiin ykazatb MecTo, B KOTOPOM BBI XOTHUTE COXpaHUTh MPOEKT, HATO
BBECTHU HMS M Haxarb KHOnKy Save. ['TIb coxpaHsercs B YyKa3aHHOM MecTe€ C

pacmpennem GSP.

\il) Ecmu Ber xoturte skcnoptupoBath npoekt 6e3 mcropuu JIIIB (to ects, JIIIb co crarycom

ApxuB mia Bcex OObekToB [lomutuku), Torma ucnonwsiyiite komannay Coxpanutb (0e3
apxuBa JIIIB). OOpaTuTe BHUMaHWE Ha TO, YTO BBIMIOJIHEHUE SKCIIOPTA HAPSAY C UCTOpUEH
JIIIb MOeT yBenu4nTh IOIHBIA pa3Mep sKkcnoptupyemoro Ilpoexra.

9.1.3. Mepe3arpy3kKa NpoeKToB U3 6a3bl JaHHbIX

Jns nepesarpy3ku Bcex OOwextoB Ilomutuku, IlpaBun u 1.0 u3 B/l u oOHoBIEeHUS

O0TOOpaXKeHHS BO BCEX KBajJpaTax OKHA MPOTpaMMBbI HaJ0 BeIOpaTh [lpoekm—> ObHosums u3 b/].

9.2. TpaHcnauua I'MIB B JIMNbB

Hns tpancinsauuu I'TIb B JIIIB BeIOpats komanay TpaHcaupoBaTh B MeHIO [Ipoexkm WM

Haxatpb kiaBuy <F7>. CymecTByIOT Tpu BO3MOXKHBIX pe3yabpTaTta TpaHcisiuuu ['TIb:

— Tpancnsanus 3aBepIiniIach yCHeIHo.

— OOHapyxeHbl 0/1Ha WK 0oJiee HEeKpUTUYECKHX IpobieM. TpaHcnsaus OyaeT 3aBepllieHa u
COOTBETCTBYIOII[EE COOOIIEHHE 3aMCAaHO B KypHaJl PErHCTPALlUU COOOIEHU.

— OOHnapyxena kputudeckas ommuoOka. IIpomecc TpaHcnauuum OyneT HeMeJIEHHO
MPUOCTAHOBIIEH M COOOLIEHHEe 00 5TOH omMOKe 3amucaHo B KYpPHAJl PETUCTPAIUH

COOOILIEHU.
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9.2.1. MpocmoTp u pegaktuposaHue JIlNb

JIIIb, co3anHble B Mpoliecce TPAHCISIUU, COXpaHstoTcs B Oydepe; BO BpeMst aKTHUBAIN OHU
OTIIPABJISIOTCS BCeM Aeenmam ycTpoucTBaM u3 Oydepa. MoXHO mpocMaTpuBaTh U PeIaKTUPOBATH

JITIB texcTrl 11s onpenenenHoro OobekTa be3omnacHoCcTH B OKHE pefakTupoBaHus. JJis 3TOro Hajo:

— B cexuun Tononocus wmu Obwvexmol noaumuxu BoiOpaTh OObekT IloauTuku, ncnoian3ys
komaHy U3MeHUTH.

— BwiOpaTh 3aknanky Ynpasnenue v 3ateM BIOKEHHYIO 3akianky JII15b.

— BriOpars JIIIb B Tabnune u Haxars kHonky IlpaButh. Otpenaktuposats JIIIb B okHe
Peoaxmop JIIIB. Tlocne oKOHYAaHUS HAAO HaKaTh BHIOpaTh MyHKT COXpPaHUTH B MEHIO

Daiin.

Taxxe gocrynna ¢yukius cpaBuenus JIIb. [{ns O6nexra [lonutuku bezomacHocTH MOXXHO
BbIOpaTh HECKOJBKO TMOJUTHUK M CPAaBHUTh MX, HCIOJB3ysd YTUIUTY CTOPOHHETO IMPOU3BOAMTEIS.

YTumuTy HeoOX0IMMO 3apaHee YCTAaHOBHUTD U YKa3aTh IYTh K HCIIOTHAEMBIM (paiimam:

— BriOparts komanay HacTpoiiku nporpaMmbl cpaBHeHUs B MeHIO [Ipocmomp.
— B okne Hacmpoiiku npocpammul cpasnenus yka3arb IIyTh K YTHIIUTE U apryMeHThL: %l —

nepBast MoJMTUKa, %2 — Bropas (cM. Pucynok 103).

@ HacT poilkn NporpaMMesl CpaBHEHNA ﬂ
MyThb K YTHAMTE CPaBHEHMA: I Bribpats... |

AprymeHTol (%] - 1-7 nonMTHKE %02 - 2-A NoNUTKHKE): I T A

loToBo I OTMEHMTE |

Pucynok 103 — Oxno Hacmpotixu npoepammel cpagHeHus

i st Toro uro6s! JITIb He Obla nmepenucana ere pas st KoHkpeTHoro O6wekra [lomuTnku Hago
yCTaHOBUTBH OTMETKY B niepekitouarene «He tpancimposats JIIIb».

9.2.1.1. TMpsamoe penakTupoBaHue

Texct JIIIb Xocra be3zomacnoctu, Illmro3a be3zomacHoct umm Ilonb3oBarens MOXKeT
HEINOCPE/JICTBEHHO IPOCMATPUBAThCSl M peNaKkTUpoBaTbcsi B OKHe Pedaxmop JIIIb, xkoTtopoe
NosiBIsIeTCA mociie Haxatuss KHonku IlpaBure B cexuuu Jlokanvnaa I[lonumuka bezonacnocmu
BJIOKEHHOM 3aknanku JIITH 3aknanku Ynpaenenue B okHe Ceoticmea (korna takoil OOBEKT cozgaercs
w penaktupyercs). JIIIb penakrop — mpocToll TEKCTOBOM pERAKTOP, KOTOPBIM MO3BOJsAeT Bam
npocmatpuath JIIIb, nenats noOble kenarenbHble U3MEHEHHUs B ee TekcTe M coxpanars JIIIb co

crarycoM I'oToBa Kk aKkTUBaUMH.
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[TyakTel MeHIO B OKHe Pedaxmop JIIIF 04eBUAHBI M TPEOYIOT TOJBKO CIEAYIOUIETO

pPa3bsICHEHUS:

1) Beibop komanasl 3arpyska u3 gaiisia u3z meao QDaiin 3arpyxkaer JIIIb nns Aeenma u3
BBIOpaHHOTO (paiina.

2) Bri6oop xomanasl Coxpanuthb B ¢aida u3 meHwo Qaiin no3oiser Bam coxpanuts JIIB,
BKJIIOYas JIOObIe W3MEHEHHs, KoTopsle Bbl caenmamu, BO BHEmHHUH ¢aitn. MoxHO
coxpansath JI[1b B TekcToBOM hopmare (haiin *. txt).

3) Beibop komanael Coxpauuth B B/l u3 mento @aiin coxpansier JIIIB, Bkimroyas jro0bie
U3MEHeHus1, KoTopeie Bl cienamu, B Oydep [{VII. Dta JIIIb OGynmer coxpanena B BJ]
nociue Haxxatus kHonku OK.

4) Bsibop xomanapl HaiiTH 13 MeHIO Buod MO3BOJSET 3allyCTUTh MOMCK HEOOXOIMMOIO
tekcra B JIIIb.

5) Breibop komanasl HaiiTu ciaexyomuid 3 MeHIO Buo TMO3BOJACT 3allyCTUTh IOUCK
CIEAYIOLIEro pe3ynbTaTta komanapl HaiiTu.

6) Bri0op komanbr [lepexoa Ha CTPOKY M3 MEHIO Buo MO3BOJISET MEPEUTH HAa BHIOPAHHYIO

crpoky JIIIb.
9.2.1.2. PepaktupoBaHue cTpykTypbl JIMNbB

Crpykrypa JIIIb nocrynHa mis penaktupoBanust B noie Crpykrypa JIIIB B 3aknaake

Ynpaenenue — JIIIb.

PepaktupoBanne crpyktrypsl JIIIB o3Hauaer poGaBieHue/ynaneHue ONpeAeIsieMbIX
nosb3oBareieM ¢pparmentoB JIIIB (em. m. 4.7.9) B unu u3 JIIIB, aBTOMaTn4ecKku CreHepHUPOBAHHOMN 13
I'Tlb nmpu nmomomwm [{VII nnst 3T0rO0 A2cenma WM U3MEHEHMs IOJIOKEHUN TaKMX OIpPEAENIIeMbIX

nosib3oBaresem JIIIb ¢pparMeHTOB OTHOCUTEIHLHO aBTOMATUYECKH CTE€HEPUPOBAHHOM KOH(UTYpaITUH.

@parMeHTs! omnpeenseMblx noib3opareneM JIIIb moryT ObITh 100aBieHBl WM YAAJICHBI U3
ABTOMATHUYECKH Cr€HEPUPOBAHHOW KOH(MUIYpalluu MNepeMeIleHHEeM OIpeaesseMOl I0JIb30BaTelIeM
JIIIBb u3 Cnucka docmynuwix noavzosamenvckux JIIIB B ciucok Buviopams noavzosamenvckyro JIIIB.
[TpocTo BeIOpaTh OHY MK OoJee onpenenseMbix noaszoBateneM JIIIb B oqHOM U3 OKOH, HCTONB3YA

KJIaBHUIIIN CO CTPCIKAMU <BHpaBO>/<BHCBO>, YTOOBI NEpCABUHYTDH UX B APYTOC OKHO.

ITocne nobGasnenust B cnucok Cmpyxkmypa JIII5 monoxenue apyroro ¢parmenrta JIIIb
OTHOCHUTEJIbHO aBTOMAaTHYECKH CT€HEPHUPOBAHHON KOH(UTYpallMM MOXXET ObITh M3MEHEHO, BBhIOMpas
€ro B CIHMCKE M UCTOJNb3Ys KiaBHIIH <BBepX>/<BHu3>. [Topsmok JI[Ib cerMeHTOB, MOKa3aHHBIA B 3TOM
crnucke, Oyaer hakTuueckuM nopsiakom, B kotopom Ilpasuna JIITb nomemenst B JIIIB, koTopast Oynet

CKOMITMJIMPOBaHAa W JAocTaBieHa Aeewmy. Takum obOpazom, Aeewm o0paboTaeT Bce (QparMeHThI
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omnpenensieMon nosb3oBarenem JIIIb, mosBisromuecs paHblIe aBTOMATHYECKH CrEeHEPUPOBAHHOMN
KOHpHUrypanmuu, a 3areM aBToMaruyecku creHepupoBannyio JIIIB wu mo0bie  ¢parMeHTsl,
MOSIBIISIFOIIMECS MT03KE €€.

OOpatute BHUMaHHEe Ha TO, 4To korja Xoct besomacnoctu, Illmio3 besomacHoctu wumm
OOBEKT MOJIB30BATEINS CO3/IA0TCS BIEPBBIC, MOSABISETCS 3anuch — Aeémomamuyvecku Cozdanuas JIIIB
— B ciiucke Cmpykmypa JII1b.

MosxHO mpocMaTpuBarh cojepxanue jrobdoro ¢parmenra JIIIb, BeiOupas ero B noOom

cnucke. ®parment JIIIb nossurcs BHU3y okHa Onucanue.
9.3. 3kcnopTtuposBaHue JINb

O6b1unO, JIIIb skcnoprupytorcs Bpyunyro. Hauaneneie JIIIB pacnpenenstorcst k Aeenmam
Tak, 4ToObl OHM MoriM Oe3omacHO B3aumoaelcTBoBath ¢ [[VII nns momyuenus: nonHou JIIIB.
[Tocnenyromee pacnpenenenue JIIIb 0ObBIYHO TPOMCXOAUT aBTOMATHYECKH, HCIONB3YS KOMaHIY
AxTHBHpOBaTh B MeHIO @Daiin. JIIIB MOryT 3KCIOPTUPOBATHCS B TEKCTOBBIN (haili.
9.3.1. 3kcnopTupoBaHue nonHbix JINB ana AceHma
Uto0bl 3KCIOPTUPOBATH JIIOOYIO cymiecTByromyto nonnyto JIIIb nns moboro Aeenma Hamo
CHENaTh CIeayrouIee:
—  OTKpbITh OKHO M3menumsv sl Aeenma, BBHIOpaTh 3aKIAAKy YnpaseieHue W 3aTeM
BIIO’KCHHYIO 3aKyanky JII1b.
— Briopars JIIIb B Tabmuue Jlokanvnasa Ilonumuka bezonacnocmu M HaXaTh KHONKY
IIpaBurs.
— B okne Peoaxmop JIIIB, BbIOpaTh koManay CoxpanuThb B ¢aiia u3 MeHio Paiin.

— Bsecrtu ums ans JIIIB daiina u 3kcnopTupoBaTh €ro Kak TEKCTOBBIN (aii.
9.4. AxTtuauwma JINb Ha AezeHnmax

Jnia akruauuu JIIIB 11 Bcex CKOHQUTypUPOBAHHBIX A2eHmo6 HaJlo UCII0JIb30BATh KOMaHIy
AxtuBupoBaths <F8> B meHto [Ipoexm. UtoOs! akTuBHupoBath JIIIb ams koHKpeTHOTO A2enma HamO
BeIIeUTh O0bekT [lomutuku B cexuusx Tononocus wnn Ob6vekmsvl nOIUMUKY, UCTIONB3YSI KOMAaHTY
AxtuBupoBarth JIIIb 13 KoHTeKCTHOTO MeHI0. B mroboMm ciyuae, xorma [[VII ycnenHo oOpaboTtan
JIIIb u roroB aktuBupoBath JIIb mnst Aeenma(oB), mosiBUTCS OKHO Mouumop U yKaXeT, 4TO
aKTUBallUg cTapToBaja. AKTHBaIUs OyAeT «3aBeplieHa» TOJIbKO TOrAa, Korja Jo0oil U Bce
ynpaBiseMble Aeenmyl YCTAaHOBUIM CBsI3b ¢ [[VI] W TONyYyWsId W aKTUBHUPOBAIM UX COOCTBEHHBIE
JIIb. Ilpu mnonweitke axtuBauuu JIIIB Bcex OOBexTOB IlOMUTHKM C TMOMOIIBIO KOMaH]IBI
AxTuBupoBath <F8> B MeHI0 /Ipoexm TOSBUTCS OKHO, B HEM HEOOXOIMMO TOATBEPANUTH KEIAHHE
axtuupoBathb JIIIb mist Bcex 00bekToB (cM. Pucynok 104) wiim OTMEHHTh TaHHYIO OTEpAIlHio, HAXKaB

kHonky Hert, eciu Bel xotute 00HOBUTE JIIIB Tonbko Ha oqHoM OO0BekTe besonacHocTu.
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= Bonpoc 1 X|

'0 Bbl XOTUTE aKTMBMPOBATH ITI6?
|

Aa I Het |

Pucynox 104 — Oxno noxareepxacHus akruanuu JITIb qiis Bcex O0bektoB [lomuTuku

@aiin  distributor.ini  cOmEpPXKUT MHOXECTBO IapaMETPOB Ui OMIMOOK IO
MPEBBIIICHUIO JINMUTA BPEMEHH, KOTOpBIE HCIOJNB3YyIoTCs B TedueHne GSP aktmBarmm. Cw.
pazgen 16  gusg modydyeHWS — JONOJHUTENBbHONM — uMHGoOpManmud O rapaMmeTpax
distributor.ini.

9.4.1. AeceHmbl

Hogas JIIIb nomxna ObITH 3arpykeHa W aKTHBHpOBaHa Ha ycTpoucTBax beszomacHoctu co
cTatycoM YmpasJiisiemblii. UYToObI onmyuaTts u aktuBupoBats JIIIb uz [[VII, Acenmul 1OMTKHBI UMETH
ClIelytolee:

1) JlokanbHblii ceprupukar (TO €CTh CBOW COOCTBEHHBIH CcepTU(HKAT) W/ HIH
IIPEABAPUTEIIBHO PACIpPENEICHHBIM KIIOY, 3aperUCTPUPOBAHHBIA B Acewme U B
34ACTABA-Oghuc.

2) Ceprudukar aus Bepudukanuu JIIIBb u coorBercTBytomuit ceprudpukar Y1II; on momkeH
OBITH 3aperucTpupoBaH Kak /JloBepeHHbII.

9.4.2. Cisco n Aezenmsbi Microsoft
Jlnst uapopmanuu otHocuTeabHO GopmupoBanust JITIb Ha Cisco u IPsec Aeenmax Microsoft
HaJ0 OOpaTUTbCS K JONOJHUTENbHBIM JIOKYMEHTaM, KOTOpbI€ ONHMCBIBAIOT HCIIOJIb30BAHUE ATHX
npoaykToB ¢ [JVII.

9.4.3. CueHapuu AKTMBauum

Cyl1ecTBYIOT TpY pa3IMYHBIX CLIEHAPUS aKTUBALIUU:

1) Hnst 34CTABA-Oghuc, yCTaHOBICHHBIX Ha KOMIIbIOTEpax C MOCTOSHHBIMU |P-anpecamu.
B stom ciiyuae, JITIb Aeenma moxeT ObITh «OCTaBIE€Ha B» WK «HoidydeHa ot» [[VII o
ymonuaHuto, kak Tosnbko ITIb Oynmer orTpaHciupoBaHa M MOATOTOBIIEHA IS
onpeneneHHoro Aeenma, I{VII csxercs ¢ Aeenmom u «uoctaBut» JIIIb Aeenmy. B
3TOM Cilydae, HEeT HEOOXOAMMOCTU B BBINOJHEHUH Acenmom NalbHEHIINX IEeHCTBUM.
Eciu Aeenm «nomyunt» ASK JIIIB (mo 3anpocy ot [[VII), to ASK JIIIb nomxHa ObITH
aKTUBHpOBaHa B OkHe [lonumuxa IlaHenn MHCTPYMEHTOB Aeenma, TOCIE YEro MOoJIHas
JITIB Gyner 3anpomena ot [[VII.

2) Jns Cisco mapupyruzaropoB u Cisco PIX Firewalls (kotopeie ciyxat, kak L0361

bezonacnoctu). Kak Toipko MapmipytuzaTtop OyaeT CKOH(QUIypHpOBaH, YTOOBI
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UCTIONB30BaTh ceprudukarel U Kioun u padortare ¢ [[VII, I{VII «nocraBut» JIIIb k
MapIIpyTU3aTopy.

Jns xoctoB, ucnons3ytomux IPsec Aeenma OC Microsoft Windows. Korna Takoi xoct
aktuBupoBaH, [[VII co3pgaer SSL-TyHHENb CO chnenuaibHbIM Aeenmom. ITOT Aeenm
JOJKEH OBITh YCTaHOBIIEH M CKOHGUTYpHpoBaH Ha XxocTe Microsoft. [locne momydenus

JITIB aToT A2enm B CBOIO ouepeb 3arpy3uT ee Ha IPsec 4eenma Microsoft.

4.4. KoHTponb ctatyca AceHma

B rnaBHom oxHe [[VII MmoxHO KOHTposinpoBath cratyc aktuBauuu JIIIb Ha 4eenme, a Taxxke

OIIPEJICTISTh CYLIECTBYIOT JIM KaKue-To rnpobiemMsl ¢ B3aumoeiicteuem Cisco wim JIIIB IPsec Aeenma

Microsoft,

B PEXHUME pEaJbHOr0 BpeMeHH. BpIOpaTh peXMM MOHUTOPUHIA; KaK TOJBKO OyneT

orrpanciaupoBaHa [TIb m axktuBupoBana JIIIb, ukoHkM craryca mosiBATCA B KoJIoHKax Mmsa u

AxTuBanus B cekiuu Ob6vexmol noaumuxu v HaBepxy WKoHOK O0bekra [lonmutuku B Tononozuu.

Korna pexxum MmoHutopunra BeiOpan u3 61o0ka komanz Ciie:xkeHue B MeHIo [Ipocmomp:

OTclieKUBaHUE COCTOSTHHS AKTUBAIlUU IIPOCIICKUBACT U3MCHCHUC CTATyCa aKTUBAllUU

JITIB A2enma ¢ moMoIIpi0 0ToOpakeHust MKOHOK (cM. Tabwuia 41).

Tabnuna 41 — Oto6paxkenue craryca akrusanuu JII1b

HNxonka Onucanue
& 3arpyska JII1b 3akoH4MIACH yCTIEIIHO
0 3arpyska JIIIb He ymanacek

CocTrossHue Aeenma HEN3BECTHO

=)

3arpyska JIIIb B nponecce

Monutopunr Ilenoctaoctu JIIIb (LSP Consistency Monitoring) mpociexuBaer
u3menenus JIIIb ycrpoiicta Cisco unu IPsec Aeenma Microsoft, HaunHas ¢ nocienHen

AKTHBAIIUH C TIOMOIIBI0 OTOOpakeHUst MKOHOK (cM. Tabmwuma 42).

Tabmuua 42 — OroOpakenue nzmenenus JII1b

Hxonka Onucanne
| Ha ycrpoiictee Cisco/Microsoft IPsec Aeenme nonnuunas JIITB (cornacHo nare)

JIIb na Cisco ycrpoiictBe/Microsoft IPsec-deenme Obina w3MeHeHa, HauWHAsS C TOCICHHEH
aktuBu3anuu ot [[VII. JIns Cisco 10S mapmipyTusaTopoB 3TOT CTaTyc OyAeT Takke MMOKasaH
mocje Hayaja ceaHca agMUHHCTparopa (Jaxke eciu (axkThdeckas KOHQUrypaLus YCTpOWCTBa He
ObLIa U3MEHEHA).

LIVIT ne moxer coemuusnthes ¢ Cisco ycrpoiictBom/Microsoft IPsec-Azenmom miis poBepku ero
B3aumozeiicteus ¢ JIIIb B HacTosmmee Bpemst
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10. [OPYrvE oyYHKUuun YTl

10.1. PaboTa ¢ 3aKka3HbIMU KpUNToanropmTMmamm

[To ymomuanwuto, [[VII-Konconv pabotaer ¢ HaOOpPOM KPUITOAITOPUTMOB, BKJIIOUCHHBIX B
L[VII, xotopsie mo3BOJISIOT BaM pabotarh ¢ OOJBIIMHCTBOM NpuiIokeHHH. OHAKO, B HEKOTOPBIX
(penxkux) cnydasx, Bam Moker mnoHamoOuThCs YykasbiBaTh B [[VII-Koncons IONOIHUTEIBHBIC
Kpunroanroputmel. Hambonee TtumuuHblid cueHapuid - 310 Korma Aeewmw: B Bameit Cpene
bezonacHOCTH HMCHONB3YIOT 3aKa3HBIC KPUITOAITOPUTMBI, 3aperMCTPUPOBAHHBIE uepe3 HHTepdeiic

Synartra OpenCryptoAPI.

Ecniu Bam Hyx)HO 100aBUTH HOBBI Kpuntoanroput™ B [[VII-Koucons, HEOOXOAUMO

BBITTIOJIHHUTD CICAYIOIICC:

1) Coznare koo XML-daiina mist tpedyemoro neckpunropa Aeenma (MyTh OT TIIaBHON

aupexropuu L[VII. . . /ads/).

2) OrtkpeiTh ckonupoBaHHbli XML-daiin B TEKCTOBOM pemakTope, MOICPKUBAOIIEM
koaupoBky UTF-8, m 100aBUTH CTPOKH, ONMHCHIBAIOIINE HOBBIH KPUITOAITOPHTM K

cekuuu [Ph2SAParams]. Hanpumep,
<ESPCipherAlg Name= "Custom" ASTValue = "CUSTOM-K256-CBC"/>

3) OrtpenaktupoBath B 3ToM (aiine uaentudukarop neckpunrtopa B 1ore Agent Name,

HaIpuMep,
< Agent Name= "SecureConnect Client CUSTOM"...

4) Hcnonb3ys TEKCTOBBIA PEAAaKTOp OTKPBITh (aiin descriptorfiles. txt (B MaBHOH

nupextopuu L{VIT) n 1oGaBUTh B CIMCOK HOBOE UMs (aiina.
5) Ortxpsith L[VII-Konconw 1 BRIOpaTh OKHO JJeckpunmopbl Aeenmos.
6) Haxars kHONIKY Jl06aBUTH U 100aBUTH HOBBIN XML-(daiin qeckpunropa B CIIUCOK.

Tenepr moxxkHO co3naBath OOBEKkTHl [lOMUTHKKM C HOBBIM THIOM Aeewma W CO3/1aBaTh

JleHcTBHS, UCIIOJIb3Yys HOBBIM KpUIITOAITropuT™M CUSTOM.

BBl 10/DKHBI 3HATHh TOYHBIA WAECHTH(DHUKATOP HOBOTO KPUIITOAJITOPUTMA B COOTBETCTBUU C TEM,
KaK OH CKOH(UTI'YpHPOBaH B KPUIITOILIATHHE Aecenma; Hanmpumep, "DES3-K168-CBC".

3aka3Hple KPUNTOAITOPUTMBI HE MOTYT HCIOJIb30BAThCA Uil HUGPOBBIX TOMAMUCEH, T.K.
Synartra Open CryptoAPI nogaepxuBaeT TOIBKO HCIIOIH30BAHKUE 3aKa3HBIX KPUIITOAITOPUTMOB
JUTSE CHAMMETPHYECKOTO IIM(DPOBAHUS M BHIUMCIICHUS XEII-CYMM.
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10.2. Ucnonb3oBaHue yaaneHHow LJYT1-KoHcornb

VYnaneunas [[VII-Koncons MOxeT ObITh ycTaHOBJIeHA Ha kKommbiorepe ¢ OC Windows (cm.

noapaznen 2.1). 34CTABA-Oguc nomkeH Takxe ObITh YCTaHOBIICH Ha 3TOM KOMITBIOTEPE.

[Tockonbky ynanennasi [{VII-Konconv nomixHa WMETh 3allMIleHHOE coenuHeHue ¢ [[VII-
Cepsep | I[VII-O¢uc, Xocmom Bezonacnocmu u OOBEKTOM, COOTBETCTBYIOIIEM KOMITBIOTEPY, Ha
KOTOpoM ynaneHHas Kowconv Oyner ycraHoBiieHa, JojbkHa mnpucyrctBoBath ITIb, cozmannas Ha
nokanbHO# [[VII-Koncons (KOTOpasi CHayasa J0JDKHA ObITh yCTaHOBJICHA U CKOH(urypuposana). I'TIb

JOJIKHA Takke conepkath onucanue [lomutuku (IIpaBun) aiis pabotsl ¢ yaanenHnoit Kouconwio.

UtoObl mpaBWIbHO CKOH(pUTypupoBaTh ynaieHHyw [[VII-Koncons nokanpHas Kowconw
JOJKHA OBITh CKOH(UTYpPHpPOBaHA i1 pa0boThl ¢ ynaineHHou Kowuconwio. Torna ynanennas Kouconw

MOJKET OBITh YCTaHOBJICHA.

CJ'IGI[YIOH_II/IG TEPMHHBI UCITIOJIB3YHOTCA B 9TOH CCKIMHU - BAXKHO HC IIYTATh UX:

JlokanbHas  KoHcoab  onpenensercda, kak ox3emmwip  [{VII-Koncons,  xotopas
YCTaHABJIMBACTCS HA KOMIIBIOTEPE, HCIOIb3yeMOM Kak IJIABHBIH IEHTPAJbHBIA IYHKT
Anmunucrpatopa be3zonacHocTM KOMIaHMM. OTO - OOBIYHO HACTOJBHBIM KOMIIBIOTED,
pacIoyiO’KEHHBI B KOPIIOPAaTHBHBIX IITa0-KBAapTUpax C YCTaHOBIEHHBIM IP-agpecom u
BHYTpeHHUM nepumerpoM besomacnoctu xommanuu. [{VII-Cepeep n L[VII-Oguc (n ero B]1)
JOJKHBI Takke ObITh YCTaHOBIEHBI Ha 3TOM KommbioTepe, U b/l SQL-cepBepa nomxkHa ObITH
yCTaHOBJIEHA HAa KOMIIBIOTEpPE BHYTpHU nepuMeTpa bezonacHocty (MaeaibHO, HAa TOM )K€ CaMOM
KOMITBIOTEPE, UTO M JIOKaJbHast KoHCOb).

Ynanennas Koncoab onpexnenena kak sk3emiuisip [[VII-Koncons, yCTaHOBIEHHOW Ha
KOMIIBIOTEPE, KOTOPBIN HCIIOJIb3YETCs, KAK BCIIOMOTATENIbHBINA MyHKT yrpaBieHus [lomutukoi
besonacHocTu. D10 - 00BIYHO NMOPTATUBHBIA KOMIIbIOTEp AAMHUHHMCTpaTopa bezonmacHoctu, u
UCHOJb3yeMbIi AIMUHHMCTPATOpoM be3omacHOCTH B pa3iMYHBIX MecTax M ¢ pa3nuyHbix IP-
aapecoB. D1oT 3k3eMIutsip L[VI1-Konuconw nonyaut noctyn k I{VII-Cepsep v BI1 [[VII SQL u3
yJIQJIEHHOTO MECTOMOJIOKEHUs BHE NTepuMeTpa bezonacHocT KOMIIaHUH.

10.2.1. KoHdurypupoBaHue nokansHou LJYT1-KoHconb

Jns  xoHpurypupoBaHus JIOKaIbHOM Konconu HEOOXOAUMO BBIIOJHUTE —CIIEAYIOIINE

npaBuia.

7) Ecmu Bel ucnons3yere nonHyo Bepcuio MS SQL-cepepa, uto0sl xpauuts bJ] I{VII,
HAJ0 yJIOCTOBepHUThCS B ToM, uTo Bam SQL-cepep moaaepxuaer TCP/IP-coBetsl.
Ecnu Bbl He u3aMeHsuIM HUKakue HAacTpoiku Bo Bpems ycraHoBku SQL, TCP/IP-coBeTsl

MNOAACPIKUBAKOTCA aBTOMATUYICCKH.

8) Cosnare Xoct beszomacnoctu unn O6bext [lonb3oBatens B nokanshou [[VII-Konconw,
9TOOBI TIPENCTaBUTH yhaneHHYI Kowcono. Ecnm ynanennass Kowuconv OyaeT HWMETh

dbukcupoBannbiii [P-anpec, Hano co3gare OO0bEKT xocTa be3omacHocTu; ecnu yaaneHHas
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Konconv Oyner mmers AuHaMuuecku HazHaueHHBIH [P-agpec, Hamo co3math OOBEKT
noJjbp30Bareis. YOeAUTsCs B TOM, YTO ONHMCaHUe cepTHdHKaTa, co3ganHoro OObekra
[Tonp3oBarens/xocra (Tak ke, kak [P-ampec B ciayuae OO0nekTa xocta bezomacHocTtn),
COOTBETCTBYET  (paKTHUECKOMY  JIOKaJbHOMY  cepTudukarty, KOTOphlii  Oyner
3apeructpupoBad B 34CTABA-Oguc, KOTOPBIH 3alIUIIAeT XOCT U Ha KOTOPOM Oyaer

yCTaHOBIIEHA yjaneHHas Koxconb.

Cosnate IIpaBuno beszonacnoctu B I'TIb jis ynpaBieHus B3auMOIEHCTBHEM MEXKIY
ynanennoit Kowuconvro w L[VII-Cepsep | L[VII-Ochuc. D10 nomkHo OwiTh I[lpaBmiio,
cozepskainiee mpoTokoiel [Psec-tpaduka. Bam, BeposTHo, npuaercs co3aaBatbh OObEKTHI
Hevicteust u IKE-IIpennoxxenust (HaOopsl mMmapamMeTpoB), yYTOOBI HCIIOJIB30BATH 3TO

HpaBI/IJ'IO, ecnu Brl elie He co3anu ux.

L]VII ne 3anpewmaer Bam co3gaBate [IpaBuino nist 3Toro B3auMoedCTBHS 1O HE3AIIHUILIEHHOMY
coequHeHuto. OnHako co3naHue 3toro llpaBuna B 3Toil cuTyauuu He OOECHEUUT YpPOBEHD
besomacHocT, HEOOXOAUMBIA [UIsi 3TOM BaXHOM CBSI3M, W MOJTOMY HACTOSATEIHHO
PEKOMEHIYEM €r0 HE CO3/1aBaTh.

10) Ecniu OObekT mosb3oBatess ObLT CO3[aH, YTOOBI MPEACTaBUTh yaaleHHYI Kowconw,

HAJ0 YIOCTOBEPHUTHCS B TOM, uTo mapamerp IojsuTuka mo ymomuanuwo (B 3axmamke
(Vnpasnenue —> Obwue oxna Ceoticmea)) s O0bekTa XocTa bezomacHocTH, KOTOPHIit

npezcTaBisieT co0oi oKanbHyt0 Korconb, yCTaHOBIIEH ¢ TapaMeTpoM 3anpeTUuThb Beex.

11) OrrpancnupoBate ['TIB, BeiOpaB komanny TpancaupoBaTh u3 MeHIO [Ipoekm WU

Ha)kaB KJaBuiry <F7>.

12) AxrtuBupoBath I'TIB, BbIOpaB KOMaHIy AKTHBHPOBATb U3 MEHIO [Ipoexkm WA HaXaB

knapumy <F8>. B mosiBuBIIEMCSI OKHE MOATBEPIUTH XKellaHHe aKTUBUpPOBaTh [lomuTuky

it Bcex O0bexToB [lomuTukn.

Ecin Acenm eme He OblI yCTaHOBJIEH (WM JODKHBIM 00pa3oM KOH(UIypHpOBaH) Ha XOCTE
ynanesHoi Konconu, akTUBU3AIMs 3TOTO XOCTa HE COCTOUTCS. DTO - HE OMIMOKa, HE CMOTPSI HA
3TO XOCT ynaineHHou Kowncoau npaBuinbHO 3arpy3ut ee JIIIb nmocne aktuBanuu Havanenoit JITTb

(cm. m. 10.2.2).

10.2.2. KoHdurypupoBaHue xocta yaaneHHoun KoHconu

Jlna  koHdurypupoBaHusi ynaneHHoH Kouconu HeOOXOIUMO BBIMOJHUTE —CIEAYIONINE

IpaBuia;

3)

Heo6xomumo ycranoBute 34ACTABA-Oguc Ha KOMIBIOTEp, Ha KOTOpPOM Oyaer
HaXOAUTbCSl XOCT ynajneHHoW Kowcoau. He w3MeHsAs HAcTpOMKHM IO YMOJYaHHWIO B

TECYCHHUEC YCTAHOBKH.
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Onpenenuth MaKCUMaJIbHOE YHCIO TIOBTOPEHUU  (MOMBITOK  BOCCTAHABIMBATH
B3anmojeiicTue), korga TCP/IP-B3auMoelicTBrE IPEepHIBACTCS:
Bamyctuth Pemaktop Peectpa OC Windows: BeiOpare komanay Run u3 menro Start,
BBecTu regedit u Haxkath kHOTIKY OK.
Haiitu HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\Tcpip\
Parameters key B sieBoii 4acTu OKHa M BBIOPATh €ro.
[TomecTuTh MbIIIL B IIpaBOM OKHE. HaxxaTh mpaBoil KHONKOM MBIIIM U BBIOpaTh KOMaHIbI
New ->DWORD Value 13 KOHTEKCTHOrO MEeHI0. BBeCTH HMs HOBOTO mapameTpa.
[TepeumenoBars mapametp TcpMaxDataRetransmissions.
Hakath mpaBoil KHOIKOW Ha HOBOM MMEHHU MapameTpa W BbIOpath komanay Modify u3
KOHTEKCTHOTO MEHIO.
B muamoroom oxne BBect 100 B mome Value Data. YaoctoBepurhbcs B TOM, YTO

MEPCKIOYATCIIb B ANAJIOTOBOM OKHE YCTAHOBJICH B Hexadecimal.

1 ) OnTtumanbHoe 3Havenue Mg nons TcpMaxDataRetransmissions MoxeT ObITh yCTaHOBIIEHO,

SKCIIEPUMEHTUPYS C Pa3IMYHBIMM 3HAYEHUSMHU mapaMerpa. Eciu y Bac Bo3HUMKIM TPYIHOCTH,
ycraHaBiuBas Security Association (SA - sammméHHOE COEAMHEHHE), MOXHO YBEIHYUTH
3HAYEHUE.

4)

5)

6)

7)

Bprrittu n3 Penakropa Peectpa u nepe3arpy3utb KOMIIBIOTED.

3anyctutb 34ACTABA-Oguc. Cxoudurypuposate 34CTABA-Oguc wm yCTaHOBUTH
HeoOXo/iuMble cepTUUKaThI (10 KpaliHel Mepe, cepTu(UKaT JOKaIbHOTO 101b3068amens
U ero 3akpbIThiil ko4, [[VII ceptudukar, u cooTBeTcTBYyromue ceprudukarer YII).
3arpy3uth u axktuBupoBaTh Hawaabnyro JIIIB (u3 panee co3manHoro ¢aiina). 910

CO37IaCT TYHHENb it yaaneHHo Koncoau, utoObl B3aumoerictBoBath ¢ [[VII-Cepsep.

[TpoBepuTh TO, YTO 3amuIIeHHOE coenHeHue [Psec ObIIIO yCTaHOBIEHO MEXAY XOCTOM
ynanenHoil Kouconu n L[VII-Cepsep. D10 MOXET OBITh CHIEIaHO, UCIOJIb3YS KOMaHIY
Ping mns xommbetotepa [[VII-Cepsep. MoxHO Tarxke mpoBepuTh OkHO Monitor
3ACTABA-O¢uc, 3ammmaronuii komnwtotep [[VII-Cepgep; OHO HOMXKHO TOKa3aTh

IPsec-coenuHenne Mexy JIOKJIbHOW U yaaneHHOH Konconamu.

YcranoBurs [{VII-Koucons. 3a mnoapoOHON wuHpopManueil Hamzo o0paTUThCS K

nosipazzaeny 2.3:

3anmyctuth mporpammy [[VII \setup.exe wu3 npuctpubyruBHoro nucka [[VII.
3amyckaeTcss MacTep YCTaHOBKH. [IepeiiTi K OKHY JIMIIEH3MOHHOTO COTJIAIICHUS.
IToaTBepauTh Ballle npuHATHE TULEH3UOHHOTO COTJIAIIEHUS.

Br16pats mecTomnosnoxxenue s ycranoBku [[VII daiinos.
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— Bei0pats Tonbko [[VII-Koncons u CipaBO4YHYIO CUCTEMY JJISI YCTAHOBKH.
— 3akoHuyuTh ycTaHOBKY [[VII v mepe3arpy3uTh KOMIBIOTEP, HA KOTOPBIA MPOU3BOANIACH

YCTaHOBKa.

8) 3amycruts [[VII-Koncons. B okue IJVII Login Haxarts kHonky Eme:

Haxate kHOIKY HacTpours.

B okae ODBC Data Source Administrator BeiOpats 3akiaaky System DSN.

Bp1OpaTh MCTOYHUK CHCTEMHBIX NAaHHBIX, KOTOPBIA Ucnonb3yeTr [[VI] (110 yMOIYaHHIO -

«JVII MSSQL baza nannbix») u Haxatb kHonky Configure.

BBectu IP-ampec xocra SQL-cepsepa B moje Server. Haxars knomky Finish u 3atem

HaxaTh KHONKYy OK B ciieayromux okHax, 4To0Obl BEpHYThC K OkHY [[VIT Login.

B none Umsa B/ BBectn ums B/ I]VII Tak, Kak OHO OBIJIO BBEICHO BO BPEMs yCTAaHOBKH
L[VII-Cepsep.
— B nmone OYII BBectu IP-anpec [[VII-Cepsep.

Tenepp, MOXHO 3amycTUTh yaajleHHyI0 Kowncone (nokanbHas Kowconv 10iXkHaA OBITh

3aKpbITa) U UCTOJIB30BaTh ee g qoctyna kK L[ VII-Cepsep n pabots ¢ I'TIb.

1 ) Korna JIIIb xocra ymanennoi Konconu obnoneHa (cM. mar 8)), IPsec-coenunenue ¢ [{VII-
Cepgep TIOTEPSHO W BOCCTAHOBJICHO BHOBb, KaK 4YacTh OOBIYHOTO IIpoIlecca OOHOBIICHHS
3amuiieHHoro coequHeHus IPsec. CoeanHeHHe aBTOMATHYECKH BOCCTAHOBJIEHO TOCTE
OKOHYaHUs TEPETOBOPOB O HOBOM 3aluIeHHOM coenuHennd. Eciu ynanennas Kowucons GUI
BHE3AIHO 3aKPBIBAETCS, STO MPOHCXOAUT MOTOMY, YTO OHA MPEBBICHIIA MAaKCHUMAaJbHOE YHUCIIO
MOTBITOK TIOBTOPEHUsSI TIPU BOCCTAHOBJICHHH COCIMHEHUs. Ecnm 3To cimydaercs, U Bel mmeere
npoOJIeMbl C CO3JIaHUEM 3alIMIIEHHOTO COEAMHEHHUS, MPOCTO HYKHO YBEIWYHUTh 3HAUYCHUE
TcpMaxDataRetranissions mapamerpa, KoTopblii Bel co3aaBanu Ha mare 3). |P-agpec mosxer
HAXOAUTHCS TOJBKO B 01HOH 30He.

10.2.3. 3anyck yaaneHHou KoHconu

[Tocne HauanbHOM YCTaHOBKU U KOH(QUTYpallMH, ONMCAHHOM BBIILIE, B OCIEAYIOIIUX CIydasx
HEOOXOIMMBI CIIENYIOIIME IIary AJis 3anycka ynaneHHoit Kouncoau, nonydaenus nocryna k b1 [JVII n

pa6ortsl ¢ I'TIb:

6) VYnmocToBepuThCS B TOM, YTO HUKakue Apyrue sk3eMiusipbl [[VII-Koncons B naHHOE
BpeMs HE 3aIlyCKaroTCs. BO3MOXKHO, TOJNBKO 3amyckarb oauH sk3eMiuisip [[VII-Konuconw
OIHOBpeMeHHO. Ecnu Bl mbITaeTech 3anmyckarh yaaineHHYH KoHconb, B TO BpeMs Kak
JokanbHas Kownconv Bce ellle 3amycKaercsi, MOKeT ObITh KOH(MIMKT ¢ JaHHBIMU B BJ]
LVII.

7) YnocroBeputhes B ToM, 9t0 34 CTABA-Ocuc 3anyiieH.

8) Coeaunutbes ¢ ceTbio MHTEpHET.



234
MKEH0.00631-01 32 01

9) Bamyctuth yhaneHHY KoHCOTb.

10) Axrtusupoats JIIIb B 34CTABA-Oghuc.

10.2.4. HacTtpouka gpyrmx napamMeTpoB CUCTEMbI

Ecnu coenunenne mexnay ynaneHuoit [[VII-Konconvio n SQL-cepBepoM MeniaeHHOE, MOXKET
ObITh HeoOxoauMo u3MeHHTh 3Hauenue st DBRetryTimeout u DBRetryCount mapamerpoB B
daiine TPNServer.ini, pacroJio)K€HHOM B IJ1aBHOUM nupektopuu [[VII. 3HadueHHne 10 yMOITYaHHUIO

Ui 000MX mapaMeTpoB - 10; B HEKOTOPBIX CIIydasix, OHO JTOJDKHO ObITh yBenuueHo 10 40 umu 50.
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11. PABOTA CO CPEACTBOM KOH®UIYPUPOBAHUA LIYTI

Vmunuma rxongueypuposanus [{VII (SecureManage Configuration Tool) paspaborana s

ycTaHoBIeHHs coeaunenuii mexxay L[VII monymnsamu (Konconws, Cepsep, Distributor) u BJI I[VII. Oto

OTACJIIBHOC IIPHUIIOXKECHUE, 1 OHO JOJIXKHO OBITh 3alymeHoO 13 MCHIO HyCK.

Oxuo Ymunuma Kongueypuposanus ZASTAVA Management uMeeT nBe 3aKIIaIKU:

baza oannvix - nus koHGUTYpHpOBaHHS TapaMmeTpoB noctyna kK bJl. B aroif 3akmaake
MOXHO co31aBaTh HOBYIO bJl, ymamate cymectByroomyio bl mim koHUTrypupoBath
coegunenue [[VII ¢ cymectByromei b/I.

Jluyensus - nyig ynpapiaeHus ¢painaMu ¢ JIULEH3UIMH.

11.1. YnpaBneHue 6a3o# AaHHbIX

11.1.1. Co3paHue HOBOW 6a3bl AaHHbIX

UtoOb1 co3maBath HOBYWO bJ| HeoOxomumo Haxarh kHonky Co3gars B/l u crnemoathb

MHCTpYKLUsAM Macrepa:

Ha>XXaTb

OnpenenuTb UCTOYHUK JAHHBIX, KOTOPbIM HYXHO HMCIOJb30BaTh A b/, BeIOMpas ero us3
BhIMaiatomero crucka B nojie Ums cepsepa BJI. Ecim Bam HyXHO CKOHOUTYpHPOBATH
UCTOYHMK JIaHHBIX Hajo HaxaTh KHomky ODBC, uto0bl mepeiiTu B VYmpaBieHue
cepeepamu bJ] (ODBC).

BBectn ums monbp3oBaTens M MapoJib, YTOOBI MOJNYYHUTh JOCTYH aJMHMHHCTpaTopa K
cepBepy 0a3bl JaHHBIX.

Bsectu ums s HoBoit B/I.

Ornpenenuth UM TIOJIL30BATENIS U MTApOJIb JIJIsl HOBOM ydeTHo 3anucu [[VII-Cepsep.
OrmpenenuTh UMs TOJB30BATENsl U Mapoib JUls HOBOW yderHoi 3amucu [[VII Console.

Ilocne »TOro HEOOXOOMMO HaXKaThb KHONKY 3aBepLIMTh, 3amycTuTcs Macrtep

koHpurypaumnu 34 CTABA-Oguc.

11.1.2. YpaneHue 6a3bl AaHHbIX

Yrobsl ynamsate b/l, nokazannyro B okne SecureManage Configuration Tool, HeoO6xoaumo

kHOIKY Yaaauth B/, BBecTH MM Moab30BaTeNs U Mapoib IS JOCTYIAa aJIMUHUCTpATOpa K

cepBepy 0a3bl JaHHBIX.
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11.1.3. CoeauHeHue ¢ 6a30n AaHHbIX

UtoOb1 coemuusATbes ¢ apyroi bJl, a He ¢ TOH, KOTOpas NoOKa3aHa B OKHE Ymuiuma
konpueypuposarnus L{VII, nHeooxoqumo Haxkath KHONIKY Ilogcoennuuthbes k BJ1 u BBecTn mapameTpsl

bJI, ¢ koTopo# Bl Jkenaere COeTMHUTBCS:

1) OnpenenuTh UCTOYHHK JTAHHBIX, KOTOPBIM HY)KHO UCIOJIB30BaTh s bJI, BeIOMpas ero us
BhITIaaroniero cnucka B mosie Ums cepepa bJI. Ecin Bam Hy)XHO cCKOH)UTYpHUPOBAThH
HMCTOYHHK JIAHHBIX He00XoauMo HaxkaTh KHONKy ODBC, uToObI nepelitTu B Y1paBicHHE

cepsepamu b/ (ODBC).

2) Bsectu ums moab30oBaTeas M HApOJib, YTOOBI MOJYYUTH JOCTYI aIMHHUCTpaTOpa K

cepBepy 0a3bl TaHHBIX.
3) Vxkasars B/l 1is moacoeanHeHus.

4) Beectu UMsI TOJIb30BATENS M [APOJIb CYIIECTBYOIIEH yueTHol 3anucu [{VI1-Cepesep.
11.2. YnpaBneHue JlnueHsneu

UtoOsr aktuBupoBath ['TIb B [JVII Bbl 10MKHB UMETh NEUCTBUTEIBHBIA (DA JTUIICH3UU.
Ecmu Ber eme He 3apeructpupoBanu [[VII, MoxHO cienaTth 3TO B 3aknajke Jluyensus. Ecin Bamna

JIMICH3UA UCTCKIIA, MOKHO 31CCh PECTUCTPHUPOBATH HOBYIO JIMILICH3UIO.

[JVI] nuuen3un ocHoBaHbl Ha yHUKanbHOM ID xocta, xotopblii maeHTHQHUUMpyeT Baru
koMmrbtoTep (noctyned no komanzae Ioayuuts ID Xocra). Takum oOpazom, nunensust [[/VII umeer
CHJIy TOJBKO JUIs OJHOTO KOMIIbIOTepa. Tabiuma moka3blBaeT IMapaMeTpbl 3aperucTpUpOBaHHOMN
JMILEH3UH, BKIIOYas CPOK rogHocTu. [[VI] nuueH3uu MOTYT TakK€ OrpaHMYMBATh YUCIO Acenmos,

KOTOPBIMU MOXKET ynpasisate [{VII.

UroObl  3aperucTpupoBaTh  JIMIEH3UI0 HEOOXOAMMO HaXaTh KHONKY 3arpys3uThb,
NepeMeCTUThCS K (pailily MMLEeH3uu U HaxkaTh KHONKY OTKpbIThL. Eciiu nuiieH3us aecTBUTenbHas, ee

napameTpsl OyAyT MOKa3aHbl B Ta0JIHUIIE.
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12. TMPUNOXEHUE 1. MEPbI BE3ONACHOCTU NPU
UCNONb30BAHUM LYT]

12.1. KpaTtkuun o630p npobnem 6esonacHocTtu B YT

bezonacHocts [[VII BKItO4aeT clienyronme KOMIOHEHTHI:

— bBeszonacuocts B/] (Bkitouas besonacnocth perucrpamuu b/1);
— be3onacHocTh cepTU(PUKATOB U KIIIOYEH;
— be3onacHocTh ynpaBieHMs COEIUHEHUAMU,

be3onacHocTh ynpaBieHus ctpykrypamu nanubix (besomacnocts JIIB).

12.1.1. Be3onacHocTb 6a3bl gaHHbIX YT

['J1aBHBIM MHCTPYMEHT Ul IPEAOTBPAILECHHS] HECAHKLIIMOHUPOBaHHOro nocryna k b1 VI —
aaMuHUCTpUpoBaHue cepBepa 0a3wl qanHbIX (MS SQL nau MSDE). B cBoro ouepenp, bezonacHocTh
cepBepa 0a3 JaHHBIX OCHOBaHa Ha WCIOJb30BAHUU CPEIACTB 3aLIUTHl cepBepa 0a3 JaHHBIX.
AIMUHUCTpATOp cepBepa 06a3 JaHHbBIX (MM YUETHOM 3alMCH «Sa») UMEET IIPaBO KOIMPOBATh, YIAISTh

Y U3MEHUTH JII0ObIe JaHHbie B B/1.
[Ipumeuanue. BrinonHeHne 3TOro MOKET MPUBECTU K O0TKa3y paboTel cuctemsl L[ VII.

B oOmiemM, Oe3onacHOCTh cepBepa 0a3 JaHHBIX COCTOMT W3 ABYX 4acted. [lepBoe — 3TO
HAJISKHOE XPaHCHHE MapoJisl MOJb30BaTelsl «Sa». BTopoe — 3TO 3alIMIIEHHOCTh CeTeBOro Tpaduka
MeXIy cepBepoM 0a3 gaHHbIX 1 MS SQL Kruenmom, ocHoBanHoro Ha Mexanu3me «named pipe» OC.
YroObl u30eraTh IOMOJHUTEIBHBIX Mpo0iIeM, pekoMeHayercs, 4yro0bl CepBepsl 0a3 gaHHbIX U [[VII]

ObLIH YCTAHOBJICHBI HA OJHOM KOMIIBFOTEPEC.

Kak oTrmeueno B nmoapaszene 2.3, ectb Ba cocoba nepBoHavansHoro yrnpasienus MS SQL.
[TepBblii mpencTaBisier co0Oi MpeIoNpeeTIeHHYI0 MPOIEAYpY YCTaHOBKH, KOTOpPasi MCHOJB3yeTcs,

korja komansa Co3aath HOBYIO 0a3y JaHHBIX 0TOOpaHa B TeueHue [{VI] ycTaHOBKH.
Bropoii crioco6 mojapazymeBaeT MOJIKIIOYEHHE K yxke co3gaHHoil panee bJI. Mcmonbsyercs

komanaa Hoacoequnurbes Kk B/,

HacrositensHO  pekomeHmyeM, 4dYTtoObl Bbl  ycTaHOBHIM Bce HEOOXOAMMEBIE  TTAKETHI
obciyxxuBanust MS SQL Server cpa3y nocie ycranoBku SQL-Cepsepa.
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12.1.2. Bbe3onacHocTb CepTtucunkaTtoB n Knroyeun

Ceprudukatel U KIOUH i1 noarBepxkacHus nommuaoctd JIIIb u mnsg 3ammrer BUC-
coemMHeHUN MOTYT XpaHuThcsl kKak PKCS#11 TokeHBl Ha CMEHHBIX HOCHTENAX JaHHBIX. OOpaTute
BHUMaHWE HAa TO, YTO ATOT METOJ 3allUThl HE O0sA3aTeNieH, ©CIHM BBIACICHHAS M YIpaBlsieMas

JOJKHBIM 00pa3oMm ratdopma ucronb3yercs as [{VII.
12.1.3. be3onacHoOCTb ynpaBfieHUsl ceTeBbIMU COeAUHEHUAMM

Bee {VII-coenunenusi, 0COOEHHO COENMHEHHSI MEXAY paclpelneieHHbIMU vacTtaMu [[VII,
samuimeHbl  cayk6oit BUC. [JVII wucnons3yeT yrpaBieHHE 3alUIIEHHBIMH —COCAMHCHHUSMU,
ocHoBanHoe Ha |KE-mporokone, uytoObl 3arpyxarb JIIIb wa XocTtel besomacnoctn u Ilmro3b1

Bbe3onacuocru.
12.1.4. 3awwmTa gaHHbIX JIMNB

LJVII ucnionw3yet uudpoByro noanuckh, 4rodsl 3auTuTh JIIb, KoTOpas MoxeT npoiTu yepes
NOTEHLIMAJIbHO HENPOBEPEHHbIE KaHAJIbl JOCTaBKU. OJTa Mepa 00ecrneyuBaeT MOMJIMHHOCTh U
nenoctHocTh JIIIB. O6parure BHumanue, yto JIIIb 0ObIYHO HE COAEPKUT BBICOKOUYBCTBUTENIBHBIX

IaHHBIX; OJHAKO OONBIIMHCTBO KaHauaoB mocrasku JIIIb 3ammuiieno.

12.2. PexomeHgauum no lNonutuke beszonacHoctu LYT1

12.2.1. OOwme 3amevyaHus

3HAYMMOCTh U ysi3BUMOCTH [[VI] Baiiero pemeHus 3aiuThl KOPIIOPATUBHON CETH HACTOJIBKO
BaXHBI, YTO CTOUT TMPEINPHUHATH CHelHalbHble Mepbl be3omacHoctu. Haubomee BaxHas u
yyBcTBUTENbHAs wHpopMmanus B [[VI] u Hamboiee ys3BUMBbIE TOYKU (B TOPSAIKE YMEHbBIICHUS

YSI3BUMOCTH ) CIIEIYIOIIHE:

— IlpaBa /IocTyna Ha cucTeMy ylpaBJICHUS,
— Kimrou st mogmucu JIIE;

— BYC xmrounm;

Crnenuduxaruu Homutuku Besonacnoctu?..

OcHoBHasi Mepa, KOTopas JOJKHA OBITh OCYIIECTBJIEHA, YTOOBI 3aLIUTUTH YIPAaBISIONIYIO

mIaTdopMy, 3TO HMCIOIB30BaHUE TMPETHA3SHAUYEHHOW TUIAT(MOPMBI TONBKO JJISI OJHOTO TPHIIOKEHUS

! BOO6III€ roBops, I/IH(l)OpMaIII/ISI, CoAcpiKalasicsa B CHGIII/I(i)I/IKaIII/II/I Ilomutukm be3omacHocTH He SBISETCS

KoH(pUAeHIHaNBHOH. OpHAaKo ciefyeT Y4WThIBaTh, YTO JaHHble, O IlonmmTHkH, coOpaHHBIE HapylIHTEleM
nHpopManmoHHO# nHGOopMannH (B3IIOMIIMKOM), MOTYT OBITH IIOJIE3HBI JJIs HETO.
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(4VII) u nactpoiika be3onacHocTu 3TOM MIaTGOPMBI, CPEACTBAMH aJIMUHHCTPUPOBAHUS U CETCBOM

Bbe3onacuocru.

12.2.2. PekomeHpauum pans obGecneyeHuss OesonacHoctu LYIT

nnatcgpopmbl

Jliia obecnieuenus 6e3omacHocTu [[VII nnatdhopMbl pEKOMEHIYETCS BBIIOIHATh CIIEAYIOLINE

NENCTBU:
1)

2)

3)

4)

5)

6)

7)

8)

Ycranosute MS SQL-cepBep u [/VI] Ha 0THOM KOMIIBIOTEPE.

Hcnonp30BaTh €IMHYIO YYETHYIO 3allMCh HAa 3TOM KOMIIBIOTEpPE, YTOOBI OrPaHUYHTH
noctyn Kk [JVII nanabivu. [Tocne ycranoBku OC Windows 2003, co3natoTcsi HEKOTOpbIE

yU€THBIE JJaHHBIE 10 YMOJIYaHHUIO (TUNa «guesty). Bel TOMKHBI yIanuTh UX.

Hoctyn x mapomo agmuauctparopa MS SQL-Cepsepa («Sa») T0JDKEH ObITh OTPaHUYCH.
[Taponb mpenompeneneH Kak mycras crpoka nocie ycraHoBkd MS SQL-Cepsepa (mpu
ucnonszoBanun MSDE mapons mo ymonmuanuro «manager»). Ero ciemyeT u3MeHUTH
nepen ycranoBkoit [[VII. Ecniu MSExpress Edition ucnone3yercs BMecTo moinHoro MS
SQL-Cepsepa, mapoiib MOJIB30BATENS «S8» MOXKET ObITh H3MEHCH, UCIOJB3YS yIAICHHO

npunoxenne SQL Enterprise Manager, cum. 1. 2.3.3.

Hoctyn k xommbiotepy ¢ [[VII nomkeH ObITh (DU3MUECKH OTpaHWYEH (Hampumep, B

npez[Ha3HaquH0171 CIICIUaJIbHO Oe3omacHoit KOMHaTe).

Hcnons3oBare [[VII, B KayecTBE €IMHCTBEHHOIO NPWIOKEHUS Ha IpEAHA3HAYECHHOMN
wiatopme. YcraHoButh Toibko MS SQL-Cepsep u [[VI] Ha JaHHOM KOMITBIOTEpE.
Huxkakue npyrue cereBble MPOrpaMMHBIE MPOIYKTHI HE JOJDKHBI OBITh YCTaHOBJIEHBI Ha

3TOM KOMIIBIOTEPE.
Bce koMmMyHMKanmonssle npotokoisl, kpome TCP/IP, nomkHbI ObITH yaaeHbl.

Bcerna wucnons3yiite pasouenne nucka NTFS Bmecro FAT. NTFS npeanaraer

BO3MOXHOCTH obecnieueHust besonacnoctu, B To Bpems kak FAT - Her.

Y4yeTHas 3amuch aJMUHUCTpATOpa MO YMOTYAHHIO — OTO IeNb s OONBIIMHCTBA
3JI0YMBIIUIEHHUKOB. Co3/1aBasi HOBYIO YYETHYIO 3alMCh AJMUHHUCTPATOpa HAIO yIAIUTh
BCE pa3pelieHus U3 CYIIECTBYIOIIEH y4eTHOW 3anmucu AamuHuctparopa. Jlemaiite 3To,
co3zaasast HoBoro [lonb3oBarens, J00aBISsI €ro K rpymnne AAMHUHHCTPATOPOB U NyOIUpys
Bce [lonuTuku ydyeTHOM 3amucu W pa3pelieHus, MpPeIOCTaBICHHBIE MO YMOJIYAHUIO
Y4eTHOM 3amuchio AamuHucTpatopa. Kak Tonbko Bbl 3aKOHYMIIM, BO3BPATHTECH H

yIaJIMTe BCE TIpaBa M pa3pelieHrs U3 y9eTHOW 3amucu AnMuHuctparopa. OmgHako, Ham0
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OCTaBUTh YYETHYIO 3alHiCh [0 YMOJYAaHUIO pa3pelI€HHON; TakuM 00pa3om,
3JIOYMBIIIJIEHHUKNM HE OyayT 3HAaTh, 4YTO OHAa M3MEHEHA, KOIJa OHM IOIBITAIOTCS

B3JIOMAaTh YYETHYIO 3aITUCh.
9) Bxuoucnue ayaura Ha Bcex cucremax OC Windows:

— Ortkpeite Administrative Tools B Yipasnsromreit nanenn OC Windows.

— Orxkpsits Local Security Settings mwiu Local Security Policy.

— OrtkpsiTh aepeBo arpubyroB Local policies u 3arem BeiOpars Audit Policy; 3mecs
MOKHO HaXOIHUTh COOBITHS, CBSI3aHHBIE C YYETHOW 3alMChI0, KOTOPHIE MOTYT OBITH

IIPOBEPEHBI.

10) Ormenuts NetBIOS nmosepx TCP/IP Be3ne, rae MoxkHO — ocobernHo Ha Bammx NIC-ax,

BeJylUX K cetu IHTepHET, eciiu 3T0 BO3MOXKHO.

11) HactosTeapbHO PEKOMEHIYEeTCs HCIOJb30BaTh TOJBKO Oe3omacHbie IlpaBmima (T.e., €

[Psec) mis moObIx B3aumozecTBuil mexay L[V u qpyruMu XocTaMHu.

12) Bnokuposath Bce TCP u UDP-nmoptsl, uckiarouas UDP 500 nopr (o ymom4aHuio st

samuiieHHoro coequueHust ISAKMP-Tpaduka):

— Ortkpeite Network and Dial-up Connections B VYmpapnstomeir manene OC
Windows.

— Orxkpeitk Local Area Connection.

— B auamoroBom okHe HakaTh KHONIKY Properties.

— Buibpats Internet Protocol(TCP/IP) u 3arem HaxkaTh kHONIKY Properties.

— Haxarp knonky Advanced.

— BuiOparts 3akiaaky Options.

— Buiopars TCP/IP filtering u naxats kHonKy Properties.

[Tpumeuanue. ITopt UDP 500 nocrartoueH ais Bcex B3aMMOAEHCTBHM ynpasieHus. Eciu
Oyner HeoOxonumo B3aumojeictBoBath ¢ LDAP-cepsepom, nmopr TCP 389 nomxen

TaK>Ke ObITh OTKPBHIT.

3ACTABA-Og¢uc na xocre I[VII takxxe UCHONHAIOT (GUIbTpPOBaHUE TpaduKa; 0JAHAKO, MEPHI,
OIMCaHHBIE BBIIIE, 00ECTICUNBAIOT JIOTIOJIHUTENBHYIO0 be30macHOCTb.

Hexoropeie  ¢yukuuun  I[[VII  (SNMP-koutposs,  SNMP-coobmenns, RADIUS-
ayreHTH(uKkanus, ucnonb3oBanue LDAP-cepsepoB wim mpotokon NAT u T1.1.) Moryr
TpeboBath, 4To0b! AononHuTeIbHbIe TCP/UDP-NIOpTHI OBUIH OTKPBITHIMH. JTH HOMEpA MOPTOB
MoxHO ripocmotpets B JIIIb mis 34 CTABA-Oguc, xotopsiit 3amumaet [/YII nocne nepenadn
['TIB.
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Beikmounts mpocteie TCP/IP-cepBuchl (ecam oHM BKIIOYEHBI), Hcnoib3ys Control
Panel|Administrative Tools |Services. Dto ocraHaBnuBaeT cepBuChl: chargen,
acho, daytime, discard m quote-of-the-day (gotd), Kaxapli u3
KOTOPBIX MOXKET OBITh MCIOJB30BaH JUIsl OpraHU3ally aTak oTKas3a B oOciykuBaHuu. Hu
OJIMH U3 3THX CEPBUCOB HE TpeOyeTrcs /i COOCTBEHHOM padOThI CeTH, XOTS BBl JOIKHBI
3HATh, YTO HECKOJIBKO THUIIOB CETEBBIX MOHHUTOPOB MHOTZAA MPOBEPSAIOT IOPT 3Xa, KOrzaa

OHH HC MOI'YT IIOJYYUTH OTBET, UCIIOJIb3Ys pil’lg.

Bce Mepwl mpemnocTOpOKHOCTH, OMHCAaHHBIE Kommanwed Microsoft, JOMKHBI OBITH
BBIIIOJIHEHBI. Bce JoCTymHBIE NakeTHBIE CEPBUCHI JOJDKHBI OBITH YCTAHOBIJICHBI.
HacrositensHO pexkomenayercsi, uToObl Bel He ycranaBmusamu I1S (Microsoft Internet

Information Server).

HacrositenpHo pexomenayercst yctaHoBUTh onuuu BIOS g 3arpy3ku TOJBKO C
JKECTKOT'0 IUCKA. Y CTAaHOBUTH Napojb A aoctyna onuuu BIOS u orpannunts nocryn

OTHM IIapOJICM.

Hcnone3yiite daiin hosts ans pazpemenns DNS nmven.
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13. TMPUNOXEHUE 2. HACTPOUKA CEPBEPA OBHOBJIEHUA

13.1. Co3paHue cepBepa OOHOBMEHUN

13.1.1. HacTtpounka BCTPOEHHOro cepeepa oOHOBNEeHUs

OOGHOBJICHUE A2eHmos OCYILIECTBISIETCS IO MPOTOKOY http.

Hcnons3oBanne HezamuieHHoro ¢ nomombo «VPN/FW «34CTABA» kaHana oOHOBIIEHUS
SAITPEILIEHO!!!!

Jlnst HacTpoiiKu cepBepa OOHOBICHUN HEOOXOIUMO:

— VYcraHoBuTh B KOH(purypammonHoMm daiiie http.ini mepemennyro root, ykasare myth K
nanke ¢ Qaiitamu oOHoBnenus. Hanpumep, C:\Program Files\ELVISH\ZASTAVA
Management\update.

— B karajore, Ha KOTOpBIH yKa3bIBaeT NEpEeMEHHas 00t co3/1aTh Karajior ¢ UMEHEM
agentupdate.

— B xaranore agentupdate cozmath (aiin update.ini, KOTOpPBIM JOJKEH CONEp:KaTh HaOOp
CEKIIMi{, COOTBETCTBYIOLIMX THUITy OOHOBISIEMOTO AceHma, a TaKKe apXUTEKType
nporieccopa u HazBaHuto OC. B KaxIOW CEKIIMH OINHMCBHIBACTCS BEPCHs JOCTYITHOTO
OoOHOBNeHHs, (alibl JJIs1 CKAuMBaHUS, WCIONHSAEMas CHUCTeMHas KOMaHnua JJis
OCYIIIECTBIICHUSI OOHOBJICHUS. OJTH TapamMeTpbl - PEAaKTHPYEMBI; MOXXHO H3MEHSTb
3HA4YeHHUs apamMeTpa, peJakTupys (aiii B 1r000M TEKCTOBOM peAaKTOpE:

— Cexkuun uMeror cieayroomuid gopmar: [<tun Aeenma>.<OC>.<mnpoueccop>.<BEHI0p>],
rue:

—  <rtun Aeeuma> - GATE;
- <OC>-WINXX;
—  <mporeccop> - 1386, X64, x86 wiu amd64;

— <BeHAop> - Zastava.

[Mpumep: [GATE.WINXX.i386.zastava]

— [GATE.WINXX.i386.zastava] — nHauano cexuuu aisi KOH(GUTYpUpOBaHUS OOHOBICHUS
34ACTABA-Og¢uc;

— version=X.X.XXXXX - Bepcus auctpuOyruBa, B (hopmare Kak OHa ykazaHa B (aiiie
version.txt jguctpuOytuBa Aeewma, wuHanpumep, 6.3.13690. Bepcus moctymHOTO
OOHOBJIEHHSI CpPaBHHMBAeTCS C TeKylled BepcHed Aecewma, €CIM 3HA4YCHHE BEPCHH

OOHOBJICHUS 6OJ'IBI_HC, TO 3arpy’KaroTcsAa (I)aﬁﬂbl OOHOBJICHHS U BBIITOIHSACTCS KOMaH/a,
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— file=zastavaoffice.exe — ciucox umeH ¢aitsioB, pa3JeIeHHBIN 3aMATHIMU, KOTOPBIC HYKHO
3arpy3uThb;

— hash=#GOST3411_256_2012:<3HadyeHue™> - KOHTPOJIbHAS CyMMa 3arpykacMmbix (aisios,
npeaHa3HaueHa JUIsl TIPOBEPKHU IEIOCTHOCTH TpU 3arpy3ke. KOHTPOIBHBIX CyMM JOJDKHO
OBITH CTOJNBKO JK€, CKONbKO M (aitoB. Ecnum mapameTp He yka3aH, TO NpPOBEpKa
[EJIOCTHOCTU HE TPOU3BOIUTCS.

— eXec — ucnonHsgeMas komanna. Jlius ykazaHusl myTeil MOYKHO HCIIOJIb30BaTh BCTPOCHHBIC
nepemennbie: $download path - myTh k mamke, B KOTOPYI OBUIM 3arpyKeHbI (ailiibl;
$agent_bin - nyts k manke ¢ ucnonHsembiMu (aiinamu Aeenma (3amycKaeTCs H3-TIO

vpnagent) JIonoaHUTETBHBIC UCTIONHSICMbIC KOMAHIbI:

— exec_sys - UCIIOJIHsAEMAst KOMaH/Ia. exec_sys
"$download_path\zastavaoffice64.exe" eciaum ecth, 3HaYeHHWE - KOMaH/Aa,
3amyckaemas u3 mox vpndmn;

— exec_user - UCIIONTHsIEMAast KOMaH/a. exec_user =
"$download_path\zastavaoffice64.exe" eciu ectb, HTHOPUPYETCS TIOJIE EXEC IS
OC WINXX, 3Hauenue - komaHa, 3amyckaemas u3 moj vpnagent;

— exec_sys_wait = 1 (mo ymomuanuio = 0) eciau = 1, 3aIyCTUTh KOMaHy €XEC_SYS
U JI0K/IaThCs €€ 3aBepILCHUs, HHAaue 3aMyCTUTh B (POHOBOM PEKHUME,

— exec_user_ wait = 1 (mo ymomuanuto = 0) ecau = 1, 3amyCTHTh KOMaHIy
€XeC_USer u J0XAaThCs ee 3aBepIleHus, MHaue 3allyCTUTh B (HOHOBOM PEKUME;

— exec = "$download_path\zastavaoffice64.exe™ /I*v c:\zastava_setup.log
[Tonoxxuth B  Karamor agentupdate aucCTpUOYTHBBI, BBIMYIICHHBIE B
YCTaHOBJICHHOM TOPSIKE, KOTOPBIE JODKHBI OBITh YCTAHOBJICHBI.

— silent — mapameTp xapakTepu3syrouii onoseieHune nonb3osareiei (0|1 mo ymomuanwuio 0 -
MOKAa3bIBaTh COOOIICHHUE MMOJIH30BATEIIO);

— timeout — mapameTp XapaKTEepPH3YIOUIHH BpeMsl OKHUIaHHUS JCHCTBUII Ha TOSBUBIIEECS
cooOIIIeHne ToIb30BaTei0 (HeT nmapamerpa miu 0 - 6e3 Taiimayta 3akpbitus, timeout= N -
oxunath N cekyH[, eciau Mmoib30BaTellb HE HAKMET KHOMKY «OTMeHa», TO 3alyCTHTCA
yCTaHOBKa OOHOBIICHUS).

— message = some text — cooOmieHue, KOTOpoe OyAeT MOKa3aHO MOJIb30BATENIO Iepe]
BBITIOTHEHUEM KOMAaH/IbI;

IMpumep: exec = cmd /C echo off & "$download path\zastavaoffice32.exe" /I*v
c:\zastava_setup.log && "$agent bin\vpnconfig.exe" -add cert "$download_path\ca.cer"

ca trusted.
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— IlepemeHHbIE, KOTOPHIE MOXKHO HUCIIOJIB30BAaTh B KOMaHAAX:
— $download_path - mamnka, kyna ckaunBarotcs ¢aitiel, TEMP manka s CHCTEMHOTO
noas3oBaress (C:\Windows\temp)
— $agent_bin — mamka, B KOTOpO#l HaxomsTcst 3amyckaembie (aitiel  Aeenma
(C:\Programm Files\ZASTAVA office)
— $agent lib - mamka, B KOTOpOW HaxXOmATCS MOATPY)KaeMble OMOIMOTEKH Aeenma
(C:\Programm Files\ZASTAVA office)
— $agent_etc - mamka, B KOTOpoil HaxoxasTcs kKoHpuryparonnsie ¢aiiier (C:\Programm
Files\ZASTAVA office)
— $system_etc - manka, B KOTOPOH HAxXOmATCs KOH(MUTypalHOHHBIC (haiiyibl
(C:\Programm Files\ZASTAVA office)
— $system _log - mamka, B KOTOPOM HaxoOAATCS (ailabl JIOTHPOBAHUS CHCTEMBI
(C:\Programm Files\ZASTAVA office\log)
— $system_var — mamnka, B KOTOpOW HaxomuTcs (aili ¢ JOKAIbHBIMH HACTPOWKaMHU
localsettings.ini (c:\Programm Files\ZASTAVA office)
— $system_var_etc - manka, B KoTopoii Haxoautcs (aiin ¢ Hactpoiikamu (C:\Programm
Files\ZASTAVA office)
— $system_tmp - manka, B KoTopoii Haxosrcs Bpemennbie daitnsr (C:\Windows\Temp)
— $agent_version - texyras Bepcust Aeenma.
[Ipumep:
[GATE.WINXX.amd64.zastava]
version = 6.3.16253
file = zastavaoffice64.exe
exec = "$download_path\zastavaoffice64.exe" /I*v c:\zastava_setup.log
[GATE.WINXX.i386.zastava]
version = 6.3.16253
file = zastavaoffice32.exe

— Hna obHoBnenust Aeenmog cornacuo JIIIb mpu mcmonb30BaHUM BCTPOCHHOTO cepBepa
obnoBnenus B «VPN/FW «3ACTABA» neobxomumo nob6aButh cereBoii cepuc TCP c
moprom 3118 (cm. m. 8.7.2). Ilocie co3maHus CETEBOTO CepBHCAa HAAO CO37aTh CEPBEP
OOHOBJICHHS ¢ MeTOAOM moakodeHus http. Jlns 3Toro Hajgo BeIOpaTh CO3MaHHBINA CEPBHC

u ykazatb URL, wnanpumep, http://10.111.10.231:3118/agentupdate. B wacTpoiikax

OObekTax Ilonutuku 0e30IMacHOCTH OTKPBITb VnpaeﬂeHue->A6m0Mamuttec1<oe

obnoenenue B none Tun o0HoOBIeHUs BEIOpaTh mapamerp Obnosasimsb coenacto JIIIB.


http://10.111.10.231:3118/agentupdate
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— Jns oOHOBieHUS A2enmog ¢ TIOMOIIBIO KOMaH]I C cepBepa OOHOBIEHUI HEOOXOIMMO B
Hactpoiikax OObekTta IlomuTuku BBIOpaTh 3aKIAnKy Ynpasnenue->Asmomamuueckue
obHosnenuss B nonie Tunm o0HOBJIeHUsI BBIOpaTh mapameTp OO6HOSISAMb NO KOMAHOAM C
cepeepa 0oHoeenus u B ojie CepBepbl 00HOBJIEHHS T00aBUTH cepBep oOHOBIEHUs. JlJist
BBIOOpa KOMaH]| 10 OOHOBJICHUIO HEOOXOJUMO BBIOpATh MYHKT M3 BBINAJAIOLIETO CIHCKA
meHto ITpoekt (OGHOBUTH BEPCHIO areHTOB WJIM 3arpy3uTh BEPCHUIO OOHOBICHUUN IS
areHTOB) WJIM BOCIIOJIb30BAaThCS AHAJOTHYHBIMA KOMaHJaMH KOHTEKCTHOI'O MEHIO s
koHkpeTHoro OOnekra Ilomutuku. Ilpu oOHOBICHHMH KiIacTepa ¢ BEPCHEH JECKpUIITOpa
Acenma HauuHasg ¢ 6.1 cyliecTByeT BO3MOXHOCTb OOHOBUTH OTIEIBHO KaXKIbIM Y3em
KJIacTepa, JJsi 3TOro ¢ MOMOIIbI0 MapKepa HaJo BbIOpaTb HOMEp y3la JJis 3arpy3Ku
OOHOBIICHHI WJIM HETMOCPEACTBEHHO OOHOBIeHHsS Acewma. Ecnm ocTaBUTh Mapkep B

3HaueHuu «0», TO AeicTBHE OYIET BBHIITOJHEHO IS BCEX Y3JI0B KIIacTepa.

Henb3s ucnons30BaTh OJIUH U TOT K€ CEpBEP OOHOBIICHUS JJIsi Pa3HBIX THUIIOB OOHOBJICHMIA.
OyHKIus OOHOBICHUS A2enmo8 C TIOMOIIBI0 KOMaHI C cepBepa OOHOBJICHHH JOCTYITHA
HA4YHMHAsI C BEPCUH JeCKpUnTopa Aeenma 6.

Jlst Toro uro6sr o6orith USER ACCOUTN CONTROL B OC Windows MOKHO BBIIOJHUTH
clleyIoIIee:

b e =

—  HCIIOJIb30BaTh MapaMeTp €xec sys BMecTo exec B ¢ailne update.ini. 1o mpuBeneT K
3alycKy KomMaHabl u3 vpndmn T.€. ¢ cucTeMHBIMU NpaBaMu. HegocraTok: HET gocTyma K
OKOHHOMY I0JIb30BaTeIbCKOMY HHTEp(hEHCYy;

— B IIapaMeTp exec MM exec user B camoe Havaio n06aButh cmd /C. B pesynbrare, eciu
TpeOyeTcs, CUCTeMa BbIJACT 3alpoc Ha 3allyCK MPUIIOKEHUS C [paBaMHu
aJIMUHHICTPATOPA,;

— B MapaMeTp exec MJHM eXec user B caMoe Hadajio J100aBuTh runas. Cucrema JOJKHA
BBIJIaTh 3aMPOC Ha 3aMlyCK MPUTIOKEHUS C MpaBaMu aJIMUHUACTPATOPA.

13.1.2. HacTtpouka aBTOMaTM4YeCKOro oOOHOBNeHMA Az2eHmoe B
LYTl-KoHconb

[TapameTpsl HACTPONKH aBTOMATHYECKOTO OOHOBIIEHUs cM. B 11. 8.1.1.4.

13.1.3. Hactpouka obHoBneHusa Ha AeeHm

JInsi  [EeHTPaTM30BaHHOTO YIpaBICHHUsS HACTpOWKaMu aBTOOOHOBIeHUH (uepes [[VII)
HEoOX0MMO Ha caMoM Aecenme BKMounTh peskum Local Security Policy (JlokaabHasi moauTuka
0e3onacHoctn) (B okHe Hacmpoiku -> Hacmpouxu O6Hoérenus). B TpoTHBHOM ciydae

uH(popManus o HacTpoiikax ooHoBieHu# B JIIIb Oyner urnopuposatbes Aeenmonm.
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Jliis aBTOoMaTHUecKoro ooHosiaeHus Aeenmos Ha OC Windows XP HeoOX0AMMO BBINOIHHUTH
JIOTIOIHUTEIbHBIE HACTPOMKM ONIMM 3alUThl CUCTEMHBIX (aillioB Ha MalluHe C
YCTaHOBJIGHHBIM AeeHmom. TOCTaBUTh Mapkep B moje System Properties ->Driver Signing
Options ()->Ignore - Install the software anyway and don't ask for my approval.

Jns  nanmpHeimeil HacTpOMKM aBTOMAaTHYECKOTO OOHOBICHHMS Haao OOpaTHTbCA K
JOKYMEHTaM:

— MKEI0.00631-01 32 02 «VPN/FW «3ACTABA-Ynupasiacaue», Bepcus 6 KC3,

ucnonaenne ZM-WS64-VO-03. TI0 «3ACTABA-Od¢uc». PykoBOoACTBO CHCTEMHOTO

MMporpaMmMucCTa.
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14.
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15. MPUNOXEHUE 3. IPUMEP KOHOUIYPUPOBAHUSA LIYTI

15.1. UYIv pBa SACTABA-O¢uc
15.1.1. Uenb

D10 - JeranbHas Mpoleaypa, KOTopas NMOMOXeT BaMm ycraHaBnuBaTh, KOHQHUTYpUpOBaTH U
co3maBarh Oe3omacHoe B3aumojeicTue Mexxay aAByMs 34 CTABA-Odguc, ncnonssyrommumu L[ VII xak
CTaHIIMIO YIIpaBJeHHUs. DTO - OCHOBHOM MPUMEpP TOTO, Kak padboTaTh ¢ mpoaykramu 34CTABA. Jloruka
mpouecca KOH(Urypanuu MpeAcTaBlieHa HapsAay C OIpeNeleHHbIMH M JIeTAIbHBIMHU IIaraMu,

HEOOXOIUMBIMHU, YTOOBI CO3/1aTh KOHPUTYPALIHIO.
15.1.1.1. HeobGxoaumoe nporpamMmmHoe U TeXHUYEeCKoe obecneyeHue
Onna OC Windows Server 2012 R2 pa6ouas cranius mist L{YI1 ¢ THCKOBOIOM.

JIse OC Windows 8.1 paboune craniuu st 34ACTABA-Oghuc, xaxaplii ¢ yCTPpOMCTBOM st

JAUCKCT UJIK ITIOPTOM JII CbEMHOI'O USB-nocurens.

HaGop ceptudukatoB M COOTBETCTBYIOMIMX 3aKpBITBIX Kirouei, xpanuMbeix B PKCS#12
nakeTax (Hampumep, Habop TECTOBBIX cepTU(UKATOB, HA3BAaHHBIX CIEAYIOUINM oOpa3oM: gate.pfx,
clientl.pfx um client2.pfx; creHepupoBarh cepTU(HUKATHI CAMOCTOATEIHHO WU BOUTHU B

KOHTAKT C TIOCTABIIMKOM ISl TIOJTYYEHHUS KOTIMH TECTOBBIX CEPTU(PUKATOB).
JlelicTBUTENnbHBIN (aiin muuen3un ans L[ VII.

Crnenytomiee 110: 34CTABA-Oguc nns OC Windows 8.1 u [JVII. Heobxoaumo uMeTh
npuBmierun agmuaEcTparopa (mapomm) mast OC Windows 8.1 mw MS SQL-cepBepa (ecnu oH yxke

YCTaHOBJICH).
15.1.2. OnucaHue ceptucpumkatoB

OTOT mnpuMep MpeAnonaraeT, 4ro OyAyT UCHOJB30BaHbl ciedyroumme ¢aiisl ¢

ceprudukaTamu Ui 3Toi koHdurypamuu tecta (cM. Tabnuna 43).

Tabmuua 43 — Onucanue ¢aityioB ¢ cepTudUKaTaMu

HNwmsa daiina Ha3znayenue Ceprudukara

gate.pfx PKCS#12 caiin, comeprxamuii:

Ceprudukar VYL (tun wunentupukatopa DN, 3HaueHue wuneHtudukaropa
CN=MainCA);

JlokanbHbI cepTuUKAT U 3aKpbITBIA Kiatod anst [[VII (tun upeHTudHKaTopa
MAIL, 3nauenue uaentudukaropa testO@test.com).

clientl.pfx |PKCS#12 ¢aiin, comepxamniuii:
Ceprudpukar VI (tun wunentudukaropa DN, 3HaueHue wuaeHTUdUKaTOpa
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HNwms paiina Ha3znauenue Cepruduxara

CN=MainCA);

JlokanpHbil ceptudukar U 3akpbIThid Kiatou 111 3ACTABA-Knuenm# 1 (Tun
unentudukaropa MAIL, 3sHauenue uaentudukaropa testl@test.com).

client2.pfx |PKCS#12 aiin, conepxamuii:

Ceprudukar VYL (tun wunentupukatopa DN, 3HadeHue wuneHtudukaropa
CN=MainCA);

JlokanpHbll ceptudukar U 3akpbIThidi Kiato4d 111 3ACTABA-Knuenm# 2 (Tun
unentudukaropa MAIL, 3Hauenue uaentudukaropa test2@test.com).

15.1.3. TlMoparortoBKa K yCTaHOBKe

[Tepen HayaoM Ipolecca YCTAHOBKH yJIOCTOBEPUTHCSA B TOM, YTO BCE TPH pabodne CTaHIIUU
CBSI3aHbI JIPYT C aApyrom, ucmons3ys TCP/IP-coeautenus. YOeauTbcs B TOM, YTO M3BECTHBI BCE TPU

IP-anpeca. [1o3ke B 3TOM mponeaype, MOSIBUTCS IPUMEDP, KOTOPBIN MPEIoiaraeT, yTo:

— I[VII 6yner ucnonb3oBatk padbouyro craniuto ¢ IP-agpecom 10.0.0.10.

— 34CTABA-Oguc 1 (Kmment 1) Oyaer mcrons3oBath padouyro cranmuio ¢ IP-agpecom
10.0.0.1.

— 3ACTABA-Oguc 2 (Knuent 2) Oynmer ucnosib3oBaTh pabouyio ctaHuuioo ¢ IP-ampecom
10.0.0.2.

1 ) Oru IP-axpeca narorcs TonbKO, Kak pumep. MoryT ucnosb30Barbes oobie qpyrue IP-aapeca.
B sToM nmpumMepe HEOOXOIUMO HCIIONIB30BaTh TPU (PaKTUYECKUX KOMIIbIOTEpa ¢ peanbHbIMU |P-
anpecamu. He ynacrcsa akruBupoBats ['TIb, ecnu [[VI] ne moxet Haiitu IP-aapec, Ha koTopom
OHA YCTAaHOBJICHA; TOYHO TaK)X€ aKTMBHU3aLuUs HE ynacrcs, ecinu L[[YI] He MOXKET yCTaHOBHTH
KOHTaKT C KOMIIbIOTEpaMu, Ha KOTOpbIX ycTtaHoBieH 34ACTABA-Odghuc.

\il) Ecnu ucnons3yercss DHCP-cepBep, uro6sl nony4ars |P-anpeca aBromarndyecku, He0OOXOAMMO
onpeaenuts 3ToT cepBep B [1Ib. Takum o0pazomM, B 3TOM MpUMEpPE PEKOMEHIyeTCs
UCIIOJIb30BaTh MOCTOsIHHBIE |P-anpeca.

15.1.4. YcrtaHoBKa naketa nporpamm L{YT1

3anyctuth nporpamMmy ZASTAVA.exe € YCTaHOBOYHOTO JuCKa. B TedeHume mporemypbl

YCTAaHOBKH, CACIIATH CIICAYIOIICC:

— B oxne, B koTOpoM HE0O0X0aMMO BbIOpaTh KOMIOHEHTHI MPOTrPaAMMBbI /1JIsl YCTAHOBKH,
yOenuThes B TOM, uTo BIOpanbl u [{YVII-Kownconw, n L]VII Server,

— Korga crpocsat: Cepsep 0a3bl AaHHBIX Buiopams pacnonoscenue SQL Server, BeiOpathb
Berpoennsiii cepsep B/I. byner ycranosnen cepsep 6a3bl qanabix (MS SQL 2008 R2

Express Edition) u KOMIIOHEHTBI 7151 IOCTYTIA K HEMY;,
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— B mpomnecce ycranoBku MS SQL Server 2008 R2 na sTane KoHGUTYpHUpPOBAHUS MapOsL
Ul ayTeHTU(UKAIMK TOJ  YYETHOM  3amuchi0  aMHHHCTpaTopa HEOO0XOAMUMO
CT€HEepUpPOBATh MAPOJIb, OTBEYAIOIIUH CIIETYIOIUM TPeOOBaAHUSAM:

— He conepxuT BCIO WM 4YacTh IMEHU YYETHOM 3aIMCH MOJIb30BATES;
— JlnuHoit Oosiee BOCBMH 3HAKOB;
— CoJaepKuT CUMBOJIBI, 110 KpaliHell Mepe, TPEX CIeAYIOIIMX KaTeropHii:
— 3armaBHble OYKBbI aHTIHiCKOrO andasuta (ot A 10 Z);
— Ctpounble OyKBbI aHrHiickoro andasuta (0T a 110 2);
— Ocuousie 10 nudp (0-9);

— HeOykBeHHbie cuMBoIIbI (Hanpumep: |, #,%);

3ACTABA-Oghuc L[]VII Gynet yCTaHOBJIECH AONOIHUTEIBHO;

[Tpu 3anipoce Bbl xoTHTE co31aTh HOBYIO B/l 1] YII?, HeoOX0MMMO Ha)XKaTh KHOTIKY Y €S;
— B Bomaparomux cnuckax BeiOpath Tun cepBepa bJ] u Umsa cepsepa b/I. Haxats kHONKY

Hanee.

BBectu JOrMH M 1aposib aJMHUHKCTpATOpa cepBepa 0a3bl JaHHBIX, KOTOPBIC OBLIHM 3a/IaHbI
Ha arane ycraHoBku MS SQL 2008. Haxatrs xHonky OK (mannas undopmanus Oyner

MPOBEPEHA HA CIEAYIOIIEM 3Tarie, pu NonbITKe co3aanus bJ1);

B otkpsiBiiemcs okue [lapamerpsl B/l B nonie b/ ykasats ums B[ ("SMDB").

BBectu umst mosi30Baresst SM-server u naposs server-pwd mis Cepeepa b/,

— Beectu ums mons3oBarens Sm-admin u maposis admin-pwd must I{VI1-Koncono.

Teneps ycranoBka [[VII 3aBepuiena. Ilepesarpysuts OC, xorga ycraHoBka 3aBepueHa. Kak
ToJIbkO Bbl mepesarpy3min kommbroTep mnosBUTcs Mactep koHurypupoBauus 34CTABA-Ogu

L[VIIc. Yka3athb TO, uT0o Bbl Oynere kondurypuposats 34 CTABA-O¢uc L{YII Bpyunysro.
15.1.5. YcraHoBka 3ACTABA-O¢uc

VYcranoButb 34CTABA-O¢uc na waxmom kxommbiotepe OC Windows 8.1. B teuenwue

YCTaHOBKH HE MEHSTh HUKAKUX HACTPOEK — OCTaBUTh BCE YCTAHOBKHU 10 YMOJIYaHUIO 0€3 U3MEHEHHH.
15.1.6. KoHdurypuposaHne 3ACTABA-O¢uc
[Tepserit mar cocrout B nodasnennu [[VII ceprudukaroB B 3ACTABA-Oguc.

1) 3amyctuts 34CTABA-Oghuc w3 mento Start (Start | Programs | Zastava Office
| VPN Agent) .

2) Haxarp kHOnKy CepTudukarsl. [Tlossutcs okao Cepmugpurxamol u kuouu.
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3
Haxars xaonky ™" HWmnoprt win Mmnopr ceprudukara uz meuro Cepmuguram.

3anycTuTcs nporpaMMHbIid Mactep.

UtoOwl 3apeructpupoBaTh HOBbIM ceptudukar (loepennsie) B 34ACTABA-Oguc

HEOOXOIUMO CIEIATh CJIICAYyIOLIceC:

— B mosiBuBIIEMCs OKHE BBIOpATh HEOOXOIUMBIHN Il yCTaHOBKH cepTudukar gate.pfx u
HaXaTh KHONKY OTKPBITh.

— Bgectu PIN-kon TOKeHa, Ha KOTOPOM XpaHUTCA KOHTEWHEp ¢ cepTudukarom(ammu),
qr00bl TONMyuuTh noctyn k PKCS#12 makery. Macrep Temeph IOKa3bIBaeT
ceptudukat, KoTopslii Bel coOupaerecs 3aperucTpupoBarh.

— B none Pexxum uMnopTa 107KHBI OBITH YCTaHOBJICHBI CIIEAYIOIIUE HACTPOUKHU:

— B mnone Pexum ummmopra nepekitouatens cieBa oT crpoku CN=MainCA
BeIOMpaem JloBepeHHblii 11t nmnopTa ceprudukara Y1,

— B none Pe:xxmm mMmopra mnepekirouareiab Cl€Ba OT CTPOKH C JIOKAJIbHBIM
ceptudukaToM Beioupaem C KIH0UOM;

— Heobxomumo BBectu PIN-xkom TokeHa, B KOTOpoM OyAeT coJep:KaThes

ceptudukart. [Tocne BBoga PIN-koxa HyxHO HaXkaTh KHOTIKY I'0oTOBO.

YroOwl 3apeructpupoBaTh HOBbIH ceprudukar (Ilepconanbhelit) B 34CTABA-Odghuc

HEOOXOIMO CACIaTh CICAYIOUICC:

— B mnosBuBmemcs okHe BBIOpaTh HEOOXOAMMBIA I YCTAaHOBKH cepTU(]HKAT
gate.cer u HaXaTb KHONKY OTKPBITH.

— Bl perucrpupyete ceprudukar V1, Hy>kHO B nosie PesxuM mmmopra Ha3HauuTh
TOMY cepTHU(UKATy cOOTBETCTBYIOUIMI cratyc - MUmmoprupoBars. Ilocie yero

HaXXaTb KHOIIKY I[a.nee.

[lpy ycnemHOM MMIOPTUPOBAHUM MOSBUTCS HHIUKATOP ] Tenepp Mactep

CCpTI/I(I)I/IKaTOB ITOKAa3bIBACT HMHOpTHpOBaHHLIf/'I CepTI/I(bI/IKaT, HaXaTb KHOIIKY T'oToBO.

3aperucTpupOBaHHBIA CEPTH(PUKAT TENEPh BKIIOUEH B TaOIUIlYy BKIAAKU [lepconanvHule

okHa Cepmudghuxamot u Knoyu.


mailto:test0@test.com

252
MKEH0.00631-01 32 01

1) Cepruduxar VII Gyner ucmosnb3oBaThCsi, 4TOOBI IMPOBEPUTH MOANUCH BCEX CEPTHHHKATOB

tecta. Bee ceptudukartel Obutn moanucansl 3TuM ceptudukaroM YII. Ceprudukarer VI He
HYXKJIAIOTCS B 3aKPBITHIX KITIOYaX.

JlokanpHbI cepTudUKAT OYyIAET HCIONB30BaThCs, 4TOOBl HaeHTH(uUIUpoBarh [[YII Bcemu
apyrumu  yyactHukaM Cpenbl be3omacHocTH. 3aKpbIThI KIIHOY IO3BOJISIET OCYLIECTBIISITH
JBYCTOPOHHIOIO KpUNTOrpapuuecKkyro ayTeHTH(PHUKAUIO MPU YCTAHOBIEHWU COCAMHEHHUN C
JPYTUMH XOCTaMH 3alllUIIEHHON KOpHopaTuBHOM ceTr Ha 6a3e mpotokosioB IKEv] u IKEv2.

15.1.7. CospaHue I'Mb B LJYT1-KoHconb

3amyctuth [[VII-Koncone u3 mento Start (cm. moapaszaen 3.2) Wi HaxKaTh JBa pa3a JEBOU

KHOIIKOH MBIIIM Ha HKOHKY pabouero crona. Beectu napoins [[VII-Koncons (@dmin-pwd).

15.1.7.1. Co3paHue O6bekToB MNonNnnTukKKn

Cremyromuii mar J0JDKeH co31aTh U CKOHPHUrypupoBath O0bekTsl [lomuTrki:

1) B cekmuu Ob6vexmot norumuxu BoIOpath BKIaaky Cemesvie Obwbexmoi.

2)

Yro6sl no6aButh O0bekT [lonutuku Kiuenm 1, Hano HaxkaTh KHONKY Jlo6aButh Xocr
Bbe3onacHocTn Ha I[laHenu MHCTPYMEHTOB WM HCHOJB30BaTh KoMaHIbl [[00aBUTH

Xoct be3onacHocTH 13 KOHTEKCTHOTO MEHIO U CHICIATh CJIICayromiee:

B okne Buibop /Jeckpunmopa Acenma BuiOpath SecureConnect Clients nmocneanei
Bepcuu B KauecTBe Tuna Aeenma. Haxartp knonky OK. B 3aknaake O6wee:

— Bgectu Clientl B none Uwmsi.

— BpiOpaTh 10MeH, B KOTOPBI Oy1€T BXOJUTh JTaHHBIA O0BEKT.
B 3aknanke Tononocus HaxaTh KHONKY Jl00aBUTH!

— Bectu mo6oit unentudukarop goruuyeckoro mmenu u IP-agpec 10.0.0.1.
BeiOpate u3 cnucka [llpusaska k 3one: napameTp 3oHa MHTepHer. Haxartb
kHonky OK.

B 3aknanke BYC BriOpaTh BiIOXKEHHYIO 3aknaaky Cepmuguxamoi:

— B okne Cepmugurxamer Haxats kHoky UMnopT.

— B okue Umnopm cepmughuxamos BHIOpaTh HYXHBIH cepTHU(UKAT U HaXKaTb
kHonky Open.

Haxarp xHonmky OK. OObekt [lomutukum Kruewm 1 ¢ umenem Clientl tenepn
nossisiercs B cekuuu Tononocus BYC u B nanke Cemesvie OOvexkmbi B CEKLUU

Obvexmul noaUMuKU.
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YroOwl 1o6aButh OOBekT Ilomutuku Krnuenm 2 Hano Haxath KHONKY /lodaBuTh XocT
BesonacHoctn Ha [laHenu MHCTPYMEHTOB WJIM HCIOJIb30BaTh KOoMaH[Ibl /lo0aBHTH

Xocr be3onmacHoCTH 13 KOHTEKCTHOT'O MEHIO U CACIaTh CICAYIOUICC:

— B okue Bwibop [eckpunmopa Azenma Beiopats SecureConnect Clients mocnenneit
BepcHH B kauecTBe THNa Aeenma. Haxarb kHonky OK.

— B zaknagke Obwee:

— Bsectu Client2 B nosie Umsi.
— BrpiOpatb 10MeH, B KOTOPBI OyIeT BXOIUTH TaHHBIA 00BEKT.

— B 3aknagke Tononozus naxarb kHonky /lodaButh. BBectu mo0oit uaentudukarop
norudeckoro umenu u IP-agpec 10.0.0.2. Bwibpare u3 cmnwmcka [lpussiska Kk 30He:
napametp 3ona Unrepuer. Haxars knonky OK.

— B 3aknanke Mecmononoacenue onpenenuth mectononoxenue Client2, BBojas B mosist
ITupora u Joarora ero KOOpAUHATHI.

— B 3aknagke BYC BrIOpaTh BIOKEHHYIO 3aKnaaky Cepmuguxameoi:

— B okne Cepmughuxamor Haxxath KHOKy UMmopT.

— B oxne Mmnopm cepmughuxamos BHIOpaTh HYKHBIH CepTUPHUKAT M HaXaTb
kHonky Open.

— BuriOpaTts DN u3 Beimanaromiero cnucka 1un uoenmugpuxamopa.

— B none 3nayenue ugentudukaropa nosBurcs ero 3HaueHue. HaxaTh KHOIKY
OK.

— Haxarp xHomky OK. OObekt [lomutuku Kruenwm 2 ¢ umenem Client2 tenepn
nosiisiercss B cekuuu Tononoeus BYC n B nanke Cemesvie OOvexkmbl B CEKIUU

Obvexmul NOAUMUKU.

W3menuts Hactpoilku Ob6wvexma Ilonumuxku XocTa, Ha KOTOpoM pacnonoxeH [{VII-

Cepsep:

— Bribpare O6bexm [lonumuxu, Ha KoTOpoM pacnonioxkeH [[VII-Cepsep (nmaHHbII
00BEKT co3maeTcss aBToMatuuecku npu cospanuu bJ| I[VI), ucnons3ys U3mMeHUTH
13 KOHTEKCTHOTO MEHIO.

— B 3aknagke Oowee usmenuts umst Oowvexma Ionumuxu va TPN_Gate.

— VYnaocroBeputbest B ToM, uto IP-ampec B mome Aapec AreHTa BepeH (Hampumep,
10.0.0.10). Eciiu met - BBectH [IpaBmibHblii IP-agpec B cooTBeTCTBYIOMIEE TTOITE.

— BriOpatb 1oMeH, B KOTOPBI OyaeT BXOAUTh JaHHBIA O0OBEKT.
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— BueiOpare 3aknaaky 7Tononocus. YOemutbcs B TOM, YTO B TaOiuie yka3aHa
npaBwibHasg MHpopMmaius 00 uHTepdelicax XocTa (B 3aBUCUMOCTH OT CLEHapUs
WCIOJIb30BaHUs, y XocTta [[YI] MoxeT ObITh OJIUH WM O0Jiee UHTEP(EICcOB).

— B 3aknmaake Mecmononoosicenue onpenenutb mectononoxenue PN_Gate, BBoas B
nons Hlupora u {oarora ero KOOpAUHATEHI.

— BueiOpars 3aknaaky BYC u 3aTeM BIIOKEHHYIO 3aknanaky Cepmuguxameoi.

— Haxarpe kHonky UmMmnopr.

— B okne Mmnopm cepmuguxamos ykazaTb myTh K (hailily ¢ IOKaJIbHBIM CEpTU(HUKATOM

0e3 kiroua gate.cer u Haxkatb kHonky Open.
— B none 3nauenune uaenTudukaropa nosButcs ero 3nauenue. Haxare knonky OK.

— Haxarp xknonky OK, uT0o05! BBIiTH U3 0OKHa Cgoticmaa.

W3menuts HacTpoiiku [[VII Server:

— BpriOpars CepBepsl u3 MeHI0 OKHO.
— Buibpats O6wexm PMP Distribution Service.
— YnoctoBeputhcs B ToM, uto |IP-aapec ycranosnen B 3Hauenue Auto u uro RSA DN

= "CN=MainCA" nosisuics B mojie CepTuuKarsl.

Koraa Bel 3akoHYHIIM, TOABUTCS H300paskeHue B I paghe mononoeuu (cMm. Pucyrok 105).

Tononorua I MoHuTOp |
Tononorus & X

£ B B D) |

HIC]
X

@\!I

30Ha MHTepHeT
==l
Client2

GATE v
&1 _r'

Pucynok 105 — Cosnannsiii [ pag mononocuu
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15.1.7.2. Co3paHwue OeunctBun

Crenyrommii mar B mpolecce — 3TO OIpeneseHne AeUCTBUi s o0paboTku Tpaduka. IDTH

HetictBust OynyT ucrnonb3oBatbest [IpaBunamu, kotopbie Bel co3gaaure Ha ciemyromniem mare. EcTh

nBa mudpoBanus JlelictBus, npenomnpeneneHubie B [[VII s TpakTUYECKUX IIEJ€H, OJHAKO,

HeoOxoauMo co3/1ath Barie cooctBenHoe JlelictBue (cm. Pucynok 106) crienyromim o0Opa3oM:

1)

2)

3)

[lepeiiTn k okny [Jeticmsus, BoiOupas komanay JeicTBus us MmeHto OxkHo.
Job6aButs JlelicTBHE:

— TIlomecTuTh Kypcop B OTKpBIBIIEECS OKHO M HaXXaTh MPaBOM KHOIKON MBIIIH.
Bri6pats komanay Jo6aButh [deiicTBue.
— Bsectu My _first_action B mone Ums.

— OcraButb Ipyrue napametpsl no ymondanuto. Haxarte knonky OK.
Ho6asuts HoBoe IPsec-IIpensoxkenue:

— Ilomectuth Kypcop Ha aeictBue My_first_action u Haxkath mpaBoii KHOITKOW MBIIIIH.
Bri6pats komanny JJo6aButs |Psec-IIpeasnoxenue.

— Onpenenute HyXHble omnuud ESP-mpoTokona wWiM OCTaBUTh HACTPOMKHU IO
YMOITYAHHIO.

— Onpenenute HyXHBIE omuuu AH MOpoTOKOTa WIM OCTaBUTh HACTPOHKU IO
YMOJYaHUIO.

— Onpenenuth HACTPOUWKH, TMPOAOKUTEIBHOCTh CYIIECTBOBAHMS — 3alIUIIICHHOTO
coeuHeHMs B nojie Bpemsi sku3nu SA, I 0CTaBUTh HACTPOMKHU MO YMOTYAHHUIO.

CeTesbie CepBucbl I Cepsepbl DOeictena I
Oeicteng 7 X

WmaMpuopute: © | AH AyTeHTudukau | ESP Lndposarne | ESP Aytentudmkal | IPComg
= (32 Encrypt ...

: P Prop... GOST-28147-89-... GOST-3411-94-H...

& &2 Encrypt ...

: e 5D Prop... DES-CBC MD5-HMACS6

= 82 Encrypt ...

. e 8 Prop... 3DES-CBC MD5-HMACS6

= @9 New Acti...

DES-CBC

«| | _’I

Pucynok 106 — OkHO [eticmeéus ¢ cO3aHHBIM HOBBIM TTPABHIIOM
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15.1.7.3. TMpo.epka I'Mb

Teneps Bbl momxubel mpoBeputh, Obimn Ju caenanbl ommOku B ['TIB. Ilepelitn xk MeHio
Ilpoexm u BbIOpaTh KoMaHay TpancaupoBatb. IlosBurcs okHO Pezyremamul mpauncaayuu c

pe3ynbTaTaMu TPAHCIALKUH (OITHMOKY, MPEYNPEKACHUS U HHPOPMAITMOHHBIE COOOIIEHN).

B teuenmne nponecca tpanciauuu [[VII cospaer JIIIb mns Bcex Aeenmosé u mpoBepsieT
co3nannyto ['TIb Ha corimacoBaHHOCTB. JTO Takke O3HAYAET TO, YTO, KaK TOJIBKO BbI cremanu moobie
n3menenus B I'TIb u xorute npumenuts ux k Cpene beszonacnoctu, Bel noskubl Tpancauposats ['T1b

cuosa. I'TIb JOJI2KHA OBITH YCIICUIHO OTTPAHCIIMPOBAHA JO €€ aKTUBHU3allH.
15.1.7.4. Co3paHue lMpaBun

B sTOoM npumepe HE0OX0IMMO TOIBKO co3AaTh ogHO [IpaBuio /Uit B3aMMOJIEHCTBHS MEXKIY

Knuenmom 1 u Knuenmom 2.

1) Tlepeiitu B cexumto Tabauya Ipasun (cMm. Pucynok 107), ucrnons3ys komanay J106aBuTh

HpaBnno 13 KOHTEKCTHOT'O MEHIO:

— Bsectu My _first_rule B mosie Ums.
— Joo6asuts Clientl B kauectBe rcrounuka [IpaBuna:
—  BreiOpats Brinanky O6vexmot ioinss UCTOUHHK.

— Bueibpats Xoct besomacuoctu Clientl u HakaTh KHONKY C H300paKeHHEM

IIPaBOM CTPEIIKH.
2) [Joo6asuts Client2 B xauectBe [Ipuemnnka [IpaBuna:

— BpriOparts Brnanky O6vexmur noins Il ppeMHuK.
— BuiOpars Xoct bezonacuoctn Client2 u HaxaTh KHONKY ¢ W300paKCHHUEM MPaBO

CTPEJIKH.
3) Briopars My_first_action u3 Beimagaromiero crnucka /Jeticmaue.

CepEepHEIE NRAEHNS | PacnHcaHHA | 30HBI | AokEHE! | MAT npaemrna Tafinuua npasHn |
Tabnuua npagmn B X

WA |l-'1CTD‘-IHHK II'IpMemHMK /| CeTeeble cepemctl | deHcTEHE OnHcaHne
; B Clignt{z36 2 catewingzaz Bre IP cepBHcE!
3 Gateway % Host{192.168.21.6) EBce IP cepemcel
B LATARENKD Bice IF CepBHcEl

Pucynok 107 — Oxno I1paBun
Teneprs [[VII nonHocteio ckoHurypuposad. Ilocinennee, yto Bbl AOMKHBI chenarb, 3TO

nepenarh 3Ty koneunyto ['TIb (BeiOpats TpancaupoBath u3 mento [Ipoexm). [locne Toro, kak [[VII
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YKQXET, YTO TPAHCIALUS Oblla BBIOJHEHA YCIEIIHO, MOXKHO IMEPEUTH K CIEAYIOIIeH CeKIUH U

ckorpurypuposats 34CTABA-Oguc.

15.1.8. KoHdurypupoBaHme 3ACTABA-O¢uc

s Toro uro6el ucnons3oBath [[VII nns ynpaenenuss 3ACTABA-O¢uc v co3naBaTh
6e3omacubie coeauHeHuss Mexay naBymMs 3ACTABA-Oguc nHeoOxoaumo 100aBUTH CIEAYIOIINE

ceprudukatel 1151 3ACTABA-O¢uc 1 (Clientl) u 34CTABA-Oghuc 2 (Client2):

— IMaker ceprudurara mis 34CTABA-O¢uc 1 (clientl.pfx), cogepxamiuii cepTudurar
V1 © JIOKaJNbHBIA CepTH(HKAT C COOTBETCTBYIOIIUM 3aKPBITBIM KIIFOUOM, JIOJKCH OBIThH
no6asien k Clientl.

— ITaker ceprudukara mis 34ACTABA-O¢uc 2 (client2.pfx), comepxamuii cepTudurar
VII ¥ TOKaJBHBIN CepTH(PUKAT ¢ COOTBETCTBYIOIIMM 3aKPBITBIM KIFOUOM, JOJDKEH OBITh

nobasneH k Client2.
15.1.8.1. Peructpauusa CeptudukartoB
Teneps HaMO 3aperuCTpUPOBATh CePTUPUKATHI B Knuenme 1.

1) Ha xommbroTepe, kotopsiii ynpasiser Clientl, 3anyctuts 34CTABA-Knuenm U3 MeHIO

Start (Start\Programs\ELVIS+\VPN Agent).

2) Haxare xHonky Ceprupukarsl Ha [laHenn uHCTpyMeHTOB. [losiBUTCS —OKHO

Cepmugpuxamor u Knrouu.

3) [Ho6asuts ceprudukar Y1l u ceprudukar Clientl ¢ ero cooTBETCTBYIOIIUM 3aKPBITHIM

KJIIO4YOM:

— Haxarpe kHonky UMnopT, 4ToOBI IEPEUTH K MacTepy perucTpanuu cepTudukara.
— Haxatp Ha kHOnKy O630p U HaiiTu daiin clientl.pfx. BeiOpaTs 3T0T daiin u Haxath
KHONKY OTKpPBITh, YTOOBI BO3BpaTUThCs K MacTepy. Haxars kHonky Jlasee.
— Bsgectu naposns, yTo6s! noyunTh foctyn k PKCS#12 nakery. Haxars kHonky OK.
— YCTaHOBUTH 3HauyeHUs Ui JBYX Iepekiatouarenc B moie Tum ummopra. Mx
3HAYECHUE CIIEAYIOIINE:
— mnepekmroyarens cineBa ot crpokn CN=MainCA BeiOupaer ams uMmnopra
ceptuduxar Y1 — JloBepeHHbIif;
— TMepeKiIoyareNnb cieBa OT CTpoku testl@test.com BeiOmpaer aiast uMmopra

nokanbHbll cepTudukar 34CTABA-Oguc - CekpeTHBbIH KJI10Y,

5) 3akpeith Bce okHa 34ACTABA-Oguc v BBIATH U3 IPOTPaMMBbI.



258
MKEH0.00631-01 32 01

Teneprs Hamo 3apeructpupoBath ceptudukatel B Kiuenme 2. IloBroputh maru 1) — 5), Ha
KoMmmbtoTepe, Kotopblil ympasiser 34ACTABA-O¢uc 2. Ucnone3yiite ¢aiin client2.pfx s

ceprudukara Y1 u mokampHOTO cCepTrdUKATa/3aKPHITOTO KITH0OYa.
15.1.8.2. 3arpy3ka Ha4yanbHou JIMNb

Tenepp, korga Bce cepTUUKATHl 3apeructpupoBanbl, HaudanbHas JIIIB nomkna OBITH

3arpyxeHa Ha 34CTABA-Odghuc:

1) Banyctute Kauewm 1, naxats kuonky Ilosmmruka. IlosiBisercss okHO Ynpaenenue

ROTUMUKAMU.
2) BeiOparts 3aknaaky Cucmemnas.
3) BeiOpats oauH u3 crioco6oB nodasienus JIIb B okHe Jobasums noaumuxy:

— 3arpy3uts u3 (aiina;
— Jna 3arpysku JIIIb u3 ¢aiina Heobxonumo ykaszath Qaitn JIIIb B TekcTtoBOoM
(dbopMaTe, UM BBECTH BPYYHYIO ITyTh K (aiiiy.
— 3arpy3uts ¢ cepsepa L[V,
— Jlns 3arpy3ku JIIIB ¢ cepBepa HE0OXOIMMO BBITIONHUTH CICAYIOIINE JCHCTBYS:
BBECTH aJ[pec cepBepa, ¢ KOTOPOro Oy/AeT MOJydeHa MOJIMTHKA, 3aII0JTHATH OIS

Ceprudukar u YpoBeHb Ji0ra.
4) Haxatp kHONIKY I'0TOBO.
5) TloaTBepauTh aKTUBAIMIO H3MEHEHHOMH [ToauTHKY.

6) Bepuyrbcst k KoMibioTepy Kauenm 2 v MOBTOPUTH miard 1) — 5) ¢ UCmoabp30BaHUEM TS

Hero (aitia client?2. txt.
15.1.9. AxktuBusauusn I'TIb

Tenepr Brl roToBsl ynpasnars Kiuenm 1 v Knuenm 2 w3 L]VII. 3anyctuts L[VII-Koucons n
3ayCTUTh AKkmueuposamsv W3 MeHIO Daiin. B 1NOSBUBLIEMCS OKHE TIIOATBEPIUThH JKEIaHHE
aktuBupoBath [lomutuky ansa Bcex O0bekToB [lomutuku. OTKpoeTcss aBToMaTHuecKu OKHO Monumop
Tak, 4ToObl Bbl cMornu HaOmonaTh 3a X0JI0M akTuBM3aluu. [locie HECKONBKUX CEKYH]I BCE XOCTBI

JIOJDKHBI TTOSIBUTHCS B manke JII15 docmasnenwt (cM. Pucynok 108).

Tun &AreHTa| JanpeTtw. .. CepTHdME... ¥USCTHHE OnWcaH

P agpec
vhEtes T... 212114 2RSS .
L |Synartra T 2121145248 RSAID_US. .
\L' ¥onex M Client2 KocT Bes... |Synartra T... 212114582 |RSAID_U=..

Pucynok 108 — Ta6nuua I'TIb unnukanus aktuauuu JITTb
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Teneps, xorga cucrema Obiia [IpaBuneHO KoHpUrypupoBaHna, Kiuenm 1 u Kiuenm 2 mMoryt

0€30MacHO B3aUMO/IEHCTBOBATh, UCII0JIb3Yysl HACTPOMKH, KOTOPbIE IPUMEHSIUCH B []VII.
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16. MPUNOXEHUE 4. YT ©oANNBbI NHUWMANTU3ALIUK
16.1. dPaumn TPNServer.ini

Qaiin TPNServer.ini, npeacraBieHHbld B [[VI] ITUPEKTOPUM MO YMOJIYAHUIO ITOCIE
YCTaHOBKH, OIPEAEIIACT HEKOTOPBIE COCIUHEHMS, U TapaMETPbl IO MPEBBILICHUIO JTUMUTOB BPEMEHU
(timeout), koTopble yNpaBISAIOT pa3IUYHBIMU actiektamu JeiictBuii [[VII. Dt mapamerpsl —
penaktupyembl. MOXHO UM3MEHATh BEJIMYHMHBI [PEBBIILICHUS JIMIMUTOB BPEMEHHU, PEIAKTUPYS

TPNserver.ini ¢aia B JF0OOM TEKCTOBOM pEIaKTOPE.
16.1.1. Onuum TpaHcnAaTopa

Jlnst penakTupoBanus (alga WHUNHATW3ANMKM TPNserver.ini HEOOXOIUMO H3MEHHUTh

napameTpsl ¢aiiia B 11000M TEKCTOBOM peaakTope (cMm. Tabmuia 44).

Tabmuna 44 — Onucanue TpaHCIsATOpa

3HaueHue no

ITapamerp 3HaueHnue
YMOJTYAHUIO
LogfileName server.log Nms ¢aitna cuctemuoro xyphuaina [[VII-Cepsep
LogLevel 1 OrmpeziensieT 3HAYCHNUE MO0 YMOIYAHUIO, KOTOPOE HCIIONB3YETCs

CHCTEMOH, TMoKa (HaKTHYECKUI YpOBEHb XKypHalla pETHCTPAIU
He Oynet npountan u3 bJ1 LJVII

EDServerPort 3118 Homep ymanenHoro mopra mis moxmyns Event Dispatcher
Service, KOTOpBIN MOCHUIAET W TMOJIy4aeT MakeThl Jisi OOMeHa
mexay [{VII-komnoHeHTaMu

EDServerhostName 127.0.0.1 Nwms xocrta s moayJast Event Dispatcher Service

DBRetryTimeout 10 Bpewmsi, koropoe I[VII Gyner oxuuarh, 4To0bl COEAUHUTHCS C
B/l 10 Bblmauu OMIMOKM O NPEBBILEHUH BPEMEHH OXKHIAHHS
(71 OMHOM TIOTIBITKYA COSTUHEHMUS)

DBRetryCount 10 KonruectBo pas, kotopoe [{YVII OyaeT NbITaThCsi COETUHUTHCS C
b1 nepen Bo3BparenrnemM cooOreHust 00 ommoke

IntegrityChecking 5 Bpewms, B Teuenne koroporo [{YI] npoBepseT LeI0CTHOCTh

Interval

LogLevelMonitor 1 Bpems, B Tedenue koroporo IL{VII mpoBepseT H3MEHEHHUS B

Checkinglnterval YpOBHE jiora

MaxAllowedTraces 1024 MakcuManbHO pa3pelIeHHOE YHCIIO TPACC MEXKIY 30HAMU

MaxLoggedMessagess {1000 MaxkcuManbHOE YHCIIO 3aIMcei 0 COOBITUIX C 0TMHAKOBBIM |D

16.1.2. Onuywmm Cisco I0S

Jns  penaktupoBaHus (¢aiiia wHHNManu3anuu TPNserver.ini gus  Cisco 10S

HEOoOXO0MMO U3MEHUTH MapaMeTpsl (aiia B 17r000M TEKCTOBOM penakrope (cM. Tabmuma 45).
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Tab6muna 45 — Onuuu Cisco 10S

3HayeHue o
IMapamerp 3HaueHue
YMOJTYAHHIO
CISCOACL |100 Choucku  KOHTpong  fAocTyma, wucrnonb3dyembie B JIIIB, mpousBeneHHbIE
Base TpanciaropoM st Cisco, OyAyT MpoHyMEpOBaHbI, HAYMHAS C TOTO HOMEpa.
CISCOCom |OXFF (255) |YpoBenp meranm3anuy KOMMEHTapHs, MOsBISIomerocs B Qaiine koHHUrypanun
mentLevel nipu Tpancisaiyu [omutuku s Cisco 10S 11lmro3a. Bo3MoskHEBIE 3HAUSHUS:
0x01 /1o6aBuTh MMs K CIUCKY (DPUIBTPOBAHHOTO AOCTYIA
0x02 JTo6GaButh nMs K cratnueckoMy mmdparopy ACL
0x04 J1o6aButh nMs kK AuHaAMHU4YeckoMmy mudpatopy ACL
0x08 Jlo6aButs nMs K autopass crypto ACL
0x10 JoGaButs nmsa k autopass filter ACL
0x20 OTpaxkaeT UMs1 CEKIIMU B KOHPHUTYpaLuu
0x40 [pyroit kommeHTapuit
0x80 IToxa3siBaeT Ha4anO M KOHEI KOHPHUTYPUPOBAHUS
O0xFF [106aBuTh Bce KOMMEHTAPHH
DT 3HAYEHUS MOTYT OBITh O0OBETUHEHBI, HCIONB3Ys OnTOBYIO onepamnuio OR.
CISCORule |Details Onpenensier ypoBeHb peructpaiuu IIpasuiaa B cucTteMHOM Kyprane [{VII, nus
LogLevelOn nmauHoro [IpaBuna, nepexmouénnoro s Cisco [0S Ilmro3a
CiscoDelete |2 Omnpenensier, MOTYT JIM JIOKAJIbHBIC TOJb30BaTeau CisCO MaplIpyTH3aTopa, yKe
LocalUsers cyuiecTByrone B KoHpurypanmun Cisco MapIpyTH3aTopa, ObITh yHAlEHBI U3
MaplIpyTU3aTopa, HCHOJb3ys  COOTBETCTByromue  komaHiael B JIIIb,
creHepupoBaHHoi []VI]. Bo3MOXHBIE 3HAUEHUS:
Bce nonb3oBarenu B ['TIb 1omkHBI OBITH yIaleHBl U3 MapIIPYTH3aTOPA;
Bce nonn3oBatenu B ['TIb qomkHBI OBITH yAalIeHbl U3 MapIIPyTH3aTOpa TOJIBKO
eciu ectb oTMeTkd Briaouuts XAUTH u Briawounts IKE/IPsec-06paGoTky B
cBoiicTBax Ob6vexma [lonumuxu, IPEICTABISIONIETO JAHHBIH MapIIPYTH3aTOP.
OOHOBHUTH 4YaCTH TMONB30BATENI HA MapIIPYTH3aTOpe TOJIBKO [UIA  TeX
MOJIb30BaTeNIel, KOTOpPblE HWMEIOT COOTBETCTBYIOIIME C MapUIpyTH3aTOpPOM
[Ipasuna Encrypt u XAUTH
16.1.3. Onuwum Cisco PIX

Jlist peAaKTHPOBAHU:A (I)aﬁna HHUIMaau3amuu TPNserver.ini

mma  Cisco PIX

HEOOXO0IMMO W3MEHHUTH MapaMeTpsl (aiiia B 1I000M TEKCTOBOM penaktope (cMm. Tabmuia 46).

Tabmuna 46 — O Cisco PIX

3HaueHHe MO

ITapamerp 3HaueHnune

YMOJTYAHMIO
PIXDeleteL |2 Ompezaenser, MOTYT JU JOKAJIbHBIC IIOJH30BATENH, YXKE CYIICCTBYIOIINE B
ocal Users koHQurypammu  PIX  Firewall, Owpith ymanensr u3 MDD, ucnonb3ys

cooTBercTBytomue komauzasl B JIIb, crenepupoBannoii [[VII. Bo3moxHbie
3HAYECHUS:

V nanutk Becex noab3osareineii u3 PIX Firewall;
Bce monw3oBarenu B I'TIb mommkHEI OBITE yaaneHs! u3 MO;

Bce momp3oBatern B I'IIb mommkHBI OBITH ymanmeHBl W3 MD TONBKO, €CIH
yctaHoBineHsl nepekimodarend Briarounts XAUTH u Brmounts IKE/IPsec-
00padoTKy B cBoiicTBax O0wvexma [lonumuxu, npeacrasisommx MO B 3anpoce.

OOnoBuTh yactu Ilomp3oBarens Ha MDD Toapko mias Tex Ilomb3oBarenei,
KOTOpBIE UMEIOT cooTBeTcTBYIomme ¢ MO Encrypt u XAUTH IlpaBuna
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16.1.4. [Opyrue napameTpbl

Host peaakTupOBaHUA (baﬁﬂa HHUIUaIu3aiuu TPNserver.ini

A W3MEHEHUs OOIImX

napaMeTpoB Il BCEX YCTPOHCTB HEOOXOAMMO W3MEHHTH MapameTphl (aiina B J0OOOM TEKCTOBOM

penakrope (cMm. Tabmuma 47).

Tabmuua 47 — Onuuu npyrux napamerpoB ¢gana TPNServer.ini

3HayeHHe 1O
ITapamerp 3Hauenune
YMOJTYAHHIO
ErrorBadFWn |1 OTOT mapaMeTp OIpeaenseT, Kak orpearupyer [[VII, ecnu ums [pouenyps
ame MD He MoeT OBITh HalifieHa B cIMcKe mmabimoHa. Bo3sMmoxubie 3HaueHUs: 0,
1. Ecniu ycranosneno 0, «ommoOkay OyAeT HTHOPUPOBATHCA, M COOOIICHNE HE
nosiutcst. Ecnu ycranosneno 1, coobmienne 06 ommoKe MosIBUTCS C UMEHEM
TUNA A2enma, Ha KOTOPOM TPOU30IILIA OIHOKA.
NomadicPeer |255.255.255. |9tor  mapameTp  OmpeAeaseT  MaKCHUMAalbHBIH  pasMep  Macku
LocationMask |0 nonb3oBaTenbekoil JIIIB, KOTOphI MO3BONSIET pa3lieleHUEe Ha OTACNIbHBIC
aapeca
UseLocalAddr |1 DTOT mapamerp ONpeaenseT TUIl TpaHcisauuu IP-aapecos B I0KanbHOI ceTH,
ess 3HaueHne | ompenmensier TpaHcmsanuio IP-agpecoB  cormacHo  IP-
uHTepdeiicam, 3HaueHue () co3aeT MyCTON aapecHbIi JHCT.
CheckCollisio |1 OTOoT mapaMmeTp HCHONb3yeTcs TpaHCAITOPOM W OMpEAesieT, eCTh JIH
ns npotuBopeuns Mexnay IlpaBumamu PASS/ENCRYPT mms  OO6bextoB
Wnrepuer/Ionb3oBaTeny.
Bosmosxnrie 3nauenus: 0 (mpoBepka BIKIIIOUEHA), 1 (TIpoBepKka BKIIOYCHA).
ShouldCreateP | True DTOT mapamMerp oOmpenessieT, CIAeayer Ju TpaHCIsITOpYy —CO3/aBaTh
assRuleForNo paspelniaroniue IMpaBuWia JUIS  TI0JIb30BaTelsl BHYTPH  3alIMIIAeMOr0
madlcs IepumMeTpa.
ShouldSplitSu |False Ecii mosp30Batens B3aMMOAEHCTBYET ¢ NEPECEKAIOIMMHUC 0OBEKTaMH, TO,
bnetForNoma npu 3HadeHun False maHHOrO mMapamerpa, yKa3aHHbIE OOBEKTHI TPH
dicRules TPAHCIIALUK He pa30UBAIOTCS, IPU 3HAYSHNUHU | rue — pa3ouBaroTCs.
DomainPasss |30 DTOT mapaMeTp OIpeesieT BpeMs AeHCTBHS JOMEHHOTO AP0t B AHSX.
wordExpirePe
riod
16.1.5. TMMapameTpbl cepBepa NpPUIOXeHUU cekumsa [Appsrv]

Jlist peAaKTHPOBAHU:A (paﬁna HHUIManu3anuu TPNserver.ini

N HN3MCHCHUA O6H_II/IX

nmapamMeTpoB IS BCEX YCTPOMCTB HEOOXOIMMO HM3MEHUTh MapameTphl (aita B JIF0OOM TEKCTOBOM

penaktope (cm. Tabmwuia 48).

Tabmuma 48 — Onuu 1pyrux napamerpoB (ama TPNServer.ini

3HaYeHHne mo

sionExpirePerio

Iapamerp 3HaveHue
YMOTYAHHIO
DomainPasswor |90 DTOT mapamerp ONpENENseT, BPeMs [0 HCTEYEHHs CpOKa JEHCTBHS
dExpirePeriod JIOMEHHOT'O [IapoJist B JHAX. 3HayeHue napamerpa 0 = He MPOBEPATH
InactiveUserSes {600 DTOT mapameTp OMpeaessieT, TalMayT OTCOCIUHEHHs KOHCOJIH, eCId

I10JIB30BAaTCIIb HUYECTO HE CIIacT. 21.115[ MIPOOOJKCHUA pa6OTLI HCOGXOZII/IMO
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3HayeHHe 1O
ITapamerp 3Hauyenune
YMOJTYAHHIO

d BOHUTH B cuCTeMy. 3HaueHue napameTpa 0 = He MPOBEPATH

IgnoreAuthPass |false DTOT mapaMeTp OIpEAENsIET, IPOBEPSETCS MMOIb30BATENLCKUI TapOIb WK

word HeT. Ecnu ycranoBiieHo true, To mapoJib He MpoBepseTCs

PingAliveExpir |30 DTOT mapaMeTp OompeaessieT BpeMs, B TEUYEHHE KOTOPOro OT KOHCOJH

ePeriod MOXXET HE OBITh OTBETa (Jake €CIM HET HHUKAKOW JUIMTEIHHOW 3aJlauM).
Ecnmu KOHCOJP MOJYUT JOJBINE, CUATACTCS, YTO KOHCOJNb IO KaKUM-TO
MPUYMHAM «yMEpJia», U COCIUHCHHE 3aKphIBACTCSA (€CIM KJIUEHT BIPYT
OMSTh HAYHET 3alpaiiuBaTh HWHQOPMAIMIO, TO TMOTPEOYeTCsS BBECTH
UICHTU(HUKAIMOHHBIC TAHHBIC 3aHOBO)

TaskDesyncExp 10 OTOT mapaMeTp ompeAenseT BpeMs, B TEUYEHHE KOTOPOIO BO3MOXHBI

irePeriod OXKHMIAHUSA MEXIY CEPBEPOM U KOHCOJIBIO BO BpPEMS BBLIIOJHEHUS
JUTMTENTHHBIX 3a/1a4 C «IPOrpecc 0apomy» Kak MMIOPT U TpaHCIsus. Eciu
3TO BpPEeMs MPEBBINIEHO, KOHCOJIb U CEPBEP AYMAIOT APYT O APYre KILIOXO0E)»
(3aBuC, yman) U NPUHUMAIOT MEPBL. CEPBEp IMBITACTCS MPEKPATHTh 3Ty
OTepaInio, YTOObl HE 3aHMMaTh PECypChl BEYHO, a KOHCOJNb COOOIIaeT
MOJTL30BATEITIO, UTO OTIEPAIHS 3aBEPIICHA C OIUOKOMN

CommandReply |6 DTOT mapaMeTp ONpeeaeT BpeMs, B TEUEHHE KOTOPOTO CEPBEP MOXKET HE

ExpirePeriod OTBeUaTh Ha KOMaHIy, KOTopas TpeOyeT HEMEIJIeHHOTO OTBeTa. JTa
komaHpa, B omune ot TaskDesyncExpirePeriod, OTHOCHTCSI K KOPOTKHM
KOMaHjaM, KOTOpble He TpeOyroT mporpecc-0apa W B HOPMaJIbHOM
COCTOSIHUE JIOTKHBI BBITTOTHATHCS OYCHb OBICTPO. Ecmu
TaskDesyncExpirePeriod mpeBbllieH, HpenonaracTcs, 4YT0 B CETH TaKHE
0oJbIKEe 3aJCPKKH, YTO KOoM(OpTHas paboTa 4YeloBEeKa HEBO3MOJXKHA B
npuanuie - GUI OyneT mocTosHHO «IToABUCATEY

LoginAttemptsP |5 KonnuecTBo HeynauHbIX IIONLITOK IMOAKIIOYEHWH II0JL30BATENd 10

erAddressUntil OJIOKMPOBKH

Block

LoginBlockPeri |60 Bpewmsi, Ha koTopoe OyzeT 3a0JIOKHpOBaHa yUeTHAS 3aIHCh

od

16.2. dawun distributor.ini

@aiin distributor.ini npucyrctByer B [{VII nupekTopuu Mo yMOJ4aHUIO. DTOT (ailn
COJIEP’)KUT HECKOJIBKO MapaMeTpOB, KOTOPBIE YNPABISIOT Pa3jIMYHbIMHM ACIEKTaAMHU B3aUMOJEHCTBUS
LVII ¢ Cisco. DTu nmapameTpsl - peIaKTHPYEMbl; MOXKHO H3MEHSATh 3HAYCHUS TTapaMeTpa, PelaKTHPYs

¢aiin B 1I000M TEKCTOBOM PEIAKTOPE.
16.2.1. Cekuusa [GlobalSettings]

OTa CeKIHMs COACPKUT napaMeTpsl HacTpoek (cM. Tabmuia 49), odme 11t BceX YCTPOHCTB.

Ta6muma 49 — [Mapamerps! cexinu GlobalSettings

3HaueHHE IO
YMOJTYAHUIO

LogFileName (distributor.log
LogLevel 1

ITapamerp 3HaueHune

Wwms daiina sxyprana peructparuu [[VI1 Distributor

OHpe}leHﬂeT 3HAYCHUE II0 YMOJIYaHHIO, KOTOPOE HUCIIOJIB3YyETCA CHUCTEMOM
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BHaYeHuUe Mo
ITapamerp 3HauyeHnune
YMOJTYAHHIO

KypHaIU3aluK, TOKa JIeHCTBUTENBHBIN ypOBEHb XXYpHana pPErucTpaluy He
npouutan u3 bJ{ VI

MaxLoadRe |10 MaxkcuManbHOE YHCIO OJHOBPEMEHHBIX 3alpOCOB, KOTOPBIE MOTYT OBITh

quest o0paboTanbl. Bee momomHuTenbHbIe 3apoCkl OYAYyT HAXOIUTHCS B OUEPEIN

SessionTime |60 Bpewms B cekyHmax, KoTopoe cucteMa OyIeT OXKHIaTh YCTAaHOBIEHHUS CETEBOTO

out COCZMHEHMUSI

ConnectionR |3 MakcuManbHOE 4YHCIO IMOMBITOK, KoTopoe Oyzmer aenate LSP  Loader

etry (3arpy34mk), 9TOOBI YCTAaHOBUTH B3aMMOCHCTBHE CETH C KOH(DUTYPHPYEMBIM
YCTPOHCTBOM

ConnectionR |30 Bpemst B cekyHagax, KoTopoe cucreMa OyaeT *XAaThb MEXAy TOMNbITKaMU

etryTimeout YCTAHOBHUTH CETCBOC COCAUHCHUC

Simultaneou |1 MaxkcuMalibHOE YKCIIO TPOBEPOUYHBIX 33714, BBIIOJHSIOUIUXCS COBMECTHO

sCheckSize

CheckWaitTi | 300 Bpemsi oxumaHus MEKIy MONMBITKAMH peanusanuu mpoBepok. Korma LSP

me Loader 3amyctuTcsi, mpoBepoYHas MporpaMma H3BIEKAeT CIHCOK XOCTOB,
KOTOpBbIe OyayT MPOBEPEHBI ¥ HAYMHACT BBITIONHEHHE 33[a4 MPOBEPKU TMOKa,
CIHMCOK TpOBEpOK He Oyner wucuepmad. Cremyromasi IHONBITKA 3arpy3uTh
CIHCOK TPOBEPOK TPOU3OMIET MOCIE TOro, KaK 3HAYEHHE ITOr0 Iapamerpa
Oy/ieT MPEeBbIICHO, HITH MOCJIE TOTO, KaK BCE 3a/1a4M OyIyT 3aBEpIICHBI

TimetableCh {10 SIBIIsIeTCS BpEMEHEM OKHMIIAHHS MEXKy MPOBEPKOM HA TPEIMET U3MEHEHH B

eckTime TEKYyIIEH MOJIUTUKU

16.2.2. Cekuusa [ConfFiles]

DTa CeKIHs COACPKUT MapaMeTpbl 3arpy3ku KOHGUTrypanuoHHbIX daitnos (cm. Tabnuia 50).

Tabmuua 50 — [Mapamerpsr cexunu ConfFiles

3HavyeHHe MO
IMapametp 3HaveHue
YMOJTYAHHIO
Entries 5 Yuciao koHpUTypannOHHBIX ¢aitioB, koTopoe 3arpy3ut LSP Loader. LSP
Loader Oyzmer mpocMaTpuBaTh MMeHa (ailyioB, 3aJaHHBIC KaK 3HAYCHUS
napaMmerpa
Entry0 i0s.xml daiin koupurypanmu s Cisco 10S
Entryl pix.xml daiin koupurypanuu s Cisco PIX
Entry?2 ckp.xml daiin koudurypanuu s Check Point
Entry3 radius.xml | ®aiin xordurypauun mis RADIUS-cepsepa
Entry4 win.xml daiin koudurypanuu s IPsec Aeenmos Microsoft
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CEPBUCOB NO YMOJITYAHUIKO
17.1. CeTeBble cepBUCHI

NMPUNOXEHUE 5. CETEBbIE CEPBUCHI U T'PYMNINbl CETEBbIX

B IJVII cymiecTByIOT mpeaonpeaeieHnbie cereBbie cepBuchI (cM. Tabmma 51).

Ta6mmma 51 — CereBsie cepBUCH B cocTtae [[VII

Homep

Homep(a)

HNms cepBuca NPOTOKOJIA 10 | TOPTAa MO i L ubP ICMP cepBuc?
YMOJIYAHHUIO | YMOJTYAHUIO W | GRS | @RI
AH 51
all-icmp v
all-tcp v
all-udp v’
biff 512 v
bootp 67, 68* v
CPD 18191 v
CPD_amon 18192 v
CPMI 18190 v
CP_Exnet PK 18262 v
CP _Exnet resolve 18263 v
CP_redundant 18221 v
CP_reporting 18205 v
CP rtm 18202 v
cuseeme 7648 v
daytime-tcp 13 v
daytime-udp 13 v’
dhcp 67, 68* v’
discard-tcp 9 v
discard-udp 9 v
dns-tcp 53 v
dns-udp 53 v
dst unreachable 3 v
echo-tcp v
echo-udp v’
echo_reply 0 v
echo request 8 v
ESP 50
exec 512 4
finger 79 v
ftp** 21 v
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HNms cepBuca npoIT-I(:)x)?a no Irf(());{f;) fIao) e =il ICMP cepBuc?
YMOJIYAHHUIO | YMOJYAHHIO W | GRS | @RI
gopher 70 v
h323 1720 4
h323 ras 1719 v
http 80 4
https 443 v
ike 500 v’
ike-nat-t 4500 v
ike-nat-t-cp 2746 v
imap 143 v
info reply 16 v
info request 15 v
kerberos-tcp 750 v
kerberos-udp 750 v
12tp 1701 v
ldap 389 4
ldap-ssl 636 v
login 513 v
mask reply 18 4
mask request 17 v
mngmt-agent 3440 v
mngmt-event 3118 v
name-tcp 42 v
name-udp 42 v
netbios-datagram 138 v
netbios-name 137 v
netbios-session 139 v
netshow-tcp 1755 v
netshow-udp 1755 v
netstat 15 v
nfs-tcp 2049 v
nfs-udp 2049 v
nntp 119 4
ntp-tcp 123 4
ntp-udp 123 v
param problem 12 v
pop2 109 v
pop3 110 v
pptp 1723 v
printer 515 v
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Hms cepBuca npoIT-I(;)x)?a o Ii::f;) fIaO) ICMP | TCP UDP | -mp cepac?
YMOJTUAHHIO | yMOTYAHHIO THIl | cepBuc? | cepeuc?
radius 1645 v
radius-acc 1646 ~
realaudio 7070 v
redirect 5 %
rip 520 =
rtsp 554 v
shell 514 v
smb 445 v
SMTP 25 v
Snmp 161 /
snmp-trap 162 v
source_ quench 4 %
sglnet-vl 1521 v
ssh 22 %
streamworks 1558 ~
syslog 514 v
tacacs-tcp 49 v
tacacs-udp 49 ~
telnet 23 %
tftp 69 =
time-tcp 37 v
time-udp 37 »
timestamp 13 %
timestamp reply 14 %
time exceeded 11 =
vdolive 7000 v

IIpumeuanue.
* O003Ha4aeT UCXOAHBIHN MOPT.

** CereBoii cepuc FTP ucrnosip3yeT cooTBeTcTBYMOMNIYIO mpoueaypy MD («generic_ftp»), koropas
ABTOMATHYECKH YIPABJISIET BTOPUYHBIMUA COCAMHEHHSMHU IS Tepeaadd AaHHbIX (cMm. m. 8.7.7).
Hanpumep, B cimydae «aktuBHOro» Bapuanta FTP, TCP-iopT 20 OyeT OTKPBIT aBTOMAaTHYECKH.

17.2. Tpynnbl ceTeBbIX CEPBUCOB

Hekotopeie ceteBble cepBHUCH, mpenomnpeaencHHsle B [[VII, O6buin cobpansl B ['pymmbl
cepBUCOB I ynoocTBa. [To yMom4aHuto, Te ceTeBble CEPBUCHI, B KOTOPBIX MPUCYTCTBYIOT U Kak T CP-
cepBucsl U kak UDP-cepBuchl, npezcrasiens! [ pynmnoii cepsrcos, kotopas coaepxut T CP-cepsuchl n

UDP-cepBuCHI.
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18. TPUNOXEHUE 6. FNoccAPUM NMPOTOKOINOB
AH

3aronoBok ayreHTHukaiuun. AH obOecrieurBaeT IEOCTHOCTD JaHHBIX, AyTCHTU(PHKAIIHIO
UCTOYHHMKA JIAHHBIX ¥ 3alUTy OT aTaK THIIA «IIOBTOpHas nepemada» (anti-replay). AH - oxun u3 Tpex
cocrapisironux 61okoB IPsec, napsny ¢ ESP u IKE.

ARP

ITpotokon paspemenust ampecoB. ARP - sto TCP/IP-tipoTokos, KOTOpBIA JUHAMUYECKH
nepenaer IP-agpec BpICOKOro ypoBHsS B (DPM3MYECKUN aJpec HU3KOTO YPOBHS aIlllapaTHBIX CPEICTB
y37a (ceteBast uHTepGelicHas KapTa).

BIFF

BIFF — st0 cimyx0a yBemomiieHHs TpPHOBITHS TOYTHI, KOTOpash COOOMIAaeT cepBepy O
nojydyarene W CMEUIeHHH (aiijla TOYTOBOrO SIIUKA, KOTOPBIM 3aTeM U3BJIEKaeT HH(OpMAIUIO
COOOWICHHUS U YBEIOMIISET IOJIB30BATENIS, YTO OH WJIA OHA TOJYYHJI HOBYIO TIOUTY.

BOOTP

[IpoToKoOII, ONpeAENAIOMUN MPOIEAYpPhl B3aUMOACHCTBUS C y3JIaMH, HE UMEIOIIUMH JKECTKUX
nuckoB. BOOTP — HHTEepHET-IPOTOKOJ, KOTOPBIM TO3BOJISIET OE3AMCKOBOM pabodeil cTaHIuu
oOHapyxuTh ee coOcTBeHHbIN IP-anpec, anpec IP BOOTP cepBepa B cetu u aiin, KoTopslii Oyaer
3arpy’keH B TaMsTh JUIs 3arpy3KH KOMITBIOTEpa, TaKUM 00pa3oM, MO3BOJss paboyeil cTaHIMH
MPOM3BOJIUTH 3arpy3Ky 0e3 AMCKOBO/IA )KECTKOTO JMCKA WIIH THOKOTO JTUCKA.

CU-SeeMe

CU-SeeMe — mporpamma BHICOKOH(pEpPEHIMH, KOTOpas MepeAaeT 3BYKOBBIE M BHJEO
CUTHAJBI TI0 ceT MHTEepHEeT. DTOT MPOTOKOJ MOKET MCIIONB30BATHCS ISl THUIA «TOYKAa—TOYKa» TaK
e, KaK MHOTOTOUYEYHBIX BHICOKOH(EpEeHIINH.

Daytime

ITpotokon daytime wusBiekaeT oduimansuyo gaty U Bpems ot NIST-cepBepa BpeMeHH H
OOHOBIISIET CHCTEMHOE BPEeMsI Ha KOMITBIOTEPE.

Destination Unreachable (ICMP)

Ecmm, cormacno wundopMmanum B Tabmunax waprmpyrtoB Illmroza besomacHocTtH, ceTh,
ykazanHas B mosie Internet Destination aeiitarpamma, Hepoctmwkuma, 1mo3 Moxxer nocsuiate ICMP
coobmenue «Destination unreachable» xocty ucrounmnky MHTepHET- 1€ TArpAMMBI.

DHCP

[IpoTokon nuHaMHUYECKOW KOH(PUTYpAIIMU XOCTa. ITOT MPOTOKOI HAa3HAYAET TUHAMUUYECKHE
IP-anpeca ycTpoiicTBam cetu. Y CTPOMCTBO MOXKET UMETh pa3inuuHbiil |P-aapec, Kaxaplii pa3 Kak OHO

COCOUHSACTCA C CCThIO, B HCKOTOPLIX ClIydasX, B TO BPpEMs KaK OH BCC CIIC COCAUHACTCA.
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discard

Cepsuc Discard npocto oTOpacsiBaeT Jit0Oble AaHHBIC, KOTOPBIE OH TOJIy4aeT, KaK TOJBKO
OBUIO YCTAaHOBJICHO COCIWHEHHE, W TPOJIOJDKAETCS 10 TeX IOp, MOKa CO3JaTeilb COCIUHCHHS HE
3aKOHYHUT €TO0.

DNS

Cepsuc numen qomenoB. DNS - pacnipenenennas 6a3a JaHHBIX, HCIIOJIb3yeMast Il IPOCMOTpa
uHpopManuu o ceTeBbiX agpecax. Onpenenenno, DNS mo3BomsieT moiabp30BaTeNsiM CChUIATHCS HA UMS
KOMITBIOTEPa, a HE MCIOJIh30BaTh UYUCIIOBOH aapec, MCIONB3ys CEpBEp JOMEHHOTO WMEHH, YTOOBI
TPaHCIUPOBATH JOMEHHBIC UMEHA B COOTBETCTBYIOMUE uncioBbie IP-agpeca (1 Hao6opor).

Echo (ICMP)

Dxo0, kotopoe paboraer mosepx ICMP, Oomee o00buHO u3BecTHO Kak "ping". Ilaker
OTHpABIISETCS YIAICHHOMY XOCTy (TakeT «eCho request»), KOoTopslii 3aTeM BO3BpPAIIAET ITOT K€ MaKeT
(makert «echo reply»).

ESP

Encapsulating Security Payload. ESP oOecrnieunBaeT KOH(QUIACHIMAIBHOCTh JIaHHBIX |
OTPaHUYECHHYIO0 KOH(PHUACHIMATLHOCTH MOTOKA Tpaduka. OH MOXKET TakKe 00eCreunBaTh EeIO0CTHOCTD
JTAHHBIX, ayTEHTHU(QHUKAIIMIO TPOUCXOXKICHUS TAaHHBIX U 3aIUTy OT aTaK THUIIA «IIOBTOpPHAs IMepeaaydar
(anti-replay). ESP - oaun u3 Tpex cocrapiustomux 010koB IPsec, wapsiny ¢ AH u IKE.

Exec

CepBuc BBITIOJIHEHUS YAAIEHHOTO MPOIIECCa, UCMOIB3YEMBbI TOYTOBBIMU CHCTEMaMH, YTOOBI
YBEIIOMHTH TI0JIb30BaTENEH, YTO ObLIA TOTy4YeHa HOBas 1OYTa.

FTP

IMporokon mepemaun aitmoB. FTP — asto TCP/IP-tipoTrokon, KOTOPBIA MO3BOJSET
TIOJTb30BATEIII0 HA OJTHOM XOCTE CETH HAJICkKHO TepeaaBarh (paiipl APyroMmy XOCTy CETH M IPUHUMATh
OT HETo.

Generic Sun RPC

RPC — sro mpocras cucrema MOHSATHI (LIPUHINI), JJIS pEAMU3aldd CETEBOM MOJCIH
knueHT/cepsep. RPC, mo3Bonsomuii moas30BaTEN0 BBIMTOIHAT, KOMaHAY WM MPOIEeaAypy Ha Jr000H
yIAICHHOW CHCTEME U IMOJy4aTh pe3ysibTaT Ha COOCTBEHHOM TepMHHAE Tosb3oBarens. Generic Sun
RPC —s1o RPC, ucnonezyemsrit Sun Microsystems, Inc.

gopher

Cucrema (cymectBoBaBuias a0 noseiaeHuss WWW) nns opranuzanuu v nokasza (aiinoB Ha

HuTepHeT-cepBepax B BUJIE HEPAPXUUYECKU CTPYKTYPUPOBAHHOTO CIIMCKa (ailyioB.
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H.323

H.323 — 5310 cramgapt, oONpeneNsIIONMiA Kak ayJuOBH3yaJlbHbIC JIaHHBIE IS
TeleKOH(EepEeHIIUU NePEIAIOTCS M0 CETH. DTO MO3BOJSET MOJIb30BATENISAM, UCIIONIB3YIOIIUM Pa3IUYHbIE
MPUIOKEHUS BUCOKOH(DEPEHIIHI, yuacTBOBaTh B OJJHOU KOH(EPEHIIUH.

Host Name Service

[Ipocroii MmeTon ig mpeoOpa3oBaHus CTPOK UMEHU XocTa B IP-aapec.

HTTP

IIporokon mnepemaun rumneprekcta. HTTP — 3to nporokon, ucnonszyemsii WWW  miis
nepeaauu 1o cetu ¢ainos, 3akoaupoBanHbeix B HTML (S3b1k ['unieprexcroBoit Pazmerkn).

HTTPS

[Tporokon 3amuménHoil mepemaun rumneprekcra. HTTPS — »sto pacmmpenme HTTP
MPOTOKOJIA /1Jisi 6€30MaCHOM MOCHUIKU JaHHBIX (M HHIAWBUIYaJIbHBIX coobmenuit) mo WWW.

Hybrid IKE

Hybrid IKE sBnsiercs pacmupenuem IKE, KOTOpbIi 1103BOJISET OpraHU3aIMsIM HCIIOJIb30BaTh
IIMPOKO MPHUMEHSEMbIE METOABI ayTeHTH(HKanuu, Takue kak TokeHel, RADIUS umu TACACS + B
npenenax IPsec BUC. Oto pacmmpser onuun |IKE-ayrentudukanuu 3a npeaensl TEKyIMX METOA0B
paszeieHHbIX Kitoue u nudpossix ceprudukaros. Pexum Hybrid IKE — ato B Hacrosiiee Bpems
apnsercs npoekt IETF.

ICMP

[Iporokon ympaBienust cooOmenussmu B cetu HWutepner. ICMP — »10 mporokon
(paxTuuecku, pacmmpenue IP), KoTopblil cOOOIIAET OTHOCUTENIBHO MPUTOTHOCTH KOMIIBIOTEpPA CETH U
MOOBIX TPYIHOCTSAX B mepenade gararpamMMbl. OH YYUTBIBAET COOOIIEHHE 00 OmMOKe, MaKeThl
MPOBEPKHU U HHPOPMAIMOHHBIE COOOIIEeHNUs, CBsA3aHHbIE ¢ IP.

IKE

Internet Key Exchange IKE — »3to wacth Tekymiero IPsec-cranmapra mist IlpaBun
[IEPErOBOPOB 3alllMIIEHHBIX COEIMHEHUEM, YIpaBlieHUs KiIo4doM U obOmeHa kmouamu. IKE — sto
MPOTOKOI, ompeneneHHbiii IPSec, utoOsl obecnieunTs Ge30MacHOe U CBOEBPEMEHHOE paclpe/esieHne
KJIIOYel U CBA3aHHOTO C KJIIOUYOM MaTepuaia Mexay ydactByroummMu IPsec-xocramu. IKE — 310 onun
U3 Tpex cocraisromux 6okoB IPsec, napsay ¢ AH u ESP.

IKE CFG

IKE CFG — sto pacmmpenue (u3BectHoe kak Pexxum Kondurypauumm) nporokona IKE,
nepBoHayanbHo passutoro Cisco  Systems. DTOT MPOTOKOA BCTABISET  JIOMOJHUTEIILHBIC

nsycroponHue |IKE Tpan3akiuu B cepequHy mponecca ycraHoBku IPsec-tynnens. Takum oOpazom,
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IKE CFG mno3Bonser IPsec Illmo3y be3zomacHoctu cHaGxath ymaneHHoro kimuenta IPv4 u IPV6
HA3HAYCHUSIMH aJpecoB, ceTeBbIMU Mackamu U agpecamu DNS/DHCP-cepsepa.

IMAP

[Ipotokon nmoctyma k cooOmieHussMm B cetu WMutepHer. IMAP — 3To KimeHT-cepBEpHBIN
IPOTOKOJI, KOTOPBIA IO3BOJISICT MOJB30BATENI0 AMHAMUYECKH TOIYy4aTh JOCTYIl K IOYTOBBIM
cpeactBaM Ha xocte cepBepa. OH Tarxke ompenenser, kak Cepep WHTepHeT-monb30BaTENsA
o0OpabaTbpIBaeT ero/ee MEKTPOHHYIO TOYTY, TO3BOJISIS TIOJIH30BATEIIO0 OO0JIee CIIOKHBIE BO3MOXKHOCTH
BbIOOpA, ueM ¢ POP 1o 06paboTke 371eKTPOHHOM MTOYTHI.

Information request/reply (ICMP)

3ampoc/otBer  MHQOpMAIMKM  TOJJICPKUBACTCS  CHCTEMaMH  C  aBTOMAaTHYECKUM
(pe)xoHpUTypUpOBaHHEM, TaKMMU Kak O€3IMCKOBble paboyue CTaHLUU, 4YTOOBI TO3BOJSATH UM
obHapyxuBath ux IP network prefixes Bo Bpemst 3arpy3ku.

P

Wntepner-Ilpotokosn. IP — 3T0 OCHOBHOM HPOTOKOJ KOMMYHUKALIMU IAKETOB, KOTOPBIH
mapuipytusupyer u jgocrasiasier TCP u UDP-makersr mo cetm 6e3 HEOOXOAWMOCTH MPSIMOTO
COCIMHEHUS MEXIy JBYMs KOMIIbIOTEpaMHU (HENpEepbIBHOE OTIIpaBieHHE JaHHbIX). |P oTBeuaer
TOJIBKO 3a JJOCTaBKY [TAKETOB K MECTY UX Ha3HaueHMUs.

IPsec

Internet Protocol security. IPsec — 3to Habop mpoTokosoB st oOmeHa maketoB B IP-cioe.
IPsec umeer aBa pexxrMa mHU(pPOBaHUSA: TPAHCIOPTHBIN U TYHHENb. TPaHCIOPTHBIM pexuM 1mudpyeT
TOJIbKO JaHHBIE MTAKETa, B TO BpeMs KaK TYHHEJIbHbIN PEeXUM, KOTOPBIN sBiIsIeTcs Oojee 0e30IacHbIM,
mudpyeT M 3aroJIoBOK MakeTa M JaHHbIE MakeTa. YCTPOMCTBa, MOCHUIAIOIIME U MOTYyYaroUIe 3TH
MAaKEeThl, JJOJHKHBI COBMECTHO MCIIONIb3YEMbIH OTKPBITHIM KITIOU.

Kerberos

Kerberos — »3to cucrema ayreHTHHKAIMK, KOTOpas TMO3BOJISIET JBYM CTOPOHAM
00OMEHUBAThCSl CEKPETHON MH(pOpMaluel o OTKPHITON CeTH, Ha3Hauash YHUKAJIbHBIN KII0Y KaKJIOMY
M10JIb30BATENI0, KOTOPBIM BXOJIUT B CE€Th U UCIOIb30BaTh 3TOT KJIOY JUIsl MACHTU(DUKAIIMM HCTOYHUKA
COOOILEHHMS.

L2TP

Layer 2 Tunnelling Protocol. L2TP — sto pactmpenue PPP mpoTokosia, KOTOpoe MO3BOJISET
ISPs ucnione3oBath Buptyansusie Yactabie Cetn.

LDAP

Lightweight Directory Access Protocol (ITpotoxon mocryma k kartamory). LDAP — srto

IIPOTOKOJI, MCIIONb3yEeMbIil Il u3BJieueHuss mHpopmanuu u3 coBMmectumoir ¢ X.500 nupexTopu.
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Knuent, ucnons3yromuii LDAP, MOXeET BOCCTAaHOBUTH CIMCKH HH(POpPMAIMH Takue, KaKk HUMEHa,
ajzipeca 3MEKTPOHHOM MOYTHI, MECTOTIOJIOKEHUS M OTKPBITHIC KITFOUH.

Login

VYaaneHHBId CEpBUC pErucTpald, KOTOpPbI o0O0ciyxuBaeT 0a3bl JaHHBIX Te€X, KTO
3apEruCTPUPOBAIICS B IOKAITBHON CETH U CPETHIO0 3arpy3Ky KOMITBIOTEpa.

LPD

Line Printer Daemon. LPD — sTo mporpamma yrpasiieHus! IPUHTEPOM, KOTOPask BBIOIHAETCS
Ha XOCTE CETH CepBEpE UITH KIMEHTE.

Mask request/reply (ICMP)

Macka azipeca 3anpoca/oTBeTa UCIOIB3YeTCsl, YTOOBI ONPEEIUTh MoJie Macku aapeca [llmo3a
MOJICETH, C KOTOPO# OBLT MOTy4eH 3a1poc.

NAT

Network Address Translation (Tpaucisius ceTeBbIX aApecoB) — 3T0 TpaHcsaus IP-aapecos,
UCIIONIB3YEMBIX B mpezenax ofgHoi cetu B IP-ampeca, ucnonb3yemsie B npeaenax apyroi cetu. Oana
CETh - BHYTPCHHSS CETh, M JIpyras - BHEIIHsAA. KoMIaHUsI MOXET yCTaHaBJIMBATh CBOU COOCTBEHHBIC
«BHYTPEHHME JIOKAJIIbHBIE» aJpeca OJHOMY MU Oojee «BHEIIHUM TIio0anbHBIM» |P-ampecam u
npeoOpa3oBbIBaTh o0anbHBIX IP-aapecoB M3 BXxonmsmux makeToB B JokaiabHbie IP-ampeca. NAT
nomoraetr obecneunBaTh be3omacHOCTh W COXpaHsSeT HeoOXoauMoe 4yucio rinodanbHbX IP-ampecos;
KOMITAaHHMSI MOKET TakKuM 00pa3oM, HCIOJb30BaTh enuHbid |IP-anpec, 4ToOBl cBsi3aThbesl MO ceTH
Wntepuer. NAT ucnonbp3yeTcsi, Kak 4acTh MaplIpyTH3aTopa M 4acTo, KaK 4acThb KOPHOPATHUBHOIO
MmexcereBoro skpaHa. NAT Moxer ObITh oOmpeneneH Uis CTaTHYeCKOW WM JTMHAMHUYECKOM
TpaHchsanuu B/u3 myn(a) IP-aapecos.

NetBIOS

Network Basic I/O System. NetBIOS (CereBast 6a3oBas cucrema BBoaa-BeiBoga). NetBIOS —
3TO CEPBHC CEAHCOBOT'O YPOBHS COCTUHEHUS, UCIIOJIb3yEeMbIi KIIMEHTOM U MPHUIOKEHUSIMHU CEpBepa B
TokenRing u LAN cetsx. D10 obecreynBaeT MPUIIOKEHUS C MPOrPaMMHUPyEeMbIM HHTEpdErHcoM st
COBMECTHOTO HCITOJIb30BaHUsSI CEpBUCAMHM W WH(POpPMAIUEHl B Pa3HOOOPA3HBIX CETEBBIX MPOTOKOJIAX
HU3LIEro ypoBHs, BKmoyas IP. JlefitarpaMmma, nMs u cepBHUCH ceccuu JocTynHbl uepe3 NetBIOS.

NetShow

ITpoTokoin, paspaboranubiii komnanueir Microsoft mms moTokoBo# mepegadn COAEPKUMOTO
mynbTaMeana mo WWW.

Netstat

CepBI/IC, KOTOpI)II\/'I IMOKa3bIBACT CETEBBIC CTATUCTUUCCKUEC JAHHBIC TCKYIICTO XOCTA.
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NFS

Network File System (Cereas ¢aiioBas cucrema). IIpumoskeHue s KiIHEHTa/cepBepa,
paspaboranroe Sun Microsystems, KoTopbie MO3BOJISET BCEM TOJIb30BATENSIM CETH MOJIy4aTh TOCTYIT K
KOJJICKTHBHBIM (haiiyiaM, XpaHSIIMMCS Ha KOMIbIOTepax pazauuHbiX THIOB. NFS BbimosHseTcs: Han
TCP/IP. Komnbtotepsl cet ¢ NFS Oynyr aedcTBoBaTh Kak KIMEHTHI MPH JIOCTYIE K YAaJICHHBIM
daitnam U Kak cepBepbl NMPH 00ECHEUEHUH YNAJIEHHOTO JOCTYIa IOJIb30BaTeNeH K JIOKAaJIbHBIM
KOJIJICKTHBHBIM (parinam.

NNTP

Network News Transfer Protocol (Ceresoii mportokosn mepenaun HoBocTeit). NNTP — sto
TCP/IP mpoTokos uist OTIIPaBIICHHUS, Paclpeac/ICH s, 3apoca U UCIpaBiIeHus crareii HoBocreil. OH
o0ecrieyrBaeT ICHTPAJILHOE XpaHEHUE 0a3bl JAHHBIX CTATCH HOBOCTCH W IO3BOJIAET IMOAMUCUYUKY
BBIOMpAaTh W W3BJIEKAaTh TOJBKO OMNpEIeNeHHbI Habop cooOmenmii. Taxke obecreunBaeTcs
WH/ICKCaIs, IEPEKPECTHBIE CCHUIKU M yIAJIEHUE CTAPhIX COOOIICHUH.

NTP

Network Time Protocol. (cereBoii mportokosn Bpemenu). NTP — 3To mpoTOKON, KOTOPBIH
rapaHTHPYET, YTO Yachl JIOKAILHOTO KOMITBIOTEPA padOTAIOT TOYHO OTHOCHUTEIIEHO PAaguO M aTOMHBIX
yacoB (CEpBEpPOB BpPEMEHHM), PpAcCMoOJOKeHHBIX B cetn MurepHer. NTP mosBosser BceMm
KOMMYHHKAIIHOHHBIM CETSIM HMETh TOYHOE BPEMSI.

Parameter problem (ICMP)

Coobmienne «o mpobiieMe C TmapamMeTpoM» co3da€Tcs, KaKk OTBET Ha JIOO0YI0 OIIHMOKY
00paboTKH AeWTOrpaMMsl, He MOKpbIBaroILyto Jpyrum |CMP-coobiernem.

POP2

Post Office Protocol (TTouroBsiii mportokos), Bepcusi 2. POP2 mo3BoisieT MoJIb30BATEIIO
JUHAMUYECKHM I0JyyaTh JIOCTYNl K IIOYTE€ Ha XOCTE cepBepa. OJTO IMO3BOJSIET MEHbIIEMY Y31y
U3BIIEKATh MOUTY U3 XOCTa CepBepa Mo TpeOoBaHHIO 6e3 coBMecTHOro BhionHeHus SMTP-cepsepa.

POP3

Post Office Protocol (IToutoBslii mpotokomn), Bepcus 3. POP3 mo3BosiseT mMOJb30BaTEIHO
JUHAMUYECKHM I0Jy4aTh JIOCTYNl K II0YTE€ Ha XOCTE cepBepa. OJTO IMO3BOJSIET MEHbBIIEMY Y31y
U3BIIEKATh MOUTY U3 XOCTa CepBepa Mo TpeOoBaHMIO 6e3 coBMecTHOTro BhinonHeHus SMTP-cepsepa.

PPTP

Point-to-Point Tunnelling Protocol (ITporokon TyHHEnMMpoBaHus «Touka-Touka). PPTP — sto
TeXHOJIOTUS s co3nanus Bupryansusix YactHeix Cereil kak anbrepHaTuBbl IPsec mpokony. PPTP

rapa"TupyeT be3omacHocTs, coolmieHui, nepenannsie ot ogHoro BUC y3ma k apyromy.
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RADIUS

Remote Authentication Dial-In User Service (CepBuc ypaneHHOW ayTeHTH()UKALUU
nosib3oBareseit mo teneonnsiM uHUAM). CepBep RADIUS no3BossieT cepBepy yaaleHHOTo A0CTyIa
CBSI3BIBATHCS C LEHTPAIBHBIM CEPBEPOM, YTOOBI MNOATBepAWTh ayreHTHukauuro dial-up
(KOMMYTUPYEMBIX) COEIMHEHH W aBTOPU30BATh ITHX IOJIb30BaTeNCi Uil MOJYYEHHUs JOCTyma K
JTaHHOHM cucteMe wiu cepBucy. IIpodwmnu monb3oBaTeneil MOTyT XpaHUTHCS B LIEHTPAIbHON Oa3bl
JTAHHBIX, COBMECTHO HCIIOJIb3yeMOIl BCEMH YIAJICHHBIMU CEpPBEpPaMH, TAK)Ke€ BO3MOKHO YCTaHOBHTH
[TonuTHKy, KOTOpasi MOXET NPHUMEHSTHCA JUIA B3SATOH B OTIEIBHOCTH TOYKH B ceTu. CepBepsl
RADIUS wucnonszytor UDP mporokon, W coaepaT ayTeHTH(PUKANUIO W aBTOPHU3AIMIO B
€IMHCTBEHHOM NPO(dIIe NOIH30BATEIS.

RealAudio

Crangapr, paspabortannbiii RealNetworks s mepemadu MOTOKOBBIX ayAHWO JAHHBIX I10
WWW.

Redirect (ICMP)

CepBuc ICMP Redirect — 310 MexaHW3M il MapUIPyTHU3aTOPOB, YTOOBI IEpeAaTh
UHPOPMALIMIO MapIIPyTH3AIMA K XOCTaM TaK, YTOOBI XOCT MOT IOCBUIATh MAaKeThl K OirpKailmmm
[nro3am.

RIP

Routing Information Protocol (ITpotokon mapuipytHoi#i uHpopmaiun). Rip — ato [IpoTtokon
BayTpenHero lllmro3a (IGP), KOTOpEI HCTONB3yeTcsi, YTOOBI ONPENENUTh CaMbli KOPOTKUH W/HIN
caMblil OBICTpBIN MyTh JJ1s TIepeiady JaHHbIX O CETH.

RTSP

Real-Time Streaming Protocol. RTSP — 3To ctanmapt [uis ynpasiieHHs TTOTOKOM JJAHHBIMHU B
cetn Unteprer. RTSP ucnons3yer RTP (Real-Time Transport Protocol), uto0Osr ¢opmaripoBath
naketel MynbTUMenua. RTSP, rnaBHBIM oOpa3oM, TMpelHa3HaueH s  [IHPOKOBEIIAHUS
ayJMOBU3YaIbHBIX TaHHBIX.

SMTP

Simple Mail Transfer Protocol (ITpocroii mpoTokoia nepeaayn eKTpOHHOU mo4Thkl). SMTP —
stro TCP/IP-mpoTokon s HaJe:KHOTO OOMEHa 3JIEKTPOHHBIMU COOOLICHUSIMH TIOYTHI TTO ceTH. Bee
cooOmieHus1, mocianubie uepe3 SMTP, 1omKHBI IpeACTaBIsITh CO00M MPOCTOH TEKCT.

SNMP

Simple Network Management Protocol (ITpoctoit mporokon cereBoro ynpasnenus). SNMP —
9TO MPOTOKOJ YpOBHsI mpuiiokeHust 1uisi ynpasienust TCP/IP cerin. SNMP Beimosnasiercst mosepx UDP,

KOTOPBI B CBOIO ouepens BeimonHsiercs noBepx IP. SNMP chopmupoBan B TepMmmHax cTaHmui
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ynpasnenus cetu (NMS), kotopsie BeiOupator ycrpoiictBa cetu (SNMP-Azenmer). Ilo TpeboBanuio
NMS, SNMP-A4eenm mnonywdaer noctyn k Oa3e wundopmammm yrpasienus (MIB) u moceutaer
undopmarnuo k NMS. MIB obecnieunBaer cranmaptHoe npencrabieHue uHpopmanuu o SNMP-
Acenme 1 0 MeCTE €€ XpaHECHHUS.

Source quench (ICMP)

Source quench message — 3To 3ampoc Ha YMEHbBIIECHHE CKOPOCTH IMEpeaud JaHHbBIX
COO0O0ILIeHUH, OCTaHHBIX TPUEMHHUKOM B ceTu MHTepHeT.

SQLNet v1

Oracle Structured Query Language Network, Bepcust 1. DTOT mpoTOKOJN OOEcIeYrBacT
pO3pavHbIe COSTMHEHHSI OT KIIMEHTCKUX HHCTpyMeHTaIbHbIX cpeacts Oracle k BJI Oracle wnu mexay
IByMsl 0a3aMH JTaHHBIX.

SSH

Secure Shell Protocol. SSH mo3BossieT 3amumars yaaaeHHbI BXOI B CETh, Mepeaady Gpaiaon
u nepenanpasnenue TCP/IP- u X11-coenunenuii. [IpoTokon mudpyer, ayTeHTUHUIHUPYET U CHKHUMAET
niepeaBaeMbIe JaHHBIE.

StreamWorks

StreamWorks — 3To mpoTOKOJ ayauo/BHAEO MOTOKOBOW mepemaud, paspaboranubii Real
Networks, 4To0bI pacchuiaTh ayIHOBU3YyalbHbIC HaHHbIe Kak ToTok UDP-nakeros mo TCP/IP-cetsim.

TACACS +

Terminal Access Controller Access Control System. TACACS + - 3To mnpoTOKOI
ayTeHTU(UKAIMKU, KOTOPBIA TO3BOJSET YAAEHHOMY CepBepy JOCTyla OTMIPaBIsATh Mapoilb
MIOJIb30BATENISI CEPBEPY ayTEHTH(PHUKAIIMH, YTOOBI OTPEICTUTh, MOXHO JIM TIPEAOCTABUTH AOCTYI 3TOMY
nonp3oBarento. OH wucrmonsdyer TCP-mpoTokon, W pa3genser MNpolecchl ayTeHTH(PHUKAIHA U
ABTOPHU3AIINU.

TCP

Transmission Control Protocol.(ITporokon ynpasiaenus nepenaueii). TCP  — aro
VHHUBEpPCATbHBIA  MPOTOKOJ  TPAHCIOPTHOTO  YPOBHS, KOTOPBIA  oOecreynBaeT  HaJEKHYIO
JIBYXTOUEYHYIO CBsI3b, HCHONB3YysA JAedTopamMMmbl (makeTsl), mocbulaemble mosepx IP. TCP
OpUEHTUPOBaH KaK Ha COEAMHEHMs, Tak M Ha moTok. OH pa3OuBaeT JIMHHBIE NMOTOKU JAaHHBIX HA
OTJIeTbHBIC YacTH (IMaKeThl) HA WCTOYHWUKE W TAPAaHTHPYET WX TOYHYIO W HAJACKHYIO ITOBTOPHYIO
cOOpKY Ha yCTpPOWCTBE MPUEMHHUKA, IO CYMIECTBY CO3/1aBas BPEMCHHBIN BBIICICHHBIA KaHAT MEXITY

JBYMS y3JIaMH.


http://www.multitran.ru/c/m.exe?t=3433122_2_1&ifp=1
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Telnet

Telnet — sto crangaptHbli MHTEPHET-TIPOTOKON U COCAMHEHUS YAAICHHBIX TEPMHHAIIOB.
Telnet no3BossieT MONB30BATEI0 BXOJHWTh B CHCTEMY U HEIOCPEACTBEHHO HCIIOJIb30BaTh €€ Ha
yJIaJIEeHHOM KOMIIbIOTEpE.

TFTP

Trivial File Transfer Protocol (ITpoctoii mpoTtokon nepemaun ganHubix) TFTP — ato TCP/IP-
IPOTOKOJI, MCIOJB3YyEeMbI Ui oOMeHa ¢aillaMd MeXIy CeTeBbIMH CTaHIMSIMU C MEHbIIUMHU
CHUCTeMHBIMU u3aepxkkamu, 4yem FTP moromy uro TFTP He TpeOyeT HeiiCTBUTENBHBIX HMEHHU
nosib3oBarens u napois. On peanuzoan UDP (ITporokon Jeiitorpamm Ilons3oBarens).

Time

Time Server Protocol (ITpoTokos cepBepa BpeMEHH) HCIIOJIB3YETCS, YTOOBI MMOATBEPKIAThH
WM CTIPAaBUTh HACTPOWKH BPEMEHHU KOMITBIOTEPA, ONPAIINBasi HE3aBUCHMBIC CAHTHI B CETH.

Timestamp request/reply (ICMP)

BpemenHas MeTka 3ampoca/oTBETa HCIOJIb3YeTCs, 4TOObl MPOCIEAUTH BpEMs, KOTOpOE
3aHMMAET yJJAJICHHOE YCTPOHCTBO, YTOOBI OTYYaTh M MOBTOPHO OTIPABIATH MAKETHI.

UDP

User Datagram Protocol (ITomp3oBarennckuii mporokoa aedrtorpamm). UDP  — 510

YHHUBEPCAJIBHBIH TPOTOKOJ TPAHCHOPTHOTO YPOBHS, KOTOPBIA IepemaeT IeHTorpamMMbl (MaKeThl)
noBepx IP B cutyamusx, rae He TpeOyercs HaAeKHasi, MOCea0BaTeNbHas AocTaBKa. KiueHThl ceTn
ucnonb3ytor UDP, mpexnae Bcero, 4roObl CBs3aThCS C CEpBEPaMM JIOMEHHBIX HMEH, YTOObI
OTIpeNIeNIUTh CETEBbIE a/ipeca.

VDOLive

VDOLive — 3T0 aymuo/BUIEO TOTOKOBBIA MPOTOKOJN, KOTOPBIH HCIOJB3YeT CKATHE B
peaJbHOM BpEeMEHH, YTOOBI OCYLIECTBIATh ayAMOBU3YaJbHOE IMIMPOKOBEIIAHUE PEXHME PeaTbHOIro
BpPEMEHH.

XAUTH

XAUTH — »sto pacmupenue nporokona IKE. XAUTH BcTtaBinseT HOBYIO TpaH3aKIIMIO
oomena IKE B cepenuny IKE, nocne Toro, kak cranus 1 (ayreHTH(UKanus ypoBHS yCTpOUCTBA) Oblia
ocymectBiena. Ucmonszys XAUTH, IPsec Imio3 be3zonmacHocTrn MOXXeT MOOYyAWTHh KIHWEHTa K
pacuIMpeHHbBIM MaHAaTaM ayTeHTH(UKAIMH W 3aTeM TpOBEepUTh WX Ha ykazaHHOM RADIUS wmm
TACACS + cepsepe. Craausa 2 IKE (ycraHoBka TyHHeNs) OyJeT NMpOiAEHA, TOJBKO €CIU KIUEHT

IMMPOU3BCI YAOBJICTBOPUTCIIbHBIC MaHIATHI.
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X11

X11 — 310 HauboIee MHUPOKO MpUMeHseMas Bepcus cucteMmbl X-Windows, koTopas sBisieTcs
TCP/IP-cuctemoii cereBoro rpapuueckoro uarepdeiica monp3oparens (GUI) u mo3Bosser mporpamMme
UCITIONIB30BaTh JUCIUICH Ha apyrom kommbtotepe. [Iporokon X11 ucmome3dyer TCP B kadectBe

TPAHCHOPTHOI'O IIPOTOKOIA.
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19. TPUNOXEHUE 7. ICMP-KoObl

[Iporokon ympasinenuss coobmenussmu B cetn  HWurepuer (ICMP) mpenocrasnser
uH(popMalrio o cereBoM Tpaduke. Hampumep, y3en (MCTOYHHK) MOCIAN MaKeT U YCTAHOBUJI OILUIO,
YTO BO BpeMs IyTH OH HE JOJKEH JeNUThCsA Ha (parMeHTsl; Bain cepBep miam mMapuipyTU3aTop He
CMOTJIH TIOJIYYUTh TAKET, MOTOMY YTO €r0 pa3Mep ObUI CIUIIKOM BEJIHK COTJIACHO YCTAHOBJICHHBIM
HacTpoiikaMm; maketr He Obu1 AoctaBieH. ICMP — 3To cepBuc, KOTOPHBI CO3MaET COOOIIEHUS O TaKMX
Tpan3akuusax Tpaduka. ICMP-cepBepbl pasneneHbl Ha THUIB, U €CTh HECKOJIBKO KOJOB, KOTOpBIE
OmpeAensoT TpaH3akiuio. Hampumep, ecnum maker ObUT BO3BpalleH HCTOYHHUKY, IMOTOMY 4YTO
HEOOXOIUMBII MOPT HA XOCTE KOHEYHOT'O YCTPOMCTBA ObLT 3a0IOKHPOBAH WU OBUT HE JJOCATAEMBIN, TO

910 cootBeTcTBYeT TUNY cepBuca ICMP paBubiM «3» u koxy ICMP paBHBIM «3».

ICMP-cepsucsl He padoTator ¢ IKE/IPsec koraa ICMP-THIIBI Wi KOJBI ONIPEACICHbI HAPSALY
C NIEHCTBUSAMU IOJIb30BaTENs, HanpuMep, mudposanreM. Hampumep, Ber xotute onpenenuts ICMP-
nakeTsl kak CepBHC M HCIIOJIB30BaTh 3TO B lIpaBmiax. B 3ToM ciydae, MOXHO TOJIBKO BKJIHOYAThH
ICMP-cepsucel B IlpaBuio. BrimodeHne onpeaensieMoro mojib3oBaTeneM MH(pPOBaHUS MPUBOIUT K
mudppoBanuto  ICMP-makeToB  He3aBUcMMO OT THma wWid  koja. JloGoe  cooOmieHue,
UHKancyiupoBanHoe B |IPSeC, jmHHee, YeM NepBOHAYaIbHOE, M, CJICJOBATEIIbHO, 00Pa30BaBIIHIACS
nakeT HempaBwiceH. [Ipu ompenerncHUH KOHKPETHBIX THIOB/KOAOB (cM. Tabmuma 52), MOXHO

UCIIOJIb30BaTh TOJBKO Pass/Drop neiictBus 6e3 mudpoBaHusl.

Ta6muna 52 — ICMP-koab!

Tun Kon Onucanmne

Echo request and echo reply messages
(Ox0 coobwenus omeema u 3anpoca):
0 | 3xo coobmieHne OTBETA

o

DX0 coobieHus 3ampoca

Destination unreachable messages Coo6wenue o neoocmuscumocmu noxyvamens:
CeTb HEOCTIKHUMA

XOCT HE TOCTIXKUM

[IpoTokon He gocTyneH

[opT He noctyneH

Heo6xonuma dparmenranus coobmenust u DF nabop

Cetb MecTa Ha3HAYECHUSI HEU3BECTHA

KoHneuHoe ycTpoiicTBO CETH HEM3BECTHO

W wWwwwwwww
~N o ok W DN e O

X0CT KOHEYHOT'0 yCTpOfICTBa HCHU3BCCTCH

Source quench message(Hcxoonoe coobuerue 610KUposano):
4 0 |OtkimoYeHNE HCTOYHUKA TIPU MTEPETIOTHEHUH OYepe/In

Redirect messages (Ilepeadpecosams (usmenums mapupym):
5 0 |IlepeanmpecoBats nefiTorpaMmy B CEeTh (ycTapeso)

5 1 |IlepeagpecoBaTh AeHTOrpaMmy Ajsl XOCTa
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Tun Koa Onucanue
5 2  |IlepeanmpecoBath eiiTorpaMmy JjIsl TUTIA CEPBUCA U CETH
5 3 |IlepeanmpecoBats neiiTorpaMmy Jjisl TUTIA CEPBUCA U XOCTa
Time exceeded messages (Coobuwenus 06 ucmeueHuu 6pemenu HeusHu):
11 0 | Bpewms cymiecTBOBaHHS JEHTOrPAMMBI PEBBIIICHO MIPH TIPOXOXKACHHH
11 1 |Bpems cGopku parMenTa HpeBbILIEHO
Parameter problem message (Coobuwenue o npobreme ¢ napamempamu 0eiumopammot).
12 0 |Omwuodka B IP-3aronoBke
Timestamp request and timestamp reply messages (Coobwenus 3anpoca u omxauxa
BDEMEHHOU MEMKU):
13 0 |3ampoc BpeMEHHOH METKH
14 0 | Orkiuk BpeMEHHO# METKa
Information request and information reply messages:
15 0 |Coobuenue - 3anpoc nHGOPMAIH
16 0 |Coobmenue - THGOPMAIIMOHHBINH OTKIIMK
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20. TIPUNOXEHMUE 8. YTUNUTA KOMAHOHON CTPOKU TPNCLI

WNuTepdeiic koMaHTHON CTPOKH MO3BOJISIET aJMHUHHCTPATOPY aBTOMATH3UPOBATH MPOIIECC

koHpurypupoBanust 3ACTABA-Ynpaenenue.

HNHutepdeiic KOMaHIHOW CTPOKHM MOXKET TaKKe

HCII0JIB30BAThCA, €CJIM MO0 HEKOTOPBIM IIpHUYHMHaM Bawm Goinee y,I[O6HO pa6OTaTB C KOHCOJIBHBIMH

MPIIOKEHUSIMHU, 9YeM B OKOHHOU Cpejie, WK €CIM OKOHHBIA HHTep(delic OTCYyTCTBYET.

YTunmmura KOMaHIIHOfI CTPOKHU IO3BOJISACT BBIIIOJHHUTDH IICfICTBHSI ¢ o0beKTaMu IIOJIMTHUKU,

JIIIB, I'TIb, a Takxe HacTpolikamu b/l B cucteme u €€ COCTOSTHUEM.

CuHTakcuc KOMaHHHOﬁ YTUJINTHI BRITTIAAUT CICAYOIIUM 06p330MZ

TPNCLI <common options> <command>

[<command options>],

rae. «common options» - obuue napameTpsl Komanabl (cM. Tabnuma 53),

«command» - UCHONHsAeMble KoMaH1bl (cM. Tabmuia 54).

Tabmuua 53 — O0mme napameTpsl KOMaH bl

ITapamerp

Onucanue

u <user name>

I[OM@HHOG HMJ ITI0JIB30BATCIIA, 110 YMOJIYAHUTO «sm-adminy»

p <password>

[Taposib monb30BaTElNs B JOMEHE, 10 YMOJYAHUIO IIyCTON

np <password>

HoBplii naposb npu HEOOXOAUMOCTH CMEHBI

s <ip>[:<port>]

Anpec cepBepa 0a3bl TaHHBIX, 10 yMom4anuto 127.0.0.1:3118

| <language> s3Ik nHTEpEiica
Sp+ ITapameTp coxpaHeHUs BBEIEHHBIX IIApOJIEH
Sp- [TapameTp OTMEHBI COXpaHEHHsI BBEIEHHOT'O MapoJisi
tc+ OO0pe3ath KOJOHKH B Tabnuie (Mo yMOIYaHHIO)
tc- [Tapametp mo3BossieT He 00pe3arh KONOHKH (3 dekT coxpaHseTcs 10 BbIXO/a
U3-110]] YYETHOIl 3aIKCH)
ac+ BBIpOBHSTH CTOJNOLBI IPH BHIBOAE TAOJHIIBI (ISHCTBYET MO YMOIYAHHIO)
ac- He BbIpaBHHBaTH CTONOIBI (ICHCTBYET JI0 BBIXOJIA U3 CHCTEMBbI)

KomaH/pl yTHIMTEI KOMaHIHON CTPOKH tpncli 3arpyaroT B IPOEKT HOBBIE IIPaBUIIA.

Z[J'ISI CO3IaHuA IpaBujia ¢ MNOMOINbKO YTHIINTBI HeO6XOI[I/IMO CO3aThb OIIMCAHUC IIpaBUJIa B

TEKCTOBOM PEIAaKTOpEe M COXpaHUTh ero B (opmarte xml. J[ist mpocmotpa id 00beKTa MOJUTHKH

HEOOXO0IUMO BBIOPAaTh OOBEKT U BBIMOJHUTH KOMOMHAIHIO KiaBuin <Cntrl>+<Alt>+<Shift>+<i>.

Ta6muma 54 — Komauape! tpncli

IHapamerp| Onucanue CuHHTaKCHC M TapaMeTpPbl KOMaH/{
get Iloka3ath TPNCLI <o6ume omnumm> -get all
COJZIEPKUMOE TPNCLI <obume onumm> -get <émnerp>*
TaONMIBl WM | - T[0Ka3aTb WJIEHTU(UKATOPHl, HMEHA, THUIBl U BIAJENbIIEB
OJIHOTO AIIEMEHTOB TAOJIUIIBL.
3JIEMEHTA TPNCLI <obume onumm> -get <pmnerTp> <xml-dann>
- 3aIMcaTh COJIEPKUMOE 3JIEMEHTOB TabauIbl B xml-gaiin
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ITapamerp

Onucanue

CHHTaKCHC U TapaMeTPbl KOMAaH/

set

HUsmenuTn
COJIEPKUMOE
OTAEJIBHOTO
DJICMCHTA B
Talune

TPNCLI <obume onumm> -set <xml-darnn>
- yuraeT u3 XML conep:xumoe aeMeHTa U U3MEHsSET €ro

let

IIpucsouts
3HAYEHUE
[1apaMeTpOB
JJIEMEHTA
JJIEMEHTOB

niIn

TPNCLI <o6ume onuum> -[let] <dmnesrp>

- He3aBepllIeHHas KomaHjaa let paboTtaer kak get, T.e. MOJy4aer
TEKYIIEE COAECPKUMOE COOTBETCTBYOIIEroO 3nemenTa [ 11b.
TPNCLI <obmme onuumn> -let <bpuneTp> =
<puneTp2>

- 3aMEHa TEeKYLINX CBSI3€H Ha CBS3b C <OUJIbL TPOM2>.

Hampumep, ycranoBuTh eiicTBue 'Pass' B KauecTBe ACUCTBUS IS
npaBuia 'rl'

TPNCLI - rule['rl'].to_assoc = assoc|['pass']
Hamnpumep, ycranoButs aeiictBue 'Pass' B kauecTBe AeicTBus s
BCEX MPABMUIL:

TPNCLI - rule.to_assoc = assoc|['pass']
Hanpumep, nis npasBuna 'rl' ycTaHOBUTBE TO K€ AEHCTBUE, YTO U B
npasuiie 'r2';

TPNCLI -
rule['r2'].to_assoc
B ciyyae, eciu <QuiibTp2> paBeH HYII0, BCE CBA3M 3aJaHHOTO
TUIA yOUPaIOTCS.

Hanpumep, ounctuth KOIoHKY 'Source' mist mpaBuia 'r1":

TPNCLI - rule['rl'].to host src = 0

rule['rl'].to_assoc =

Komanoa oobasnenus ceészeii.
TPNCLI <o6mme onumum>
<pmneTp2>
- nobaBJieHUE CBA3H € <G1IIb TPOM2> K yXKE UMEIOIIUMCS CBS35M.
Hanpumep, n06aButh B KOJIOHKY 'Source' mpaBuia 'rl' xocT
‘any'

TPNCLI -
host['any']

-let <¢mnesTp> +

rule['rl'].to_host_src +

Komanoa yoanenus ceazeii
TPNCLI <o6mme onumum>
<pmneTp2>

- YOAJEeHHUE CBA3H C <P1JIb TPOM2> U3 UMEIOLUXCS.

Hanpumep, ymamuTe XocT 'any' M3 KOJOHKM 'Source' BO BceX
MpaBujax, r€ OH €CTh B 3TOM KOJIOHKE:

TPNCLI - rule.to_host src - host['any']

-let <¢mneTp> -

Bo Bcex komaHmax W3MEHEHHs CBsi3ed Ha3BaHHWE TaOMUIBI U
KBaJpaTHBIE CKOOKU MOHO OITyCKaTh, HAIIPUMED,

TPNCLI - rule.to_host src - 'any'

UroObl TMOCMOTPETh CHUHTaKCHC <duiibTpa> HaJI0 BBECTH:
TPNCLI -help filter

new/
create

Co3nartb
DJIEMEHT B
TadIULe

TPNCLI <o6ume onumumm> -new [-soft] <xml-darn>

- yutaetr u3 XML cozuepkumoe 3j1eMEHTa U CO3/1a€T €ro OILHS -
soft 3acTaBisieT MO BO3MOKHOCTH UTHOPHUPOBATH OLTUOKH.
TPNCLI <o6ume onumm> -new [<béunesTp>] [-pass
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ITapamerp| Omnucanue CHHTaKCHC H TapaMeTPbl KOMaH/
<napons>] <bpamn ceprudmkaTa> [<bann xioua>]
- co3zaeT cepTuUKaThl, UMIOPTHPYS UX U3 Qaiina (ecau OH He
xml)
<omib TP> - YTOOBI yKa3aTh XOCT AJs cepTUu(uKaTra 6e30MacHOCTH
<IapoJib> - YKa3bIBaeT Naposib A1 KoHTeiHnepa PKCS#12
del/ VYV nanute TPNCLI <o6ume onumm> -del <punsTp>
remove | 3JIeMEHT u3
TaOJIULIBI
erase Copoc bJI TPNCLI <o6ume omnumm> -erase
import |WmmoptupoBats | TPNCLI <o6ume onumm> -import [-archive] [-
¢daiin B BJl | timestamp] <dann>
(.zip, Xml, | - <baits> MOXKeT ObITh .zip, .gsp i .xml
.gsp) Onuus -archive umnoprupyet taxke apxusHble JIIb.
Onuust -t imestamp 3anuceiBeT B XML nary skcrnopra.
export |DkcmoprupoBath | TPNCLI ~ <ofume  onmmm>  -export [-archive]
daiin B BJI (.zip,| <banm>
xml, .gsp) - <dais> MOXKET OBITh TOJBKO .gSp
Onuust —archive skcnoprupyet Takxe apxuBHblie JIIIb
activate | AxrupupoBare | TPNCLI <o6ume omumm> -activate [-updated] -
BbIOpaHHBIE all
00BbEeKTHl WM | - akTuBUpoBaTh Bc€ (ommust '-updated'  ¢ummbTpyer 1o
Bcto I'TIb U3MEHEHHBIM).
TPNCLI <o6ume onumm> -activate [-updated]
<¢mneTp>
- aKTUBUPOBATH YKa3aHHbBIC AJIEMEHTHI OJUTUKHU (XOCTBI, CepBeEpa,
JIOMEHBI).
translate | Tpanciouposats | TPNCLI <o6ume onumm> -translate -all
BbIOpaHHbBIE - TpancaupoBats [ TIb
00bekTsl wim | TPNCLI <o6ume onumm> -translate <pmneTp>
Bcto ['TIb - TPaHCIMPOBATh yKa3aHHbIE dJEMEHTBHl MOJUTUKHU (XOCTBHI,
JIOMEHBI)
merge Ckauatrs JIIIb | TPNCLI <o6ume onumm> -merge <gfgrf> [gates]
IS CIUSIHUASA [users] [hosts]

- TIOJyYMTh aKTUBHbIE U roToBble K akTuBauuu JII1b B ykazaHHytO
<nanky> Jyif HOCIEIYIOIIEro CONOCTaBICHHS.

gates, users, hosts - QUIBTPB C yKa3aHUEM, I KaKUX
00bexToB JIIIB (110 yMo4aHuIO TOIBKO IS gates)

update | OGHOBHTH TPNCLI <o6ume onumm> -update -all
Azenmos - 0OOHOBUTD Bce Acenmubl
TPNCLI <o6mume onuum> -update <pmnerTp>
- OOHOBHTP yKa3aHHBIEC HIIEMEHTHI IIOJINTUKH (XOCTBI, TOMEHBI)
upload | 3arpy3uts TPNCLI <o6mume onumm> -upload -all
Aeenmos - 3arpy3uTh Bce Aeenmbi
TPNCLI <o6mme onuum> -upload <pmnsTp>
- 3arpy3uThb AeeHmul i1 YKa3aHHBIX DJEMEHTOB MOJUTUKH
(XOCTOB, TOMEHOB)
login Barpysutcst B | TPNCLI <ofume onumm> -login

bl u BHecTn
W3MEHEHUS

logout

Brrittu u3 Bl n

TPNCLI <o6ume onumm> -logout
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ITapamerp| Omnucanue CHHTaKCHC H TapaMeTPbl KOMaH/
3aKpBITh
KJIUEHT
state/ ITpocmoTpeTh TPNCLI <o6mme onumm> -state all
monitor | cocrosiHue - IIOJIyYUTh COCTOSIHUE BCEX (IIPOrpYkKaeMbIX) OObEKTOB IMOJIUTUKH

1 CEpBEpPOB
TPNCLI <o6ume onumumm> -state defined
- TIOJIYYUTh COCTOSIHHE OOBEKTOB TOJUTHKUA H CEPBEPOB, KPOMeE

«HEOTPEAEIECHHOT O
TPNCLI <o6ume onumm> -state <filter>

- HOJIYYUTb COCTOSAHUC 00BEKTOB MOJIMTUKHU HITH CCPBCPOB

[Tpumeuanue. * UToObI MOCMOTpPETh CUHTaKCHC <(uiabTpa>, BBeauTe: TPNCLI -help filter

[Mapametpsr komana tpncli MoXHO MOCMOTPETh B CHpaBKe K HEOOXOIMMOM KOMaHAe, JUis

3TOT0 HEOOXOIMMO BOCIOIB30BATHCA KIIFOUOM —h.
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21. YCTPAHEHME HEUCNPABHOCTEW

n/H

Onucanue HeucCNpaBHOCTEl

Pemenne

HeBo3moxnO caenaThb
aBTOMAaTUYECKOC  OOHOBJICHHE,
econ  cepTHPHUKAT, KOTOPHIM
MOJIITUCAH areHT, IPOCPOYCH.

[Ipu aBTOMaTH4YeckOM OOHOBIEHHH ¢ mapamerpoM silent=0 cm. 1.
13.1.1 mosBnsieTcss okHO, ¢ 3ampocoM o ToMm, uto AO «3JIBUC-
IIJTKOC» - noBepeHHBIH MPON3BOIUTEIb.

[Ipu aBTOMaTHUYECKOM OOHOBJICHHHU C TTapaMeTpoM silent=1 3ampocor
HE BO3HHKACT.

ITpumepsr update.ini:

C€CJIU ITYTh K YTUIIUTC COACPIKUT HpO6CJ’I:
[GATE.WINXX.amd64.zastava]
version = 6.1.15455

file = zastavaoffice64-exp.exe, cert.cer

exec = cmd /C echo off &
"C:\WINDOWS\system32\certutil.exe" -addstore
trustedpublisher "$download_path\cert.cer" &&
"$download_path\zastavaoffice64-exp.exe" /1*v
c:\distr\zastaval-setup.txt

silent=1
€CJIM TIYTh K yTUINTE HE COAEPKUT MpoOet:
[GATE.WINXX.amd64.zastava]
version = 6.1.15455
file = zastavaoffice64-exp.exe, cert.cer

exec = cmd /C certutil.exe -addstore trustedpublisher
"$download_path\cert.cer" &&
"$download_path\zastavaoffice64-exp.exe" /I*v
c:\distr\zastaval-setup.txt

silent=1

HesepHo oroOpaxaercst craryc
aKTUBALUU Y3JI0B KjlacTepa.

BpyuHyto BBICTaBUTH COOTBETCTBYIOIIME HOMEpa Y3JIOB KiacTepa

JUISE

KaXJI0r0  JIOKaJbHOTO  cepTuduKaTa  Ha  BKJIAJKe

BYC/cepmugpuxameoi.
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22. TIEPEYEHb COKPALLUEHUNA

Huxe npuBeieH CIUCOK PYCCKO- M aHTJIOSA3BIYHBIX COKPAIICHUN U OTJEIbHBIX CHEIUaIbHBIX
TEPMHUHOB, HCIONB3yeMbIX B «VPN/FW «3ACTABA». Hexoropbie (B OCHOBHOM, aHTJIOS3BIYHBIC)
COKpAILEHUSI U TEPMHUHBI YMOTPEONSIOTCS TOJBKO BO BHYTPEHHUX HACHTU(UKATOpaxX MpOrpamMm u

MIPUBEICHBI 3/1€Ch JUISI CIIPABKHU.
b/l — 0a3a 1aHHBIX
BUYC - BupTyasibHas yacTHasi CE€Th
I'TIB - rno6anpHas moauTrka 6e3omacHocTH (B KoHTeKkcTe «VPN/FW «(3ACTABAY)

Acenmpr — cobupaTenbHOE Ha3BaHUE Ul JUHEHKH ynpaBiasieMbix AreHToB (34CTABA-Knuenm,

3ACTABA-Oghuc)

3PC - 3anpoc Perucrpanuu Ceprudukara

JITIB - nokanbHast nmoauthka 6e3onacHocty (B kouTekcre «VPN/FW «(3ACTABAY)
MCD — mexceTeBoe 3KpaHUPOBaHUE

MD — mexceTeBoi 3KpaH

OC - onepanmoHHas cuctema

ITO - nporpamMmHoe obecrieueHue

CK3MH - cpeactBo kpuntorpaduueckoil 3auThl HUHPOpMAaIU

COC - cniucok 0TO3BaHHBIX CEPTU(DUKATOB

CVYB/l — cucrema ynpasieHusi 6a3aMu TaHHBIX

VI - Ynocrosepstowmuii Lientp

LIC - Hentp Cepruduxaruu

L[VII - uentp ynpasnenus noautukamu 6esonacHoctu 34CTABA-Ynpasnenue
AH (Authentication Header) - mporokoun u3 rpymnmsr IPsec

ASK LSP - nauyansnas JIIIb, nmocne aktuBanuu kotopoir Aeenm coeaunsercs ¢ [[VII u nomyyaer

OT HETo TeKyIyro noinyto JIIIb
CA (Certification Authority) - cm. TIC
CER (Certificate Enrollment Request) - cm. 3PC

CLI (Command Line Interface) - uatepdeiic KoMaHIHOW CTPOKH



286
MKEH0.00631-01 32 01

CRL (Certificate Revocation List) - cm. COC

DHCP - crapmapTHbIii mpoTOKON moiy4deHus kimeHTamu |P-ampeca m npyroit mHpopmanuu ot

nenTpanm3oBannoro DHCP-cepsepa

DNS (Domain Name System) - cucrema JOMEHHBIX UMEH JJIi IMEHOBAHHUS XOCTOB B TJI00aIbHBIX

CeTsIX

ESP (Encapsulated Security Payload) - mporokon u3 rpymmsl IPsec
FQDN (Fully Qualified Domain Name) — moiHoe 10OMEHHOE UMS XOCTa
GMT - Bpems o ['punBugy

GSP (Global Security Policy) - cm. I'TIB

GUI (Graphical User Interface) - rpaduueckuii unTepdeiic monp3oBaTess

IKE (Internet Key Exchange) - mportokosn oOMeHa KiIO4YeBOH HHGOPMAIUEH; HCIIOIb3YETCs

COBMECTHO C IpoTokoyiaMu |IPSEC mist opranuzaiuu nepBUYHOTO 3amuiieHHoro kanaiza ISAKMP

SA
IP (Internet Protocol) - mpoTokos ceTeBOro ypoBHs, SIBJISIONUIUICS 0a30BbIM MPOTOKOJIOM IP-ceTeit
IPsec (IP security) - rpyrimna npoTOKOJIOB il YCTAHOBJICHHUS 3aAIMUIICHHBIX coeTuHeHM B IP-ceTsix

LDAP (Lightweight Directory Access Protocol) — rpymima craHIapTHBIX IPOTOKOJIOB IS TOCTYIIA K

katanoram («Directoriesy)

Log - ’ypHas peructparuu

Log level - ypoBeHb feranu3anuu mpu perucTpaii COOBITHI
LSP (Local Security Policy) - cm. JITIB

MIB (Management Information Base) - ctpykTypupoBaHHbIi (B BH/E JepeBa) HAOOp mapameTpoB,

UCTIONB3yeMbIX rpoTokoioM SNMP
MSDE (Microsoft SQL Server Desktop Engine) — cepsep 6a3bl JaHHBIX
NAT (Network Address Translation) - TpaHcsIus ceTeBBIX apecoB

NMS (Network Management System) - cuctema yrpaBlieHHUS U MOHUTOPUHTA ceTH (OOBIYHO Ha

ocHoBe npotokosia SNMP)

Nomadic Client (MoOwibHBIM MOIB30BATENb) — ycTapeBIlee Ha3BaHue s oObekta USer (B

koHTekcTe «VPN/FW «(3ACTABAY)
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PKI (Public Key Infrastructure) — uadpacTpykTypa OTKpPBITHIX KITFOUECH (KOMIUIEKC MPOTPaMMHBIX

CPEICTB U METOJUK il pa0OTHI ¢ IU(PPOBBIME cepTU(UKATAMH)

PMP (Policy Management Protocol) - mporokon pacrnpenenacHus IMOJUTHKHA O€30MacHOCTH (B
koHTekcTe «VPN/FW «(3ACTABAY)

PPP (Point-to-Point Protocol) - nporokon coenunennit «rouka-Touka» B IP-cersix

SA (Security Association) - 3amuineHHoe coeauHeHe (B KoHTeKcTe nmpoTokoioB IPsec u IKE)
SMB - mpoTokon gocTyna K pecypcam ceTu

SNMP (Simple Network Management Protocol) - mporokon ynpasiaeaus B IP-ceTsix

TCP - ceTeBoii MPOTOKOI TPAHCIIOPTHOTO YPOBHS (C TapaHTUPOBAHHOM 10cTaBKOM) B IP-ceTsix
UDP - ceTeBoii IPOTOKOJI TPAHCIIOPTHOTO YPOBHS (0€3 rapaHTUpOBaHHOMU J0cTaBKU) B IP-ceTsax

VPN (Virtual Private Network) - cm. BUC
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NMEPEYEHb CCbITIOYHbIX JOKYMEHTOB

[1] MKEIO.00631-01 32 02 «VPN/FW «3ACTABA-Yupasnenue», Bepcus 6 KC3 («VPN/FW
«BACTABA-VYupasneaue», Bepcus 6 KC3») (ucnommenune ZM-WS64-VO-03) 11O

«3ACTABA-Oducy». PykoBoACTBO CHCTEMHOT'O MMPOTPAMMHUCTA.

[2] MKEIO.00631-01 91 01 «VPN/FW 3ACTABA-Yupasnenue», Bepcusi 6 ucnonnenune KC3,
komruiekTarmst  ZM6-WS64-VO-03»  («(3BACTABA-Ympasiaeane» KC3  mist Windowsy).

HpaBHna IIOJIB30BAHMU).
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INncT PEFTUCTPALUU USMEHEHUN

Hzm.

Howmepa muctoB (cTpaHwuir)

HU3MC—
HCHHBIX

3aME—
HCHHBIX

HOBBIX

NU3bsA—
TBIX

Bcero
JINCTOB
(cTpanur) B
JIOKYMEHTE

Howmep
JIOKyMEHTa

Bxopsaumit Homep
COIIPOBOJIUTEIBLHOTO
JIOKyMEHTa M JlaTa

ITonnuce

Jara
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