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1. OBHIUE CBEJIEHUSA
1.1. HaumeHnoBaHue u3/1e/1usi U YCJI0BHOE 0003HAYECHUE
1.1.1. HaumenoBanue uzaenusi — [Iporpammusiii kommuieke «VPN/FW «3ACTABA-KnuenT»
(HTanee IIK «3ACTABA-Kmuenty, I1K).
1.1.2. VYcnouoe o6o3nauenue — [IK « VPN/FW «3ACTABA-Kiuent».
1.2. Pa3zpaboTumnk
Axuunonepnoe obmiectBo «JIBUC-TIJTFOC».

124527, Mockaa, 3eneHorpaa, ConHednas aimies, 1. 6, nomemenue VI, opuc 7, ten. (495) 276-

1.3. MocTaBmmk

Axunonepsoe o6mectso «JIBUC-TIJIHOC».

124498, Mockaa, 3enenorpaz, ConHeuHas amies, 1oM 6, ten. (495) 276-0211.
1.4. Moaudpukanusi

IIK «VPN/FW «3ACTABA-KiuenT»



2. OCHOBHBIE XAPAKTEPUCTHUKH

2.1. IMIK «(3ACTABA-Kiuent» ( nanee — I1K) npennasHadeH i 3alllUuThl KOPIIOPATUBHBIX
BBIYHCIIUTEIILHBIX PECYPCOB Ha ceTeBOM ypoBHe Mojenu B3aumoeiicteus OSI/ISO (ua yposue TCP/IP-
IIPOTOKOJIA) C UCHOJb30BaHUEM TexHonoruid VPN u pacnpeneneHHOro MexceTeBoro 3KpaHUpOBAaHUS Ha
OCHOBE HMHTEPHET-TIPOTOKOJIOB ceMeiicTa IP Security (Internet Protocol Security, nanee — IPSec).

2.2. I[IK o0ecrieunBaeT BBINOJHEHHE KpunTorpapuueckux (GyHKOMA: mUppOBaHUS,
KOHTPOJSL ~ LEJOCTHOCTH  JAHHBIX,  HMMHTO3AIIUTY  JAHHBIX,  OTKPBITOIO  paclpeleieHus
KpUITOrpaUUecKuX KiIroue.

2.3. IIK oGecneunBaeT KOHTPOIb W (UIBTPALMIO CETEBBIX IAKETOB B COOTBETCTBHM C
3aJJaHHBIMH TIPAaBWJIAMH, & TAKKe 3aIIUTY KpUOTOrpapruecKUMH METOAaMH IepeaaBacMoil 10 KaHajJaM
CBSI3U MHPOPMALUU KOH(DUICHIMAIBHOTO XapaKTepa.

24. B xawectBe CK3U IIK obGecrneunBaeT BBINOJHEHUE KpUNTOrpaguueckux (GyHKIIUM:
mudpoBaHUs, KOHTPOJIS LEIOCTHOCTH JAHHBIX, MMHTO3AIIUTY JaHHBIX, OTKPBITOTO paclpeeeHHs
KpUNTOrpadgpuyecKux KiIrouei, 4To ooecreunBaeT:

—  KOH(UAECHIHUAIBHOCTh nepeaaBaeMoi B KOPIIOPAaTUBHOM UH(POPMALIMOHHO-

TEJIEKOMMYHHUKAIIMOHHON ceTH HH(OpMaIyu, 3a cYeT ee MHU(POBAHUS C UCIOIH30BAHUEM
pexxuma rammupoanust (CTR) va 6a3e mporokona IPsec, cormacao 'OCT 28147-89;

—  3aIUTy JOCTyNa K KOPIIOPATUBHBIM BBIYHCIUTEIBHBIM pECypcaM 3a CUET HCIIOJb30BAHHUS
MPOTOKOJIOB JIBYXCTOPOHHEH KpUNTOrpadUuecKorl ayTeHTH(QHUKAIMA TpPHU yCTAaHOBICHHUU
coeauHeHuil Ha 6a3e mpoTokosa IKEV2 ¢ ucnosibp3oBaHueM aJrOpUTMOB B COOTBETCTBHHM C
I'OCT P 34.10-2012;

—  KOHTPOJIb IIETOCTHOCTH JaHHbIX Ha ocHOBe nmpuMmeHeHus ['OCT P 34.11-2012;

—  MMUTO3aIUTy AaHHbIX Ha ocHOBe npuMeHeHus 'OCT 28147-89 B pexume MMUTOBCTaBKY;

—  TOJAEPXKKY CXEMbl OTKpBITOro pacnpeaeneHus kmoued [uddu-Xennmana Ha ocHOBe

anroput™a ['OCT P 34.10-2012 VKO B 256-6UTHOM pexuMme.



3. PACHIMPEHHBIE ®YHKIIUOHAJIBHBIE XAPAKTEPUCTUKU

3.1. [IK mopnepkuBaet paboTy B peKUMe «MOOMIBLHOTO TOJIb30BATEIIS.

3.2. [1K umeer rpadudeckuii uHTEpdEc i yI00HOT0 U HATIISATHOTO KOH(PUTYPUPOBAHUS
Monurtopunra [1K.

3.3. B IIK peanu3oBaHbl YTHUIUTHI KOMAaHJHOW CTPOKH JyOnupyromue (yHKIIHH
KOH(HUTYpHUPOBAHUS U MOHUTOPUHTA JOCTYITHBIE B Ipa)nueCcKOM I0JIb30BaTEILCKOM HHTepdeiice.

3.4. [IK peanu3oBaHa BO3MOXKHOCTH IIOJyYCHHS MOJUTHKH O€301MacHOCTH OT cepBepa
LIEHTPAJIM30BaHHOT'O YIPABJIECHUS U MTOCIEAYIOIEro IPUMEHEHNUS OTY4E€HHOM MOJTUTHKH.

3.5. I1IK peanusyer pexuM 3aIlUThl, HUCIOJIb3YEMbIH 10 3arpy3ky ONEpalMOHHOW CHCTEMbI
(OC), 3a cuet npuMEHEHMsI MOJIUTUKH JIpaiiBepa MO yMOIYAHUIO.

3.6. [IK peanusyer pexuM 3alUTHI, HCIOIb3YEMBIM IIepe]] BXOAOM H IIOCJIE BBIXOJA
nosab3oBarenst u3 OC, 3a cueT NPUMEHEHHsI CUCTEMHOM MOJUTHKH 0€3011aCHOCTH.

3.7. [IK peanusyer pexxuM 3allUThI, UCHOJIb3yeMbIH Mocie BXxojaa mnonb3oBatrens B OC, 3a
CYET MPUMEHEHUS TT0JIb30BaTENILCKOM MOIUTHKH 0€301acHOCTH.

3.8. [IK peamuzyer BO3MOXHOCTH KoH(purypupoBanus IP-agpeca, mnpu coznanuu
3alUIIEHHBIX COeqUHEHuH (ncnop3oBanue pexknma IKECFG).

3.9. [1IK peanusyeT BO3MOXKHOCTb KOH(UIYpHUpOBaHMS HCHOIb3yeMblx DNS-cepBepoB mpu
CO3JIaHUH 3alIUIICHHOTO coeTuHeHus (ucmonb3oBanue pexuma IKECFG).

3.10. B mpomecce ¢ynkumonupoBanus I[IK ¢ukcupyer B JOKadbHOM JKypHAje ayauTa
CJIEAYIOIINNA CITMCOK MH(POPMAIUH:

— 3amyck ¥ 3aBepuieHue cucteMHon ciyxosl [1K;

—  PesynbraThl BRITOTHEHHS TPOBEPKU KOHTPOJIS IIETOCTHOCTH;

—  H3zmenenue nacrpoek [IK;

— Caenenus 00 yCTaHOBJICHHBIX COSAMHEHUSX;

—  Pe3ynbraTsl 00pabOTKH MaKeTOB.

3.11. B IIK peanu3oBaHa BO3MOXHOCTb aBTOMaTH3MPOBAHHOTO OOHOBJICHUS 110 KOMaHJIaM OT

cepBepa HEHTPATM30BAHHOTO YIIPABIICHUSI.



