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1. OBHIUE CBEJIEHUSA
1.1. HaumeHnoBaHue u31e/1usi H YCJI0BHOE 0003HAYEHHE
1.1.1. HaumenoBanue uzgenusi — [Iporpammusiii kommieke «VPN/FW «3ACTABA-Oducy,
Bepcust 6 KC1» (manee ITK «3ACTABA-Oducy, ITK).
1.1.2. VYcnosraoe o6o3Hauenue — [IK «VPN/FW «3ACTABA-Oducy.
1.2. Pa3zpaboTumnk
Axuunonepnoe obmiectBo «JIBUC-TIJIFOC».

124527, Mocksa, 3eneHorpaa, Connedynas amies, 1. 6, nomemenue VI, opuc 7, ten. (495) 276-

1.3. MocTaBmmk

Axunonepsoe o6mectso «JIBUC-TIJIHOC».

124527, Mocksa, 3eneHorpan, ConHeuHas ajies, oM 6, ten. (495) 276-0211.
1.4. Moaudpukanusi

[TIK «VPN/FW «3ACTABA-Oduc», Bepcus 6 KC1»



2. OCHOBHBIE XAPAKTEPUCTUKH

2.1. IMIK «3BACTABA-Oduc» (manee — IN1K) npenHasHaueH i 3aldThl KOPIOPATHBHBIX
BBIYUCIUTEIBHBIX PECYPCOB HA CETEBOM ypoBHE Mojenu B3aumoseiicteus OSI/ISO (na yposue TCP/IP-
IIPOTOKOJIAa) C UCHOJb30BaHUEM TexHonoruid VPN u pacnpeneneHHOro MexceTeBoro SKpaHUpOBaHUS Ha
OCHOBE HHTEPHET-TIPOTOKOJIOB ceMeiicTBa IP Security (Internet Protocol Security, nanee — IPSec).

2.2. I[IK o6ecrieunBaeT BBINOJHEHHE KpunTorpapuueckux GyHKOMNA: mUppOBaAHUS,
KOHTPOJIS LIEJTOCTHOCTH JAHHBIX, IMUTO3AILIUTHI TaHHBIX, ayTeHTU()UKAUN a0OHEHTOB.

2.3. IIK o6ecneunBaeT KOHTPOIb U (UIBTPALMIO CETEBBIX IAKETOB B COOTBETCTBHM C
3aJJaHHBIMU NpaBWJIaMH, & TAKXKE 3aLIUTY KPUNTOrpapUuecKUMH METOJaMH IepeJaBaeMoil 1o KaHajgaMm
CBSI3U MHPOPMALUU KOH(UICHIMAIBHOTO XapaKTepa.

24. B xagectBe CK3UM IIK o0OecrnieunBaeT BBITIOJHEHUE KPUNTOrpaGuUecKuX (QYHKIIHIA:
mudpoBaHus, KOHTPOJS LEIOCTHOCTU JaHHBIX, MMHUTO3AIIUTHI JAAHHBIX, ayTeHTU(UKALUU aOOHEHTOB,
YTO 00ecreunBaeT:

—  KOH(UAECHIHAIBHOCTh nepeaaBaeMoi B KOPIIOPAaTUBHOMN UH(pOPMAaLMOHHO-

tesiekommyHukauonHoi cetn (MTKC) unpopmanuu, 3a cuer ee mudpoBaHHUs COTIACHO
['OCT 28147-89;

—  3allUTy JOCTyNa K KOPIOPATUBHBIM BBIYMCIUTEIBHBIM pECypcaM 3a CUET HCIIOJIb30BaHUS
MPOTOKOJIOB JIBYXCTOPOHHEH KpUNTOrpadUuecKor ayTeHTH(HUKAIMA TPH yCTAaHOBICHHU
coenuHeHuit Ha Oaze mportokoma IKEv2 ¢ wucnonp3oBaHueM anropuTMOB TMOAMUCH B
coorBerctBud ¢ [[OCT P 34.10-2012;

—  KOHTpOJIb TETIOCTHOCTH JAHHBIX IOCPEJACTBOM BBIYUCIICHHS 3HAYCHUS MX XAII-(QYHKIHUA B
coorBerctBud ¢ [[OCT P 34.11-2012;

—  MMUTO3alUTy AaHHbIX Ha ocHOBe npuMeHeHus 'OCT 28147-89 B pexume MMUTOBCTaBKY;

—  TOJAEPXKKY CXEMbl OTKpBITOrOo pacnpeaeneHus kmouedd Juddu-Xemnmana Ha ocHOBE

anroput™a ['OCT P 34.10-2012 VKO B 256-6UTHOM pexume.



3. PACHIMPEHHBIE ®YHKIIUOHAJIBHBIE XAPAKTEPUCTUKU

3.1. [1K umeer rpadudeckuii uHTEpdEiic i yIo0HOT0 U HAMISTHOTO KOH(PUTYPUPOBAHUS
MonuTopuHra I1K.

3.2. B TIIK peanu3zoBaHbl YTHIMTBI KOMAaHIHOW CTPOKH, AyOJsupyronme (QyHKIUU
KOH(UIypHUpOBaHUS U MOHUTOPUHIA, JOCTYIHbIE B rpaduueckoM uHTepdeiice.

3.3. B ITIK peanu3zoBaHa BO3MOXHOCThH TOJIYYEHHUS IMOJUTHKUA O€30MAaCHOCTH OT CepBepa
LEHTPAJIN30BaHHOIO YIIPABICHUS U MOCJIEIYIOIIEr0 IPUMEHEHUS [T0JIyY€HHOM IMOJIUTHUKH.

3.4. [IK peann3yer pexuM 3allMThl, UCIOJIB3YEMbII 10 3arpy3Ku ONEpallMOHHOM CHCTEMbI
(OC), 3a cuetr npUMEHEHMs IOJUTUKH JpaiiBepa M0 YMOJIYAHUIO.

3.5. I[IK peanusyer pexuM 3alUTBI, HCIOIB3YEMBIM IIepe] BXOAOM H IIOCJIE BBIXOJA
nosib3oBarenst u3 OC, 3a cueT NpUMEHEHUs! CUCTEMHOM MOJIUTUKU 0€30I1aCHOCTH.

3.6. IIK peanusyer BO3MOXXHOCTb KOH(pHUrypupoBaHus [P-agpeca KIMEHTOB IpU CO3/1aHUU
3alUIIEHHBIX CoeqHEeHuH (ncnosp3oBanue pexknma IKECFG).

3.7. [IK peanusyer BO3MOXKHOCTh KOH(UTypupoBaHus uciosib3yeMblx DNS-cepBepoB s
komroneHT [IK «3ACTABA-KnueHT» mnpu CO37aHUM 3aIlUINEHHOTO COCIUHCHHUS (HCIIOJIb30BaHHE
pexxuma IKECFG).

3.8. B mnpouecce ¢ynxiuonupoBanus IIK Quxcupyer B JIOKaIbHOM JKypHaie ayauTa
CIIEYIOINNA CIUCOK MH(POPMAIIIH:

—  3aIlyCK M 3aBeplleHue cucTeMHoM ciyx0sl I1K;

—  pe3yJabTaThl BBIIOJIHEHHUS IPOBEPKHU KOHTPOJIS LIEJIOCTHOCTH;

— n3meHeHue Hactpoek 11K

—  CBe/EHHUS 00 YCTAHOBJICHHBIX COCAMHEHUSX;

—  pe3ynbTaThl 00pabOTKH MAKETOB.

3.9. B IIK peannzoBaHa BO3MOXHOCTh aBTOMaTU3UPOBAHHOTO OOHOBIIEHHUS 110 KOMaHIaM OT

CCPBCPa LICHTPAJIU30BAHHOTO YIIPABJICHUA.



